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SEEmANEEEAZE
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. DLM RS FH F BEL W G0r064E B T B3 S S A m A RS LR, @HTET Arm®
TrustZone® [¥] RA 7= K MCU. XFfg—41C DLM RG] $24E 50 1K) IP -9 ThE, RN 8 2 1 2s0F A dr
JEHPIR SRR I ThEE -
AR FHEICE SN T HTH 1 TrustZone® (1) RA 725 % MCU DLM R4 6, K25 ST f# DLM
R RS . BRI DRSS A AR A, ESTRENHE L DLM R4
ACLL RA6M4A N, St a8 dds . 8] e 3 AR i B IR SRR JEA T b . SCh Frid i — b BREH T Tl
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Tk T B A4k
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IR 2% AT B AR 52 AR
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1. RATZEFIE MCU RABIZAEAE G R BTN e 4
DR =2 b vl I T B e e o = RO 4
1.2 fHH Arm® TrustZone® AR B 2 A A BT FE R DR oo s 4
I B oo 12 b N N T AR 5
1.2.2 B A B R S R I L oottt ettt en s 6
1.2.3 T Arm® TrustZone® F#s A A i A BT oo 8
1.2.4  (FHEGEE AR X BB AT 2R AR IR B EEMEIR .o 8
1.2.5 (TGS N AR 25 (0 23 AR A RIS B BMEIR o 9
2. FT Arm® TrustZone® (13 HFE P R g4 A ar A E BER GBI e 10
2.1 EET TrustZone FEARIITF R AETIREIR ..ottt ettt ettt e et e et e et e et er et eee et e e e e 11
e D B = W = I O L RS 11
B TS I oy G RO 13
2.2 AN T ITRM B A PRSI oo 14
2.3 AE AN HRET R M B AR G B PIRESFEIL (oo 14
2.4 PR B AR AT T PIR S IE I oo 15
25 AR PRI AT IR ZSFEIL oo 16
2.6 i PALITE T RBERIIE B ZEIT oot 16
3. DLM BRI ZEBEITIR oottt ettt aes 17
31 BPREBHIZIEMEIR oottt nenenen e 17
3.2 IS PGP B IR H G EREEATI AT oot 18
3.2 BAEA G T (DLM) BRZEZIHEIR oo 18
3.2.2  FETZETT PGP BT oottt eenes 19
3.2.3  DLM JRZEZETEI oottt enen e 22
324 BV GEREEZ AT PGP A oottt 23
3.25 KHGHEN PGP ABHEN KIBOPAIA ......coceceeeeeeeeeeeeeeeeee e ee et en e aeneas 26
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3.6  THEZIT B UIIRAEIT DLM RZSIEIR oot 36
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1.  RATFEEZKIE MCU R5 84 A EE A

RA 77 fh F i DLM RGEAT LAFER I NIRRT IF R A2 7% i B e b oy 8 B b R e e

1.1 A8 F A 1D A9 R34 o JA A S 2R

TEARFEE U, BB RA =R EKE MCU RFIME RIS (D #5) SREF{ERERREE . =k
NS ASAEE A B

T E AR NEET Arm® Cortex®-MO+ 1 M4 (1) RA 7= 5h ik MCU 2 41 (1) i 78 A= i Jo) S0 74

g :
I RAIEA BIE
- MCU — ID
h 4
PRI RAR [ REARL |
EBRITTR e
I
: sk 1D s SHWER
I
1

i — BRSNS
' 101011 :
BT i R A
R

w ELERE - AN BT LU RS L

HEAT7 S BT
4
BT B KR = | SEER |
U BT :
w BUEARA — IR BT B [ serras |
IH

B 1. RA F= 5Kk MCU K% DLM £4 (& ID #2)

o MIHEEE T UREIBHMESE, PEEIE RN R ATLAAIEXT N AE . RAM FIAMESE MCU BHi HAT 58 4 U5 il BUBR [0
FFE ARG
FRFEMRSG, FEamF RN B Rr= i R R EEE 1D S LA T IR AR . X AT AR AT AT 8 i B i I
PO ID B RERE AR, B U IR R S SRR M, B S TR MCU K el
e RN P2 IR N BRI DU 1D A58 A A R 3 DA AT e o AT

o BT RMEA RS, HE R T LA P S T R, R E ID RS LUK AR IV M RS, 151 SR
JPAR AT LU (N AE UG 1 5 1 (FAW) fTZe 4 MPU K AZER . 5% ID f34R3. FAW & E %4 MPU % &
BRIESE IR, E S W 2% MPU (R 352550455 PR 5 150 B R~ .

XAl DLM RG] LIONVE 2 N R 5 AR Y, (H i T80 DAY & LAl SCAR T AL, (R 5 18 3

B3 W AN E R

1.2  f#H Arm® TrustZone® BiRKIZ 4 FHEEH RS

F— A RA P Z MCU BA R3] DLM Thag. =T TrustZone H RIS — MG IR T BE R e BN 2 7 7
JRPAN X3, 38 PR 2 A S AR AR XN AR 22 4 AR S A AE X3 3K A7y DX I — A SR P 49152 R 2 77 i R A5 A
W, LA R F ) B 43 AT LA ) B s SR ISR AR S5 FETT RS R RGUPR Hpek BI8F ), By
JESPIRE N4 R G HIK (SSD) k%4 R AR (NSECSD). X RVFAERTEATEIRA S IR [, JF R AN
Wl AE ARG BE A D RE N R T o
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N
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1.2.1 RO ABRESE X
SRAEAE A AR E T AR S BT AT AR R B, IR R O . SR AT YR AR R O R E 5 I R = U B . B
—C RA P2 S MCU R #2428 B 43 36 0E AR B2 S5 A 20 i gm A2 AR R Th g . EAEF= 129, MCU STt
—AEZ DLM REFH. JH KA HIE DLM IREELR UES MCU K, MCU &£k HiFil. K5, FFR
N G625 FHE 24 ) DLM RS SR A I N . W SR B IE A, MCU KRB 312 HiE ) DLM IR, TR A fig it
SE SCHISRAE AT I RS o X FIHLHI AT CABK (k55 W AV s ids,  BRALIEERA IP -3, [FIROR B B s AT i
SHTHITHRE o
FF TrustZone® ) RA P2 Kk MCU A = /MR ) :
«  DBG2: W ARZsER, 1T LATCEREVT M A 2 A A %

DBG1: ik as sz, (HAXBR Y i) 3k 2 45 A7 X A o0 %

DBGO: A A asidss
BT 5 SRR, BATREZEON LSR8 T 51 SRR s . H 7wy U F B B N A7 4 B2
(RFP) N R il 47 gm0 5 T 5| SN il s, PLEH e AR B IR 25
FRANH T &S i o PR ZS 1) 58 SCRUAR SRR, AR R AT dm AR 82 IR Th At o

& 1. ZT TrustZone ] RA =i K&k MCU R84+ 4 dr A HPRE

At A RIRES | IR Rk VARG F AT IR B BE MR
CM «  “Chip Manufacturing” “& } i ” DBG2 | wyA., AETH]
o BMRAEmNEE L) . o JGVEVI R ACRS/AL
o FFRANRILE T ZARE 2 P N2 X 3
«  CZAE AN MCU Mi— ID FHAE A — 2551
(HUK).
SSD «  “Secure Software Development” DBG2 | A, ANATH
CLREMTT R o AT LAGmARIE R
N FR T B 22 4300 IEAE I R . B A AR 1 A
«  W[LIFEAN SECDBG_KEY 1 RMA _KEY. INAF X 35
NSECSD «  “Non-SECure Software Development” |DBG1 . arH, ANHTH
AR ERAITR” o LA IR
R FHFR P AR 2 488 o IEAE T R V| AT
« A LLEAN NONSECDBG_KEY. P INAF X 3
o WA SSDRE FEANT
SECDBG_KEY, IR LAFEASHERR N A7
GOl IR [ 2] SSD ARE .
Al DUIE i 58 A R I A7 LR [F1 21 SSD
K&
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AR EPRE | SRR RE PR |BATHRIE TP A
DPL - “DePLoyed” “Cifi®” DBGO | wrA. AT
L RRZE g Q1B o AV AR AL
o WRAE NSECSD RS FIEANT P A7 X 33
NONSECDBG_KEY, "] LAEAERR
INAFI R DL IR [H] 31 NSECSD IR%s .
A] DLd i e A R N A7 LUR [F1 2] SSD
LCK DBG |.  “LoCKed DeBuG” “#iiEiffiX” DBGO | wyH AATH
FE: FARBEOCKAZR. o TEVEVI RARAS/AL
P INAF X 3
LCK_BOOT |. <« oCKed BOOT interface” DBGO |« RurA. ANETH
“HiE gl B
«  EE. {RBEONRTHEEOCKA
2H.
RMA_REQ |.  “Return Material Authorization DBGO . WA, ANETH
REQuest” “ MBI o RV AR EL
« HIFIRIHEA (RMA). PEINAE X 55K
o ERRET, B OO RIES
i o
RMA_ACK . “Return Material Authorization DBG2 | wH. ATH
ACKnowledged” “iE ¥ fiL” o RV AR
o TEIRBEREAT AT P INAF X 38

1.2.2 BHEARRSNERRE
2L T MCU FHEANA: fi i B vh B vl e R S e

\

o = g
RMA_REQ RMA_ACK )
i e

LCK_DBG
= == EREEER

> TH S MUK

Q_CK B@
> ORI

2. RA MCU 44 4r A
WK 2 fios, 35 = RSB s
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“All Erase” (&IPEER) HfE

o HIIPAT “All erase” (AFHERR) A oRrds A A E HPIRAS HE ok ] SSD.

o WRINAFHRGUE R ITTIEK AR, W “All erase” C(AFHERR) MG REAN NI
WERTF RN A DRI HAT K ALY, WASHAT “Initialize” (HIIH) i d.
Al L@t RFP H i) “ Initialize” (WJUGfL) @ 2 AT “All erase” (&i# KD , Kk
“Initialize” Witk A ASCHEEN. EMABHF{EH “Initialize” (WIHN) 4, HIit
INA-H ) A AR 25 5 B o
WERTF RN AL A L ThRE, FTRMEH RFP K AZER “Initialize” (WIGAHK) 4, WK 8 Fk.
A&, —HZH] “Initialize” (WIGHL) @4, WK EZEKE .

o GRS AT DAEA P A AR R 245 “Initialize” (WIWGfL) M4

© HREBAEVEN, WS I 1.2.4 A 1.25 7.

DLM B3 UE % 4H

WK 2 fis, 752 DLM SR A ay RS EIER, TEFHFHERE MCU NAZ 1IN 2 B ] #H4T 5% . DLM %
3% RMA_KEY. SCEDBG_KEY #1 NONSCEDBG_KEY.
mE 1 PR, 24 RN RA ¥ SECDBG_KEY A1 RMA_KEY 73 A #| SSD R4 T i 8% 14 .
RMA_KEY o] H T &% 7% RMA, SECDBG_KEY A FH -8 2% 113% [A] 1] 22 4= T KR
o INF A PR, FEL4TFRFABNT LLE MCU 4F NSECSD IRZSK % NONSECDBG_KEY v AH .
NONSECDBG_KEY #] F T #3141 [0l 21| 4E % 4 KRS -
FELT S HRIER
T BT By 4 B0 AIE R i 0d i T B 1) A 8 2 e AR 4 AT o AL 20 BT 38 T B SRR AR i R IR SR
6] 3] 2 R/ T AR AS BT HE 2 FF IR TR BUIRES .
o DA FPIRASE T LUR R B 2 BT AIRZS, o 75 4EBR N AT N 25 B ] 347 W 20 #
—  ZAIFR (SSD) ¥ 3|4k % & Kk (NSECSD)
« %3 1. fiiff] SECDBG_KEY
—  ERCEE (DPL) &3 % 47 & (NSECSD)
< B3 2. f#f NONSECDBG_KEY
BEAh, AU R R B R S B A T AR AS T HE B FR IR RIZBOIRAS, DU 75 2R R INAE BRI 2, N
A7 ER B A B E TS LR A
— R CERE (DPL) REF 2| iR T AL (RMA_REQ)
o A 3: fiTFH RMA_KEY
—  ZAEFFR (SSD) IR 2] HiE B AL (RMA_REQ)
o 4. {8 RMA_KEY 5 MCU ME— ID
el 5 FREPIATHE T HEAE. ANHEICPARME R ERAEAERE . WRMHRER, 1HEERH
FER AR .
oA A AR B A B 2V EdiE R, ES LS 2 &,
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1.2.3 FHTF Arm® TrustZone® FIZ4F4 dy FIE M H
PAUR R FET TrustZone FI# R i J& 117 H R G0 1 47 22«
o RIPEAERATIP RS
TE KR MCU A7 BV AT 2837 06 it U 1 B2 LR AR AT g 332 11 DL 3 s o b
o RBREEANAE LA VESRATIR B B 2 A AT R B, LR FE MCU
o BHIEBIVT AN E G, BRALIESR G 1P fRY, R AR B AT R 7 R 2 B 1
1.2.4 i P BRBE B4R o X B B AT SR A A Ay IR S B AR
HE AR X PSR S — 5 e? studio BRI FIFER, A TR0 & WA HEAT e 2E dn R DR S . A
FRT LA FH B 5 45 4 3 DX R T LA R Th A
B2 1 A A
o EWEHE IDAU X E
B2 ERIURIL LLIR 81 3] SSD IRZS, HERRFTA RBUE 1IN 178
& IDAU [X 15

TR, WORAA J-Link fE8EERRE D, MR SIR G, P 200 R AR B, SRJE 4 R A I3 =
X EES.

s  Run Window Help

re d Renesas Device Partition Manager I 0
e BT TraceX » [,M
B 3. TP Epe S r o X E A

PLR 2 #4147 “Initialize device back to factory default” CE28{FR14AL LR I 2] H T BN ED AW ER
il FERT L, REHTE “Run” (81T .

{8} Renesas Device Partition Manager m} x

Device Family: | Renesas RA ~
—

Action
Read current device information Change device lifecycle management state

Set TrustZone secure / non-secure boundaries Initial\zedevicebacktofactorydefault
Target MCU conne ction:
Serial No:
Debugger supply voltage (V): 0

Baud rate: 9600

DLM state to change to: 55D - Secure Software Development ~

Memory partition sizes
Code Flash Secure (KB): 2
Code Flash NSC (KEB): 23
Data Flash Secure (KB): 0
SRAM Secure (KB):

SRAM MN5C (KB): ]

Command line tool: Browse...

B 4. f# BG5S 80 X B B2 914H1L RA6M4
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FEF= A BOWIR], P I 5 B = A o DX B AR A A i JA
SSD -> NSECSD
NSECSD-> DPL

HgE a0 X B B AR R A
o HEBESE DOE B AR B B IR . 1A RFP #EAT SR AT

o ERBESM A X HLAS R B IR SRy R PIRAS, TR e studio IDE MBI RERE. A E KR
AR R3] LCK_DBG Bf LCK_BOOT, 7EXF&EM F, F/ R RFP,

& Renesas Device Partition Manager O x
Action
Read current device information [] Change device lifecycle management state

[]5et TrustZone secure / non-secure boundaries [ Initialize device back to factory default

Target MCU connection:

Serial No:
Debugger supply voltage (V): 0
Baud rate:

DLM state to change to:

M L 55D - Secure Software Development
e pattontes MSECSD - Men-secure Software Development
Code Flash Secure (KB): JIOPL - Deployed

Code Flash N5C (KEB):
Data Flash Secure (KB):
SRAM Secure (KB):
SRAM NSC (KB):

Cormnrand line tool: Browse...
Y
'i‘_?/' Import Export Close

Bl 5. f FEpE a0 K EE SR AL AR

1.2.5 i FER S N FP R AR 2% B SR 22 Ay B PR S it

Fiti 5% [N A7- 4 P2 24 T B2 AL o 280 ity PO A PR IRRE SC R o B T B R B 1 40 X BE SR SR AL 1) B3R A= A R 0 B Th RE AL,

RFP &2 4L LA R Zhig.

o FEFWELE GO IUE A A B RS . T B SO IR R R e FER DLM 4. B ol
i RFP #HTHEL L S M RIFHHRER, iES 0058 3.6 7.
TR AN HEAT B AR IO AE A 2R A o B RS Fe e, #5303 RMA_ACK 841 GZ 5 R BELE IR 5% N 55 4%
AT, Wl 2 Fis) .

Z5) “Initialize” (WMAML) A . WIREHIFAE DPLOIRZA NHEE, Jf H.R 2l AMERR NN A,
MIFTRE R EPAT LR ER(E. HR, —HZH “Initialize” (WMD) M4, NWKIZTEKE .
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ile ' Device Information | Help

I Read Device Information

eratil
[ Read Memory...
Pn Read Flash Options
' Initialize Device I
ﬁ[ DLM Transition

K 6. f#f “Initialize Device” ML) R PUT “All erase” (E&EFER)
St T AT B BAE ¥, 58 “DLM Transitions” (DLM #4) Sk#ATHE::, WE 7 iz,

ile | Device Information I Help
. Read Device Information W DEW i - i
ierati
i | oo
Pry Read Flash Options = 55D
NSECSD
o = DPL
q Initialize Device ‘ LCK_DBG
Tz g— LCK_BOOT
DLM Transition RMA REQ Cancel

&l 7. RFP SCHRFH AT A fin FA B IR B 4

1 8 Renesas Flash Programmer E3.08.00d (Preliminary Version, — X
1 File Devicenformation Help

4

1 Operation Operation Settings  Block Settings  Flash Options  Connect Settings  Unique Code  User Keys

i v DLM

Set Option Do Mothing |

Target State SsD |
2| v DLM Keys

Set Option Do Nothing

Encrypted SECDBJ

Encrypted NONSEQJ| WYaming(WO0DODDS) x
Encrypted RMA Ker

1| v Boundary

| Set Option | If Disable Initialize Command is set, RFP can not remove this

3| setting again.
Code Fash Secure K|

Code Fash NSC [K§
Data Fash Secure

SRAM Secure [KE]

SRAM NSC [KB]

7| v Securit
et Option Set |
4 Disable Inttialize Command Yes |

& 8.2 “Initialize” HIEBIL) dd

2. ET Arm® TrustZone® KN P K244 45 S EE RS
K E R HEET TrustZone BRI B b2 7= M F 84 A dr B S R KRG HAH], W5 T omi R Are s &
BB .
B RA IDE ZHE=FhHF AR, WHTET TrustZone Hi A MCU. HiF® RA I H A g gs i it = Fhaii 5 28
KITFFX =M RET, Wi 9 Fiw.
o PALTH R AT
—  TFREREGEA NEXT TrustZone FEAR KR ThRE
—  TEAEFEEL, A A R RE S
o U H TR AR
g w1 E | g g = it
— XTI RV A A HEAT RS ST K
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—  BZRIFRAG - QIEEAER (5.1) BACLKF RS . JFRZEIE SSD IR FHEHTII .
— AR ARITRAN G - QR T AR E I IOL T RE R R HFERE . JF AL NSECSD Ras F it

T

—  ARREITRNRTEEVT A %2 R G

o BREIIUHEIF AR

— % eMIER2TH K.

A AR 4 N R IT R B — A 2 (5 AR RIBAE SSD R T AT
—  IFPRANGF U a2 e e (EE AR B .

Q Renesas RA C/C++ Project

Renesas RA C/C++ Project
Project Type Selection

Project Type Selection

.I] o

,_
L &

(® Flat (Non-TrustZone) Project

* Renesas RA device project without TrustZone separation

* All code, data and peripheral settings will be configured in
this project

* Renesas RA device will remain in secure mode

*» EDMAC RAM buffers will automatically be placed in non-
secure RAM

(O) TrustZone Secure Project
* Renesas RA device project for TrustZone secure execution
* All code, data and peripherals placed in this project will be

initialized as secure

selected non-secure project

will be made

(O TrustZone Non-secure Project

initialized as non-secure

initialization

* Secure project settings such as TrustZone partitions, linker
maps and a list of secure peripherals will be passed to a

® After initialization, a call to the non-secure startup handler

* Renesas RA device project for TrustZone non-secure execution
* All code, data and peripherals placed in this project will be

* Must be associated with a secure project or secure bundle
® MNon-secure startup handler will be called after secure code

@

< Back Mext = Finish Cancel

& 9. 2T Arm® TrustZone® AR KIE#= RA I H 8%

2.1 ZT TrustZone HiAR K RIEZMER

2T TrustZone HARM) RA ik MCU REUBEAT I AT, 38 % A6 A T SCHT IR I PR I AR B
T T AR A RIEG A 3I0 H JF AR o ASHRE S I RO A AR (10 4 A i A ST 5 481 o

211 4B I B R AR

3 18 I H AR () — Rt RE a0 T i«
«  fEMCU fili& e )LD ERF, I i — AP 3R i MCU v EA MCU HE— ID A1 HUK, 28 J&# MCU

R LT RN B

o REPRITRNCEIT R R AN MARER, JFBUE 2 e DR AR AR 2 e X, SRR MCU Z2At4r R

LRI RN G

o AR RITRNGRIT R AR R AN R . ERINBL ARZ e I RN RTCER B2 RS
o BT AT RE MR R R I N B BUK ABUE I MCU . SR AT A28 AT REBOK A BIUE , B0 AT

FEZREATRR -
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HigE
T MR
- MCU #HE— ID
- B EE— 4] (HUK)
FERITRNG - &4
ERRYIFR

FERmIFRAR - ERE
FRERGIFR
. BERGATR

BT A )R A
B P R

DUHEAT 7™ il s 5347

BB PR
RS C

n EUERE — PRI ST LLE R A

[ T Hr it |

h
| LERGER |

A 4
FRERGWEA

CEE

y v A 4
| ST |
v

— ERIBRIERIFER

n GRS — TR A B AR AT BT i I ST |
2

& 10. 7B A E TR

TR A=A R AT S ] B SRR i SRS e i =
B R A RS B BT A iR o, CLastin 1 2 9 a0 H R R BRI T s AR i e AR A e
ORI AT RE R A R

b
T HRAIEA Illﬁﬁﬁill
- MCU #— ID (cm)
- BRI (HUK)

N [ ZAZGAR (SSD) |
PERIFRAR - 24 A
EERGHR

FERFFRAR - s
LA RGTR
N EERGART

e

- - - ERER
— EFRIBRIERIE SR
— RESHRIEKRER

B :ﬁ:ﬂi)ﬁ Bﬁ? (DPL)
BB R i v
w ELEE — g R BT B R -

UL {7 ) B ,#q| #: (LOK DBG) |
n GRS — TR BT 7 A ¥
l (/21 (Lok_soor)|

RMA
=

B ST
FERRFERAR - 24

O R
FI%F g_ %Fh‘-\)

b4 AT s X
RMA E#iA

B 1. BRI B TR R L A RE

v
I ELH% RMA (RMA_REQ) |
T
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21.2 BR e A H PR

A I 2R P AR, 22 MR 22 4 N TR P T A B — A 2R AR I I BA A7 Bt o #EIE 5 2000 H T A Y
AR A A PR S A TRE AN (AR SRABL T 7 B I H T AR, 2 BT o :

© PRITEANGRAE SSD RS TIT R ZEMIFLE RS .
o PERIPR AT DAY R A MCU B, Hh LG 22 e AR 2 4 B

i =
LT IR A I
- MCU #E— ID
- BRI 855 (HUK) !
PRFRAR - (ML) B
AR RYGFFR
AR 4 R G I l
BRI R SRS
HRENE —— ERIHRIEMEY
v
RE&T= AP EHE
57 H5 B A 7 v
w SR — R G AR P 5 -
D772 8 A b | %iﬁﬁ
w Bl — i T R
B b7 | w9 |

B 12. BRE AR E T RER

TR~ PR A B B S A R RS e
B 13 e 7 IA A H T AR I A ZE PR AT o M i B2 b e ml e ZE e e

e
T BRAEN | W/l (CM) |
- MCU rf—
- FEfEME— 24 (HUK) l
FEs RS (SSD) FiATRARFELRAAR
FRITRAR - (RERERL) % —_—
ZARIRERGEITR ; * "‘"S )
A AR 2E 2 RG] R | e
i BMA- H BRIAERAREIRERE [
= ) | (NSECSD)
: - - - SRR
| &NSECD?G - .
| 4= nQ) T AT ERRIERER
BATEMH P = 3
L 0B R E##& (DPL) |l | % %gﬁ‘fﬁgﬁﬂfﬁﬁ%ﬁ
w ELERE — 7 TR ST A R -
BEDLIEAT = L S BT j RMA .\ | BEwE (oK oBe) |
» BiERE - CEELERERTRAES | = )
AT v l [ 5T 31 % (LCK_BOOT) ]
FRIFRAR - & .
WA | B RA (RMA REQ) |
& 1
R HigE 4
b &)
(RMA_ACK)
E 13. BRA 0B FF RIEE R E A RS
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2.2 ZEN AR R B S4E e ARESE R

ELLTF b, L3R H R AR . A5 2495 3 30000 B FF R AR R A A 2000 H R B AL 2 47 1E 22 5%

i, S54RI

W 11 Fior, 78 MCU #ili& i a ) LA P B, e b — A2 3 m MCU A MCU HE— ID Fl HUK,

SRIGIE CM RS T MCU 22448 224 FF % A

WK 10 iz, ATRERI S A i i IR S L 45
IR 24 N R R I R 22 i -

CM -> SSD: LS rieil, THRERRINF .

o EFRGEF, “EFRANDTTUMIT “All erase” (LFHER) MAkIMKE MCU. ZERS4EAE 6 H

HPIRZAAT8R & SSD.
SSD -> SSD: il G I0IE, FHEBREA N, (EASEEERK ABE N,
EER, £ SSDARE T, ZeFRARATUMEN RFP K25H] “All erase” (&HBER) Mt .

o fEALT SSD A HPIRZSWIFTEN RMA_KEY J&, 24 TR A SR DLLE BT 58 55 1) Wi 87 B4 36 31E )i
il RMA_KEY ¥ MCU 4 A% My RMA_REQ IR%&. SSD -> RMA_REQ: fiiffl RMA_KEY #1T
SO IRAE, G HERREEAINA, BEARSERR K ABUE KN,

o TEFFRANNR 2N HE T2 )G
SSD -> NSECSD: TLili Hriil, JorsigbRINAT
WIRTIF AR A NI H RS, P2 T R N SV AE SSD ARE T 58 i A FE % 4 N R IR

B Ay E RS M NSECSD iB[EI ) SSD (BREHMHKIE)

72 T2 AE SSD IRA T %% SECDBG_KEY, FEze4F R A ALK MCU iR [l 45 % 4 kN 73 34T

3T

o ZEFFRANGATLMEH SECDBG_KEY # MCU ARz NSECSD E Xl SSD,  H#E47HH N 1 1 ik sl e 5
ST

s XMREEBEFELLRIENESR, EZREFLFALSERINAG . NSECSD -> SSD: {f H
SECDBG_KEY #t47 S50k, Jo s #EER INATF

23  ERENAEFTFRYERSGE SR PERSE R

LELLR b, BLor & R0 H AR . & 245 38 20000 B - R AR RN A I H F R B 2 [0 71 2 57

i, ¥ BT .

SFERTA TR, 2N ARTFFENE, 24t RN RSR# 4T NSECSD JR&R MCU, Jfit

TAERENHBEFIT K. £ NSECSD IRA T, REEHRIEZEN R, Z4 RG22 3R LI kA2 4

T RN GG 1)

BRfiAE fy R HRES M NSECSD Bl SSD (TG S5 HIE)

o WRFELEBRBENNEUKE MCU, JE24IF RN R AT RN INAE, g MCU 4 i B IR S M
NSECSD iE[H%] SSD. {Hf2dE2 4T R AR FEEW MCU iz [145 224 TF &N 5 UL HT B 22 4 B FH AR
NSECSD -> SSD: E[R# /N N AE
1 SSD RAT, FEXEHEARTLUAFH RFP k25 “All erase” (£IHER) #rd-.

o BEARITRAALE A T ER R, ROy AR AT H T KRB E B7E SSD IR Tk T .
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R4y FAEPIRS M DPLB[EIR] NSECSD (FRESHIIF)

o WIER A RPTIR, 0 FoK B 45T S g AF AR Ay IR S & B O DPL, JF H #E NSECSD IR& T B4k
NONSECDBG_KEY 7 A MCU, W27~ 5 F 7 a] DUGE B0 i 2877 falk B 25 3 22 45 71 Ik A B4 T 5 4y
Mro ABZ 4T R FABAAT LA ] NONSECDBG_KEY fifi 8% A4= i A IR A [0 3] NSECSD IRA& LA A%
AN R R .

DPL -> NSECSD: 1/l NONSECDBG_KEY #4T & 56ilE, T a5 INAT

Bk ay R HRES M NSECSD Btk DPL CBE S HAE)
FEJRRIE I B, AR 24T RN AT LB 24 A= dn A IR S N NSECSD 2 DPL,  PAZE LR 2517 1)
g FACHY
NSECSD -> DPL: i S iil, Joii BRI

24 AT RS A RPRES R
2 BRI TR R AR R A5 20 ) TR0 (R 3 P2 i P IR A e i T T«
B RIN E FF R
A KA = v B 56 S B R AT VR T, R R UL, 7 B P 6 2T AR A
WPRA 48
- AR A

— CM->S8SD

—  BEREANART

— SSD->NSECSD

TR AR 2 M T A

— BRI RANART

— NSECSD -> LCK_DBG
—  LCK_DBG -> LCK_BOOT

BA NI B R
A L AR A= 7= o 2R 56 B B S R E R AT R B CE B, IR RSN, 7 I R S AT UL N A
HPIRAS e 4t
o LEFE R IE R AL
— CM->SSD
—  EFRReMAE RN AT
— SSD->LCK_DBG
— LCK_DBG -> LCK_BOOT
- PAGTR B R AR

AT LR 7 e A8 5 B 2 JE TR AT WK BT, AR AL T, MR A B AT RApRE SR 2 4z IX
AR RS . SRR, 7 b 0 PR R S IR 2 T AR R A ) ) 2 i e SRS Bt
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25 EBRARFPTRERSFGEaEIREESR

P P A Re SR b T LR IRA Z — 1 MCU: DPL. LCK_DBG & LCK_BOOT.

B 1. B&=matT DPL RZE
U T BB VAT UK. MCU, 52 P AT DLERBRBEAN I U MCU - 1A= i i PR A5 AL DPL B[]
£ SSD. F k] LAR [A] 2|22 4% B FH AR 7 KB B
DPL -> SSD: EREEA N, LS IRIE

M DPL ##:F35=R 1% HiE (RMA) RE&

o R A PATR, WL AR A G F RS E Y DPL, I T B0 A 47 IR R 4 B i AT
oY, BT AEF] MCU HiE— 1D o MCU [R5 M DPL SEEiCy RMA_REQ. 5527 i] LUKE = il
R 2T RN, %P RN LMER MCU Mi— ID 3 RAM_KEY (W2 B CL2e3s) K ad R As
M DPL #4:%] RAM_REQ.

DPL -> RMA_REQ: f#f MCU "t— ID 5t RMA_KEY

4.3 RMA_REQ MEEE
KA I 3] RMA_REQ I, CEHERRINAE LA TN A, KABUE KB, BPS_SEL % /7dsik
[ 4h .
i B AE FEAT WO B2 A I AT DA UK ABHE B A AR T N 2
BE. RIFERLKAHPHER MCU REIAIRERITHREMT, BNEASERIT S,
KB 2: BEFEHAT LCK_BDG RE
T SR 7 S ) B AR A T WPIR S BN LCK_DBG, 7K AZEF 2 0H 2 11, {H B A7 g A i LT 4R ]
o B2, $ATIRFERE D ICEEVT ) MCU ACHD/BE INAE X 38, AT R4 B & P N P AR 7 . SR AT g B 147
SRAT DA AL L AT MCU IRZS, B0 5| SANEAEFIA . S 4 dir A IR A AT IDAU X414 .
KB 3: BEFEHAT LCK_BOOT &
1 5 2 S (K B A i L IR AS 1 B 2 LCK_BOOT, U 2844 o iR [B BUE AT HAtoR A& . 78 LCK_BOOT R
T, AR AZER A AT g A ], 3 HA TR R m BT AR S . 7R E 3] LCK_BOOT K&
H A AT A P4
2.6 JaPALTR H R R E

A5 P PG T E AR, AETT BB, P BT A A Arm® TrustZone® AN DI REMIN IR P #2267
REREA, AT DRSS B SR A BRI XAy 2 XK, IR AR B E IDAU X35, B IDAU
DA, Pt ar DR A 5 08 SN B T AR A R B A 7 i s . A R A IRAR I EAE R, WS AR
2477,

3
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3. DLM FAfEMmzE LR

3.1 BB RN R

A rp TR A 6 P T SR A Ay A B S AR AN P . I, 7 (55 RAGMA4 I ST

e BELED T, B fr B B BRI P S IR R T . AN IR, FATLL DLM

SN SR AR 2 1

T DLM 41235 5] MCU, FE =B,

1. ZPIE 128 e B bl SRS T SR (UFPK), BT 0 fl P assl. 20 it e e
SR IR 5 AR R AR A (W-UFPK) (93558, 5 3.2 4551 5 2 52 ik 3 e 7

§§yr iﬁﬁ;
E:JF);%) AR R 55
W-UFPK
(1) 3KEL W-UFPK

E 14, HERF T SwFE%EH (UFPK)

2. EJUER] UFPK 10y AES B HARINE P 8. 565 3.4 WHAE i (s BTt 7 25 A2 son s i) UFPK
.

Ep
UFPK
P 1B
h—b AES i —bh
g I

(2) hnzz il

Bl 15. f£F UFPK & DLM %43
3. HyUEIE AT R L W-UFPK (FE28R 1 R R RUIME IR P 858 (FEPER 2 AR RIxE]
MCU. AIERI R s g, FHR %50 (HUK) B2, SRSAF0E (R 5 RIEFflds b . 55 3.5
TSI S P E T RFP 58 s Pl e et .

%5 3.6 FURHR AL R E ] DLM #BH3T F5 B4 B IR ) MCU g A A8 i i I R (5 8

wr
W-UFPK
> MCU
= g
g il i
#h
(3) i
& 16. GIEEAIH%E DLM %4
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e RA P2 i KR At E A ) B P 2
3.2 GBS PGP BN I 5RER AL

A ANRE 1 DLM RS 25045 B3 PGP %5, s ;o MissEE 2 6] f5 s #t PGP A%, X&—1—
UL, FHEAES DLM RS 28 3815 2 i 52 .

3.21 B4 EEEE (DLM) RS 838ER

LR 2 H DLM IR %5 253517 DLM S5 EA 325 IR 45 10— I3 E i FE . FH P T AR 48 30 W s vh 8
https://dim.renesas.com/ VA irl i DLM k5545 -

M Hittps://dim.renesas.com/
FIIT BB

s

IR ID (U3 — 0O

s

% e 2 (1) 584 PGP

FF A7 B At )
Ui e

-

TR B P R 55

B 17. {1/ DLM JR 5583347 B PR 3R B AR AR
DLM 4588 % U REA#E (FAQ) A1 7=

IHER, 7T https:/dim.renesas.com/ M 7L f5, F P AT DL AT FAQE R, F P AT DAZESE — A~ FAQ W)t

“Is there a manual of this system? ” [J& 42| DLM AR5 28 H 7~ FAMroEEs:, Wil 11 ok,

Close

| Bz

Categaory s=lection : Mot s=lected

login etc (0}
sienup (1)
reset pazaword (1) 3
w(” 0. Iz there a manual of this svstem 7
evaluation key (0} A
About kev leneth (0)
Key tvpe (1)
product key (0) )
). How can Icreate a logn account?
A

Category.  sEnup

arch results: 4 Issues

Category.  all

Q. Iforgot my password. What should I do?
A

Category.,  reset password

1. T beeed n, but if vou click on the encryption button, vou will get an error if vou exchanes PGP
public key.
A

Category.  encryption

&l 18. DLM fR%5-28% W. ol R %E (FAQ) A P F4t

R11AN0469CU0111 R4 1.11 %18 71, 3t 41
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https://dlm.renesas.com/
https://dlm.renesas.com/keywrap/faq/view
https://dlm.renesas.com/keywrap/faq/view

Hi i RA 7 il A i A Y B P 2

DLM fk4%-2% FAQ

wn EE R, FAQ T LA Bh 2 P fif vk — e W)

% FFl DLM IR 822 (A 2 B HE AT OpenPGP % . N2 KB 85 05 B IR S B IR R, iX
THAR 5518 il OpenPGP I AE A 2 41 it R AR 3 A& i) DLM 254,

£/ GnuPG &% F PGP

S 1t PGP /A Wil

&I PGP AHRIES
HigE

H I ) UFPK &% %] DLM
AR 35 9% LABEAT B 46 1 55

EUGHEE K PGP A

HEGHE [ PGP A8 S
Kleopatra

] RFP SEHITE 7
UFPK

B % 7 19 PGP 2~ 81
% 3 UFPK

i FH % 7 PGP FASH 25 LA
SREUERRE ) UFPK 2547

& 19. f# ] PGP ] DLM 4 RS R

3.2.2 BLE P PGP 4%
T LA RS RAE R ' OpenPGP 85 AN A2 1e 48 FH & 77 1) GnuPG Windows® & 17 kit Gpgdwin SZH1
PGP %A e I AR RS . HER, &/ ERI R R DLM %45, LLAFi{E{H KeyWrap
IR B I 47 325 Rk %
1. ATAABLUR WS N4 PGP i

http://www.gpg4win.org/

i

2. fiiH Kleopatra Hf# 77 =X 23 F B 2h i S R T . e

& gpgdwin.org

| What's new
l . Version 3

Gpg4win 3.1.13

A 20. T# GPG #fF

R11AN0469CU0111 A 1.11 1971, 417
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Hi i RA 7 il

st Ay

J S B B 2 e

3. . “File > New Key Pair”
pair”

O > Bt , ik “Create a personal OpenPGP key
(B N OpenPGP #43%1) .

vy Kleopatra
File View Certificates Tools Settings Wi
[ Newkeypair.. Ctrl+N &
4 @ Lookup on Server... Ctrl+Shift+1 ™
EL  Import... Ctrl+1 =
1 E  Export. Ctrl+E B
E=  ExportSecretKeys.. |7

Choose Format

Flease choose which type you want to create,

—> Create a personal OpenPGP key pair

OpenPGP key pairs are certified by confirming the fingerprint of the public key.

—> Create a personal X.509 key pair and certification request
X509 key pairs are certified by a certification authority (CA). The generated
request needs to be sent to a CA to finalize creation.

Mext Cancel

4. Hi “Advanced Settings”

B 21. &gk PGP &4H%t
(EH%E) LT E “Technical Details”

(BARHFD - i “OK”

“« ”» .
(e , AEHidi “Next” CF—H) .
™ Advanced Settings - Kleopatra 7 x
Technical Details ? X
Key Material . a
€ Key Pair Creation Wizard
@ RsA 20483 bits ~
+R3A N e Review Parameters
O psa 2048 bits (default)
Please review the parameters before proceeding.
+Elgamal | 2048 bits (default)
Name: dimtest2
(O ECDSA/EDSA | =d25519 Email Address:  user@company.com
+ECDH ov25519 Key Type: RSA
Key Strength: 2048 bits
Certificate Usage Usage: Encrypt, Sign

Signing

Encryption

Certification

[ authentication

vaid unti: | 7/17/2022

Subkey Type:  RSA

Subkey Strength: 2043 bits

Subkey Usage:  Encrypt

Walid Until: Sunday, July 17, 2022

Show all details

|i Create I Cancel

& 22. PGP XTI E
5. RIS . B RRAE B DL S .

Pinentry

Flease enter the passphrase to
protect your new key

Passphrase:| |

X Pinentry

Please re-enter this passphrase

Passphrase:lu

oK I

Cancel

| Cancel |

&l 23. R4

R11AN0469CU0111 R4 1.11
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6. TLLEZE| PGP % 8% G d ).

Key Pair Creation Wizard

Key Pair Successfully Created

Your new key pair was created successfully. Flease find details on the result and some
suggested next steps below,

Result

Key pair created successfully.
Fingerprint: 39A5EE9B51151A553CD 1D44780FEODS57A 1EDBAS

Mext Steps

I Make a Backup Of Your Key Pair...I

Send Public Key By EMail...

Upload Public Key To Directory Service. ..

Cancel

&l 24. FHAXRIR R

7. {HH Kleopatra % P A, W FEFIR.
Sign,FEl"\.c:vpt‘.. Deavp$enfy... Imp:r‘t‘.. Exp:r;: Cer;;y... Lookup on éerve;r... No"tepad
|-.I~ea 1 Alt+Q =
MName E-_Mail
keywrap customer-key-encryption-system@Iim.renesas... n
dimtest? = ; 3 S =
B2 Certify...
Trust Root Certificate
Distrust Root Certificate
Change Certification Trust...
Change Expiry Date...
Change Passphrase...
Add User-1D...
TF  Delete
I B2 Export...
E®.  Export Secret Keys...
B 25. RHESAH
8. WEIARLR DY RAN * . asc IXAFH, Bl “public key.asc” o
1 ™ Export Certificates X
¢ <« v A « Temp » keys v D Search keys »
Organize = Mew folder = - o
[ Desktop 2 Mame - Date modified Type
@ Dacuments
Mo iterms match your search.
; Downloads
J! Music
&= Pictures v < >
File name] | public_key | -
Save as type: | OpenPGP Certificates (*.asc *.gpg *.pgp) ~
~ Hide Folders I Cancel

E 26. REFF A

R11AN0469CU0111 R4 1.11

202144 H 30 H RENESAS

F2101, 41

'~



Bt RA 7 i F A i A Y B P 2

3.2.3 DLM JR %283t

AT EA2H DLM BR&485T P P 3R . X — AN R R S I — IR SRR . A S A aE P R
WEPEAME R, B 200 DLM P 0 1 50 P R 4y

FEN A 4T URL https:/dim.renesas.com/, #AJ5 i “New registration” CHH M) o & HRFERIE
e TR HuE, SRS “Send mail”  CRIEIRE)

Login screen of Key Wrap service

E—mail address:

Password:
P Please enter vour e—mail address before using this system.

Wa will gend e—mail for purposes of dentification. W Y
Please make sure that vou can receive e—mail from the domain ~ @renesas.com .

.
— B

E-mail address : I

If you forgot your password... I

B 27. JRACH T3 7 A B T ek
ERSAE HL T B TP S B IR, W R TR

Dear customer,

Thank you for registering with the KeyWrap service.
To start using this service, you need to click on the following URL to register your information.

https://dim.renesas.com/keywrap/?menu=reg%2Fregist%2Ffixed %2F& param=id %3Duf251 203Cd7ODIjIEN%:252BOmISX7 ghfivBHImP%252F19Q7aH8%2530

" Notes
Please register your information within three hours of receiving this e-mail.
The URL expires after the three hours, after which you will need to start the registration process anew.
Please delete this email if you were not aware that you were going to receive it.
* This email was sent from a send-only address.
Please understand that there will be no response, even if you reply to this address.
* |If you have forgotten your password, reset your password via the link “If you have forgotten your password ..." on the login page of this system.

Thank you.

Renesas Electronics Corporation

& 28. PYEvEMHEERR I B FRRE

3
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Bl AR 8] URL, FERELEMIMEA . AR AR BB S Y,  SR5 BN SRl 508 DL .
Hii; “Next (confirmation)” (T (Ffih) ) #&4l. B nffiilE)E, i “Registration” (i) %
B 76 B o

Your information will be registered. Enter all of the following items.
The password is from 8 to 32 characters, which must be single-byte, and
may include the symbols “1” “@".

E-mail address : user07@renepat.co.jp

Name :

Company Name

Password : |
]

Re-enter your password

| Next (confirmation)
& 29. FMEFE R

3.2.4 P 5HmiEZ B PGP A4
RIEM & M E R G, UURBEREREITH. i “Start service” (FFUAIRSS) 34, FRUGMH FH &/ 55430

=5
R

Registered

E-mail address : juser07 @renepat.co.jp

Name : John Renesas

Company Name : Renesas Electronics

Start service

& 30. FFisfE A DLM RS

#id “Agree” ([FIE) #% “Trusted Secure IP Key Wrap Agreement” (32{5{T%4 IP S5 8EEE D
WREFTR. HER, FIRE S5t DLM IR5 et 462 BB R ol

R11AN0469CU0111 R4 1.11 #2371, a1
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—— = AT EO N ———

--- PLEASE READ THE FOLLOWING BEFORE USING THE SERVICE ---

This Trusted Secure IP Key Wrap Service Agreement (this "Agreement") is between you and
Renesas Electronics Corporation. Please carefully note that this Agreement is legally valid
agreement relating to Trusted Secure IP key encryption (the "Service").

As of the time when you click the " I accept the Trusted Secure IP Key Wrap agreement" button
appearing on your computer screen, this Agreement becomes effective and (a) you are deemed to
agree on this Agreement on behalf of a group, company or organization ("Customer Group") for
which you are authorized to act (e.g.. an employer). and acknowledge that such Customer Group
to be legally bound by this Agreement, or you are deemed to agree on this Agreement on behalf
of yourself as an individual and acknowledge that you are legally bound by this Agreement if
there is no such Customer Group for which you are authorized to act. and (b) represent and
warrant that you have the right, power and authority to act on behalf of and to bind such
Customer Group (if any) and yourself.

IN CASE YOU DO NOT AGREE TO ANY TERMS AND CONDITIONS OF THE
AGREEMENT, PLEASE DO NOT SELECT THE "I ACCEPT THE TRUSTED SECURE IP
KEY WRAP AGREEMENT" BUTTON APPEARING ON YOUR COMPUTER SCREEN.

The End

Trusted Secure IP Key Wrap Agreement

This agreement (hereinafter referred to as this "Agreement") is entered into bv and between Renesas

Article 15 (ENTIRE AGREEMENT)

This Agreement sets forth the entire agreement of the parties with respect to the subject matter
hereof and supersedes any prior or contemporaneous agreements, written or oral, concerning the
subject matter hereof. Any change, modification or amendment of the terms of this Agreement shall
not be effectrve unless reduced to writing and authorized by both parties.

lagree | [disagree. | Wiew PDF

Bl 31. FIEE AR BN
P A1 DLM k4538 2 (A s EE T PGP Sk pirf <2 #e () 5Hfs . & 7 Flsm % 2 [ 75 E 53T PGP %458
e, SRJGAHER DLM 45 #3424t DLM %4, PGP &#zc#n] LLiEid “PGP key exchange” (PGP %%
o) FEAISEIL, W 32 FR.
fE 55" DLM IR5#555H: PGP #H T, &P EREH AL OSSR W NEFRMELE. PGP %HA
Wl Ih )G, 4 XA “Your PGP key has not been exchanged yet. Start by exchanging your PGP key”
(1) PGP M A e 1H0ACH: PGP %48 HAZHHIL.

PGP key exchange|] Display history

Your PGP kew has not been exchanged vet. Start by exchanging vour PGP ke,

&l 32. PGP BB

R11AN0469CU0111 Fii A 1.11 24 T, 417
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Hii “PGP key exchange” (PGP ###15c#) &4, FERITFanE 33 prosi A 5. i “Reference”

G5 HD , Wi 33 Fow, FEEFRIES 3.2.2 W RHNE AW (public key.asc), WK 26 fiw. # T
e, T 33 Fronr st g “PGP key exchange” (PGP #5855 #) , IR RAK B 3 F kM B
PEAL % T IR R hE (B E PGP A

Select vour PGP public key that exported format, and click on " PGP key exchange” button

Your public key will be sent to Renesas, and the PGP public key of Renssas will be sent 1o vour e—mail address.

[ == PGP key exchange |
L

The fingerprnt of PGP public key of Renesas is below

FE18 EBS6 1F61 20E9 9613
80OF7 Fo17189C 1EAD E3SD

Your PGP public key submit is being processed in vour application for registration

After completion of registration, registration—completion e—mail to which the PGP public key of Renesas is attached will be sent.
Please wait for a while

& 33. 1) DLM 588 4E% - PGP A48
WSRIE MRS, B SOBUE] B TR, NI 34 Fis.

7.
=]

HEE, PGP AT IEMMERE X RZIGEM R, WM sFEM &I H PGP AT NG,
I & ZFF A SeRnEA ) PGP 2 4.

D keywrap-pub.key

3 KB

To this user:
Thank you for using the KeyWrap service.
Import processing of the registered PGP public key was done.

The PGP public key of Renesas is attached to this mail.
If you request an encryption processing, transmit the data via our website after using the attached public key of Renesas to encrypt your data.

Please delete this email if you were not aware that you were going to receive it.

* This email was sent from a send-only address.
Please understand that there will be no response, even if you reply to this address.

Thank you.

Renesas Electronics Corporation

& 34. B:lFpE PGP A4
R R BRI PGP A% (keywrap-pub. key). WAL R0 H .

R11AN0469CU0111 i A 1.11 25 U1, k417
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3.2.5 HEEER PGP A48 A Kleopatra
IR [F] Kleopatra M FHFER, FH¥HiEE 1 PGP A3 A Kleopatra, Wi~ E K.

™« eopatra

File View Certificates Tools Settings

E New Key Pair... Ctrl+N
€, Lookup on Server... Ctrl+Shift+]

I EL Import... Crl+| I
= Export... Ctrl+E

[

[

[ Print Secret Key...

#5  Publish on Server... Ctrl+Shift+E

&  Decrypt/Verify...
[d sign/Encrypt..
Sign/Encrypt Folder...

Create Checksum Files...

Verify Checksum Files...

Close Chrl+W

B Quit Ctrl+0

& 35. ¥Hip= A4 F A Kleopatra
WPt b — B RAEN keywrap-pub. key LLS A\ F| Kleopatra.
PLR I H # HHLAE Kleopatra F1f#) “Imported Certificates” (2.5 AIEH) o, B EREE A GBI a] 448 .

™ Kleopatra - m} had
File View Certificates Tools Settings Window Help
k2 i = 5 B Q &
f SignfEncrypt... Decrypt/Verify...  Import... Export.. Certify... LookuponServer... Motepad
; |Sea rch... <Alt+Q= All Certificates
3| Al Certificates Imported Certificates o
Name E-Mail User-IDs Valid From  Valid Until Key-ID
ikeywrap customer-key-encryption-system@Im.renesas,.. certified  10/23/2018 F517 189C 1EAS ERGD:
& 36. Fip* PGP A4

3.3 f#H RFP £& UFPK Fif# | DLM AR 558533 UFPK

A5 S H PRI UFPK , 525 3 TP 4R DLM 502255 IR b I A LA 2 BRAH X B .

DLM %4 H e U B 2253 MCU . Wi%s 3.1 F5Arid, 7E6)E DLM 8207, #5250 aldE UFPK fild

% UFPK.

o UFPK HEiiE DLM R%#833% . hitps://dim.renesas.com/. iZM i@ HTTPS #1 PGP 5H FiEE, M
T HR At 22 4= 15 it R AR A v 6 FE P b

« Y RFP f£ MCU 223 DLM 5401}, TR EsE 1) DLM 254 .

R11AN0469CU0111 i A 1.11 26 Ui, k4171
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3.3.1 BIRAF I) 4fE%4H (UFPK)

AT LUMEH RFP 2 s GBS 1) rep-util.exe KR UFPK. fTHTaATE I, B0& rfp-util.exe,
LAN PR

AT
rfp-util /genufpk /output “C:\DLM Key Installation\test\ufpk.key”

| 8= rfp-util.exe
LT rfp-util.runtimeconfig.json
[=] RFPY3.Console.exe

Es RFPV3.exe

lectronics\Programming Tools\Renesas Flash Programmer Y3 rfp-utll /genufpk foutput (|

SCDEF123456789ABCDEF

& 37. £ P L) wmiEEH
3.3.2 f# = PGP A4HIN% UFPK

M Kleopatra ik “Sign/Encrypt” (ZE4/N%) , RIGIEFE RGN PGP AN L34, A%
J1 PGP #4%: 4.,

™ Select One or More Files to Sign and/or Encrypt X
I — = v 4 <« DLM_Key Installation » test v 0 Search test 2
iy ] Kleopatra
File View C Organize + Mew folder == » [ 9
= Pictures Lo MName Date modified
£ . B o=
Sign/Encrypt... i videos | ufpkkey 9/23/2020 8:40 PM _
B3 (C)PC10 No preview
available.
=g (X:) REA_Private
=x (¥:) REA_Public ( Ul =
File name: .ufpk.key v| All Files () v

K 38. EFENFE K UFPK &4

R11AN0469CU0111 i A 1.11 27 Ui, 34177
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™ Sign/Encrypt Files - Kleopatra ? X

Sign / Encrypt Files

Prove authenticity (sign)

[ sign as: '3 dimtest2 e;user.@company.comﬁ (certiﬁed,. created: ?:;17,'11 -
Encrypt

[J Encrypt for me: ¥4 dmtest2 <nts_xianghui@yahoo.com> (certified, created: 7/17/;

A Encrypt for others: stem@im.renesas.com> (certified, OpenPGP, created: 10/23/20 ].8}||

| 2% Please enter a name or email address... |

[] Encrypt with password. Anyone you share the password with can read the data.

Output
[ Encrypt / sign each file separately,

(C1/pLM_Key_Instalation/test al|B

Cance

& 39. fF FEREEA4HIN% UFPK

BRI B R B ) B %% . 1% “Continue”  (4k48) .

™ Encrypt-To-Self Warning - Kleopatra = ? pd

Mone of the redipients you are encrypting to seems to be your own.
This means that you will not be able to decrypt the data anymore, ance encrypted.
Do you want to continue, ar cancel to change the redipient selection?

[] Do not ask again

Bl 40. FIA DN IEIR

FEAE T IE 1 STAE e b A2 e T B % A 1IN 1) UFPK, JR4IN . gpg MENEEPIINY e 44 . (EiZHIBIT, KRR

ufpk.key.pgp. Hii “Finish” () .

] ™ Sign/Encrypt Files - Kleopatra 7 >

Results
Status and progress of the aypto operations is shown here.

OpenPGP: All operations completed.

ufpk.key — ufpk.key.gpg: Signing and encryption succeeded.

[
‘ Finish II Cancel

B 41. FEREREAEME UFPK H4

A i A Y B P 2

1 “Encrypt for others” CRAB M) , FHik#Ehp: 1 PGP A%H. Hifi “Sign/Encrypt” (B4/IN%) .

R11AN0469CU0111 R4 1.11
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3.3.3 FEHEE DLM R38R 1% UFPK F4

PUTE, FRATRT LA B BE A G 1) UFPK A% 2555% DLM RS54, SAJGE G B = FA SR 25 9% th 3 5% DLM
JIR 5% 2% A il 5 ) UFPK (W-UFPK).

M DLM JR&28 1 7 Fifidr, %3 RA PR K &%), RGP “RA6M4 Encryption of customer's data >
Encryption service for products” (RA6M4 7 5l s > P& ks » W FEFTR.
S\

The RZ family users.

RZ
ﬁﬁ The RX family usars

Re nesas Syn e rgy ™ Renesas Synergy ™ Platform users

- RABM4 Encryption of customer’ s data

RABME Customer data selection screen

I Encryption service for products ||
The Keye [customer s key) generated by vou will be encrvpted by "HRK." (the embedded key of RASMA chip) and sent to wvou.

K 42. %3 RA 234
ROk, H “Reference” (5IH]) , RGP 3.3.2 WWAEMK .pgp X1

Use our PGP public key to encrypt Key2 that you have made as the customer key.

Specify the file for encryption by using the browse button, and click on the OK button.
Example: xxxxx.pgp, etc.

IC ¥fake pat h¥ ufpk ke v gpg I Reference I Settle

& 43. ¥n3F i UFPK K3%3] DLM fR&28
M “Settle” (HiE) FEERUTHE.

Return to the menu m

We have acospted vour reauest The encrypted key data will b= sent to the specified e—mail address
FPlease check the e—mail

& 44. 5k H DLM fR&B2BHHE B

R11AN0469CU0111 i A 1.11 %20 Ui, k4171
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3.34 BWEERAZ K PGP AN K#% UFPK 4

TERZHIEOLS, M PGP AN 1% ¢ UFPK BN % 278 T L7 B N A B S R HEL 7 R A

g ufplk key_enc.key.pgp .
999 bytes
To  user

Thank you for using the ReyWrap service.
We have sent the encrypted data as an attachment. Save the attached file, and proceed

Product name: RREM4
Processing mede: Products mode

Please delete this email if you were not aware that you were golng to recelve 1t.
* This email was sent from a send-only address.

Please understand that there will ke no response, even if you reply to this address.
Thank you.

Renssas Electronics Corporation

with PGP decrypticn.

45. W HIRTE PGP A IMF 3% DLM #4H
TEGEE R UFPK 247 (REmgE R nes) DAt~ — M .

3.3.5 EH% i PGP AR Z N H$2E UFPK %48

i IR SCRI R B UFPK A% AYTINE . & S 2% P AT i 9], DISRAU R UFPK

Y], SXE RO LAAE RFP A2 FF A e DLM Key %33 MCU L.

{fi/] Kleopatra 27, H.ifi “Decrypt/Verify” (2 /501E) , SAEEFEEL 3.3.4 T E| 1% UFPK.

(™ Select One or More Files to Decrypt and/or Verify

4 <« DLM_Key_Installation » test v O
Organize « MNew folder
|£ Documents L Name -
‘ Downloads “j keywrap-pub.key

Music = \
J’ 3 ufpk key ! Mo preview
=] Pictures 2 ufpkkey.gpg 5PM  available.
B videos £ ufpkkey_enckey.pgp
e [N PEID
™ Klecpatra =
p — VI DEA DNeiaemdn v < >
File View Certificates Tools Setti
File namey | ufpk.key_enc.key.pgp V| All Files (%) v

Sign/Encrypt..§ DecryptfVerify... | Impori -

*
Search test 2

= O @ |

Date modified

419 PM

46. fE % PGP FAHE®
BNk, IRIEHRIRGLE P PGP B %,

™ Decrypt/Verify Files - Kleopatra ? X

Output folder: [C:/DLM_Key_Installtionytest] al .

All operations completed.

Y -

ufpk.key_enc key.pgp — ufpk.key_enc.key: Decryption succeeded.

Mote: You cannot be sure who encrypted this message as it is not signed.

I Save Al I Discard

& 47. fEAEF PGP R %

R11AN0469CU0111 i A 1.11
202144 H 30 H RENESAS
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3.4  AER{EA UFPK 1 WUFPK 1nZ5 1 DLM 2544

mE 16 fias, Af)EE LS DLM 2549, DLM ZAFEE i UFPK n%s, Jf Hn# i) DLM Z4HF1 W-UFPK #7
BT AT AR O R IE S| MCU LLAN 35 DLM 2544,

RFP #1447 LA rfp-util.exe A] I TA RIS AL, SR )5 E4H RFP BHHZ0 6225 3 MCU B, B
i rfp-util.exe & UFPK F1 W-UFPK {E Afi N\ LAAE it RFP 4 B3 SRR . T T A2 T A2 e i
7 RABM4 MCU 1) SECDBG_KEY K 24T i Nl «

AT

rfp-util /genkey /ufpk “C:\DLM Key Installation\test\ufpk.key” /wufpk
“C:\DLM Key Installation\test\ufpk.key enc.key” /key
“000102030405060708090A0BOCODOEOF” /output

“C:\DLM Key Installation\test\SECDBG.rkey”

IR, W SECDBRG. rkey Z#AEALT SSD RAM MCU 1, N
000102030405060708090A0BOCODOEOF fi /& A T-fff MCU #& 444 iy i IR ZS M NSECSD B[] %] SSD 1)
B DLM 255030 . 2 7] DL B8 B0 (DLM#553) . A2 iRh(s B s, EME.

N4 SECDBG #5475, ml LMEH RFP 4235 %] MCU.

& 48. f£F rfp-util.exe A% DLM %% SECDNG_KEY
[FE, FH P AT DU A DR 247 i N A2 i NONSECDBG_KEY:

rfp-util /genkey /ufpk “C:\DLM Key Installation\test\ufpk.key” /wufpk

“C:\DLM Key Installation\test\ufpk.key enc.key” /key
*010102030405060708090A0BOCODOEOF” /output “C:\DLM Key Installation\test\NON-
SECDBG.rkey”

R, WH NONSECDBG. rkey Z#HfE4bT NSECSD HRZ&H MCU L, I
010102030405060708090A0BOCODOEOF Jft /& H T/ MCU #3444y A Itk A& M DPL JiE 7] 2] NSECSD 1)
B DLM Z6A%E . 2 blE € X THENAREF S0 %IEEdE (DLMZESE) . DORfRILE B 24,
Az .

N 24 AT NONSECDBG % 4H ], mT LM RFP %355 MCU,

Output File

B 49. f#F rfp-util.exe 425 DLM #4%] NONSECDBG_KEY
[FIAE, FHP AT U DA R fir AT A A2 RMA_KEY :
rfp-util /genkey /ufpk “C:\DLM Key Installation\test\ufpk.key” /wufpk

“C:\DLM Key Installation\test\ufpk.key enc.key” /key
“020102030405060708090A0BOCODOEOF” /output

“C:\DLM Key Installation\test\RMA.rkey”

R11AN0469CU0111 i A 1.11 31T, 41T
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HERE, WH RMA. rkey ZIELEALT SSD RAEA MCU F, M 020102030405060708090A0BOCODOEOF
B2 T MCU #3448 o J8 R 25 M DPL 125 RMA_REQ 8] 32 DLM Z8%03E . %/ al LE & XA T
HNFHEFRSDSIEEEE (DLM 24  DARRIE B 2d, Az,

N RMA BP0, WA RFP 2235 %)] MCU.

ufpk .k é]-‘ien C

50. fEF rfp-util.exe A DLM %% RMA_KEY
F P BLAE AT LR 2248 B RFP 22384 p ) DLM %4 (SECDBG.rkey. RMA.rkey Ml NONSECDBG.rkey) o

3.5 DLM F4%%

AT DLM 28R E X E . Aol RFP T H M5 HARR PER KU, 1§52
WL ARFP I FAFMEY o AR MRS H R R B R E .

W F AT GO IRAE AN “All erase” (A¥HEER) #1E, HS WS 1.2.5 5,

HF Arm® TrustZone® i AR f#) RA MCU G #E—> 256 it fFfE—%%0 (HUK, 6215 5.1 7)) , HUK Z&7E
MCU [#] CM IRZSHHE 22251 . A~ MCU ) B AME—1 HUK, JEal#ifr DLM %581 %2 7 fif. DLM Z55%
I HUK #2385 2256 38 MCU B, b2z 2% FE v Ok DLM 25 4HANAE 223 1) MCU _ErTH .

3.5.1 RERZETATH

AT LA FRTE SSD R T 3 2 41X % 4 (SECDBG_KEY) FUE 8241 (RAM_KEY). 1E23 55 2 1,
T ORI 2 LR RN 2% A

«  MCU 47T SSD &

« SECDBG_KEY #1 RMA_KEY 2% {58 3.4 5P it 20 A i)

Bzt B HAR R AR, B ek DLM %8 BAE 3] RFP F2)F . AT DA b —5 A8 sl 22 4 1A %
e RIARE R BRI T e 35 1R TRAR AU 8 .

fRIE4E raémd dlm key install.rfp.zip PAJR raémd4 dlm key install.rfp.rpj. JH3) RFP,
SRIEFTHIH raémd dlm key install.rfp.rpj, HEEATHNARKE.

R11AN0469CU0111 i A 1.11 #3271, 417
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7f “Flash Options” ([N{7&T) 1, f#H] “SetOption” (KEIETD KitE “Set” (WEH) . BlfE, KHER
“Encrypted SECDBG Key” (% [1] SECDBG #41) , #RJGHEfmim) “...” RikFEX M) SECDBG_KEY .

File  Device Information  Help

Operation Operation Settings  Block Settings | Flash Options | Connect Settings  Unique Code  User Keys

v DLM
Set Option Do MNothing
Target State 55D

v DLM Keys
Set Option

Encrypted SECDBG Key
Encrypted NONSECDEG Key
Encrypted RMA Key
+  Boundary

Set Option Do Nothing
Code Hash Secure [KB] 0
Code Flash NSC [KE] 0
Data Flash Secure [KE] 0
SRAM Secure [KE] 0
SRAM NSC [KE] 0
v Security

Set Option Do Nothing

Digable Initialize Command No

& 51. B E 23K SECDBG_Key
PSS 3.4 HiE M) SECDBG. rkeyo

Operation Operation Settings  Block Settings  Fash Options  Connect Settings  Unique Code  User Keys

v DLM
Set Option Do Mothing
Target State S50

Set
Encrypted SECDBEG Key CADLM_Key_Installation\est\SECDBG rkey EI
Encrypted NONSECDBG Key
Encrypted RMA Key

~ Boundary
Set Option Do Mothing
Code Fash Secure [KE]
Code Fash NSC [KE]
Data Flash Secure [KE]
SRAM Secure [KE]

NN N=]

SRAM NSC [KB]

~  Security
Set Option Do Mothing
Disable Intialize Command No

F 52. EFEERSK) SECDBG_KEY

7t “Operation Settings” (¥fEE) EWIKF, %% “Program Flash Options” (e N AFIE T
“Verify Flash Options” CIIE[NAFIET)

File  DeviceInformation Help

IOperat\on Operation Settings | Block Settings  Flash Options  Connect Settings  Unique Code  User Keys

Command Erase Options
' [ Erase Erase All Blocks v
L] Program Program & Verify Options
[] Veriy [] Erase Before Program

Program Flash Options
Verify Flash Options
[ Checksum

Verify by reading the device

Checksum Type
CRC-32 method
Fill with GxFF
[] Code Rash # User Boot Enor Setings
[[] Data Flash Enable address check of program file

53. EFFERABIE NG B B M T3 E DLM #H ) RFP B/EW LIE “Operation”  (GR{E) BIHFT
FET P B0 2 — R SO R SE AR AT PAIBRRAE T 8O0 A & ikl SO

R11AN0469CU0111 i A 1.11 %33 71, 3417
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T2 “Operation” (#fF) GEI-R, FFEAL A2 4N R ZHEH S0, 285 B “Start”  OOF46)
Bk E .

fR k46 test.zip PARJR bare metal minimal s.srec Ml bare metal minimal ns.srec. HT
WHI, ANHELHEE FRE TR, DETHI 2%,

File  Device Information  Help

Operation  Kperation Settings  Block Settings  Flash Options  Connect Settings  Unique Code  User Keys

Project Information

Current Project: initialize_mecu mpj
Microcontroller: R7FAGMAAFICFB
Program File
|C:\DLI'u'l_I{e)'_Installation\test\bare_rnetal_rninirnal_s.srec Browse...
CRC-32 : FFAFBD33
Flash Operation !

Program Flash Options > Verfy Flash Options

Setting the target device ~
Communication speed @ 960 0bps
Setting the target device

Wikiting data to the target device
[Flash Options]
Option Information : SEGDBG Key

Werifying data
[Flash Options]
Option Information : SECGDBEG Key

Disconnecting the tool
Operation completed.

| v
Clear status and message
& 54. %% SECDBG_KEY
3.5.2 ZREZEFRFH
ELREAR 7 R B2 0, ¥ MCU #3024 o A IR A #4 #31) NSECSD.
Device Information \ Help | B DLM Transition = w
i Read Device Information
Read Memory... Target DLM State: | NSECSD ~
n Read Flash Options

( Initialize Device -

ﬁ DLM Transition ! @. Siics

& 55. % MCU £ F PR A #3] NSECSD

R, MBAEOLITEE 3.5.1 WP IR R Ak 2 2B H. EoRGld, FRATRT LA B 49 AR
NONSECDBG_KEY (NONSECDBG. rkey) K it HI#AF .

R11AN0469CU0111 i A 1.11 534 T, 41T
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R, HPTEME SECDBG #4344 H, H#in NONSECDBG %8 2 H, W T~ E iR,

B¢ Renesas Flash Prograrmrmer W3.08.00 (Free-of-charge Edition) —

®
File  Device Information  Help
Operation  Operation Settings  Block Settings | Flash Options  [Connect Settings Unique Code User Keys
v DLM
Set Option Do Mothing
Target State 55D
~ DLM Keps
Set Option Set
oaunted CECOBG Ky
Encrypted MONSECDEG Key C:ADLM_Key_Installationtest\MON-SECDEG. rkey| ... I

* Boundary
Set Option Do Mathing
Code Flash Secure [KB]
Code Flash M5C [KEB]
[ ata Flash Secure [KEB]
SRAM Secure [KB]
SRak MSC[KE]

~ Security
Set Option [0 Mathing
Dizable Iritialize Comrmand Mo

o e R e R e i e

Renesas Flash Programmer \/3.08.00 [1 Oct 2020] (Free-of-charege Edition)
Loadine Froject (G¥Crupto_Trainine¥package5¥rafimd_dim_key_inztal rip¥rafmé_dim_kev_inztallrfprpji

Clear statuz and message

E4925: SECDBG_KEY 24, #%# DLM Z4If RFP #:/E7] LL7E “Operation”

& 56. EFE LK NONSECDBG.rkey

A RAR 2 4 RSO R TR FE . T A 22 26 DLM 8 2226 1) — 30t i) SCf .
WErCprR, BT K, ARHZIEHHEE T bare metal minimal ns.srec HEHISCH, DUMETH

5%,

(4B IR N BER FITIL i

R11AN0469CUO0111 hitAs 1.11
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File  Device Information  Help
| Operation IOperation Settings  Block Settings  Flash Options  Connect Settings  Unique Code  User Keys

Project Information

Current Project: inttialize_mecu mpj
Microcontroller: R7FABM4AF3CFB
Program File
1
C:ADLM_Key_Installation*test \bare_metal_minimal_ns srec | Browse... |

CRC-32 : 1311E1D4

Flash Operation

Program Hash Options =3 Verify Flash Options

Setting the target device ~
Communication speed : 9600bps
Setting the target device

Writing data to the target device
[Flazh Optionz]
Ciption Information : NONSECDBG Key

Werifying data I
[Flash Options]
Cption Information : NONSECDBG Key

Digconnecting the tool I
Operation completed.

Clear status and meszage

T T TR T TR TR TR T T T T T TR 1

& 57. f£ ] RFP %% NONSECDBG_KEY

3.6 REZTHHKILK DLM REFH#HR

AT PR ELIL S IS UE R DLM RS Fe i D IR . s S AT i@ 2P JR 2%  SECDBG_KEY
1 NONSECDBG_KEY .

WIER, HTAIHM, H A LAE SSDORE T 4%t RMA_KEY. (B, BRIEEAT MRS, &N AE
il ] RMA_KEY K DLM R F 2] RMA_REQ RZS. — B 5] RMA_REQ IRE, “All erase” (4xff
PR BRI R, MCU R, ikt AT VA kel ] o 47 g Rt 1 HEAT 23 A o

EAR, UM 2 S P 5 e 4 21 RAM_REQ.

3.6.1 T 2L 5 RN F R SRS R R ERRRERE R

R AT (R 282 i R RS /2 NSECSD, 3f H2 i & %3 SECDBG_KEY. /AT LLiszHL 35 B LLFf A
X

«{ File | Device Information l Help

Read Device Information

Read Memory...

- [Sienature]
Pn Read Flash Options Device Name: RIFAGM4AFIGES

Boot Firmware Version: V1.3

¢ Initialize Device MCU Unique ID: 4E48274399?345355?3U3]322002?42F
" o urrent state:
i DLM Transition DLM Key Injection]
ECDEG KEY: Yes
TG
Program File RMA KEY: No

& 58. #iih MCU 4T NSECSD R7&H H 2 %% SECDBG_KEY

R11AN0469CU0111 i A 1.11 4536 71, 3417
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{5 R LR 25 B 244 A o R PR &S 3E 1] 2] SSD:
1. M RFP ] “Device Information” (358 EHd, EFHEHF] SSD.

B¢ DLM Transition — >

Target DLM State: | SSD |

El 59. H#FEfE MCU 23444 dr A HIPIRZB B 2] SSD

2. IR EAEALT NSECSD RAS, 1 H MCU Le& 3T SECDBG %4, W<t in Fin. %IBHRRE
fit SECDBG % G MW iE ¥4, RGHds “OK” (FhE) . WHERCLIEHIE K 48 4 K
SECDBG.rkey Z¥EF| MCU 1, N3 A 000102030405060708090A0BOCODOEOF .

& Authentication — >

Authentication Code

SECDBG Key: | 000102030405060703030A0B0COD0EDF I
[] Auto Authertication el

T

60. /it SECDBG [ 5 1+ WiF % 4H
3. 7 HULE AT LR A B8 A A B IR A E e [1] SSD IR .

File | Device Information I Help
I = 3 B [Signature
o prw— Read Device Information | Device Name RIFAGMAAFICES
- oot Firmware Version V1.3
Read Memory... MG Lnioue T0: 4F4R2748B0734E3657303 132200274 2F
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