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1. B=E

1.1 AESFIT 4731 &l

RSATZYIE, APLELT, 709z FMZHABAATHEARALET, XS4 T35 OHEHAHFIZDLY
TlE. T29FITEDa—IILDEMAE] #SBL T3,

1.2 AESFIT 35475 O#E
Ry r—SITEMEIN TS 1—4—XT =27/l (R0UW0068JJ0200) #BBL T &L,

1.3 APIB%
RXFAAES 54 TS5 JIELUTOREKEYR—FLTLET,
£ API BARDEMIC DL TIE, 2—H T =21 7/L (R20UW0068JJ0200) #BBLTL &,
® 11 AES 54 751)D APIBE%

API Outline
R_Aes_128 Keysch AES 128-bit #i X 82 4 i B %K
R_Aes_128 Ecbenc AES 128-bit B§ S 1LE% (ECB £— F)
R_Aes_128 Ecbdec AES 128-bit 5% (ECB £— F)
R _Aes_128 Cbcenc AES 128-bit iS5 B8%k (CBC £— F)
R_Aes_128_Cbcdec AES 128-bit E5E# (CBC E— k)
R_Aes_256_Keysch AES 256-bit #i X #2 4 i B %
R_Aes_256_Ecbenc AES 256-bit B§ 5 1LE% (ECB £— F)
R_Aes_256_Ecbdec AES 256-bit T8 5% (ECB £— F)
R_Aes_256_Cbcenc AES 256-bit i§5{LB8%k (CBC £— F)
R_Aes_256_Cbcdec AES 256-bit E5E# (CBC E— k)

RXEAGCM SA4 7S VIZUTORE#KESR—FLTWLET,
£ 12 GCMSA47S5UDAPI Ea%

API Outline
R_gcm_enc GCM RES1LRE%
R_gcm_dec GCM &8 @M%
R_gcm_enc_start GCM RS 1L FAsaBE 3k
R_gcm_dec_start GCM S FAtARE%
R_gcm_repeat GCM 2B #R 55RE %K

1.4 N—2 3 ViEH

AES TI&. R_aes_version ZEHIZXFITN—2 a3 VIEREEMLTOET LLTD extern ESITEL Y.
COERIZTIVERTEHIENEEFET, Ff. REROTA T VITEMEIN TS T—2IELUTOREY
TY,

extern const mw_version_t R_aes_version;

F71-. GCM TlX. R_gecm_version ZEHITXFF|TN—D 3 VERZEEMLTULET, ULTD extern E
&Y., COERICTIERRTEIENEEXRFET, £z, AHREDOSA TSI VITHEMIATVET—2 (T
TOEYTT,

extern const mw_version_t R_gcm_version;

R20AN0044JJ0107 Rev.1.07 Page 3 of 15
Oct.31.2022 RENESAS




RXZ7 31 AESS 4 75!) Firmware Integration Technology

1.5 AESFIT 5473 ORBEK

151 7FI)H5—3a3>r/—MER
K7 TYr—a3v/—riE UTOR 13 7FUr—a>/ — MEREBE>TLET,

& 1-3 77)5—<av/—MEEL

TZ74I | THILE(KF)% NE
r20an0044jj0107-rx-aes.pdf AESFIT 54735 7FUr— 3>/ —+ (BARE)
r20an0044¢ej0107-rx-aes.pdf AESFIT 5473 77U —3a>/—bEEE)
r20uw0068ij0200-aes.pdf AESFIT 547351 aA—%—<I=a7I)L (HXEE)
r20uw0068€j0200-aes.pdf AESFIT 547351 aA—%—<I=a7I) (E:E)
FITDemos FITES2a—ILTEIOISLITAILYE

aes_demo_65n_2m AESFIT €EYa—J)L 70455 A
FITModules FITESa—ILI+ILA
r_aes_rx_v1.07.zip AES FIT Module
r_aes_rx_v1.07.xml AES FIT Module XML 7 7 1 JL
r_aes_rx_v1.07_extend.mdf AES FIT Module MDF 2 7 1 JL

1.5.2 774 IHERK
r_aes rx_v1.07.zip ZFEELF= 74+ ILFIZIE. UTOR 1-4 J7ALBRO I 7AILDBEENET,

® 14 J7AILER

T7A4IL | THIE(KRF)A FS
r_aes_rx FIT Module 7 # /L%
doc FXaArbT74 04
en FFaAs bTHILF(EEE)
r20an0044ej0107-rx-aes.pdf AESFIT 54735 7FUsr—ar/—++ (%)
r20uw0068€j0200-aes.pdf AESFIT 547351 aA—%—<I=a7I) (E:E)
ja FEXa A bTHILF(BREE
r20an0044jj0107-rx-aes.pdf AESFIT 54735 7F7Ur—3>v/—+ (BXRE)
r20uw0068ij0200-aes.pdf AESFIT 5473 aA—H¥—3=a17/L (HX:E)
ref SBI+ILE
r_aes_config_reference.h AVI4TBRITFAIL
src Y—ROA— K7+ )LHE
aes AES YV—Ra— K7+ )%
aes128Ecb_small.c 128-bit ECB £— K AES M API B D E & &R
aes128Cbc_small.c 128-bit CBC E— K AES 0 API BA# D E & &R
aes256Echb_small.c 256-bit ECB E— K AES 0 API %D & & Eh
aes256Cbc_small.c 256-bit CBC £— K AES M API BEA$ D E&=EB
aes128Ecb_big.c 128-bit ECB E— K AES M API B8 e &R
aes128Cbc_big.c 128-bit CBC £— K AES M API BE# D E &R
aes256Ecb_big.c 256-bit ECB £— F AES M API E§$i D &SP
aes256Cbc_big.c 256-bit CBC £— F AES M API B8k E &R
aes128.h 128-bit CBC E— K AES @ a7 &
aes256.h 256-bit CBC E— K AES @ a7 &
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r_aesEcb.h ECB £— K AES a7 &1
r_aes_version.c AES S 4 751 MN\—2 3 VIEHRESE
r_aesSbox.h AES A SBOX T—J LD EX
r_aes_development.h AES SA JSVBEAHEERY I/ OAY ST T 7ML
r_aes.h AES SA TS BEAREEREAVZ I7AIL
gcm GCM YV—Ra— K74 /L4
r_gcm.c GCM 4 T3 YKLk
r_gcm_version.c GCM 54 T3 YDN—2 3 VIEBRESR
r_gcm.h GCM A4 TS YNV HZTF7A)L
r_gcm_driver.c GCM K S A /AKIK
r_mw_version.h N—=D3 VIEBAYF T 74
r_stdint.h BEEANYATF7AIL
r_aes_rx_if.h APl 4 VB3 T —RAFEEBNVRZ T 7ML
readme.txt readme 77 1 JL
r_config AVITATITF7ANTHILE
r_aes_config.h AT AT IT7AI(T I A MERRE)
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2. APIE#R

21 N—F9z7DER
N—FO9z7DERIEIHY FHA,

22 YIFDITTDER
YIRYITOEREHY EH A

2.3 HIREIE
VI LDz T7ICETAHIBEEEHY TEA

24 HR—FENTWEY—ILFI—V
AFITEDa—)UIE T41 BERERIRE] ISR Y—ULF -V THRERET>TLET,

25 ~ANYFIT7AI)L

FTRTHOAPIFUHLEEFNEYR— T B4 22T —REEIE. raes rx ifhIZEREBELTHYET,
2.6 EHH

ZDO7ATY I, ANSICO #FALTLWET, chodB(L, stdinth TEEZESINTULET,

27 SATSVEBOERAGE

271 HLIBMEE vs. O—FH A4 X

RXAAES 5473k, 7RV ZLDI—FHA XOFBELICE Y NEBUEEZERT D GE<T5) 5
& (UTF. DEMESR) & LEEEORLELY TOJFLOI—FHAX2ER/TEH UNE<T D) 15
& (UTF, Y4 XER) O2BEO7I0—FHrHYFET,

AED2—)ILDOAVT4FaL— a4 T3 NERFEIE. r_aes_config.h TITLWET,
AT a3 BB FUEREEICET SHBAEZTRICRLET,

Configuration option in r_aes_config.h

TE e
#define AES_CFG_BUILD_OPTION MIBHREERE A RERONWT AN EEIRTEZE
MTT4)L MER 7 07 EMEEER) A K
g Ed. 0: SPEED ( JRLIEtEEEELR )
1: SIZE (¥4 XEH)

ERE. AT avBREICLYUTOIYAEENFMICHY FET,

E4ZA=E] BRI HREK
_ COMPILE_EMPHASIS_SPEED__ WMIEEREELR
_ COMPILE_EMPHASIS_SIZE_ Y4 XER
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2.8 AES 54 75 1) ROM/RAM / Stack Size /| fLIBH A 5 LK
UTO®REIEA T avEHBELTELRLEBOREY A XPNEBY S I IILESEELELTELET,
CCRX : Bilifb L AL 2
GCC : -02
IAR : LRLE (Y4 X)

2.8.1 ROM/RAM H#4 X

" Little or s ROM size [byte] RAM size [byte]
P Big Endian R& CCRX | GCC > IAR | CCRX | GCC 0 IAR

R_Aes_128 Keysch Little WIBMREBR | 221 248 238 |0 0 0
b4 XER 170 256 174

R _Aes 128 Ecbenc Little WIBMERES R | 2389 2848 2420 |0 0 0
b4 XER 331 1160 578

R_Aes_128 Ecbdec Little MIBEEER | 2535 3184 2535 |0 0 0
Y4 XEWR 481 1808 | 1280

R_Aes_128 Cbcenc Little MIBIEEEEIR | 454 544 525 |0 0 0
H4 XER 240 552 238 0 0 0

R_Aes_128 Cbcdec Little MIFEEEEIR | 558 688 614 0 0 0
Y4 XEWR 308 688 298

R_Aes_256_Keysch Little WIBMERES R | 469 560 499 |0 0 0
b4 XER 405 576 411

R _Aes 256 Ecbenc Little WIBMERES R | 3201 3832 3234 |0 0 0
b4 XER 411 1368 648

R _Aes 256 Ecbdec Little WMIBMERES R | 3347 4232 3347 |0 0 0
b4 XER 562 2096 1350

R_Aes_256_Cbcenc Little MIBEEEEIR | 454 544 525 |0 0 0
H4 XER 240 552 238 0 0 0

R_Aes_ 256 Cbcdec Little MIFEEEEIR | 558 688 614 0 0
b4 XER 308 688 298

R_gcm_enc Little - 487 552 443 0 0 0

R_gcm_dec Little - 512 560 465 0 0 0

R_gcm_enc_start Little - 103 112 100 0 0 0

R_gcm_dec_start Little - 103 112 100 0 0 0

R_gcm_repeat Little - 989 1048 851 0 0 0

GE1] o070 5 L5RTLEGEDETYT, A— A1 EREHOERELZLERELHEF. R
ByhH A ANELLET,

[;X2] #FhFhdD CBC E— KD enc/dec B#IL ECB £— KM enc/dec I ZME UV HE I 1-6.2 BH%dD ROM
YA XDEFHHIBE (X IE.R_Aes_128 Cbcenc BE#IE R_Aes_128 Ecbenc B EFUH T =6,
R_Aes_128_Cbcenc B$i# A7 5 (E. MEDOREBDEEH D ROM 44 XHARE) ,

GE3] T-) SMEEERES A XERTO—FIZEREIHY FEA,
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282 RAvIHYALX

AP Little or MIETE‘FTEEE or Stack Size [byte]
Big Endian Y4 XER CCRX GCC IAR
R_Aes_128 Keysch Little MIBEEER 28 32 24
Y4 XER 12 32 12
R_Aes_128 Ecbenc Little MIBHREE R 84 108 72
Y4 XER 104 108 56
R_Aes_128_ Ecbdec Little WIBEREE R 276 464 244
Y4 XER 276 308 228
R_Aes_128 Cbcenc Little MIBMHREE R 68 112 60
Y4 XER 80 116 60
R_Aes_128_Cbcdec Little AWIBEREE R 96 136 76
Y4 XER 108 136 76
R_Aes_ 256 Keysch Little MIBHEES R 32 32 24
Y4 XER 16 36 16
R_Aes_256_Ecbenc Little AMIBEREE R 84 120 72
Y4 XER 120 104 56
R_Aes_256_Ecbdec Little WIBEREE R 340 592 308
Y4 XER 356 376 292
R_Aes_256_Cbcenc Little MIBHREE R 68 112 60
Y4 XER 80 116 60
R_Aes_256_Cbcdec Little MIBHREE R 96 136 76
Y4 XER 108 136 76
R_gcm_enc Little - 260 252 232
R_gcm_dec Little - 232 256 232
R_gcm_enc_start Little - 24 60 28
R_gcm_dec_start Little - 24 60 28
R_gcm_repeat Little - 176 192 64

GEA)] T-1 FMREREY A XER/TI—FIZEEREEIHY FEA,
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2.8.3 EBHAH)LE
AES 5S4 735 DAMIES A L

BIEEMHIE. CC-RX Hul b LARJL 2 LAEBMEREERTT,

API Little/Big Endian THEE (BfL: 1))
1block | 2 block | 3 block
R_Aes_128 Keysch Little 752
Big 768
R_Aes_256_Keysch Little 1060
Big 908
R_Aes_128 Ecbenc Little 1692 3274 4858
Big 1704 3292 4882
R_Aes_128_ Ecbdec Little 3116 4564 6012
Big 3224 4670 6116
R_Aes_128_Cbcenc Little 1920 3656 5548
Big 1930 3666 5404
R_Aes_128_Chbcdec Little 3448 6684 10068
Big 3554 7044 10388
R_Aes_256 Ecbenc Little 2244 4386 6528
Big 2248 4390 6530
R_Aes_256_Ecbdec Little 4294 6412 8222
Big 4296 6260 8224
R_Aes_256_Cbcenc Little 2476 4768 7060
Big 2478 4760 7042
R_Aes_256_Cbcdec Little 4622 9036 13602
Big 4626 9040 13602

GCM 54 T35 DREH A 7 LK
BIEZMIL. CC-RX RiBlIlbLAJL 2 EMEBHREEHRTY,

API Little/Big Endian e THRE (B : 1))
R_gcm_enc Little 128 bit 51288
256 bit 197262
Big 128 bit 51826
256 bit 198228
R_gcm_dec Little 128 bit 52040
256 bit 197892
Big 128 bit 52460
256 bit 197738

[;¥] 1. atag=16byte. ivec=12byte, aad=17RAv%Y TEHAILTWLET,
2. AT HFEXNBEXDEIZL >TEREFEHLET,
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29 FITEYa—ILOEMAE

AED2A—LVF FEFRTSHTADLY FIEITEMT HBENHY F9, /LY X TIE, Smart Configurator
FERAL(1). Q)DAEZEHEL TLVET, 7=1= L. Smart Configurator (&, —&8D RX T/31 RDHHR—
FLTWET, B R— IR TUOEWLRX T/ RIZDWTIE, (2). GDAZEEFEAL TS,

(1) e’studio LT Smart Configurator ZERALTFITE 21— /L ZEBMT B5E
e’studio @ Smart Configurator ZEA L T, BEMICA—F TR Y MIFITEDa—)LZEEML
F9, HEMIETTVS—2 3>/ — b [Renesas €? studio R¥— ka7 445L—4% 1—HHA
K (R20AN0451) 1 #SBL T2 &L,

(2) €* studio ETFIT Configurator ZEEALTFITEDa—/LZEBMT 55HE
e’ studio @ FIT Configurator ZEALT. BMICA—5 7Oz FZFITEDa—LEEMT
BIENTEET HFMMI. 7T IV5r—2a3>/—RRXK 7731 e?studio (THEAAL A% Firmware
Integration Technology (RO1AN1723) 1 #SBBL T &Ly,

(3) CS+LET Smart Configurator ZFEALTFITEYa—ILZEMT 515G
CS+ET. RA > F7O R Smart Configurator ZEAL T, BEMICA—H IOy FZFITE
Ca—)LEEMLET, HEMIE. 7FTVS5—2 3>/ —k TRenesas €2 studio A¥— k-2 T4
SL—4 2—HH4 F (R20AN0451) | 2B LTLEELY,

(4) CS+ETFITEDa—LZEBMT 556
CS+ET. FgTaA—4 7O Y FMIFITEDa—ILEEMLET, FllE. 7FV5y—a3>/—
k TRX 773 1) CS+HIZ#AAIAL A% Firmware Integration Technology (ROTAN1826) 1 &R L TKL
&Ly,
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3. TEIBP Y bk

TETODY MEL REAU K7V TATSLTY, TETOADI Y MIE AFTED2—ILEZD
ED2—VIRETHED2—)L (Bl r_bsp) ZHEMT S main() BBMEFIET, RFITEZ2—)LIC
. UFOTETOD Y bABHYET,

3.1 aes_demo _65n 2m

aes_demo_65n_2m (&, AES SA TS UMD APIDFEVNAZRLTVWET, COTETBD Y LTI,
AES128-CBC. AES128-ECB. AES256-CBC. AES256-ECB. AES128-GCM, AES256-GCM 7 /L 31) X L
AW, BESLEZTVET,
32 T—H9ARAR—RIZTEZEMT S

TETOS Y MEI, K7 TV 5—23 20/ — FTCIRRBESWBEHBEB I 74 IILOHD FITDemos T T« L
JRIIZHYET, T—HOAR—RIZTFETOD Y FEEMT BIZIE,

(2741 - T4 2VR—Fk)] Z8RLET,

(A VR—b) ZFA4708505 T—f) O TBRETOS Y FET—URAR—~] ZH&IRLT X
ANl REVESY YO LET,

(AR —b) FA47RTTTI7—hA4T - T74LDER] SRV EBRLET,
BB R22%49Y)vs LT, FlTDemos 475« LY ) EREET,
FERTASTEDZp 77 AILEERLT T 20UV I LET,
LEVET, 7=V AR=RIZFETOD Y FOBMNTEET,
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4. f+8x

4.1 BMEMEZIRIR
AFITED2—IILOFEEZRREFUTIZRLET,

& 4-1 BYIERESR

1218 (Rev.1.07)

I5H RE
WERFERE LRI LY A=Y RAH e2 studio 2022-01
IAR Embedded Workbench for Renesas RX 4.20.3
cavi(4s WA RAILY hAZH RE C/C++ Compiler for

RX Family V3.04.00

AVRANF T a3y BRERRREDT 74U ME&
FEIZUTOA T 3o %EN

-lang = c99

GCC for Renesas RX 8.3.0.202104

AV LT T ay HERRKREDT 74U MR
FIZUTDOA T 3 v BN

-std=gnu99

Yoo F a3 TOptimize size (Y4 XA&#E1k)
(-Os)] #ERAT 5BE. MERARREDOT 74k
REICUTOA T 3 o%EN
-WI,--no-gc-sections

CHIEFIT BB ES 12— IILATEE SN TS
B AHEEE ) O AMR->THE (discard) 5
C & #EB (work around) §A3=HDXAETT,

IAR C/C++ Compiler for Renesas RX version 4.20.3
AVNRALF T a v HERBREDT 74U M X

=

E

IVTATY

EvSIoF4TF7o /) MLIVOTFATY

ECa-ILDYES Y

Rev.1.07

BRR— K

Target Board for RX65N
Target Board for RX130
Renesas Envision Kit for RX72N
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5. ZZFXa1 A2 b

THOZHALT Y TTF—FORIBIZDINT
RKEDa—)LIE. UTOTFIZALT7YTT—FORBERBLTVET,
L
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JLAYRX TLY FAZGRAKR—LR—=D
http://japan.renesas.com/

BEEEE

http://japan.renesas.com/contact/

TRTOBERE L VERERE, ThEThOREEICRELES,
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mCEREDIEEE

CCTIE, YA aVERLRISERT S MEALOEESE] ITOVWTHBALES, BAIOHEALOIESTEICOVTIE. AFFa1 AV MBLUTY
ZHLT YT T—LESRBLTLESL,

1.

HESAEK

CMOS S DY KL DBRIFFHERHFLEZLAFT TS, CMOS ERIFBNVHERICE >TY — MEBHIZEZEL LI EAHY FET . EMOR
BAOBICIE., HHAHEESICEALTVIEBEO FL—OIADUr—X EEHOREH. EB7 AL EZFAL. AL TIRICET7—X
FHELTLESWD, TS5RFYIREICHELIZY., HFEMoY LBEWTLESL, iz, CMOS &G ZRE LI=AR— FIZDOWLWTHEKDIEL
ZLTLEELL,

BREABOLE

BREARL. EROREEIFETT . BEREABICE, LSIONBEEBOKEEIFRETHY . LR FIDEELEIHTFOIKEEIFETT . 5881
Ty MEFTY Y FFRERZOEE. BREANS Y Y FAEMCHLETOHM. HFORBIIRIATEELEA ARIC.AB/AAT—F 2 Uty
FEEEEZFERALTY Y FTAEROEE. BREANSY Y bOINS—EEEITET H2ETOHM. HTFOKEEIRIAETEERA,
EBRAIBICEITEAANES
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