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{EE < 21— /L Firmware Integration Technology] Z#ERALTEHRLTLET,

HUF) OTA7 Y TT7— MIEET HEIER 4-1 D —47 2 ABD CK-RX65N & FPB-RX140 fE D&
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Ffz, B T2 0OFEREICIE. Common 2T 2 FED DATA_RECV a7 F#ERA L. Command
argument BN 1 DIFEZE. oY T—FDEEERELTHVLWTWLWET,

Z2aATY RFOEMIEX, TRX 7273 IJ7—L9xF7F7 v IT— MBIEEY 1—)L Firmware Integration
Technology] @ 1.6 A<y Kit#) #TSBLEEEL,

431 UARTBIEERTE
YA AV UART BIEREFR4-1I12RLET,

KA1 IT7—L9zT77yv7T—FBREES1—ILD UART BIERTE

I5H kS
Data Length 8-bit
Parity None
Stop Bits 1-bit
Flow Control None
Bitrate 1Mbps
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| —demo_bl_rx65n_ck_primary

| —demo_app_rx140_fpb_w_buffer

| —bootloader_rx140_fpb_w_buffer
Lgcc

—demo_rx65n_ck_primary
—demo_bl_rx65n_ck_primary
—demo_app_rx140_fpb_w_buffer
Lbootloader_rx140_fpb_w_buffer
—re0lan6220ej0300-rx-2nd-ota-apl.pdf
'—r01an6220jj0300-rx-2nd-ota-apl.pdf
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demo_rx65n_ck_primary 7 # JLA & demo_bl rx65n_ck_primary 7 # L4 [ZIL CK-RX65N A 7oz
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45 a—FKH4A4 X

A7TIV5—avoYoTLa—FIcEEnST02 Y DO ROM, RAM Y4 XEFTRIZRLET,
TROMBIFLUTOEMHTHELTVLET,

CC-RX

Compiler
=xiE{t L RN )L (-optimize): Level 2: Performs whole module optimization
&i#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

Linker
@1t % 4 7 (-nooptimize/-optimize): Al

Library Generator
w=xiE{t L RN )L (-optimize): Level 2: Performs whole module optimization
&#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

%42 31— F¥4 X (CC-RX)

Javzy b+ ROM RAM
demo_bl rx65n_ck_primary 33 KB 8 KB
demo_rx65n_ck_primary 601 KB 382 KB
bootloader _rx140_fpb_w_buffer 29 KB 6 KB
demo_app_rx140_fpb_w_buffer 50 KB 13 KB

GCC
i1k L R JL: Optimize for debug (-Og)

£4-3 31— F¥ 41 X (GCC)

Jaovzy bk ROM RAM
demo_bl rx65n_ck_primary 51 KB 10 KB
demo_rx65n_ck_primary 654 KB 383 KB
bootloader_rx140_fpb_w_buffer 24 KB 13 KB
demo_app_rx140_fpb_w_buffer 41 KB 12 KB
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() 77—L™x7EHFHIE, FPB-RX140 (X HS3001 £ UM SEBET—4 1Mz TREF—42 L EEL
FY9,

—EDRENT, BELTVWSEU Y T2 DBELZDOMEIF, ARAIVALDPCADOTHAE
AWS LDF v L aR— M oERTEET,

6. TEDEY TV
AKF7TV5r—230 /) —brDTEEEATTBAEDICBLELGEY 7Yy TICDOWTEHRBALET,

CK-RX65N & FPB-RX140 DEC#RA® HS3001 £ o H DEBKAEZEDN—KO2z 7Dty v 7y 7. ThTE
NORAaAVR—FRAOWE 2 7 —L 9T 7DEREEESAAZEDY I bz 7Dy b7y T, FLT
OTAZ7 Y 7T—FDEITPLAWS ETOEUHT—EDARIEDT=HD AWS U 5 FRIDEHAVHET
ERS

6.1 N—FKHxzT7Dty 7y T

BOIC. RTEEERT SN—FIz72EKOBRERLET ., ERICEY b7y TROERIEIR6-2%
SHRLTESL, UBTEAZTAOR— ROty b7y THERICOWTHLCHGHALET,

Ethernet or WiFi

USB micro

PmodUSB
UART

Power,
Debugger,
UART

Power,
Debugger

USB micro,
USB Type-C

Wi-Fi D .
T\L —— : : HS3001
- J23pin 1.2 J12pin 1.2 i .

AWS Internet J24pin 7 J10pin 7

FPB-RX140

CK-RX65N

6-1 ATED/N—FYH T 7LARER
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6.1.1 CK-RX65N Dt v b7 v TAik
CK-RX65N D2y b7 v THEERLET,

(1) FPB-RX140 &M UART @ERA — J LR

FPB-RX140 & UART @{E 41T 3 728 M TXD, RXD, GND [& CK-RX65N @ J23, J24 O %0 2 D LLT D
FITEYHTTWEY, 6.1.2(2)I2RY FPB-RX140 D inF &E LTDRD & 5 [ UART (5D IS ZEE 2

THHL TS,

%= 6-1

CK-RX65N
J23 Pin 1: DO/RX
J23 Pin 2: D1/TX
J24 Pin 7: GND

Y4 3 UART ###t A& (CK-RX65N & FPB-RX140)

FPB-RX140

J12 Pin 2: D1/TX

J12 Pin 1: DO/RX

J10 Pin 7: GND
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m
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11
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§°3
P’)_WER
i S
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s
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-
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e

$9
z8

(.
o
™

2
g3
iy

I
T

(S5 ]

A AR

ANALOG N

MIC 2 LIDS

*-CK“RX65N ?

A/N RTKSCK6SNOCO00018E

renesds.com/Cx/ck-Tx65. 0, ..,(

Versien 2

nsm
o

piz/me
°

BSIOMETRIC l(j

s
~

%an..
2 © blou » '

FPB-RX140
GND

FPB-RX140
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(2) PCAOOTHEART—TILIES
PC & CK-RX65N ® USB & !J 7)La %% 2 (USB Type-C)& USB 7y —JILTEHELET,

(3) BRI - TNV HLDER
PC & CK-RX65N @) E20B Debugger 3% 4 (micro USB Type-B)Z USB 4 — JILCTEMmLE T,

(4) DA16600 Wi-Fi €< 1 — /LD
CK-RX65N @ Pmod1 3% 412 DA16600 Pmod € 1 — /L Z#EHELET,
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(6) T+ sNJ16 & DEBUG fllIZ5E# T %
CK-RX65N & T /3y JE— RIZT S1=®HITT v /3 J16 & DEBUG fl(pin 1-2)I5&E#& L E T,
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6.1.2 FPB-RX140 Mt v +7 v THE
FPB-RX140 Dty b7y TAHEERLET,

(1) HS3001 R— FD##EHE
FPB-RX140 ) Pmod2 21 %4 412 HS3001 h— R & R — K& L £9,
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(2) CK-RX65N & UART @IERY — 7L

CK-RX65N & UART BIE %175 1=>® TXD, RXD, GND I& FPB-RX140 ® J12, J10 3% 4 2 DL F D i
FITEYETTOET, 6.1.1(1)IZ5RF CK-RX65N DifF &% 6-1 D& 5[ UART E2 DS £ B - TR
LTLIEEELY,

CK-RX85N
» GND

CK-RX65N
» RXD
» TXD

(3) PC~BYHARAT—TILES
FPB-RX140 ) Pmod1 2% %4 4 @ Pin1-6 IZ Pmod USBUART it R— F &L £,
E5(2, PC & Pmod USBUART Zii7h— K@ micro USB Type-B a9 2% USBS—JILTHEHKELE
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(4) BRBtIE - TNV H EDER
PC & FPB-RX140 ® micro USB Type-B a4 2% USB 7 —JILTEHKLET,

US082-INTERPEVZ

(5) TXaL—ARUty rAYEUNERKRT S
FPB-RX140 DI Zal—42 1ty hAYEUNERBLET,

UETTEEEET H5=ODN—FIz70EY b7y TRERETTY, B6-2ICTEBRDLEAKERER
LET,
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62 YIb9xzT70OEY TV

6.2.1 ZHHTEH

BEEREADINTNDY I LD T7DON—U 3 0EFR 21, £2-2, £2-3. R24ZFZTSRWES
LY,
(1) QEforOTADA X b—JL

e?studio M A = 1 —/\—M 5., [Renesas Views] — [Renesas QE]# B E. QE for OTAMNA VX k—JL &
NTWWBEMHEZRLET, OTA Main (QE), OTA Manage loT Device (QE)AAHNIEAS VX F—ILFH T,

oject Renesas Views Run Window Help

C/C++ > e 4 v d&0 B m:d - &l ~
) Code Generator b
A Mai Tar 5 h X
Partner OS >
Renesas QE > ¥ Measuring Current Consumption (QE)
Smart Configurator > 4 CTA Main (QE)
Solution Toolkit > & OTA Manage loT Device (QF)

*  Renesas Software Installer : ;
—rtﬂ-cntvmut—s,lgner‘ public key.

*

Fi=. N—2 3 VIZELTIE. e? studio M[Help] — [About e? studio] — [Installation Details]Z % ') v &
L. TlRenesas QE for OTA] M/N—2 3 Uh 1220~] UEEEO TSI EEZERL TS,

Run Renesas Al Window Help

v - v ss) Welcome

= I ok ?) Help Contents

lesas GDB H: 1 < Search
A Show Context Help

Show Active Keybindings... Ctrl+Shift+L
] Cheat Sheets...

{1733

Renesas Help
* Toolchain Help >
+* Add Renesas Toolchains
@ Eclipse User Storage >
¢ Perform Setup Tasks...

Check for Updates

PY

W= Install New Software...
& Eclipse Marketplace...
& AR Embedded Workbench plugin manager...

About e studio
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Renesas e studio

Version: 2025-04 (25.4.0)
Build Id: R20250411-0917

Parts Copyright (C) 2010-2025 Renesas Electronics Corp.
All rights reserved.

€ studio IDE is an extension of software developed for
eclipse.org.

e? studio IDE is based on Eclipse Platform 4.34 (2024-12)
and CDT version 11.6.1

Source code for the Eclipse Foundation plug-ins s available

Problems
rtcredential_keysh All 10T devices
tcredential.h
ner_public_key.h
1it_root_certificates.h

LA 4

rap_code

_mcu_ota_demo

W iot_device_ck-n65n

r_| 8 € studio Installation Details

a X

Version Id o
10.0020240909-0..  comrenesaside.supportfiles
102.0¥20250217-1... comrenesas e2studio.comm
10.2.0v20250206-0..  comrenesas.e2studio.debug
10.2.020250206-0.
25.40420241213-1
25.40420241213-1
10.2.0v20250325-1..
10.2.0¥20250326-1.
10.2.0v20250326-1
102.0v20250305-1

com.renesas.e2studio debug
com.renesas.e2studio.tools.c
com.renesas.e2studio.tools.c
com.renesas.e2studio.comm
com.renesas.e2studio.comm
com.renesas.e2studio.comm
com.renesas.e2studio.comm
10.1.0¥20241014-1... com.renesas.e2studio.tools.c

10.2.0.v20250; . com. tools.fi

10.2.0v20250320-1..
10.20520250321-0..
10.2.0v20250321-0.
25.4.0v20250313-1

254.0v20250313-1..
254.0v20250313-1..
10.1.0v20241202-0..
254.0R20250411-0.. com.renesas.ide.e2studio.prc
2.4.0v20250130-0441 com.renesas.apitool.commo.
2.2.0.202506141554

com.renesas.e2studio.tools.ir
com.renesas.e2studio.comm
com.renesas.e2studio.tools.c
com.renesas.e2studio.tools.r
com.renesas.e2studio.tools.r
com.renesas.e2studio.tools.r:
com.renesas.e2studio.comm

5
"~ “installed Software | Installation History | Features| Plug-ins| Configuration | Renesas Device Support | Support Folders
1o [ P1ype filter text
del |Name
(@ Renesas CMake Build Support Files
01 gk Renesas Common Project Import/Export
0 @ Renesas Debug Views
al @ Renesas Debug Views (Lite)
ag (- Renesas e2 studio Code Generator for RL78
- Renesas e2 studio Code Generator for RX
o g3 Renesas e2 studio Common Build
o) 5 Renesas e2 studio Common Build for GCC & LLVM Toolchain:
0 (g Renesas 2 studio Common Build for Renesas Toolchains
(g Renesas e2 studio Common Core
(g5 Renesas e studio Conflicts Checker
Y dal (g% Renesas e2 studio FIT
P (§- Renesas e2 studio Integration Service
- Renesas e2 studio Memory Usage View
SR (g Renesas e2 studio Optimization Assistant
@ Renesas e2 studio Reality Al Core
(@ Renesas e2 studio Reality Al for Renesas RL78
(g5 Renesas e2 studio Reality Al for Renesas RX
- Renesas e2 studio Stack Analysis View
Conole prop| g% Renesas e studio
(@ Renesas QE common
(g, Renesas QE for OTA

comrenesas.qe.cloud feature

|

= Renesas ebug Support

540202 -0.. com.renesas.e2studio.device

- Renesas RL78 Debug Support Files 2540420250331-1.. comrenesaside.supportfiles
5 Renesas RL78 Family Support (requiring Net Framework)  2540R20250411-0... com.renesas e2studio78.dc
@ Renesas RTOS Debug Views 1020420250320-1.. comrenesas.e2studio.debug
@ Renesas RX Debua Suooort 2540120241213-1.. comrenesas e2studio device ¥
< >
Renesas QE for OTA
@ Update... Uninstall.. Properties

QE for OTADA VA F—ILENTLVEL, L LLEHEWON=23 RSN VR F—ILENTWSIHEE

RXZ77 =

1) AWS/Azure ZFIALI= 77— LD 7E#HY I FOBEFKEH A K QE for OTA (R20AN0712) |

®D 21 QEfor OTADA VA b—JL] ZZBL. QEfor OTAZ A VA F—JLLTLFZELY,

(2) Python ZITIRIEDA VX b—JL

Python [&. https://www.python.org/ M5 AFTEFE T,
F1=. Python @ pycryptodome 54 75 ZFEALET, PythonZ4 VX F—JL&E. LT pipa<T U K

ZEITL. A VA F=ILLTLEEELY,

> pip install pycryptodome

®)

Renesas Flash Programmer @4 > X k—JL

Renesas Flash Programmer [&. Renesas Flash Programmer (Programming GUI) | Renesas M 5 AF TE

F9,
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https://www.python.org/
https://www.renesas.com/software-tool/renesas-flash-programmer-programming-gui
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6.2.2 QEfor OTATAWSIzAY A >
(1) QE for OTA & % B <

e? studio M * —a1—/\—M 5, [Renesas Views] — [Renesas QE] — [OTA Main (QE)]|Z#:&IR L £,

oject Renesas Views Run Window Help

Ci PRI T R

) Code Generator >

A Mai Debug 5 Lh X
Partner OS > . L L
Renesas QE > 4% Measuring Current Consumption (QE)
Smart Configurator > «& OTA Main (QE)
Solution Toolkit > A OTA Manage loT Device (QF)
*  Renesas Software Installer
—Fcﬁ-cncvutu—tvut—s[igner“ public key.

(2) [QE for OTA] 1. Cloud Settings — Sign-in to Cloud

Cloud [Z TAWS] Z#&IRLHY A AV LET, BT A VRFISERLEY =3 VICAWS DY) Y —ANAE
RENFET,

n Cloud Prepare IoT OTA

1.Cloud Seftings od BN Sigu-in to Clond

1 Sigo-in to Cloud

2.Prepare projects -
_ o Aws 2 |
I Select ots

@) Select Signin | Seflings

3.Manage IoT device - |
7) Manage 1oT device

) Create initial firmware

) Write program to ToT devices
4.0TA -

(¥) Create update firmware

ed an AWS TAM user account
¥ account

~) Execute OTA and check status B

t have an TAM user account, please create a new one. Please
nore informatio
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6.2.3 CK-RX65N DM T 7 — LV = 7 DERM EET

QE for OTA %8 2T CK-RX65N DA T 7 —L oz 7EEHR L. EEFAH - Z1TLET., UTICFIE
#RLET,

(1) FESzY DA oK—

CK-RX65N A 7— kO —4% T3 % demo_bl_rx65n_ck_primary 7O x4 b&, A—5FTOH5S LT
&% % demo_rx65n_ck_primary 7O x4 b % e?2studio 124 »/R— b LET, CK-RX65NDTRT Y k
(£ CC-RX & GCC AANHYFETMN., CCTIKCC-RXATAY ) F2FEALTHALET,

4 viR— rElE. T2 3 >® TCopy projects into workspace] DF = v 9 E4 L TL LY,

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help Q Import [m] X
New Alt+Shift+N >
Open File... Select
. , = \gq
() Open Projects from File System. : o )
Create new projects fram an archive file ar directory. H
Recent Files >
Close Editor Ctrl+W
Close All Editors Curl+Shift+W g existing code Select an import wizard:
Save Ctrl+S ‘tyge filter text ‘
Save As..
v [= General ~
Save Al Ctrl +Shift+S P A
Revert ’ R
- Existing Projects into Workspace
Move... ol
. File System
™ Rename. F2 _
— L, Preferences
ZEWES'] —_—— T S (7} Projects from Folder or Archive
t it > - -
onvert Line Delimiters To I=* Rename & Import Existing C/C++ Project into Workspace
Print.. Ctrl +P a¥ Renesas CC-RX project conversion to Renesas GCC RX.
[« Import. Taw Renesas CS+ Project for CA78KOR/CATSKO
XPOIT... &% Renesas CS+ Project for CC-RX, CC-RL and CC-RH
Properties Alt+Enter Ta¥ Renesas GitHub FreeRTOS (with loT libraries) Project
" Sample Projects on Renesas Website
Switch Workspace > o
Restart & C/Crr
Exit (= Code Generator w
@ Concel
& import O X
Import Projects =
Select a directory to search for existing Eclipse projects. f A/
(®) Select root directory: | Gws\fwup_comm\aws_ota\r01an6220xx0300-nx-2nc V‘ Browse...

O Select archive file: Browse.

Projects:

[]: bootloader_rx140_fpb_w_buffer (C:\ws\fwup_commiaws_ota\r01an&220xx( Select All
[[] bootloader_rx140_fpb_w_buffer (C:\ws\fwup_commiaws_ota\r01an220xx(
[[] demo_app_rx140_fpb_w_buffer (CAws\fwup_comm\aws_ota\r01an6220xx0] Deselect All
[[] demo_app_rx140_fpb_w_buffer (CAws\fwup_comm\aws_ota\r01an6220xx0]
demo_bl_m65n_ck_primary (Chws\fwup_comm\aws_ota\r01an6220xx0300-
[[] demo_bl_rx65n_ck_primary (C\wshfwup_comm\aws_ota\r01an6220xx0300-
demo_rx65n_ck_primary (Chws\fwup_comm\aws_ota\r01an6220xx0300-rx-.
[[] demo_r65n_ck_primary (C\wsifwup_comm\aws_ota\r01an6220xx0300-rx-.

Refresh

< >

Options
[ | Search for nested projects

(] Copy projects into workspace

[IClose newly imported projects upon completion
[1Hide projects that already exist in the workspace

Working sets
[[] Add project to working sets New.

Select.

@ < Back Next > Cancel
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(2) Wi-Fi O##RIFEROA D

demo_rx65n_ck_primary 7R x4 k® Tsrc/application_code/include/aws_clientcredential.h] TEZ
T3 clientcredentialWIFI_SSID I, AT 2 Wi-Fi 7V XKL > LD SSID %,
clientcredentialWIFI_PASSWORD [C/ART—KZAALZET,

#define clientcredentialWIFI_SSID

#define clientcredentialWIFI_PASSWORD

@) Oy hOER

QE for OTA @ [Select projects| T. Boot Loader 25X & e? studio [Z4 »/R— k L1z
demo_bl_rx65n_ck_primary 7B < x4 k. Firmware IZ demo_rx65n_ck_primary 7O 19 F&&EIRLE
¥, Ff=. Target Device IZI& TPrimary] Z:Z#IRLZET .

] @ QE foroTA

Cloud %) Prepare @ IoT 7 0TA

1.Cloud Settings - %‘ Select projects

(%) Siga-in to Cloud

I 2.Prepare projects - OTA project
@ Select projects

| () Select provisioning 2nd OTA project creation guide

Sample for 2nd OTA project

3.Manage IoT device -

\2 Manage IoT device

() Create initial firmware Select created projects
() Write program to ToT devices Boot Loader ‘ demo_bl_rx65n_ck_primary v j
) .
»
4.0TA - Firmware ‘ demo_rx65n_ck_primary ~ }
(/) Create update firmware
() Esccute OTA and check status Information of firmware project
Device: RSFS6SNEHXFB_DUAL
Evaluation Board: CK-RX65N
Select the device for firmware update
Target Device Primary v

4) F7REYa= I AEDER
JoEY 3= FA%KELT, TSource code includes credentials (asymmetric keys)] Z&IRLFET,

Al Cloud © Prepare ToT [ 7%

L.Cloud Settings - Select provisioning

(%) Sign-in to Cloud

2 Prepare projects -

\ 4

() Select projects

Provisioning Source code includes credentials (asymmetnic keys) v

() Select provisioning

3.Manage IoT device -
(7) Manage loT device Select provisioning(AWS)
() Create initial firmware QE for V1.1.0 supports only | provisoning

(%) Write program to IoT devices

all How toupdate FAQ License

4.0TA -

() Create update

(%) Execute OTA and check stams
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(5) loT device MERK

Manage IoT device @ [Openview] #%2!)wv % L. T[OTA Manage loT Device (QE)] BiEm#EE%£9 .
FAll loT devices] DTF®D +] w2 >%ES 1) v L. [Create loT devicel Z:ERLFET,

All loT devices loT Device |nitial Firmware Update Firmware OTA Firmware Log

EEIR & Sync Cloud

loT Device Name Policy Private Key PublicKey Device
Create loT device

Create loT group

RRENF=44 705D TNoT device name] [TELLLFIEZAAL., [Create] 9wy LET,

&) Create loT device > [

loT device na meﬂlot_device_ck-mﬁﬂ |

Group name o
Create number |1 = |
Policy ge_iot_pplicy B

Cancel
(6) #MMEATZ7—LoTT7DIEM
Create initial frmware @ Openview] =2 1Jv o LE9,
[]> @ QE for oTA
) e — = o
1.Cloud Settings - 2] Create initial firmware 2
(~) Sign-in to Cloud j
Build Boot loader and Firmware to create program for IoT devices.
2.Prepare projects -

(E ) Select projects

Open view
() Select provisioning

3.Manage IoT device -

I Create initial firmware : asymmetric keys(AWS)

@ Create initial firmware

4.0TA - [ Build initial firmware

RO1AN6220JJ0300 Rev.3.00
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lnitial Firmware 2 71 T. %&IZEERK LT lIoT device ZFiR L. Addl 22Uy o LZET,

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

LR & sync Cloud (1) Select loT devices for which want to create initial firmware.

B iot_device_ck-rx65n

I Add all loT Device Name Private Key Public Key Device Certificate

Wiot_device_ck-r65n (] L] (]

<J Delete

1 Delete all

+4# Debug

N—23 202 11,000 #AHL. [Createinitial firmware] 22 v 49 LEY,

(2) Specify version of firmware.

[\f|l| Ho [ —

(3) Create initial firmware,

Create initial firmware <

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to conne:

Write and Run Resume

demo_bl_rx65n_ck_primary 7R x4 k& demo_rx65n_ck_primary 7R Y D EIL KNEITS .
lnitial Firmware] % 7 [Create firmware is complete.] & RRSNNIERITT,

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait f

Wirite and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.mot

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.mot
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.x
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/merged.mot

Create firmware is complete.

(7) CK-RXB5N [CH)HA T 7 — LY 1 7 4 EERAHETT S
l'nitial Firmware] % 7® TWriteand Run] 29y 49 LE9d,

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait f

Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.mot

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output ;: /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.mot
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.x
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/merged.mot

Create firmware is complete.
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CK-RX65N ® COM R— +HESZHEIRL. TWrite] %4 ') v % LEF, Renesas Flash Programmer D%
INTGA—R[E, CK-RX65N DA VAR— FIIaL— 420G INTONIEEBAANINES, ZRICE-T
WBIHEEIX. CK-RX65N & PCHMERHI SN TILNVS 2 &, v /N J16 A DEBUG fllIciEHRsn TS I & %

BLTLESL,

) Flash Programming x

Write and Run the initial firmware to device using Renesas Flash Programmer. -

(1) After connecting the evaluation board, check the settings and press the Write button.
To change only provisioning information, press the Data rewrite button.

(2) When completed, press the Run program button.
Not to run the initial firmware, press the Close button.

[Write] After erasing chip and writing program, execute the [Data rewrite].
[Data rewrite] Run the program and save the provisioning information to data flash via serial port.
[Run program] Run the program and close this dialog.

Renesas Flash Programmer
RFP CLI exe path: | C\Program Files (x86)\Renesas Electronics\Programming Tools\Renesas Flash Progr  Browse...

ID code: | FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Board: CK-RX65N ~

Device: | RX65x ~
Emulator: | E2 emulator Lite -
Interface: | FINE -

Firmware
oM Pcrll' CoM47 ~ l

<
ri Write l Data rewrite | | Run program
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Rewrite provisioning information in data flash is complete.] & &R ESNNIEHLINTT ., Run program]
V9O LET,

& Flash Programming x
CUM PUILT (LUMSE | LONELEU 10 LUV 1.

MIICODCCAASCFHLgF + xsxchaYXEH67DBgYbS0UCIMAOGCCOGSMAIBAMCMIGeMScw ~
JQYIKOZInveNAQKBFhhSb3VyLWFIZHJIC3NAZXhhbXBSZSSjb20xCZAJBGNVBAYT

A QYDVQQIDARZb3VyIF ARIWEAYDVQQHDAIZb3VYIENpdHIFTAT
BgNVBAOMDFIVXIgQ2INCGFUETEVMBMGATUECWWMWWITCiBTZWNOaWIUMQBWDQYD
VQQDDAZuYWtha2iowt IDQONZMzWhe JjEAMDO BnjEn
MCUGCSqGSIb3DOEJARYYeWS1ci1hZGRyZXNZOGVAYWIwbGUUY29tMQswCQYDVOQG
EwVUZETMBEGATUECAWKWWI1ciBTAGFOZTESMBAGA 1UEBuaIWWI1ciBDaXRSMRUW
EwYDVQQKDAXZ o TATBG IDFvaXigU: i
ATUEAWWGDMFIYWIDMFKWEWYHKOZIZIOCAQYIKOZIZI0DAQCDQGAEONXK2IAWTXS/
1u11GXgwUWXRV9OZpfmg +]BVypwwQNQeT+/ZThvizRK2AKVesO + DXkzqdCUda
ByrXEB0d9zAKBgoghkjOPQODAGNHADBEAIBAPHR +WSKFIKy7hm395u9ag6dicSYN
1BD/ITFODQIR+IgSIXRI9TfCwi4bSISNHOy/IbYe23wTek5xoilZMOuso =

~~~~~ END CERTIFICATE--—-

OK.

>conf commit

01662 [CLI] Destroyed Certificate.
11671 [CLI] Write certificate...

2 1728 [CLI) Destroyed Private key.
3 1792 [CLI) Write Private key..

Configuration save 2947 bytes to Data Flash. Total used size is 2947 bytes .

Renesas Flash Programmer CLI V1.12
Module Version: ¥3.19.00.000

Connecting the tool (E2 emulator Lite)
Tool: E2 emulator Lite (OBE110024)
Interface: FINE

Tool Firmware Version: V3.05.01.000
Disconnecting the tool

No operation

Rewrite provisioning information in data flash is complete.

Yote Osta rwrite

TFirmware Logl 2 7#M&EFd, ZZICIECK-RX6SNMWLHASNZ O DRRERTSINET,

loT Device Initial Firmware Update Firmware OTA

Connected to COM, firmware log is displayed.

comport: [coms7 | [ Disconnect | Connected to COM47 " % =&

v AWS 11671 [CLI] Write certificate... ~
w cu
-Data(5) 21728 [CLI] Destroyed Private key.
- Complate (1) 31792 [CLI] Write Private key..
~ Connection
- Complete (0) Configuration save 2947 bytes to Data Flash. Total used size is 2047 bytes .
-Error (0)
v Fleet >verify install area main [hash-sha256]..0K
- Thing Name (0) execute image ..4FreeRTOS command server.
- Complete (0) Type Help to view a list of registered commands.
v MCU -> AWS Standard procedure:
- Error (0) 1. Set value for endpoint/thingname/certificate/key/codesigneert.
~ AWS -> MCU 2. Write the key value to Internal Data Flash Memory with ‘commit’' command.
-Error (0) 3. Reset the program to start the demo.
~ OTA
- Download (D) =>Press CLI and enter to switch to CLI mode or wait 10secs to run demol

- Swap Bank (0
wap Bank (0) >0 10760 [MAIN_TASK] [INFO] R_WIFI_DA16X)XX_Open: Test with baud rate 1152001

- Version (0) 110760 [MAIN_TASK] [DEBUG] at_exec: ATZ
- Complete (0)
2 10922 [MAIN_TASK] [DEBUG] 4
3 10924 [MAIN_TASK] [DEBUG] +INIT:DONE,0
4 11924 [MAIN_TASK] [WARN] at_recv: response timeout!
v
[Search Item ¥ I ISecondary ¥ I
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(8) CK-RX65N # RUN E— RIZZEE
CK-RX65N @ ¥+ 7% J16 % RUN f8l(pin 2-3)[2@# LT

.~ OUTDOOR— INDOOR BAROMETRIC TEMP & MU
Aol Aot PRESSURE" HUMIDITY  COMBO
== .
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6.2.4 FPB-RX140 HDMEA 7 7 — Lz 7 DEREET
QE for OTA {2 T FPB-RX140 HDWHA T 7 —L Iz 7 2R L., EEAH - EFLFET, UTIZFIE
#RLZET,

(1) 7aszy oS R—Fk

KIFED CK-RX6SNAAD 7O Y FERKRIC, K7 TUr—>av/—rTHUT)La—FELTR
fft LT3, FPB-RX140 BM J— O—4 T % bootloader rx140_fpb_w_buffer 7O x4y k&,
A—470455LTHA demo_app_rx140_fpb_w _buffer 7O x4 k% e2studio 124 ViR— b LE T,

(2) 7>z FOER

QE for OTA @ [Select projects] T. Boot Loader [IZ%(F & e? studio [24 »7R— kL 1=
bootloader rx140_fpb_w_buffer 7B < =4 +. Firmware [Z demo_app_rx140_fpb_w_buffer 7Bz o +
#EIRLEI, £1=. Target Device [ZIE Secondary] #EIRLFET,

[&)) # QE foroTa

Cloud ®@ Prepare LT o

1.Cloud Settings - j Select projects

() Sign-in to Cloud

(©) Select projects
2nd OTA project creation guide | Show guide
LY b
Sample for 20d OTA project | Output sample

3.Manage ToT device -~

() Manage ToT device

(©) Create nitial rmware Select created projects
() Write program to IoT devices n Boot Loader I bootioader_n<140_fpb_w_buffer v
& >
4.0TA - Firmware I demo_app_n<140_fpb_w_buffer v
() Create update firmware
() Execute OTA and check status Tnformation of firmware project
Select the device for firmware update
Target Device Secondary v
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(B) W TZ7—LITT7DERK

Create initial firmware @ Openview] %% 1) %2 L. TOTA Manage loT Device (QE)] BIEm#BE %
ElS

[]> ® QE for oTA

[©) Cloud @ Prepare (©)] LT oTA

ot A =
1.Cloud Settings - 5 Create initial firmware

() Sign-in to Cloud

Build Boot loader and Firmware to create program for IoT devices.
2.Prepare projects -

(©) Select projects

(%) Select provisioning

3.Manage loT device hd

' I Create initial firmsware : asymmetric keys(AWS)
(7) Create initial firmware e :
) [ nstall Python

[ Lustall OpenSSL
4.0TA - [ Build initial firmware

Mnitial Firmware 2 7] T, 6.2.3(5)C{ER L 1= loT device &R L. [»Add] 29 Uv o LFET,

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

LR & sync Cloud (1) Select loT devices for which want to create initial firmware.
B iot_device_ck-rxb5n Ii Add all loT Device Name Private Key Public Key Device Certificate
ll Wiot_device_ck-r65n (] ] []
Delete
L Delete all
+4# Debug

N—23 202 11.0.00 #AAHL. [Createinitial firmware] 22 v 49 LEY,

(2) Specify version of firmware.

EEEEEE

(2) Create initial firmware,

Create initial firmware

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connes

Write and Run Resume

bootloader rx140 fpb_w_buffer 7B < x4 k& demo_app_rx140_fpb_w_buffer 7Oz FDEIJL KA
ETE N, Tlinitial Firmwarel %2 712 [Create firmware is complete.] &RRESNMNIEHRIITT,

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait for OTA update.

Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /bootloader_n140_fpb_w_buffer/QE-OTA/bootlcader/bootloader_nc140_fpb_w_buffer.mot

Output : /fbootloader_n140_fpb_w_buffer/QE-OTA/bootloader/bootloader_nc140_fpb_w_buffer.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_app_mx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-m65n_0xAD/demo_app_rx140_fpb_w_buffer.mot
Output : /demo_app_nc140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-ndb5n_OwAD/demo_app_n140_fpb_w_bufferx
Output : /demo_app_nc140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-nd5n_OxAlD/merged. mot

Create firmware is complete,
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(4) FPB-RX140ICHHA 77— LD I 7 H2EZTAHETT S
l'nitial Firmware] % 7® TWriteand Run] 29 ) v 9 LE9d,

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait for OTA update.

I Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /bootloader_n140_fpb_w_buffer/QE-OTA/bootloader/bootloader_nc140_fpb_w_buffer.mot

Output : /bootloader_n140_fpb_w_buffer/QE-OTA/bootloader/bootloader_nc140_fpb_w_buffer.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_app_rx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xAl/demo_app_n140_fpb_w_buffermot
Output : /demo_app_mx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xAD/dema_app_rx140_fpb_w_bufferx
Qutput : /demo_app_rx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-mi65n_0xAD/merged.mot

Create firmware is complete,

FPB-RX140 [C##E#Hi S TULVS Pmod USBUART O COM /R— hE S E:&IRL. TWrite] 29w o LZE
¥, Renesas Flash Programmer D&/85 A —4 (&, FPB-RX140 DA U R—FI I aL—4MNEKINT
WAIKBBIADLSNET ., ZRICE>TULSBIHEEIE. FPB-RX140 & PCAERHRIN TSI L. v
JA D BRCREEICE > TWVS T EZRERL TL 2L,

& Flash Programming X ‘

Write and Run the initial firmware to device using Renesas Flash Programmer. ~
(1) After connecting the evaluation board, check the settings and press the Write button.

(2) When completed, press the Run program button.
Not to run the initial firmware, press the Close button.

[Write] After erasing chip, write program.
[Run program] Run the program and close this dialog.

Renesas Flash Programmer

RFP CLI exe path: |C\Program Files Electronics\Progr g Flash Progri  Browse..
1D code: | FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Board: | Custom Board ~
Device: RX100 =

Emulator: E2 emulator Lite -

Interface: FINE v

Firmware,
COM Po Com38  ~

(e o
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['Write initial firmware is complete.] &RTRESNNIEHEIITT ., [Runprograml #21Jv o LET,

&) Fiash Programming x

Erasing the target device
[DataFlash 11 00100000 - 00101FFF
[Code Flash 1] FFFCOD0O - FFFFFFFF

Disconnecting the tool
Operation successful

======== AUTO_NOERASE ========
Renesas Flash Programmer CLI V1.12

Module Version: V3.19,00.000
Load: "C:Aws\fwup_comm\aws_ota\ccrddemo_app_rx140_fpb_w_buffer\QE-OTA\apl\w1.0.0\iot_device_ck-rx65n_OxAC

Cnnnedmg the tool (E2 emulator Lite)
Tool: E2 emulator Lite (OBE110029)
Interface: FINE

Tool Firmware Version: V3.05.01.000

Emulator power supply: OFF
Connecting the target device

Main Clock: 32 MHz

Speed: 1,500,000 bps

[Warning] ID Authentication is disabled
Connected to RX100 Series

Writing data to the target device
[Code Flash 1] FFFCO000 - FFFCCBFF
[Code Flash 1] FFFDBFOO - FFFDBFFF
[Code Flash 1] FFFFBOO0O - FFFFFAFF
[Code Flash 1] FFFFFFOO - FFFFFFFF

Verifying data on the target device
[Code Flash 1]~ FFFCO000 - FFFCCBFF
[Code Flash 1] FFFDBFOO - FFFDBFFF
[Code Flash 11 FFFF8000 - FFFFF4FF
[Code Flash 1] FFFFFFOOQ - FFFFFFFF

Disconnecting the tool
Operation successful
Write initial firmware is complete

~

Write rogram Close

[Firmware Logl 2 7#RL\T. [lSecondary] #2Uvo LET,

loT Device Initial Firmware Update Firmware OTA l Firmware LUQl

Connected to COM, firmware log is displayed

COM Port: |Auto v Connect R E
~ AWS |
v U
-Data (0)
- Complete (0)
~ Connection
- Complete (0)
- Emor (0)
v Fleet
- Thing Name (0)
- Complete (0)
v MCU -> AWS
- Error (0)
v AWS -> MCU
- Error (0)
v OTA
- Download (0)
- Swap Bank (0)
- Version (0)
- Complete (0)

ISearch Item ¥ |u Secondary l‘_ ¥ ]
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lver 1.0.0] METRDHEIZ, HS3001 &>

CZIZIZFPB-RX140 s EAShB 00 NRREENET,
HTAELEERET—4ARRTINNIERITT,

H

Secondary
«Ec

COM Port: COM38 w Connected to COM38.

==== RX140 : BootLoader [with buffer] ===
verify install area main [sig-sha256-ecdsal...
execute image ..

K

==== RX140 : SECONDARY OTA DEMO [with buffer] ver 1.0.0 ====

[HS3001]HUMIT3.86[RH]
[HS3001]HUMI:T3.80[RH]

Page 31 of 51
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6.3 AWSY SO RETEUYT—2%0HBILT H-OD%E(H
FELEEUYT—42%29 S5 IRKXTRIRIET B51-8IZ. Amazon CloudWatch & & U AWS loT Core T

UTOFIRTREEITVET .

Note VS 7MATORAIRILIEILELZL, T—ENAWSIZEVWTWS I EE TSSOV ETHEETENED
WEWSIHEEIEREIEDERIEN L AMRAIEETT .
ZDIFE. 6-3DEIICAWSIoTD TMQTTTA I ZSA T2 k] T
liotdemo/topic/sensor] % TRISATFBHIETEUYT—ANPFRYRZIETETLNSC

EETHXFAMUATHRTEET,

e AWS 10T > MQTT test client

AWS loT

Monitor

Connect
Connect one device

P Connect many devices
Domain

configurations Updated

Test
P Device Advisor
Device Location

Query connectivity status

<

-

MQTT test client i+

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS ac
inform devices and apps of changes and events. You can subscribe to MQTT message topics ar

» Connection details @ connected
To disconnect from the MQTT test client, choose Disconnect. To re-establish a connecti
Subscribe to a topic Publish to a topic

Topic filter  Info
The topic filter describes the topic(s) to which you want te subscribe. The topic filter can include MQTT w

l iotdemo/topic/senso rl

» Additional configuration

6-3MQTT TR MY SA TV FTOT—H2ZEHSR

(1) AWST R AV havY—)LADRT A Y
AWS IR AY bavy—)LIzATA Y LET,

AWS T A > ka>y—JL | AWS (amazon.com)

YATAVPAVY—I)LEEDALICR RIS TS —2 3 &R L, QEfor OTAQ Y 1 VEFDER

EBEBMLY—DavaBRLET,

Q ® 3 Asia Pacific (Tokyo) ¥
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(2) AWS loT TIL—ILZE1ERL
[AWS loT] = [JL—IL] = [IL—ILZER]ZY Vv LET,

Rules

Rules (0) o

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices

Q Find rutes

A | status v Rule topic v

Retained messages

» Security

Device software
Billing groups
Settings

Feature spotlight

(3) I—ILDTONRT 1 EIEE
W—ILBEAAL, [RNEVYY I LET,

Specify rule properties ..

A rule resource contains a list of actions based on the MQTT topic stream.

Rule properties

h rule actions Rule name

cloudwatch_visualize_rule ]

Rule description - optional
Ent description to pros dditional details about

¥ Tags - aptional
No tags associated with the resource.

an add up to 50 tag

Cancel Next

R0O1AN6220JJ0300 Rev.3.00
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11—

(4) SQLRF—hF A2 FERTE
SQLRT— AV FZAALET, TFRMITARIZUTOESIZAALET, BREITIZCHRITHABEL

RISEELTLEZL,

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

(BATHRLE)

@ Specify rule properties
2d on an MQTT topic and push the data elsewhere

Configure SQL statement

Add a simplified SQL syntax to filte

@ Configure SQL statement
SQL statement oo

SQL version
2016-03-23 v
SQL statement
AWS 10T S| Refere

| 1 SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

sQL tn2,Coll @

B) TW—LF7U2avETRYFI ATYTTIL—ILTI a3 ERR
7% 3> 112 ICloudWatch logs] #3E{R L. [CloudWatch Log ¥ IL—F#&/Z20 Vv o LET,

Attach rule actions e

@ Specify rule properties
An action routes data ta a specific AWS service

@ Configure SQL statement
SQL statement

@ Attach rule actions SELECT *, timestamp() as timestamp FROM 'lotdemo/topic/sensor

Rule actions o
Select ane or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database.

invoking cloud functians, or sending notificatians. You can add up to 10 actions.

Action 1
| ] -

CloudWatch logs

Log group name Info

[ create cloudwatch Log aroup (2

Batch mode
The payload that
Use batch mode

1AM role
ck [

Add rule action

Error action - optional
You can optionally set an action that

R0O1AN6220JJ0300 Rev.3.00 Page 34 of 51




RX65N 4" JL— 7 FreeRTOS %L \f= Amazon Web Services [k A H VA TNAAD OTAT v FTF— kT ha—FR

6) YT IL—TEHERK
ATTIL—T&EAAL. ER]IZV Vv I LET,

e CloudWatch > Loggroups » Create log group ® (]

CloudWatch <
Create log group
Favorites and recents >

Log group details i

Dashboards New

» Alarms Ao @o O (@ Cloudwatch Logs offers two log classes: Standard and Infrequent Access. Learn more about the features
offered by each log class. [2
¥ Logs
Log groups Log group name
Log Anomalies sensor-visualize
Live Tail

Logs Insights

Never expire v
Contributor Insights
. Log class  Info
» Metrics
Standard v

» Application Signals
(APM)

KMS key ARN - optional
» Network Monitoring
» Insights
Settings
Tags

Telemetry config New Atagis a labe

/ou assign to an Amazon Web Services r g consists of a key and an optional value.

Getting Started New You can use tags to search and filter your resources or track your Amazon Wel
What's new No tags are assaciated with this log group.
Add new tag
p to 50 mare tagls)

Cancel Create

(7) HLLO—LEER

V—ILOERBEEICEY., B0V L—TAIC, L0 TJ)L—T%BRL., FHLLO—ILEER]
00y I LET,

= AwSIoT » Message routing » Rules » Create rule [c]

Stp 1
@ Specify rule properties Attach rule actions i

An action routes data to a specific AWS service
Step 2

@ Configure SQL statement
SQL statement

Step 3

@ Attach rule actions SELECT #, timestamp() as timestamp FROM ‘iotdemo/topic/sensor’

Rule actions i
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,
invoking cloud functions, or sending notifications. Ye an add up to 10 actions.

Action 1
o[ Covtiutnion v

Log group name Info

sensor-visualize v @ @ Create CloudWatch Log group [2

Batch mode

Use batch mode

1AM role

Create new role
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Create role

Role name

[ sensor-visualize

numeric characters, hyphens, and underscores. A role

name can't contain an

(8) e LT=IAM O—JL%:&IR
IAM O—)LIZ, ERLT=-0—)LZER#IRLFET,

N. Califo

AWS loT » Message routing > Rules » Create rule [c]

=

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Stepa

Review and create

Rule actions it
Selact one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,
invoking cloud functions, or sending notifications. You can add up to 10 actions.

Action 1
CloudWatch logs v
Send message data to CloudWatch logs
Log group name Info

sensor-visualize v @ @ Create CloudWatch Log group [3

Batch mode

The payload that cor At to Cloud watch via a batch call

" Use batch mode

1AM role
Choose  role to grant AWS IaT access to your end
sensor-visualize

Create new role

jer your 1AM role selected

Add rule action

Error action - optional
You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same rule fail, the error action receives one message that contains
bath errars.

Add error action
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(9) IW—ILERICAEZILT1=C & #HEER
[(RA] = MERRIEHEHA. L—ILD—FIZ, FRLEZIL—ILBRTRTIN TSI LEERERLET,

B 0 @ @  uniedstates N Callforia) 88161 v

Message routing > Rules > Create rule [c]

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Rule actions o

Select one or more actions to happen

en the above rule is matched by
ations. You can add up to 10 a

nbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,

invoking cloud functions, or sending n

Action 1

! iWatch
g .

Log group name info

sensor-visualize v @ @ Create CloudWatch Log group [
Batch mode
The payload that C i : I
Use batch mode
1AM role
Choose a role to grant AWS IoT © ndpoint

Add rule action

Error action - optional
You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same rule fail, the error action receives one message that cont
bath errars.

Add error action

Cancel

Rules Create rule [c]

Step Rule properties
@ Attach rul

Name
R cloudwatch_visualize_rule

(®) Review and create

Description

Step 2: SQL statement

SQL statement

SQL version
2016-03-23

5QL query
SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Step 3: Rule actions

Actions

Log group name 1AM role Batch mode
sensor-visualize [3 a 1am:B8869508816 1:rol False
Error action

No error action

Cancel
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AWS loT

Monitor

Connect

Connect one device

» Connect many dev

Domain
configurations Updated

Test
MQTT test client

Query connectivity status

Manage
P All devices
Software packages
» Remote actions
¥ Message routing
Rules
Destinations
Retained messages

» Security

Device software
Billing groups

Settings

Feature spotlight

@ Successfully created rule cloudwatch_visualiz:

Rules (1) o © Activate Deac! Edit Delete Create rule
Rules allow your things ta interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices
Q Find rules 1 8
Name a | status v Rule topic % | Created date v
[ cloudwatch_visualize_rule @ Active iotdemo/tapic/s... June 27, 2025, 12:37:10 (UTC+09:00) l

[c]

(10) CloudWatch TY 5 7R R &R

CloudWatch R—C#RRL, EAZa—®O TAFDA YA b Uy LET, OF9L—TD
MBIREE | [CHRIFEERLE-ATTIL—TLEBIRLET,

O o

CloudWatch

Favarites and recents

Dashboards
» Alarms Ao @0 Oo
¥ Logs

Log groups

Log Anomalies

Live Tail

» Metrics

» Application Signals
(APM)

» Network Monitoring
» Insights

Settings

Telemetry config New

Getting Started

What's new

h > Logs Insights

© ¢ 0 ©

Logs Insights . [2 start

Select log groups, and then run a query ar choose a sample query.

Select log groups by Selection criteria

Log group name v

a Brawse log groups

1 fields @rimestan

Logs Insights QL query can run for maximum of 60 minutes

Logs (-) Patterns (-) Visualization

yore e

Na results
Run a query to see related events

5m 30m 1h 3h 1zh Custom @ Compare (Off) UTC timezone ¥

Q

Discovered
fields

D

Queries

]
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LT IT)EAAL, [VTUDETZEIIVILET,

stats avg(hs300x_humidity), avg(hs300x_temperature) by bin(1lm)

AIRIER TICT S IRRRENFET,

e CloudWatch > Logs Insights © e O ®
Cloudwatch <

Logs Insights e [2 start tailing sm 30m 1h 3h 12h  Custom [ Compare (OFf) UTC timezone ¥

»
Select log groups, and then run a query or choose a sample query.
Dashboards Select log groups by Selection criteria 0
» Alarms Ao @0 G0 Log group name v | Select up to 50 log groups v Browse log groups o ’
iscovere:
¥ Logs sensor-visualize X | ( Clearau ) fields
Log groups [ 1 stats avg(hs38@x_humidity), avg(hs388x_temperature) by bin(1m) l o
Queries
Logs Insights
Contributor Insights
Logs Insights QL qu® an run for maxim f 6 utes,
» Metrics @ Completed. Query exed
» Application Signals New Logs (5) Patterns (-)

(aPM)

” . : Add to dashboard

» Insights Graph type: Line ¥

Settings

Telemetry config New

Getting Started

What's new
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7. TEDETFIR
TEEZEFTTHFIBICOVTHBALET,

7.1 #ERREDENERESR

BENDTENEY 7Yy TMNETLTWLSIRET., QE for OTA®M [Firmware Logl # 7 T&I A aUHM
LD EMHERELET,

CK-RX65N I B4 (2, HS3001 EoHDEBET—ANHEAEIN TSI LEZHEELET, £-. ZOTF
ICIEMQTTBIEETE VY TF—4% AWSAZEELTWWIONRTINET,

RIZ, FPB-RX140 Ao 412, HS3001 o HDEET—FDHHEAIN TS EEZHAELET., F
f=. ¥EIREETIX FPB-RX140 ® LED1 A& LE T,

FLLERTEINTLAWEAIE, FPB-RX140D )ty FRA v F(RESET)ERTLN—FYz7Uty
FEETLET, BIRICCK-RXNE )£y F RSy FSNEWTLN—FIz7)Ey FEEFTLE
ERS

loT Device Initial Firmware Update Firmware OTA  Firmware Log

Connected to COM, firmware log is displayed.
COMPort: COM47 v Connected to COM4T. O]% & =

v AWS 4/5/5 616475/ |IMQI 1] IWARN] R_WIH_DA16XXX_KeceveSocket: timeout! A
47576 6164757 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).

il 47577 6165257 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Data (0) 47578 6165257 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Complete (0) 47579 6165757 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v Connection [ Z
- Complete (0) 47581 6166097 [Sensor Task] [INFO] [HS300X SENSOR] HUMIDITY: 76.47 [%RH]
-Error (0) 47582 6166257 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
< Flast 47583 6166257 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
47584 6166257 [MQTT] [INFO] Publishing message to iotdemo/topic/sensor.
- Thing Name (0)
- Complete (0) 47585 6166257 [MQTT] [DEBUG] SendSocket:
v MCU -> AWS
- Error (0) 47588 6166282 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=33 (25). v
v AWS -> MCU
- Eror (0) Secondary 2
v OTA ,
ot COMPort: COM38 v Connected to COM38. %k el
- Swap Bank (0) [HS3001]HUMI76.36[RH] A
- Version (0) 0.
- Complete (0) [HS3001]HUMI76.43(RH]
[HS3001]HUMI76.39(RH]
[HS3001]HUMI76.41[RH]
[HS3001]HUMI76.46[RH]
[HS3001]HUMI76.47[RH]
[HS3001]HUMI76.46[RH]
[HS3001]HUMI76.39[RH]
v
[Search Item ¥ l
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w12, Amazon CloudWatch DEEZRLET, [V TUDETIEY ) v L. HS3001 9 h 5 EF
LEBET 4N 7IEShTWA I EE2HELET,

© ot

Logs Insights

» Alarms Ao @o Go
¥ Logs
Log groups

Log Anomalies

(5 Cloudshell  Feedback

Run query

@ Completed. Query executed for 1 log group. @

© @ 0 ®
= = S————————— | Discovered
fiel
1 stats avg(hs3e0x_humidity), avg(hs300x_temperature) by bin(lm)
Favorites and recents 3 (]
eries
Dashboards Querk

Logs (5) Patterns (-) Visualization
Live Tail
i izati Add to dashboard
Contributor Insights Graph type: Line ¥
» Metrics _
o . — @ 1. 2vg(hs300< humidity)
» Application Signals  pew o 2. avg(ns300x_temperature)
(APM)
. : &0
» Network Monitoring
» Insights o5
Settings
50
Telemetry config New
Getting Started 45
What's new
40
35
18:49 1849 1649 1849 1850 1850 1850 1850 1851 1851 &S] 1&S1 1852 1852 1852 1852 1853 1853 1853 1853 1854

CORENEH VST OTAT v T 7— FEITRIOMERK

NS
7]
R

5T
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7.2 FPB-RX140 D OTA 7w 75— rDET

721 B#HI7—LoxT7DERK
(1) demo_app_rx140 _fpb_w _buffer 7O Y DY —RAOI—FDEE

demo_app_rx140_fpb_w_buffer/src/fwupcomm_demo_main.h ® MEASURE_TEMPERATURE ¥ % A% (1)IZ
FELFET,

#define MEASURE HUMIDITY (1)
#define MEASURE TEMPERATURE (1)
: #define DEMO_VER_MAJOR (1)
- #define DEMO_VER_MINOR (@)
#define DEMO_VER_BUILD (@)

(2 BHFHI7—LITT7DER
QE for OTA @ [Create update firmware] @ [Openview] #21) v LET,

[4]> # QE foro1a

@ Cloud [© Prepare IoT ® o
—
1.Cloud Settings - ﬂ Create update firmware
v

() Sign-in to Cloud

Create update firmware for update via Cloud
2.Prepare projects - o

>
.@) Select projects Create update firmware| Open view
— —

|9 Select provisioning

3.Manage IoT device -

.:,7\ Manage ToT device I Create update firmware : Asymmetric keys(AWS)
2/

() Create initial firmware [l Build update firmware

W

P . Push [Open View] button.
(&) Write program to ToT devices

I Build update firmware
4.0TA -

@ Create update firmware

Push [Add] button to create the update firmware in list of [all IoT devices].

() Execute OTA and check status To register all [T devices, push [Add all] button.

PA cocir verion of the nndate frmmamre

lUpdate Firmware 2 71 T. 6.2.3(5)TYEB L 1= loT device Z#IR L. »Add] 22U vo LFET,

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log
X~ A Sync Cloud (1) Select loT devices for which want to update the firmware.
| ] iot_device_ck-reb5n W Add all loT Device Name Private Key Public Key Device Certificate
- iot_device_ck-rx65n (] [ o

Delete

L Delete all

% Debug
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N—23 212 711001 #AAL. [Create update firmwarel #2 1Jv o LET,

(2) Specify version of firmware.

vig Bl Bl B

(3) Create update firmware using latest spurce.

-

Create update firmware |

demo_app_rx140_fpb_w_buffer 7B x5 FDEIL KMNEFTEHh. [Update Firmware] % 7IZ [Create
firmware is complete.] & RRESNNIEKINTT,
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722 OTAY 3 TR
(1) OTAL a TRk

QE for OTA® TOTA % 71 %BiE. 6.2.3(5)THERL L1z loT device Z®IRL. M>Addl £V U v o LE
TO

All'loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log
wr¥d- & sync Cloud (1) Select laT devices for execution OTA.
W Add all loT Device Name Folicy OTA Job Status
Wiot_device_ck-ri65n @
Delete
I Delete all

BHI7—LITTON—2a v v200] £#RL, O—JL, 7y TO—F%k, 23— FEZTOD7
AILBAASN TS EZRERELET,

(2) Select version for update firmware,

v2.00 v

(3) Select role, gpload to, code signing profile for execution OTA. Not cre:

qe_ota_role v

qe_code_signing v

Role |
Upl

Code signing profile |

(4) Execute OTA.

Execute OTA = File type: 717;}

File type £ T11 #AA L. TExecute OTA] #4UvY LET,

(2) Select version for update firmware,

v2.00 v

(3) Select role, upload to, code signing profile for execution OTA. Not cre:

Role: qe_ota_role v
Code signing profile : 'qe_code_signing v

(4) Execute OTA.

Execute OTA ile type :

[
4

lCreate the OTA execution job is completed.] &FRRSNNIETEITY, ULDFIETEAUF ) OTA
79 TT—rADOTA D 3 TAER S, FEIRL 7= IoT device IZFAIFTT OTA P 3 TWEIESNET,

(4) Execute OTA.
Execute OTA | Filetype: |1 =

- 1/3 : Upload file .. Complete
- 2/3: Code signing to file .. Complete
- 3/3: Create OTA execution job .. Complete

Create the OTA execution I’ob is comeleted‘

When loT device is connected to the cloud, firmware update will start. You can confirm the execution status on "Firmware Log" tab.
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723 wHUEY OTAT7 Y TT— FETPOEEHEDR
CITDERI LW TOTATZ Y TTF— rAAE Y £F, CK-RXB65N & FPB-RX140 Dl AN . £H
VA OTA7 v ITF— bEBRO ST hEhET,

loT Device Initial Firmware Update Firmware OTA

Firmware Log

Connected to COM, firmware log is displayed.

COMPort: [COMA7 v Connected to COM47. 8%k L
v AWS 51718 6689787 [MQTT] [INFO] R WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=5 (170). ' ' A
v Cu 51719 6689797 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=157 (0).
-Data(0) 51720 6689797 [MQTT] [INFO] De-serialized incoming PUBLISH packet: DeserializerResult=MQTTSuccess.
- Complete (0) 51721 6689797 [MQTT] [INFO] State record updated. New state=MQTTPublishDone.
« Connection 51722 6689797 [MQTT] [WARN] WARN: Received an unsolicited publish from topic Saws/things/iot_device_ck-rx65n/jobs
c . 0 51723 6690249 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
-Complete (0) 51724 6690249 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Error (0) 51725 6690249 [MQTT] [INFO] Publishing message to $aws/things/iot_device_ck-rx65n/streams/ab84caba-69b8-43da-ab
v Fleet
- Thing Name (0) 51726 6690249 [MQTT] [DEBUG] SendSocket:
- Complete (0)
v MCU -> AWS 51731 6690274 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=33 (25).
-E 1) 51732 6690274 [MQTT] [DEBUG] SendSocket:
v AWS -> MCU 51735 6690315 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=114 (41).
- Error (0) 51736 6690315 [MQTT] [DEBUG] SendSocket:
v OTA
- Download (0) 51739 6690342 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=55 (27).
- Swap Bank (0) 51740 6690343 [OTA Agent T] [INFO] Sent PUBLISH packet to broker Saws/things/iot_device_ v
- Version (0) & >
- Complete (0) Secondary 2
COMPort: COM38 Connected to COM38. B %k ek
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024 "
W OxFFFDC400, 1024 ... OK
W OXFFFDC800, 1024 .. OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDCCO0, 1024 ... OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDDO00, 1024 .. OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDD400, 1024 ... OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDD800, 1024 .. OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDDCO00, 1024 .. OK
[HS3001]JHUMLI:76.35[RH]
v
l Search Item zl
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73 OTA7 v 7T— MERDEMERER

7-11Z27 v 7F— ;0D CK-RX65N & FPB-RX140 D A4S BEEZR LET, HS3001 £ TERELT=
BET—FICHNAT, FRICEET—E3XRRINTWNWS I LERATEET,

loT Device Initial Firmware Update Firmware OTA Firmware Log

Connected to COM, firmware log is displayed.

- Thing Name (0)
- Complete (0)

COMPort: lcOM4T  ~ Connected to COM47. e %k e G
v AWS DQUIIU S VOOUY [IVIN 1] [N ] IN_YY I I_UAM EUAAA_NCLTIVEDULATL SULATL U ITLV_LIIL=U \"tJuU ). 5
36357 4709366 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v al 36358 4709366 [MQTT) [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
-Data (10) 36359 4709750 [S_OTA Demo ] [INFO] Received: 0 Queued: 0 Processed: 0 Dropped: 0
- Complete (2) 36360 4709866 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
+ Connection 36361 4709866 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socke
- Complete (3) 36364 4710866 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
= I_F\A 1£VW_D i (< Lot comaloas N oo _l-n' 0 LAC0)
- =Emor (0) 6366 4711097 [Sensor Task] [INFO] [HS300X SENSOR] TEMPERATURE: 31.02 [deg C], HUMIDITY: 76.11 [%RH] ]
v Fleet

=1

36368 4711366 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
36369 4711366 [MQTT] [INFO] Publishing message to iotdemo/topic/sensor.

v MCU -> AWS
-Error (0) 36370 4711366 [MQTT] [DEBUG] SendSocket: eout!
v AWS -> MCU 36387 4712398 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
36388 4712898 [MQTT) [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
REnora) 36389 4712898 [MQTT] [INFO] R WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
v OTA 36390 4713398 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Download (0) 36391 4713398 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Swap Bank (0) 36392 4713762 [S_OTA Demo ] [INFO] Received: 0 Queued: 0 Processed:0 Dropped: 0
- Version (2) 36393 4713898 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Complete (0) 36394 4713898 [MQTT) [INFO] R WIFI.D v
< >
Secondary 2

COM Port: COM38

v Connected to COM38.

[HS3001]HUML:76.08[RH], TEMP:31.04[deg (]

R =

0

[HS3001]HUML:76.12[RH], TEMP:31.04[deq C]
[HS3001]HUMI:76.14[RH], TEMP:31.04[deg C]
[HS3001]HUMI:76.20[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deg C]
[HS3001]HUMI:76.12[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deg C]
[HS3001]HUMI:76.20[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.16[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.16[RH], TEMP:31.04[deq C]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.14[RH], TEMP:31.04[deq C]
[HS3001]HUMI:76.11[RH], TEMP:31.02[deq C]
[HS3001]HUMI:76.12[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.12[RH], TEMP:31.02[deq C]
[HS3001]HUMI:76.19[RH], TEMP:31.02[deq C]

I Search Item

71272 7—Loz7EHEOOSEE

F1=. FPB-RX140 Tl&. #HPRETHBL TV LED1IZMMATLED2 4 R LF T,
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&&IZ, B 7-212 Amazon CloudWatch QEIE %R L E T, HS3001 UM o EG LIIEE LEED R
ET—ARTSTIENTNB I EERERELET,

e CloudWatch > Logs Insights © ¢ O ®

CloudWatch <

1 stats avg(hs300x_humidity), ave(hs308x_temperature) by bin(im)
Favorites and recents > [}

Dashboards

» Alarms o @o Go ErT Cance Save

¥ Logs 3 naximun n
Log groups @ completed. Query executed for 1 log group. @

Log Anomalies Logs (6) Patterns (-) Visualization
" . . Add to dashboard
Contributor Insights

» Metrics

» Application Signals  nNew
(APM) 60

» Network Monitoring

» Insights

) Cloudshell  Feedback

7-2 €AHUH) OTAT v FT— k%D Amazon CloudWatch D455 I &RE

FEMEEUEEBRYET,

¥ 722(1)T. EAVFYOTAZYIT—hrORETAD Y FOBEHFAKXN ) =7 E— FOFEEH
A1 DIFEE. Filetype DfEZ M1 (12, TYU=Z7E—FOLEEHARX] DFZEIL. File type DIE
Z 2] ITRELTSESL,
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8. TUHEFEREI TEERERET 54

FPB-RX140 [Z HS3001 £ o H &G TICE AU F Y OTAZ Y IT— bDTEEZERT HHEEHAL
FY, COBE. TEADEUHICEET HSUTORBEIRETELGSBYET,

e FPB-RX140 [Z#Efr &= HS3001 oA L REET—4ZWMEL. OFICHAT S
o EEET—4% CK-RX65N M5 AWSIZHEEL, AWS ETH S IRET S

8.1 TEXRBFIEDOLEERMN
6~7 EDTERBFIEN > 5. UTOBHELELTES L, ThUNOFIER LY 2ERT 258
ERHTY,

(1) T76.1.2(1) HS3001 R— FD¥EHE] OFIELXELET,

(2) T76.2.4(2) FPB-RX140 AOMEA T 7 — LV 7TDEREET — TO U FOER) #EERIC.
demo_app_rx140_fpb_w_buffer/src/fwupcomm_demo_main.h @ MEASURE_HUMIDITY ¥4~ B % (0)(Z

(3) T63AWS 45 KETHUHT—AETARILT B-ODOER OFIEEEHLET,

@) T72A0)EH I 7—Lo 7 DERR — demo_app_rx140_fpb_w_buffer 7R Y DY —Ra—F
NERE| OFIEZEBLET,

82 tUHEFERALLVSEDTERROHRAE

U EFERALGWNERR, BT YT 20BETI7— LAV I 7EHFAERTEINENE S 1 E
MR TELE=O. FPB-RX140 EHBFICAT EICRIRINEN—D 3 VIEHRTHEREL TZELY,

(E#rHi)

Secondary

COMPort: [cOM38 v [ Disconnect | Connected to COM38. "% =

==== RX140 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsal..OK
execute image .

==== RX140 : SECONDARY OTA DEMO [with buffer] ver 1.0.0 ====

(E#H&)

Secondary

COMPort: COM38  ~ Connected to COM38. ® %]

==== RX140 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsa]...OK
execute image .9

==== RX140 : SECONDARY OTA DEMO [with buffer] ver 2.0.0 ====
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9. FEFIH

91 FAHITZA—TUoY—RYITL,ITIT7DIA4 2 RIER
UTDA—ToY—RY T bz 7EFERALTLET,

e TinyCrypt Cryptographic Library
e URL https://github.com/intel/tinycrypt
e T4t R https://qgithub.com/intel/tinycrypt/blob/master/LICENSE

e FreeRTOS
e URL https://www.freertos.org/

e T4t 2R FreeRTOS open source licensing, FreeRTOS license description, FreeRTOS
license terms and OpenRTOS commercial licensing options.

92 FEEEMTHAWSDY—U 3> E1—FHERIZONT

TEERDED AWS DEBRFEIZDONT, AV —Sa v Ea—FHERICOVTOIESFEFLUTIZRLE

ERS

[EFERY— 3 vI220vT]
ZDTEIXAWS @ ap-northeast-1 (FF/IRL T4 ws (BHRE) ) J—CavTEBLTLET,
HOY—La > TCoDTEEERTIEAIE. TECHEALTWAY—ERRFOY—2 3 0 TR S
NTWEHIEFIZSHERCEEL,

(A —HHERIZDOUT]
Z DT EIX AWS Identity and Access Management (IAM) T AdministratorAccess D1ERM T 5 S N 1=

A—HTEFTLTWET, TDH, EEY—EREZFERT HED IAM TOLEEROFEICBIL TX
REHTY .

9.3 AWS OFA#EIZDONT

AWS OFIFKRICE TR, TETHR - FERALEI ST R Y—RICEK > THENRET HIEELH
VES, BERLBVREZH OIS, TERRRIERLEZISVFED) V—RZHIBRT 5 L EHE)
HBLFET,
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ETECEk

HETRE

Rev. ¥17H R—2 RS b

1.00 2021/12/29 FHIRIER

1.01 2022/01/24 BREBH T BRN—DVICBE)

3
5 121 74 NWEF /774 IIVER FFH
8 1.3 BEREERIREE

IDE ## % e2 studio 2021-07 [Z{8IE

K 1-3 TEBEEREY (oY R—F)  IF E£#R— K
ZREL

8 14— FH 14X B4 FLOREEBIE

9 1515 TEEBLEAWS DY — 3 Ea1—FHERIZDNT
%iBm

10-12 |2 97—Loxz7EZTAH XEZREL

13 3ATEME XR3-1TENBHE HBRNBFZREL

15 3.2.2 TB-RX23W 7h— FD#ER (1) RSK+RX65N-2MB 7R —
F&D UART BIERDIEFEHERT XEZREL

18 3.3.1 RSK+RX65N-2MB R — KD T 7 — Lo = 7 D1
REEERQH RI2EBNDVERGT 74 ILOWBMIGHT &L
BRNBZEREL
KTOI7+I)LVFEHEFMDERE FHMICER

18 3.3.1 RSK+RX65N-2MB /R— FED#MEA T 7 — L9 = 7 D1E
MEEZAH L) FIE4: DI 7—LHITT7DRSE
1 FMILDREZFEIE

20 3.3.2 TB-RX23W R— FEHDOMA 7 7 —Lo =z 7 DER EE
FAH 2)FIE2: NFEBBFERAANIZKZ IO LD
EEH A FLIC TRERBERANIZES] FBE
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