- (ENESAS APPLICATION NOTE
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2022.8.5

Management Tool Instruction Guide

Introduction

This application note explains the procedure for running Management Tool (ICE) produced by port industrial
automation GmbH, which is include in the R-IN32M3 Module (RY9012A0) sample package.

Target Device
R-IN32M3 Module (RY9012A0)
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Management Tool Instruction Guide

List of Abbreviations and Acronyms

In this document, the terms below are defined as follows:

Terms Description
API Application Programming Interface
GOAL Generic Open Abstraction Layer
See "R-IN32M3 Module User's Manual: Software API description”
(R17US0002ED****)
uGOAL Micro Generic Open Abstraction Layer, simplified and shrunk memory usage

software package of GOAL

Related document

Document Type

Document Title

Document No.

Data Sheet R-IN32M3 Module Datasheet R19DS0109ED****
User’s Manual R-IN32M3 Module User’s Manual: Hardware R19UHO0122ED****
User’s Manual R-IN32M3 Module User's Manual: Software R17US0002ED****
Quick Start Guide |R-IN32M3 Module Application Note: Quick Start Guide R12QS0042ED****
Application Note R-IN32M3 Module (RY9012A0) User's Implementation Guide R30ANO386EJ****
User’'s Manual Adaptor Board with R-IN32M3 module YCONNECT-IT-I-RJ4501 |R12UZ0094EJ****
Application Note RA6M3/RA6M4 Sample application R30ANQ398EJ****
Application Note RX66T Sample application R30ANO399EJ****
Application Note RL78 Sample application R30AN0400EJ****
Application Note Software PLC Connection Guide CODESYS for PROFINET R30ANQ377ED****
Application Note Software PLC Connection Guide CODESYS for EtherNet/IP R30ANQ378ED****
Application Note Software PLC Connection Guide CODESYS for EtherCAT R30ANQ379ED****
Application Note Software PLC Connection Guide TwinCAT R30ANO380ED****
Application Note R-IN32M3 Module Firmware Update R30ANO401EJ****
- R-IN32M3 Module Sample package (UGOAL) R18ANOOG4EJ****
R30ANO390EJ0101 Rev.1.01 Page 3 of 49
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1. Overview

This application note explains the procedure for running Management Tool ICE (Industrial Communication
Explorer) for developing industrial Ethernet communication compatible devices using the R-IN32M3 module.
The tool is supported a simple master function, which enables early start-up of industrial network
communication development for PROFINET, EtherNet/IP, and EtherCAT.

The tool is produced by port industrial automation GmbH, which is include in the R-IN32M3 Module sample
package [r18an0064xx0***].

1.1 Management Tool

The Management Tool is an accessory tool for developers of industrial Ethernet-compatible devices that use
the R-IN32M3 module, and supports application development of the R-IN32M3 module. The tool does not
support device detection, connection, or functionality with samples other than the R-IN32M3 module sample
package [r18an0064xx0***].

note
The simple master (/ scanner) function is a simple function for evaluation and is partially
different from the actual master specifications. To evaluate in a form closer to actual use, refer
to the product PLC or software PLC connection guide and perform the evaluation with
CODESYS or TwinCAT.

Functions
e PROFINET RT Simple Master
e EtherNet/IP Simple Scanner
e EtherCAT Simple Master
e Set Module configuration
e Load log data

e Firmware update

1.2 Tool Version
The application note based on Management Tool Version 1.4.0.

R30AN0390EJ0101 Rev.1.01 Page 4 of 49
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2. Environment Required

The environment required to run the Management Tool and setup.

2.1 Operating Environment

For details on the software environment and hardware environment, refer to the application note included in
the sample package [r18an0064xx0***].

Table 2-1 Application Note

Application note Number
R-IN32M3 Module Application Note RA6M3 / RA6M4 R30ANO398EJ****
R-IN32M3 Module Application Note RX66T R30ANQO399EJ****
R-IN32M3 Module Application Note RL78 R30ANO400EJ****

The connection procedure described in this manual assumes that the following environmental conditions are
required. For the setup method of each evaluation board, refer to the application note corresponding to each
sample software included in the sample package.

2.1.1 System
Management Tool run on Windows OS.

— OS : Windows® 10
— memory : 8GB or higher
— LAN port

2.1.2 Software Environment

Table 2-2 shows the software operating environment used in this manual. First, install these environments.
The Management Tool, sample software, and various documents are included in the R-IN32M3 module
sample package.

Table 2-2 Software Environment

software
R-IN32M3 module sample package https://www.renesas.com/
Npcap [NMAP.ORG] https://nmap.org/npcap/

Npcap is also included in the Wireshark installer, which is widely used for packet analysis.
Wireshark: https://www.wireshark.org/

R30AN0390EJ0101 Rev.1.01 Page 5 of 49
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Enable "Install Npcap Winpcap APl compatible Mode" in the Npcap installation option selection.

M Wireshark 3.4.2 64-bit Setup -
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data.

Currently installed Mpcap or WinPcap version

Install
[l instal Nincap 1.60¢

Get WinPcap

Learn more about Npcap and WinPcap

{Use Add/Remove Programs first to uninstall any undetected old Mpcap or WinPcap

Cancel

x

“

(57 Npcap 1.00 Setup - X

[[JLegacy loopback suppart for Nmap 7.80 and older, Mot needed for Wireshark.
[IRestrict Mpcap driver's access to Administrators only
[ support raw 802. 11 traffic (and monitor mode) for wireless adapters

Install Npcap in WinPcap API-compatible Mode

Installation Options

FPlease review the following options before installing Mpcap 1.00

< Back Instal Cancel

Fig. 2.1 Install Wireshark / Npcap

R30ANO390EJ0101
2022.8.5

Rev.1.01

RENESAS

Page 6 of 49
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2.1.2.1 Management Tool Set-up

This section describes the setup required to use Management tool.

» rl8an00520304

El

by
=

Documents

Firmware

SolutionKit

Tool

r18an0052gj0304-r-in32m3-module-sample- package, pdf

r18an0052]j0304-r-in32m3-module-sample-package. pdf

1.) Windows Defender Firewall

Fig. 2.2 Tool

In order to use Management tool, it is necessary to allow communication of tool with the Windows
Defender firewall according to the following procedure. If communication is not permitted, the packet
issued by tool will be judged as invalid, and module detection and protocol detection will fail.

Table 2-3 shows the UDP ports used Management tool. Module detection is also possible by opening

these ports individually.

Table 2-3 UDP ports

protocol port

ubDP 19010
19011
2222

[NOTE]

and protocol detection will fail.

On a PC that has introduced communication restrictions using anti-virus software, etc., it
is necessary to allow communication with management tool as well. If communication is
not permitted, the packet issued by tool will be judged as invalid, and module detection

Open “Allow an app through Windows Firewall” from windows search with search word “Windows

Firewall”.

R30ANO390EJ0101 Rev.1.01
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@ 0O @

Best match

ﬁ Allow an app through Windows Firewall
Control panel

Search the web

2 through windows firewall - See web

£ through windows firewall

Fig. 2.3 Firewall set-up

click “Change settings” and then click “Allow another app..”.

W Aowed apps - o *
T " dows Defender Feewall » Allowed appt

G Crange setings

10 For your security, some settings are managed by your system sdministrator,

Name Doman  Prvate  Public  Group Policy *

Detads.
Fig. 2.4 Allowed apps
R30ANO390EJ0101 Rev.1.01 Page 8 of 49
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Click “Browse..” and select the “ice.exe” from Management tool folder.

Management Tool

r18an0064xx0*** \ Tool \ iCommExplorer \ ice.exe

Add an app X
Select the app you want to add, or dick Browse to find one that is not
sted, and then cick OK.
Agps:
eice.exe
Path :D¥11aanoﬂia:inDZﬂDoI!iCommExplnrer’éice L Browse..
You can choose which network types to add this app to.
rre— Cancel
Fig. 2.5 Add an app
Enabled “Domain”, “Private” and “Public” and click “OK”. Then, clock “Add” and “OK” to complete the
setting.
Add an app s Choose Network Types X
Select the app you want to add, or dick Browse to find one that is not
seted, Bnd tes Ok OF Allow this app or port to communicate through Windows
s Firewall for the selected network type:
Ox=== [] Domain: Networks at a workplace that are
attached to a domain
[APrivate: Networks at home or work where you
know and trust the people and devices on the
[“]Public: Networks in public places such as airports
or coffee shops
l-’gﬂ‘\: kD:!r or i E.!)r; Browse...
What are the risks of unblocking an apo?
to add this app to.
e == Cancel
Fig. 2.6 set network types
R30ANO390EJ0101 Rev.1.01 Page 9 of 49
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“ice.exe” is registered in the Allowed apps and features list.

@ Allowed apps - m] X
T 0 <« Windows Defender Firewall » Allowed apps v @ Search Control Panel pel
Allow apps to communicate through Windows Defender Firewall ~
To add, change, or remave allowed apps and ports, click Change settings.
What are the risks of allowing an app to communicate? GChanga settings
o For your security, some settings are managed by your system administrator.
Allowed apps and features:
Domain  Private  Public  Group Policy #
Ves
O O No
] No
No
[ RS S 4 S Mo
=t - = =1 =1 "
I1°] et - — irl Ll Ll Ll
2l . O O No
. O ] ] No
] (] O No
No L
Details... Remove
Allow anather app...
v
OK Cancel

Fig. 2.7 Registered the List

“OK” to complete the setting.

R30ANO390EJ0101 Rev.1.01
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2.) IP address

To connect the R-IN32M3 module to Management tool, need to set the IP address of the network adapter
to an address in the same network as the R-IN32M3 module.

Open windows Network connections

E‘ MNetwork Connections

- v 1 E' » Metwork Connections » v
Organize =
l" Bluetooth oy MJ—Ji58s 2 { fortissl
S Disabled ~ :__ Disconnected
Bluetooth Device (Personal... .n,} PPPoP WAMN Adapter

A—tyh2
MNetwork cable unplugged
= Fortinet Virtual Ethernet Ad...

A—HHwh3
MNetwork cable unplugged
Intel(R) Ethernet Connectio...

Fig. 2.8 Network connectors

Select the network adapter to connect to the R-IN32M3 module and open its properties.
Only the following drivers are enabled ([v]), and the others are disabled ().

Npcap Packet Driver (NPCAP)

Internet Protocol Version 4 (TCP/IPv4)

W A—tFy 8 Properties x
Metworking  anthentication  Sharing

Connect using:

@ ASIN AXE3179 USE 30 to Gigabit Ethernet Adapter

Configure ...
Thiz connection uses the folowing items:

oig
O "IPFortiC\ient MEIS 63 Packet Filter Driver

o 2B =dob ORI 1T -Fal 4 (TOR/Fwd)

[ o Microsoft Metwork Adapter Multiplexor Pratocol

< >

v

Install... Unin=tall Froperties

Description

AMDIS 6 filter driver WFP callout driver to support packet
capturing and sending under Windows 7,5 10

ok Cancel

Fig. 2.9 Ethernet adapter properties

R30AN0390EJ0101 Rev.1.01 Page 11 of 49
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Select “Internet Protocol Version 4 (TCP / IPv4)” and open its properties.

Select "Use the following IP address" and set the IP address and subnet mask to the same network as
the R-IN32M3 module.

In this document, the following conditions are used as setting examples.

PC

IP address 192.168.0.1

Subnet mask 255.255.255.0

R-IN32M3 module

IP address 192.168.0.100

Subnet mask 255.255.255.0
A=y b TR JT— 232 4 (TCP/IPA) Properties %
General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

(C) Obtain an [P address automatically
(@) Use the following IP address:

IP address: 192 .168 . 0 . 1
Subnet mask: 255 .255 .255 . O

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: I:I

Alternate DNS server:

[ validate settings upon exit i

Cancel

Fig. 2.10 Static IP address

“OK” to complete the setting.

R30AN0390EJ0101 Rev.1.01 Page 12 of 49
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2.1.3 Hardware Environment
The connection procedure described in this manual applies to one of the following configurations.

@D R-IN32M3 module adapter board with EK-RA6M3 / EK-RA6M4
@ R-IN32M3 module adapter board with RL78/G14 (RTK5RLG140C00000BJ)
® R-IN32M3 module with RX66T evaluation board SEMB1320

@ R-IN32M3 module + EK-RA6M4 @ R-IN32M3 module + RL78/G14 @ R-IN32M3 module with RX66T
evaluation board [SEMB1320]

Fig. 2.11 Evaluation environments

Table 2-4 Evaluation environments

Name Type
R-IN32M3 module adapter board YCONNECT-IT-I-RJ4501
R-IN32M3 module with RX66T CPU card SEMB1320
RA6M3 MCU group Evaluation kit. EK-RA6M3
RA6M4 MCU group Evaluation kit. EK-RA6M4
RL78/G14 Fast Prototyping Board RTK5RLG140C00000BJ
R30ANO390EJ0101 Rev.1.01 Page 13 of 49
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Renesas

B e? studio
Management tool e? studio
- Module configuration - Sample software —-:
A
- Simple Master Etor AT i%!
Debug
& Power
E—
T
Ethernet LAN =

R-IN32M3 module adapter board configuration (ex: with EK-RA6M3)

Debug -JTAG

e? studio

Management tool e? studio

- Module configuration - Sample software

- FW update horistAr
- Simple Master Ether ‘el tef
P HhrchT ™ FT0AE

Ethernet LAN

R-IN32M3 module with RT66T cpu card configuration

Fig. 2.12 Connection configuration

R30ANO390EJ0101 Rev.1.01
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3. Management Tool
Execute ice.exe in the Tool folder to start the Management Tool.

If a Windows warning is displayed at the first startup. Please allow execution.

Management Tool

r18an0064xx0*** \ Tool \ iCommExplorer \ ice.exe

R30AN0390EJ0101 Rev.1.01 Page 15 of 49
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3.1 Overview
This section describes each window of the Management Tool.

B Industrial Communication Explorer - D X
File - Jool Bar
— - =
» 5 s 6%
5. Network Navigator O EtherC.. |@ PNIO... ]U Device... % Config.. % Firmwa.. 'ZQ EtherN.. €3 Excepti. | || 52 Outiine
[T Network interfaces| Do
! ASIX AX88179 USB 3.0to Gigahil Et Scan device Set station name Set IP settings Wink Reset to Factory
® Intel(R) Dual Band Wireless-AC 82
= Snapshots Device Data
Station name:  ---
Device Type: -
i Device Role: -
Network Navi. e Fole . Outline
IP Address: Editor
Netmask:
Gateway:
Device C ds VO &M
4 Messages
[E  2021/07/26 12:57:26 Using JRE at Di¥r ¥Tool¥iC
[E 2021/07/26 12:57:26 JRE version: 11
Tool Message
< >
R ——

Fig. 3.1 Tool view

3.1.1 Toolbar
Detects modules and reads and writes module configurations.

The available actions depend on Network Navi. And the selection criteria in the editer window, and the icon
will be grayed out if disabled.

: = - e | 70 -
il Wi~
: . =\ G
Fig. 3.2 Toolbar
R30ANO390EJ0101 Rev.1.01 Page 16 of 49
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3.1.2 Network Navi.
The network interface (active link) available when the tool is started is displayed.

‘T Network Navigator]

wiliey Metwork Interfaces|
M ASIK AXBB179 USE 3.0 to Gigabit Etr
2 Intel(R) Dual Band Wireless-AC 8260
= Snapshots

Fig. 3.3 Network Navi.

Select a network interface and perform a network search [Scan Network] to display the connected modules
on the tree. See 3.2.1 Scan device for network search instructions.

3.1.3 Editor
Select the Features tab. See Table 3-2 Functions. The tab order can be changed arbitrarily by dragging.

3.1.4 Outline
Module configuration Displays the outline of the device configuration information read on "ConfigManager".

&= Oullme]

S GOAL_ID_BOOT
GOAL_ID_IRM5

£ GOAL_ID_DD

£ GOAL_ID_SNMP

= GOAL_ID_PNIO
GOAL_ID_HTTP

S GOAL_ID_EIP

S GOAL_ID_CSAP

S GOAL_ID_CM

= GOAL_ID_QUEUE

£ GOAL_ID_ETH

v £ GOAL_ID_NET

P
| NETMASK
] GW
| VALID
| DHCP_ENABLED
| DHCP_STATE
('] DNSo

Fig. 3.4 Outline

R30AN0390EJ0101 Rev.1.01 Page 17 of 49
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3.1.5 Tool Message

The event information of Management tool is displayed. Event information is displayed as a message in
three categories.

i Messages}

2021/08/20 14:28&31  Using JRE at Dr¥r18an0052xx0303¥Tool¥iCommEx plorer¥jre

2021/08/20 14:2&31  JRE version: 11

2021/08/20 14:28:40 Scanned ASIX AX88179 USBE 3.0 to Gigabit Ethernet Adapter #2 using local address 192.168.0.1.
2021/08/20 14:28:40 Mo devices found.

2021/08/20 14:28:50  Scanned ASIX AX88172 USE 2.0 to Gigabit Ethernet Adapter #2 using local address 192.168.0.1,
2021/08/20 14:2&50 Found 1 device.

2021/08/20 14:2%:04  PNIO: Scanned ASIX AX88179 LUSB 3.0 to Gigabit Ethernet Adapter #2

2021/08/20 14:2%:04  PNIO: Found 1 device,

2021/08/20 14:2%:27  EIP: Scanned ASIX AX88179 USB 3.0 to Gigabit Ethernet Adapter #2

H 2021/08/20 14:29:27  EIP: No devices found.

Fig. 3.5 Message

Table 3-1 Message

Log icon overview
Information Normal event message
Warning : Action did not get the expected result
Error E:& Event fail or tool error
R30ANO390EJ0101 Rev.1.01 Page 18 of 49
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3.2 Functions

Describes the functions and usage of the Management Tool.

The management tool mainly has the functions shown in Table 3-2 Functions, and these can be selected in

the tabs in the editor.

Table 3-2 Functions

Function

Tab

Overview

PROFINET Simple Master

(& PNIO Master

* PROFINET cyclic communication
- Set Station Name / IP address

» wink command

* 1&M 1-4 record

EtherNet/IP Simple Scanner

AT EtherNet/IP Master

+ EtherNet/IP cyclic communication

EtherCAT Simple Master

:33 EtherCAT Master

 EtherCAT cyclic communication
- Load object dictionary
* PDO mapping

Configuration management

l 2 ConfigManager

* Read module configuration data

Logging

[ [] Device Lag
#3 Exception Log

* R-IN32M3 module logs
* Host MCU logs

Firmware Update

P2y Firmware Update

* R-IN32M3 module Firmware update

R30ANO390EJ0101 Rev.1.01
2022.8.5
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3.2.1 Scan device
Scan the connected R-IN32M3 module.
If the EtherCAT program is executed on the host microcomputer, it is necessary to execute the module

search according to the procedure of 3.5.1 EtherCAT Proxy execution in order to enable UDP packet
reception.

Scan step
1. Select the network interface connected to the R-IN32M3 module

2. network search [Scan Network]

E Industrial Communication Explorer
File

S'L s n‘ : -2. Scan device
(‘(I.Nehvoﬁ-ﬂw'qa_g

v i Network Interfaces
M ASIX AX88179 USB 2.0 to Gigat

21D Band Wirelece AC
ST 1. Select Network adapter

Fig. 3.6 Scan device

If the R-IN32M3 module is detected, it will be displayed under the network interface.

E Industrial Communication Explorer

File

‘&5 Network Na\.rigator] ) (@ Et

v = Network Interfaces
v 8 ASIX AX88179 USB 3.0 to Gigabit Etherr
= R-IN32M3_Module (192.168.0.100)
= _lotel(Bl Dyal Bapnd Wireless AC 8260 £2
= Snapshots

-3. Detect module

Fig. 3.7 Detected module

Hint
If the R-IN32M3 module detection fails, check if the Npcap installation in 2.1.2 Software
Environment or Windows Defender Firewall are configured correctly.

R30AN0390EJ0101 Rev.1.01 Page 20 of 49
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If multiple R-IN32M3 modules are connected, all detected modules will be displayed below the network
interface. You can also check the MAC address information of the connected module by hovering over

the detected module.

o5 Network Navigatcr]

~ = Network Interfaces
w B ASIX AXBE179 USE 3.0 to Gigabit Ethernet Adapter #2 (2)

= R-IN32M3_Meodule (192.168.0.100)
= R-IN32M3_Module (192.168.0.101)
W Intel(R) Dual Band Wireless-AC 8260 #2| R-IN32M3_Module
- - IP: 192.168,0.101
W Fortinet SSL VPN Virtual Ethernet Adapd
= rern e Em P MAC: 74:90:50:20:08:70

= Snapshots _|

Fig. 3.8 Detected module Identify

Page 21 of 49
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3.2.2 Configuration management
Reads and writes module configuration data saved in the R-IN32M3 module.

The configuration data mainly contains the following information.
* FW version
* Device Name

- |P address

1.) Read
Reads the configuration data stored in the R-IN32M3 module.

[Reading Step]
1. Select the detected R-IN32M3 module
2. Select “Config Manager” tab

3. Read the module configuration information with [Read Configuration]

B Inducteist Famaninicatian Eunlarar

rie  -3. Read Configuration
[ElsnEsE

=

-2. ConfigManager

—
5. Network Navigator |@ EtherCAT Master () PNIO Master [7] Device L+ [4[‘ Conthanager] ,I Firmware Update ) Ethert

Module Variable Action Type  Temp Read Write
v = Network Interfaces

v B ASICAXS2170 USB 3.0t Gigabit Ethemet A da
| i R-IN32M3_Module (192.168.0.100) |
EEMR o s -

=sapshots -1, Select Network adapter

Fig. 3.9 configuration data

When the reading is completed, the configuration data will be displayed in the list.

W EtherCAT Master () PNIO Master [7] Device Log [)é Canhgm.anager]; Firmware Update 25 EtherNet/IP Master €3 Exception Log
Module Variable Action Type  Temp Read Wiite Value 2
GOALIDBOOT  SIGNATURE Geneic X X X OxBcaeb044924e08016cb0S2felcs40a2T
GOAL_ID.BOOT  BLVERSION Swng X X X 1400
GOALID.BOOT  FWVERSION Sting X X X 2000
GOAL_ID.BOOT  RESET_CAUSE uints X X X mo
GOALID.BOOT  IMAGE_NUMBER uints X X X oo
GOAL_ID_BOOT  IMAGE_COUNTER uints X X X b
GOALID.CCM  SPLTYPE uints X X mm
GOALID.CCM  SPILMODE uint8 X X o0
GOALID.CCM  SPISPEED uint3z X X 0x00000000
GOALID.CCM  SPILUNITWIDTH uint8 X X o0
GOALID.CCM  SPIBITORDER uints X X o0
GOALID.CCM  SPI_TRANSFERSIZE uint16 X X 0x0080
GOALID.CCM  COMM_FAULT_ERROR_STATE uintg X X o0
GOAL_ID.€CM  COMM_SYNC_RESET uints X X oo
et i e e mma e e e o - " " — hd
< >
L. Export Config 4 Import Config % Save config to flash

Fig. 3.10 Read configuration data
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2.) Write
Write the configuration data to be saved in the R-IN32M3 module.

The only variables that can be rewritten by the user are those with Temp = X and Write = X. Enter
[Value] according to the data type of [Type].

The procedure is described below using rewriting the IP address as an example.

[Writing Step]
1. Enter the value to be changed in [Value] of the variable to be rewritten, and set it with enter *
2. Value will be highlighted with a yellow background when the changes are applied
3. Write module configuration information with [Write Configuration]

* Enter on the numeric keypad is invalid

B industrial Com

Fie -3. Write Configuration
.
! - s
5. Network Navigator @ EtherCAT Master (] PNIO Master [] Device Log [,A ConF-gMaﬂagef] % Firmware Update T EtherNet/IP Master €3 Exception Log
Module Variable Action Type Temp Read Write Value
v = Network Interfaces
w3 ASIX AXB8179 USB 3.0 to Gigabit Ethernet Adag GOAL_ID_ETH DUPLEX uint32 X X

L& R-IN32M3_Module (192.168.0.100)
% Intel(R) Dual Band Wireless-AC 8260 #2 (0)

= Snapshots GOALIDNET 1P 1Pva X

GOAL_ID_ETH PORTCNT uint32 X X

GOAL_ID_NET NETMASK
ST -1. set change Value

GOALIDNET  VALD -2. Background changed to yellow

GOAL_ID_NET DHCP_ENABLED uint8 X X ox00

Fig. 3.11 Write configuration data

4. Select [Yes (®)] to reflect the changes in the non-volatile memory, and complete the writing.

If you want to change the variable temporarily, select [No ()] and complete the writing. This
value is temporarily valid until the R-IN32M3 module is restarted.

X
Write L
Velue selection X Writes the configuration to the device
‘e‘ Write back changed values only ?
Wiiting config complete. Wrote 1 variables.
o
=
Save config to flash X Save config to flash X
‘e‘ The variables were sent to the device but are not yet written to flash. Write to flash ‘0' Save action triggered successfully.
P row? I
o
Fig. 3.12 Write Step
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3.) Bundle configuration data management

Configuration data can be saved and read in a batch. It is assumed that it will be used when the
configuration data of one R-IN32M3 module is reflected in another R-IN32M3 module.

[Export Config], all the configuration data stored in the R-IN32M3 module will be exported as an XML

file (* .cfg).

The exported XML file can be read from [Import Config]. The read configuration data is written to the
R-IN32M3 module in the procedure of 2.) Write.

GOAL_ID_CCM
GOAL_ID_CCM

GOAL_ID_CCM

<

SPI_TRANSFERSIZE uint16 X X 0x0080
COMM_FAULT_ERROR_STATE uint8 X X 0x00
COMM_SYNC_RESET uintd X X 0x00

e Export Config | g Import Config ¥ Save config to flash
Fig. 3.13 Bundle configuration data
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3.2.3 Logging
Get the log information of the R-IN32M3 module or the host microcomputer. There are two types of logging
functions, Device Log and Exception Log.

Table 3-3 Logging functions

Target
Log data R-IN32M3 | Host MCU
module
i * Control Log
Device Log v v *Initial setting is disabled for log output of sample software
Exception Lo v o Exception error occurrence information including the
P 9 past held in the module

3.2.3.1 Device Log

Get the device control log of the R-IN32M3 module or the host microcomputer. For debugging
purposes, it outputs three types of information: "Normal control", "Warning", and "Error" of the device.

In the sample software for each platform provided as a sample package, the initial setting of the log get
on the host microcomputer side is disabled. To output the log of the host microcomputer, refer to the
application note "Logging" of each platform.

Device Log information can also be output to the terminal software directly from the evaluation board via
serial communication. For details, refer to the application note "Logging" for each platform.

To get the log, select the Device Log tab and run Start Reading log to start logging. Press Stop Reading
log to stop logging.

Network Navigator is grayed out during log acquisition, and you cannot select devices or search for
modules again. To execute these, use [Stop Reading log] to stop log acquisition.

[§ Industrial Communication Explorer

File

‘ !.,!‘ [
=
- Network Navigator @ EtherCAT Master (Z}) PNIO Master [U Device LOQ]A ConfigManager s Firmware Update z EtherNet/IP Master €3 Exception Log
Options
v B Network Interfaces Enable autoscrolling

~ B ASIX AX88179 USB 3.0 to Gigabit Ethernet Adap f
(5 R-IN32M3_Module (152.168.0.100) eset log index L0 foifie CHleentesiztumntoot o 2021 -8 0.
% Intel(R) Dual Band Wireless-AC 8260 #2 (0) SetFilter | Clear filter
= Snapshots

Filter:

Severity Timestamp Hodule Source Function Line Message

[E nF 1 GOAL_ID_LM [<9 goal_lmlo. .. 1079 [€C_1|goal_snmpNewImpl:123] SNMP daen
E v 1 GOAL_ID D... c goal_targ... 137 PHY 335053@ found at address @

INF 1 GOAL_ID LM cc goal_lmLo... 1079 [CC_I|goal_targetPhyGenericOpen:146]
[E InF 1 GOAL_ID_D... cc goal_targ... 128 PHY found at address @: Renesas RIN3:
E v 1 GOAL_ID_D. .. cc goal_targ. .. 137 PHY 33505308 found at address 1

| INF 1 GOAL ID M [« goal lmLo... 1e79 [cC Ilgoal tarzetPhvGenericOoen:1461

Fig. 3.14 Get device log
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Table 3-4 Device log information

overview

=] Normal control message

Severity :

Action did not get the expected result

Event fail or error

Module Module information
Log source
Source CC : R-IN32M3 module
AC : host microcontroller
Function Log out-put function
Line Log out-put line
Message Log information

<Optional function>

Filter : filter the output log message by module related information.

[Set Filter]
[Clear Filter]

Clear filter setting

Only selected log type is displayed as output

Auto save : The output log message is automatically saved.

E Industrial Communication Explorer

File

=5 Network Navigator Q§ EtherCAT Master () PNIO Master [D Device Log]/\ ConfigManager % Firmware Update /T EtherNet/IP Master €3 Exception L

v & Network Interfaces
v B ASIX AXB8179 USB 3.0 to Gigabit Ethernet Adap
(5 R-IN32M3_Module (192.168.0.100)
. Intel(R) Dual Band Wireless-AC 8260 #2 (0)

Start reading log | | Reset log inde:

Options
Enable autoscrolling
| = Log to file C:¥Users¥as034192¥mantool_log_2021-06-30.1c |

Set Filter | | Clear filter

B Snapshots N . Auto Save
e Log Filter
Severity Timestamp Module Source Function Line Message
E v 1 GOAL_ID_LM c goal_lmlo... 1079 [€C_I|goal_snmpNewImg
[ InF 1 GOAL_ID_D... c goal_targ... 137 PHY 3350530 found at
E v 1 GOAL_ID_LM c goal_lmlo. .. 1879 [€C_I|goal_targetPhyt
E v 2 GOAL_ID_D... c goal_targ... 128 PHY found at address
& InF 1 GOAL_ID D... (d goal_targ... 137 PHY 3350530 found at
[=l InF 1 GOAL ID M cC goal lmLo... 1e79 ICC Ileoal tarzetPhv
Fig. 3.15 optional function
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3.2.3.2 Exception Log

Gets the exception error that occurred on the R-IN32M3 module. Exception errors are accumulated and
retained until the user clears.

Network Navigator is grayed out during log acquisition, and you cannot select devices or search for
modules again. To execute these, use [Stop Reading log] to stop log acquisition.

E Industrial Communication Explorer =
File
w88 l.ﬂ v A
5. Network Navigator A EtherCAT Master () PNIO Master [] Device Log & ConfigManager % Firmware Update 2 EtherNet/IP Master [9 Exception Log
Options
v & Network Interfaces Start reading log Reset exception log index [ Enable autoscrofling
v 8 ASIX AX88179 USB 3.0 to Gigabit Ethernet Adag
5 R-IN32M3_Module (192.168.0.100) [ 1
® Intel(R) Dual Band Wireless-AC 8260 #2 (0) Severity Timestamp Module Message L
"= Snapshots 3 ERR 71 GOAL_ID_NET Could not send. Channel is disabled
@ ERR 71 GOAL_ID_LM [€C_E|goal_httpSendFragi1453] Buffer could not be sent
3 ERR 71 GOAL_ID_LM [CC_E|goal_httpMainLeop:2369] error during release of buffer or sending next frags
3 ERR 138 GOAL_ID_NET  Could not send. Channel is disabled
3 ERR 138 GOAL_ID_LM [€C_E|goal_httpSendFrag:1453] Buffer could not be sent
3 ERR 138 GOAL_ID_LM [CC_E|goal_httpMainLoop:2369] error during release of buffer or sending next frage
3 ERR 195 GOAL_ID_NET Could not send. Channel is disabled
3 ERR 195 GOAL_ID_LM [cC_E|goal_httpSendFrag:1453] Buffer could not be sent
3 ERR 195 GOAL_ID_LM [€C_E|goal_httpMainLoop:2369] error during release of buffer or sending next fragm

Fig. 3.16 Exception Log

Table 3-5 Exception Log information

overview
Severity €9 | Exception Error
Module Module information
Message Log message

The accumulated exception errors can be deleted from EXLOG_ERASE [Erase Exception Log] in the
module configuration [ConfigManagery].

- Industrial Communication Explorer

File

:1"'*’"‘-\ Jﬂ:

5. Network Navigator] @ EtherCAT Master l:"j PNIO Master [j Device Log [A Conlnganagerl- & Firmware Update z EtherNet/IP Master €3 Exception Log

Module Variable Action Type Temp Read Write Value
v = Network Interfaces

~ B ASIX AX88179 USB 3.0 to Gigabit Ethernet Adaj GOAL_ID_LM EXLOG_CNT uint16 X X X 00000
Ll R-IN32M3_Module (192.168.0.100)

® Intel(R) Dual Band Wireless-AC 8260 £2 (0) SR D INON| (EI0G e | R |SX] | E] (00020000
%= Snapshots GOAL_ID_LM EXLOG_USAGE uint8 X X X o2
GOAL_ID_LM EXLOG_ERASE Erase Exception Log | unt8 X X X 0x00
<
1 Export Config | Import Config ¥ Save config to flash

Fig. 3.17 Erase Exception Log
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3.2.4 Firmware Update
Under control of the Management Tool, the firmware of the R-IN32M3 Module can be updated. The firmware
file will be sent to R-IN32M3 Module via Ethernet connection.

Without connecting to host microcontroller, R-IN32M3 module starts in general TCP/IP mode and the
firmware can be updated.

For more information about Firmware Update, see the application notes (Firmware Update Guide
[R30ANO401EJ****]).

Update step
1. Select Firmware tab
2. Specify the firmware file "Irj45_**.pfw" from [Select FW bundle]
3. [Start update]

Then start firmware updating. It takes about 2 minutes to complete. If Phase shows "FW Update
completed successfully", it indicates that all firmware updates are complete.

-1.

@ EtherCA.. (EIPNIOM... [] Devicel... 3% Config... |  Firmwac.. [@ EtherNe.. €3 Excepti..

@ EthercA.. (@)PNIOM.. [] DeviceL.. 2§ Confic. (V F.m’mau‘]z EtherNe.. € Exceptic.

Update Setiings

Fimware: F‘llﬁanl}.&xnDZﬂsiF\nnwar:llrrlS,Z‘ﬂCl‘OJ:H‘pfw Select PW bundie]
Firmware: Select FW bundle -
Firmware Info: Config: ---
c: - AC:

Firmware Info: Config: ---
2 =

Device R-IN32M3_Module (192.168.0.100, 74:90:50:20:06:13)
Phase:

Update Settings

Device R-IN32M2_Module (192.168.0.100, 74:90:50:20:0E:13)
Progress:

Phase:
Device R-IN32M3_Module (192.168.0. 100, 74:90:50:20:0E:13) Device R-IN32M3_Module (192.168.0. 100, 74:90:50:20-08:13) Device R-IN32M3_Module (192.168.0.100, 74:90:50:20:0€:13)
Phase: FW Update completed successfully Phase: Waiting for flash update and device reboot Phas= Witing firmwawe.—.
e € eee——— € - —

Fig. 3.18 Firmware Update

Check Firmware Version

To check the firmware version in the module configuration data. Refer to 3.2.2 Configuration
management and read the configuration data.

@ EtherCAT Master () PNIO Master [] Device Log [ﬁ CanfigManagerT-, Firmware Update E EtherNet/IP Master €3 Exception Log

. Madule Variable Action Type Temp Read Write Value
GOAL_ID_BOOT SIGNATURE Generic X X X OxBcaeb044924e08016¢ bOS2fe1c54
GOAL_ID BOOT String X X X __ 1400
GOAL_D_ﬁ String X X X 2000
GOAL_ID.| TCRUSE TIE .3 3 o e
GOAL_ID_BOOT IMAGE_NUMBER uinté X X X ox01

Fig. 3.19 Firmware version
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3.3 PROFINET Simple Master

Management Tool supports the following functions as a PROFINET simple master that emulates the

PROFINET RT (Real Time) master.

[NOTE]

[R30ANO377EJ****].

The simple master function is a simple function for evaluation and is partially different from the
actual master specifications. To evaluate in a form closer to actual use, refer to the product PLC
or software PLC connection guide and perform the evaluation with CODESYS for PROFINET

The function consists of 4 tabs.

Table 3-6 PROFINET Simple Master function

Tab Function

DCP (Discovery and Configuration Protocol)

Device Command » PROFINET device scan

» Wink command

»  Set device Identification (Station Name / IP address)

/10 PROFINET RT cyclic communication

I&M 0-4 (ldentification and Maintenance)

1&M Read device information

Alarm Alarm information

3.3.1 Device Command

DCP communication to control the reading and writing of parameters required for PROFINET device

detection and addressing.

@ EtherCAT Master | ) PNIO Master] [7] Device Log ¥ ConfigManager % Firmware Update /2 Ether
Device Commands
Scan device Set station name | | Set IP settings Wink Reset to Factory
Device Data
Station name:
Device Type:
Device Role:
IP Address:
Netmask:
Gateway:
Device Commands l’o 1&M

Fig. 3.20 Device Command

R30ANO390EJ0101 Rev.1.01

Page 29 of 49




R-IN32M3 Module (RY9012A0)

Management Tool Instruction Guide

(1) PROFINET Scan device

Scan device PROFINET Select the R-IN32M3 module to be controlled and execute [Scan device] to detect
the R-IN32M3 module as a PROFINET device. The detected device information is reflected in Device Data.

E Industrial Communication Explorer
File

[
),

%5. Network Navigator]

@ EtherCAT Master |} PNIO Master] ['] Device Log % ConfigManager . Firmware Update z Ethe

v = Network Interfaces
v @ ASIX AX88179 USB 3.0 to Gigabit Ethernet
= R-IN32M3_Module (192.168.0.100)
% Intel(R) Dual Band Wireless-AC 8260 #2 (0
= Snapshots

e ]

Device Commands

Device Data
Station name:
Device Type: Renesas Electronics
Device Role: IO-Device
IP Address: 192.168.0.100
Netmask: 255.255.255.0
Gateway: 0.0.0.0

Device Commands /O &M

station name Set IP settings

Wink Reset to Factory

Fig. 3.21 PROFINET Scan device

)

Device Identification (Station Name / IP address)

The Station Name and IP address of the R-IN32M3 module detected by the tool as a PROFINET device can

be registered.

[Set Station name] and enter an arbitrary station name.

[Set IP settings] and enter IP address, netmask, and gateway.
Enabling [Permanent] at the time of registration, it is retained in the non-volatile memory of the R-IN32M3

module.

A EtherCAT Master | () PNIO Mamr]g Devicelog % ConfigManager 4 Firmware Update T Etherh @A EtherCAT Master [ PNIO Masw] [] Device Log % ConfigManager ; Fimware Update 'Zf
Device Commands Device Commands
Scan device | Set station name | Set IP settings Wink Reset to Factory Scan device Set station nam{ Set IP settings | Wink Reset to Factory
Device Data | X Device Data | x
Station name: N T Station name: : 192.168.0.222
Device Type: Renesas Electronics [ Device Type: Renesas Electrof Netmask: 255.255.255.0
Device Role: 10-Device = Device Role: 10-Device Gatemays 0000
1P Address: 192.168.0.100 ermanent IP Address: 192.1680100 | £ permanent
Netmask: 255.255.255.0 Cancel Netmask: 255.255.255.0
Gateway: 0.0.00 Gateway: 0.0.00 Cancel
Device Commands /O 18M Device Commands 1&M
Fig. 3.22 Register device identification
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Set IP settings
When [Set IP settings] is executed, the variables of IP, NETMASK, and GW of the module
configuration [ConfigManager] GOAL_ID_NET are rewritten. Also, when [Permanent] is
enabled, the variable of VALID is set to “Ox01 (Stored IP = Enable)”.

(3) Wink command

When [Wink] is executed, the Wink command is issued to the R-IN32M3 module. On the R-IN32M3 module
that receives the Wink command, the “Protocol Status LED2” on the board flashes three times.

Protocol Status LED?2

Fig. 3.23 Wink command
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3.3.2 10
Controls ROFINET RT data communication with the R-IN32M3 module detected as a PROFINET device.

@ EtherCAT Master @ PNIO Master] [[] Device Log & ConfigManager % Firmware Update m EtherNet/IP Master €3 Exception Log

1/0 Commands 1/0 Configuration ol
Load GSDML file

Language

eng (Primary) w

Device Access Point

Slots: Modules:

<
Device Commahds |/0 gmMm

Fig. 3.24 Data communication

This section describes the procedure for establishing PROFINET RT communication using the R-IN32M3
module sample application.

1. Load GSD (General Station Description) File

To establish communication with the PROFINET master, the GSD file that is the connected
PROFINET slave device configuration information is required. From [Load GSDML file], select his
GSD file according to the connected device environment.

Table 3-7 GSD file

Sample project Application GSDML
Mirror RA6_CCM_V***\appl\mirror_sample\01_pnio\gsdml
RA sample
Remote IO RA6_CCM_V***\appl\remote_io_sample\01_pnio\gsdml
Mirror RL78_CCM_V***\appl\mirror_sample\01_pnio\gsdml
RL78 sample
Remote IO RL78 _CCM_V***\appl\remote_io_sample\01_pnio\gsdml
Mirror RX66T_CCM_V***\appl\mirror_io_sample\01_pnio\gsdml
RX66T sample
Remote IO RX66T_CCM_V***\appl\remote_io_sample\01_pnio\gsdml
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The following information can be confirmed when the GSD file is loaded.

Table 3-8 GSD loaded information
Inf.

Language of description.
Language Only the default English is defined in the sample software

Device Access Point | Connect device name

Slots Available slots
Module Modules that can be connected to slots
Device Interval Cycle interval time

Device interval
Since Management tool operates on Windows OS (non-real-time OS), the communication
cycle is limited to the setting range of 32ms or more. If a communication error occurs, it
may be due to insufficient performance due to the PC or network adapter. In that case,
change the communication cycle time.

A EtherCAT Master | (1) PNIO Master | [] Device Log & ConfigManager % Firmware Update Z) EtherNet/IP Master €3 Exception
1/0 Commands I/O Configuration
’ Connect Load GSDML file!
Tanguage
eng (Primary)
Device Access Point
RIN32M3_Module v
Slots: Modules:
v Slot1 v 1424 bytes Input
v 1434 bytes | 1434 bytes Input
1434 byte v 1434 bytes Qutput
v Slot2 1434 bytes Output
v 1434 bytes C
1434 byte
Device Interval:
32 ~
<
Device Commands  |/0 I&M  Alarms

Fig. 3.25 application configuration Slot / Module

In the GSD file of the sample software, Modul is predefined in Slot.

In the mirror sample, Input data is defined in Slot-1 and output data is defined in Slot-2.
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2. Connect

When | / O Commands [Connect] is executed, PROFINET RT cyclic communication is started. When
communication is successfully established with the R-IN32M3 module and cyclic communication is
initiated, the Network Navigator window will be grayed out and the [Connect] button will change to

[Disconnect].

R EtherCAT Master |(Z0) PNIO Master ‘ [] Device Log € Confighanager % Firmware Update /Z EtherNet/IP Master €3 Exceptic

oo | /0 Commands: I/O Configuration
Language
eng (Primary)
Device Access Point
RIN32M3_Module w
Slots: Modules:
~ Slot 1 ~ 1434 bytes Input
~ 1434 bytes I 1434 bytes Input
1434 byte ~ 1434 bytes Output
v Slot2 1434 bytes Output
w 1434 bytes C
1434 byte
Device Interval:
32 b4
<
Device Commands  |/Q &M Alarms
Fig. 3.26 Connect

3. Application

When cyclic communication is started, application data can be sent and received between

Management tool (master) and

the R-IN32M3 module (slave).

The application defined in Slot is registered in 1/0 Data.

Table 3-9 I/O Data information

Inf.

Module / Submodule | Application information registered in Slot

Data Type Application data type

PS/CS Producer / Consumer state

Input Data Input data (R-IN32M3 module to Management tool)

Output Data Output data (Management tool to R-IN32M3 module)
R30ANO390EJ0101 Rev.1.01
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In the sample app mirror sample (... \ appl \ mirror_sample \ 01_pnio... \ appl \ mirror_sample
\ 04_pnio_largesize), the R-IN32M3 module mirrors the same data as the Output Data (Slot-2) sent
from the tool and Input data. It will be reflected in Input Data (Slot-1).

@ EtherCAT Master | ) PNIO Master '|_] Device Log & ConfigManager ©; Firmware Update E EtherNet/IP Master €3 Exception Log

Scripting
Script file:

1/O Data

Select script file | | Clear Script

Module/Submeodule
v 1434 bytes Input
v [1434 bytes Input
Input1 512 bytes
Input1 512 bytes
Input1 410 bytes
v 1434 bytes Output
w (1434 bytes Output
Output! 512 bytes
Output1 512 bytes
Output1 410 bytes

<

Device Commands |/0

Data Type

OctetString
OctetString
OctetString

OctetString
OctetString
OctetString

1&M  Alarms

Input PS/CS  Output PS/CS

128/128

module -> Tool

128/128

Input Data

0123 45 67 89 AB CD EF 000000 00 00...
00001111222233334444555566...
ASSAASSASAASSAASSAASSAA..

01 23 45 67 89 AB CD EF 00 00 00 00 00 00 00
000011112222333344445555666677
ASSAASSASAASSAASSAASSAASSAA

4 . Disconnect

[Disconnect] disconnects cyclic communication.

Fig. 3.27 sample application (mirror)
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3.3.3 I&M
Read 1&M (Identification and Maintenance) record information.

@ EtherCAT Master | () PNIO Mmeﬁ] [] Device Log & ConfigManager % Firmware Update /Tl EtherNet/IP Master €3 Exception Log

Record Commands
Read I&M0 record | | White 1&MO re

18M Records
1BMO M1 I&M2  1BM3 &4

VendorlDHigh: | 0x02
VendoriDLow: | Oxc7
OrderlD: 00210
IM_Serial_Number, 20074
IM_Hardware_Revision: | 0x0001
IM_Software_Revsion_Prefix: | P
SWRevision_Functional_Enhancement: | 0x50
SWRevision_Bug_Fix: | 0x03
SWRevision_Intemal_Change: | 0x18
IM_Revision_Counter: | 0x0000

IM_Profile_ID: | 0x0000

Device Commands vol &M I

Fig. 3.28 1&M

I&M is the information specified in the PROFINET.

Table 3-10 I&M

R/W overview
1&M 0 Read Only I1&M 1-4 reference and deice identify.

I& M 1 -3 Read / Write Installation information

1&M 4 Read / Write password

3.3.4 Alarm
Loading Alarm.

g EtherCAT Master | (1) PNIO Master

Alarm Commands
[ Auto ACK alarms.

[] Device Log 24 ConfigManager %, Firmware Update T EtherNet/IP Master €3 Exception Log

Alarm List

Timestamp Alarm Type ~  Priority: PRIORITY_HIGH
Alarm Type: PROCESS

2021-10-08 123604468 PROCESS APE 0x0

2021-10-08 12:36:05.609 PROCESS Slot Nr: 0x1 / Subslot Nr: Ox1

2021-10-08 1236:06.819 PROCESS Madule Ident: 030/ Submodule Ident: 0x1
5 Channeld Diag: false

2021-10-08 12:3&08.035 PROCESS Manut Spec. Diag: false

2021-10-08 12:36:09.243 PROCESS Suibmod. Dings false:

2021-10-08 12:36:10.456 PROCESS AR Diag: false

2021-10-08 12:36:11.668 PROCESS Sequence Nr: 0

2021-10-08 12:3612.68 PROCESS

2021-10-08 12:36:14.093 PROCESS v

Device Commands /O |&h{ Alarms |

Fig. 3.29 Alarm

R30ANO390EJ0101 Rev.1.01 Page 36 of 49




R-IN32M3 Module (RY9012A0) Management Tool Instruction Guide

3.4 EtherNet/IP Simple Scanner

Management Tool supports the following functions as an EtherNet/IP simple scanner that emulates the
EtherNet/IP master.

note
The simple scanner function is a simple function for evaluation and is partially different from the
actual master specifications. To evaluate in a form closer to actual use, refer to the product PLC
or software PLC connection guide and perform the evaluation with CODESYS for EtherNet/IP
[R30ANO378EJ****].

The function consists of 2 tabs.

Table 3-11 EtherNet/IP Simple scanner function

Tab Function

EtherNet/IP device scan

Device Command Read device information

/0 Data EtherNet/IP Class1 data communication
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3.4.1 Device Command

Controls EtherNet/IP device detection and parameter reading.

Scan device EtherNet/IP Select the R-IN32M3 module to be controlled and execute [Scan device] to detect
the R-IN32M3 module as a EtherNet/IP device. The detected device information is reflected in Device Data.

B Industrial Communication Explorer

File

| = G2 a2
|

&5, Network Navigator

~ & Network Interfaces
v & ASIX AXB8179 USB 3.0 to Gigabit Ethernet A
5 R-IN32M3_Module (192.168.0.100)
% Intel(R) Dual Band Wireless-AC 8260 #2 (0)
&= Snapshots

@ EtherCAT Master () PNIO Master [7] Devicelog & ConfigManager % Firmware Update IE EtherNet/IP Master | €3 Excep

Device Data

Adress Familiy:
Port:

IP Address:
Vendor ID:
Device Type:
Product Code:

Revision:

Status:

Serial Number:
Product Name:
State:

Device Commands

Device Commands

Encapsulation protocol version:

D Data

1

AF_INET

44818
192.168.0.100
1105

Generic Device
768

1.1

X Owned

o Configured

¥ Minor Recoverable Fault
K Minor Unrecoverable Fault
% Major Recoverable Fault
K Major Unrecoverable Fault

0x075BCD15
R-IN32M3_Module
Unused

Fig. 3.30 Device Command
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3.4.2 1/0 Data

Controls I/O data communication through Class 1 communication with the R-IN32M3 module detected as an

EtherNet/IP device.

Table 3-12 1/0 data function

Inf.

Device Command

Data communication [Connect] / [Disconnect]

Connection Parameter

[Connection Parameter O -> T]
Parameter setting (Scanner to Adapter)

[Connection Parameter T -> O]
Parameter setting (Adapter to Scanner)

Config Assembly Parameter

Assembly Parameter

1/0 Data

Output Data [I/O Data O -> T]
Scanner to Adapter

Input Data [I/O Data T -> O]
Adapter to Scanner

@A EtherCAT Master () PNIO Master [7] Device Log % ConfigManager 3 Firmware Update { EtherNet/IP Maste11 €3 Exception Log

Device Commands

Connect

Connection Parameter O->T

Asssembly Instance ID [1s0

Asssembly Data Size 132
[ Run/idieHeader

Packet interval in ms [10

Connection type Point to Point v

Priority Urgent v
Transport trigger Cyclic
Timeout multiplier 2 v

Config Assembly Parameters

Config Assembly size 151

Config Assembly size |10
Config Assembly Data

1/O Data O->T

05 00 00 00 00 00 00 00 - 00 00 OO
00 00 00 00 00 00 00 00 - 00 00 0O

[JEnable Run

Apply

<

Device Commangs /O Data

Connection Parameter T->0
Asssembly Instance 1D 100
Asssembly Data Size |32
[ Run/idieHeader
Packet interval in ms {10
Multicast v

Connection type

Priority Urgent v

00 00 00 00 00 00 00 00
00 00

/O Data 7->0

05 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
00 00 00 00 00 00 0O 00 - 00 00 00 OO 00 00 00

00 00 00 00 00
00 00 00 00 00

00
00

Fig. 3.31 1/O data
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1.

Connect

Device command [Connect] is executed, EtherNet/IP cyclic communication is started. When
communication is successfully established with the R-IN32M3 module and cyclic communication is
initiated, the Network Navigator window will be grayed out and the [Connect] button will change to
[Disconnect].

@ EtherCAT Master () PNIO Master [7] DeviceLog & ConfigManager < Firmware Update (E EtherNet/IP Maner] €3 Exception Log

Device Commands ad
Connection Parameter O->T Connection Parameter T->0
Asssembly Instance ID [150 Asssembly Instance ID 100
Asssembly Data Size 32 Asssembly Data Size 32
Run/ldleHeader [ Run/IdleHeader
Packetinterval in ms 10 ] Packet interval in ms 10
Connection type Pointto Point v Connection type Multicast v
Priority Urgent v Priority Urgent L
Transport trigger Cyclic s
Timeout multiplier 2 v

Fig. 3.32 Connect

2. Application

In the sample app mirror sample (---\appl\ mirror_sample\02_eip, ---\appl\ mirror_sample\05_eip_largesize), the R-
IN32M3 module mirrors the same data as the Output data (/O Data T->O) sent from the tool and
Input data. It will be reflected in Input Data (I/O Data O->T).

1/0 Data O->T 1/O Data T->0
04 00 00 0O 00 0O 00 OO — OO QO OO QO OO0 0O OO0 0O 04 00 00 0O 00 00 0O OO - OO0 QO OO0 0O 00 0O 00 OO
00 00 00 00 00 00 00 00O — OO OO OO OO OO OO OO OO 00 00 00 00 00 00 OO OO - 0O OO OO OO OO OO OO OO

module -> Tool

[] Enable Run

Fig. 3.33 sample application (mirror)

3. Disconnect

[Disconnect] disconnects cyclic communication.
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3.5 EtherCAT Simple Master

Management Tool supports the following functions as an EtherCAT simple master that emulates the
EtherCAT master.

To control the simple EtherCAT master, it is necessary to enable EtherCAT Proxy for the network interface to
be used in advance.

[NOTE]
R-IN32M3 module Supports EtherCAT with firmware version 2.0.0.0 or higher. For firmware
update, refer to 3.2.4 Firmware Update.

[NOTE]
The simple master function is a simple function for evaluation and is partially different from the
actual master specifications. To evaluate in a form closer to actual use, refer to the product PLC
or software PLC connection guide and perform the evaluation with CODESYS for EtherCAT
[R30ANO379EJ****] or TWinCAT [R30ANO380EJ****].

The function consists of 5 tabs.

Table 3-13 EtherCAT Simple Master function

Tab Function

Device Info Read Device information

Object Dictionary Read/Write Object dictionary

PDO Mapping Read/Write PDO mapping
/0 Data PDO data communication
EEPROM Program EEPROM
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3.5.1 EtherCAT Proxy
To control the EtherCAT simple master, it is necessary to activate EtherCAT mode for the network interface

to be used.

To activate it, right-click on the network interface and select [Enable EtherCAT]. When EtherCAT Proxy is
executed, the font of the network interface turns red.

Ve

5. Network Navigator] A EtherCAT Master] () PNIO Master [7] De

v 12 Network Interfaces Device Commands

& ASIX AX88179 LSEB-3-0-te-aiaabit-bih m——yesh Dy
® Intel(R) Dual B3 Enable EtherCAT l

= Snapshots

1/, Device State:

E AL Status:

Name:
Product Code:
Vendor ID:

Revision:

5. Network Navigator] @A EtherCAT Master | () PNIO Master [] C

Device Commands

v 1= Network Interfaces
M ASIX AX88179 USB 3.0 to Gigabit Etherni Refresh Device Info

E Intel(R) Dual Band Wireless-AC 8260 #2
= Snapshots
Device State:
AL Status:
Name:

Product Code:

Fig. 3.34 enable EtherCAT Proxy

3.5.2 EtherCAT scan device
When EtherCAT Proxy is executed and the font of the network interface turns red, the EtherCAT-controlled
R-IN32M3 module can be detected from Management tool. Scanning procedure is the same as for 3.2.1

Scan device.

Scan device
1. Select the network interface connected to the EtherCAT controlled R-IN32M3 module

2. network search [Scan Network]
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E Industrial Communication Explorer
File

oo “‘ + -2. Scan device
(. Networkbavigatec]] "a
I

~ 1 Network Interfaces
M8 ASIX AX88179 USB 3.0 to Gigal

% _lotelB) Dol Band Wicelec AC
» I= Snapshots
i -1. Select Network adapter

&

Fig. 3.35 scan device

3.5.3 Device Info
Displays the slave device information of the R-IN32M3 module.

The State Machine shows the status of the EtherCAT slave. When start PDO data exchange on the I/O data
tab, the state transitions to Operational.

@A EtherCAT Master |@ PNIO Master [*] Devicelog & ConfigManager % Firmware Update /2 Ether!

Device Commands
Refresh Device Info | |Acknowledge Error
Device State: PREOP i i
AL Status: No error (0x0) Device Information
Name: Renesas Module
Product Code: 0x802
Vendor ID: 0x766
Revision: ox1
State Machine

Safe-Operational

Operational

Device Info  Objpct Dictionary PDO Mapping |/O Data EEPROM

Fig. 3.36 slave device information
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3.5.4 Object Dictionary
Read Object dictionary.

[Read Object Dictionary Info] to see the EtherCAT slave objects.

Object information can be read individually [Read value] and collectively [Read All object value].

@ EtherCAT Master |@ PNIO Master [] Device Log & ConfigManager %, Firmware Update ‘Tl EtherNet/IP Master €3 Exception Log

Object Dictionary Commands

Read Object Dictionary Info | | Read value

Object Dictionary

Read all object values

Device Identity (Index 0x1000)
Error Register (Index 0x1001)
Manufacturer Device Name (Index 0x1008)
Manufacturer Hardware Version (Index 0x1009)
Manufacturer Software Version (Index 0x100a)
Identity Object (Index 0x1018)
» Receive PDO Mapping Parameter 1 (Index 0x1600)
» Receive PDO Mapping Parameter 2 (Index 0x1601)
» Transmit PDO Mapping Parameter 1 (Index 0x1a00)
» Transmit PDO Mapping Parameter 2 (Index 0x1a01)
Sync Manager Communication Type (Index 0x1c00)
Sync Manager 2 PDO Assignment (Index 0x1¢12)
Sync Manager 3 PDO Assignment (Index Ox1c13)
Sync Manager 2 Synchronization (Index 0x1¢c32)
Sync Manager 3 Synchronization (Index Ox1¢33)
application object (Index 0x200c)
application object (Index 0x200d)
application object (Index 0x200e)
application object (Index 0x200f)
» Read State 8 Input Lines (Index 0x6000)
Write State 8 Output Lines (Index 0x6200)
» Read Analog Input 16 Bit (Index 0x6401)

Index  Subindex
0x1001 VAR

<

Device Infp  Object Dictionary

PDO Mapping 1/O Data EEPROM

Object Code  DataType  Bit Length

UNSIGNED8 8

Fig. 3.37 Object dictionary

R30ANO390EJ0101
2022.8.5

Rev.1.01

RENESAS

Page 44 of 49




R-IN32M3 Module (RY9012A0) Management Tool Instruction Guide

3.5.5 PDO Mapping
The loaded PDO Mapping is displayed.

To assign / remove the parameters that are mapped by [Add object to mapping] / [Remove object from

mapping].

The mappings assigned to RxPDO and RxPDO can be registered with [Select PDO assignment].

A EtherCAT Master |@ PNIO Master [] Devicelog & ConfigManager % Firmware Update /2 EtherNet/IP Master €3 Exception Log

PDO Mapping Assignment
PDO Mapper Objects Mapped Objects
Receive PDO Mapping Parameter 1 (0x1600) \Write State 8 Output Lines (0x6200), subindex 0x1

Receive PDO Mapping Parameter 2 (0x1601)
Transmit PDO Mapping Parameter 1 (0x1a00)
Transmit PDO Mapping Parameter 2 (0x1a01)

Add object to mapping
Remove object from m

apping

Sync Manager Assignment

Sync Manager PDO Mapper Mapped Objects

Sync Manager 3 PDO Assignment (0x1c 13)

Select PDO assignment

& mapping config to device

<
Device Info  Object Dictiohary PDO Mapping /O D§ta EEPROM

Fig. 3.38 PDO mapping
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3.5.6 1/0 Data
Control the Process Data exchange.

Start data exchange with [Start process data exchange].

In the sample app mirror sample (... appl \ mirror_sample \ 03_ecat,... appl \ mirror_sample \ 06_ecat_largesize), the
R-IN32M3 module mirrors the same data sent from the tool and reflects it in TxPDO.

Data exchange step
1. Set output data in RxPDO
2. [Udpate RxPDO data] reflects the value in RxPDO
3. The input data (mirror data of RxPDO) sent from the R-IN32M3 module is reflected in RxPDO.

@ EtherCAT Mast... Ig PNIO Master D Device Log & ConfigManager “{ Firmware Upd

Stop process data exchange | | Update RxPDO data

RXPDO

Write State 8 Output Lines, subindex 1|| 0x01 I

TXPDO
Read State 8 Input Lines, subindex 1{| 0x01 |

module -> Tool

Device Info Object Dictionary PDO Mappifdg 1/0 Data HEPROM

T

Fig. 3.39 sample application (mirror)

4. [Stop process data exchange] disconnects cyclic communication.
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3.5.7 EEPROM
Program SlI (Slave Information Interface) to the EEPROM on the R-IN32M3 module.

Load binary file from [Load EEPROM Binary File], and programing [Write EEPROM].

@ EtherCAT Ma... | PNIO Master [7] Devicelog ¥ ConfigMana.. % Firmware Up... @

EEPROM Commands
fLoad EEPROM Binary File]  Write EEPROM

EEPROM Binary File
EEPROM File: D:¥06_ecat_slave_renesas.bin

Device Info Object Dictionary PDO Mapping I/ODafa EEPROM

Fig. 3.40 program EEPROM
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Appendix

1. Cause and Remedy

Error Remedy reference

Module cannot be detected | Check connection configuration with the device Fig. 2.12 Connection configuration

Module cannot be detected | Check Npcap install in “Winpcap API compatible

Mode” 2.1.2 Software Environment

Module cannot be detected

Check Windows firewall setting 2.1.2.1 Management Tool Set-up

Modules can no longer be | Clear cache of Management Tool

detected C:\Users\*user-name*\.mantool

Protocol device cannot be | Check the target protocol is running on the host

detected microcomputer R-IN32M3 Module Application note
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Revision History

Description
Rev. Date Page Summary
1.00 Oct/15/2021 - First Edition
1.01 Aug/5/2022 - Minor correction
5,15 Update sample package number
32 Update table with added samples
Trademark

- CODESYS is a registered trademark of 3S-Smart Software Solutions GmbH.

- ARM and Cortex are registered trademarks of ARM Limited (or its subsidiaries) in the EU and/or elsewhere. All rights reserved.

- Ethernet is a registered trademark of Fuji Xerox Co., Ltd.

- EtherCAT® and TwinCAT® are registered trademark and patented technology, licensed by Beckhoff Automation GmbH, Germany.
- PROFINET is a registered trademark of PROFIBUS Nutzerorganisation e.V. (PNO)

- EtherNet/IP is a registered trademark of ODVA Inc.

- Additionally, all product names and service names in this document are a trademark or a registered trademark which belongs to the

respective owners.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the

products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an I/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vix (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.

R30AN0390EJ0101 Rev.1.01 Page 1 of 49



R-IN32M3 Module (RY9012A0)

Management Tool Instruction Guide

Notice

1.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of
your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the
use of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas
Electronics disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas
Electronics product that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc.
Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products
outside of such specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you
are responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

10. ltis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or

transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas

Electronics products.

(Note1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1 November 2017)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.

© 2021 Renesas Electronics Corporation. All rights reserved.
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