RENESAS Application Note

QC-BEKITPOCZ
Setting Up an AWS MQTT Server with the QuickConnect Beginners Kit

This document describes the setup process and application of the QuickConnect (QC) Beginners Kit,
QC-BEKITPOCZ. With the QC Beginners Kit, users can establish an 10T solution easily and quickly with a
variety of sensors.

This guide highlights the publishing of various sensor information to an AWS MQTT server using the QC
Beginners Kit, while a MQTT client obtains all this information by subscribing a specific topic.

Important: To ensure the QC Beginners Kit is set up correctly, complete the steps in the order listed in “Quick
Start Procedure”.

The following are target devices:

= QC Beginners Kit (MCU Board): R7FA6E2BB3CFM

= Ultra-Low Power Wi-Fi + Bluetooth® Low Energy Combo Modules: DA16600MOD
= Relative Humidity and Temperature Sensor: HS4001

= Indoor Air Quality (IAQ) Sensor: ZMOD4410

= Outdoor Air Quality (OAQ) Sensor: ZMOD4510

= Multi-Mode Microphone with 12S Digital Output: ICS-43434
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1. KitInformation

1.1 Kit Contents

To set up this demo, hardware and software components are required, and they are listed in sections 1.1.1 and
1.1.2.

1.1.1. Hardware Components

= RAGBE2 — A chip with serial communications interface (SCI), serial sound interface enhanced (SSIE), general
PWM timer, interrupt controller unit (ICU), and data transfer controller (DTC).

= DA16600PMOD - A single module integrating a low power Bluetooth LE DA14531 for network connecting
configuration, and a low power Wi-Fi DA16200 for network connection.

= HS4001 — A highly accurate, ultra-low power, and fully-calibrated relative humidity and temperature sensor.

= ZMOD4410 - A firmware configurable indoor air quality (IAQ) sensor with embedded artificial intelligence (Al).

= ZMOD4510 — A firmware configurable outdoor air quality (OAQ) sensor with embedded artificial intelligence
(Al.

= 1CS-43434 — A digital I12S output bottom port microphone with multiple modes of operation.

= USB cable

1.1.2. Software Components

Category Item Remark
MCU QC_Beginners_Kit.mot Firmware Must be downloaded to RA6E2
MCU.
SEGGER J-Link V7.90g Software A flash programmer for
downloading firmware to MCU.
DA16600 dal16600_dal14531_1_download.ttl | Image Must be downloaded to DA16600.
module
Tera Term Software A tool to program the firmware to
DA16200MOD.
Mobile App | Renesas Wi-Fi Provisioning for iOS or Android application An app used to configurate an
iOS or Android available router for the DA16600
network connection.
PC App MQTT.fx-1.7.1 MQTT desktop client software A tool to subscribe information
from the QC Beginners Kit board.
AWS QC Beginner certification.zip Self-signed certification files Files required for self-signed
certification certificates when creating a profile
in MQTT.fx.

1.1.3. Kit Features
= The QC Beginners Kit supports two operation modes:
* The Sensor mode that is used for sampling sensor data.
* The Voice Recognition mode that is used for identifying a 1k Hertz voice.

= All the information sampled by the various sensors is published to the AWS MQTT server by the Wi-Fi chip,
while the data can be monitored on MQTT client by subscribing a specific topic.

= The router used for the network connection can be configured with a mobile phone application.
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1.1.4. Kit Operation Image

Figure 1. QC-BEKITPOCZ Operation Image

1.2 Kit Demo Preparation

1.2.1. Install the iOS/Android App

Use the Renesas Electronics WiFiProvisioning mobile app for iOS and Android to configure the DA16600 and
DA16600 Wi-Fi profile information.

Install the Renesas WiFiProvisioning app on the Apple App Store or Google Play Store using the keyword
“WiFiProvisioning”.

For customers in countries or areas that Google Play Store is not available, an Android app named
RenesasWiFiProvisioning _app v2.4.0.apk is supplied in a zip folder. Install this app for the Android system.

For detailed information on Wi-Fi Provisioning, refer to the DA16200 DA16600 Provisioning
Mobile App on the Renesas website.
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Figure 2. Renesas WiFiProvisioning in the App Store

Figure 3. Renesas WiFiProvisioning in the Google Play Store
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2. Operation Modes

There are two operation modes in this system, Sensor mode and Voice Recognition mode. The Sensor mode
uses sensors (such as temperature, humidity, and indoor or outdoor air quality) to measure environmental data,
and it is combined with embedded artificial intelligence to draw the final data. The Voice Recognition mode uses
a microphone to collect voice information, and it is combined with Reality Al software to identify a 1k Hertz
frequency.

2.1 Sensor Mode

The default hardware and code in QC Beginners Kit is the sensor mode. Sensors include HS4001, ZMOD4410,
and ZMOD4510. Any one or two sensors can be used in the system; however, considering that ZMOD4410 is an
indoor air sensor while ZMODA4510 is an outdoor air sensor, these two sensors cannot be used at the same time.

Figure 4. QC Beginner Kit MCU Board — Sensor Mode

2.2 Voice Recognition Mode

The second mode for the QC Beginners Kit is the Voice Recognition mode. Some connection points in the
hardware are required to be adjusted for Digital MIC PMOD connection according to the following table.
Note: Points not listed in the table use the default configuration.

Mode E4 ES5 E17 E19 E20 E39

12S Open Open Closed Closed Closed Open

A microphone on Digital MIC PMOD is used for collecting audio data, and after the software analysis, it identifies
the input of 1k Hertz voice.
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Figure 5. QC Beginner Kit MCU Board — Voice Recognition Mode

In e? studio, choose project > src > user.h, and delete the double slash in front of “#define 12S” for voice
recognition mode.

For details on the settings and operation of the Voice Recognition mode, refer to
reality-digital-micro-RA6E2.docx.
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3. Quick Start Procedure

Complete the following quick-start steps in the order listed to operate the kit.

3.1 Power-on QC Beginners Kit

1. Plug either the sensor or microphone PMOD into PMOD?2.

2. Plug DA16600 into PMODL.

A USB cable supplies power. It takes five seconds for the system to boot.

3.2 Mode Recognition

When the board powers on, three statuses are possible. The QC Beginners Kit uses LED1 and LED?2 to signal
the current status. The three statuses are Waiting for Provisioning, MQTT Connecting, and MQTT Connection
Successful.
= Waiting for Provisioning

* When LED1 flickers quickly, it indicates that the kit requires provisioning. This status corresponds to the

operation process listed below, the DA16600 Provisioning Stage. In this case, LED?2 is off.

* To provision DA16600, follow the steps in section 3.3.

= MQTT Connecting

* LED1 flickers once every second to signal that the kit is connecting with the MQTT server. Be patient
because it takes a few seconds to complete this process. In this case, LED?2 is off.

* No operation is required in this stage.
= MQTT Connection Successful

* After connecting to the MQTT broker, LED1 lights up. LED?2 flickers according to the sampling period of
each sensor. If HS4001 is used only, LED? flickers every six seconds. If ZMOD4410 is attached, the flicking
period is six seconds. However, If ZMOD4510 is plugged into the PMOD interface, the flicking period
changes to four seconds.

Note: The ZMOD4410 and ZMOD4510 should not be used simultaneously.

* This status corresponds to the operation process listed below, the MQTT Message Interaction Stage, the
sampled data can be observed by any MQTT client, such as MQTT.fx (see section 3.4).

The operation process of the system consists of the following two stages.

= DA16600 Provisioning Stage
The DA16600 must be re-provisioned each time there is a change in the router that connects to the network.
Follow the steps in section 3.3 for provisioning DA16600.

= MQTT Message Interaction Stage

After provisioning DA16600, the system connects to the AWS MQTT server, and the data collected from
sensors in the system passing through the AWS MQTT server is sent to the MQTT client, which subscribes
the topic specified by the QC Beginners Kit. Follow the steps in section 3.4 for data display.

Note: If the system cannot run normally because of any unknown reasons or unstable network connections,
restart the system.
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3.3 Provisioning DA16600 on a Mobile Phone

DA16600 supports a provisioning feature called Wi-Fi Provisioning that simplifies network configuration. Follow
the provisioning steps with a mobile phone while Bluetooth is activated.

If LED1 on QC Beginners Kit flickers quickly, DA16600 must be provisioned. Start the Renesas Provisioning
Tool, find DA16600, and follow the steps below on a mobile phone with the iOS system.

14:56 211, 6G %

= Wi-Fi Provisioning Tool

14:66 11t 6G 6

< DA16600 Provisioning

17:00

€ Bluetooth® Device Scan

17:00 wl T -

€ Bluetooth® Device Scan

Start DA16200-based
Start DA16600-based

Provisioning with Bluetoath® Lower Energy is
a method that will configure your DA16600

Stop Scanning

device via an attached DA16600
Lower Energy radio. Once cornected, router
i fon will be sent to

Lower Energy characteristics and the DA16600
device will connect/confirm the configured network
parameters.

+ Please check if the SDK versionis 2.3.3.2
or higher.
+/ Connect to DA16600 device

+/ Configure Wi-Fi parameters

+ Provision/Confirm

Start

1. Click the Start DA16600-
based button.

2. Click the Start button.

ozner-12-863044038065797
127dB

No Device Narme
-B1dB

No Device Name

-62dB

No Devi ~
-65dB  Scanning BLE Devices...

No Device Name
-6BB

Nao Device Name
-68dB

No Device Name
-69dB

DA16600-9386
-69dB

No Device Name:

Connect

Connect

Connect

onnect

Connect

Connect

Connect

Connect

Start Scanning

-68dB

No Device Name

_68dR Connect

No Device Name

Connect
-69dB

DA16600-9386

I nin
_GodB Connect |

No Deviee Name

Connect
-B9dB
No Device Name

Connect
-71dB
No Device Name
. Connect
No Device Name

Connect
-73cB
No Device Name

Cannect

-73dB

3.

The phone scans for

Bluetooth devices.

. Click the Connect button to

connect to DA16600
Bluetooth Low Energy.
Note: Remember the name
of DA16600-XXXX for

later use.

Note: The name of DA16600 is used as the first part of the topic that MQTT client subscribed. Refer to the

subscribe part in section 3.4 for topic setting.
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e T COTTECTED

17:00 s F - 17:00 T - 17:00 Lok d

< DA16600-9386 < DA16600-9386 ¢ DA16600-9386

UUID : 11BD2DFO-3B7D-048A-156C-4CB2FFIB576A UUID : 11B02DFO-3B70-048A-156C-4CB2FFIB576A UUID : 11B02DF0-3B70-048A-156C-4CB2FFIB576A

Discr cl State - Disconnect State

Start Wi-Fi network scan Hidden Wi-Finetwark

Enter the passphrase

I MNetwork : Renesas Test Router

Raw Command

ZTE_B0BACY - Cancel OK f
REL-GLUBAL A "dialog_cmd": "network_info",
“ping_ads 888"
profiler L] svr_addr"; "192,168.0.
“Svr_port"; 10195,
REL-GLOBAL - “customer_svr_url*: “www.google.com*
Renesas Test Router w
REL-GLOBAL . {
“dial ": "sele 5
REL-GLOBAL - ialog_cmd": "select_ap",

"SSID": “Renesas Test Router”,
"security_type": 3,
"password": "12345678",

REL-GLOBAL - “isHidden": 0
REL-GLOBAL =
REL-GLOBAL . . . . <
return
9
5. When the app connectsto 6. The app receives Wi-Fi 8. Enter the passphrase and 9. Click the Connect to
the DA16600 Bluetooth network information from click the OK button. (Wi-Fi network name)
Low Energy, click the Start DA16600, and a list button.
Wi-Fi network scan appears.
button. 7. Click the name of the Wi-Fi

network in the list.

17:00 BiHECE N 17:00 i 15:29 ! T 6

< DA16600-9386

DA1E

UUID : 11B02DF0-3B70-048A-156C-4CB2FFIB576/ uuID :

State Disconnact

UUID : AB286B87-E284-BED1-6DSF-AAB7EIFCBESS

Network check result
Raw Command Network check result

(% Get IP address from DNS :
Success

p @ Ping test : Failure

{4 Connect to Server : Success
 [ad AP gives wrong IP address
il Server URL :
"ww.google.com’
il Server IP: "199.96.58.85"
il Ping IP: "8.8.8.8"

[ Get IP address form

DNS : Success

14 Connect to customer
server : Success

(il Server URL:
"weew.google.com”

() Server 1P : "34.208.225 182"

" COMPLETE
st

"password”; "12345678",
“isHidden": 0

R

Checking the connection

*dialog_emd": "select_ap",
*SSID": "Renesas Test Router",
“security_type": 3,
"passward”: "12346678",
“isHidden": 0

RETRY COMPLETE
"isHidden": 0

Connect to Renesas Test Router

10. DA16600 checks the 11. (a) DA16600 Provisioning  11. (b) MQTT Message Interaction Stage — In some countries
network. Stage — The provisioning or areas, the website connection might appear forbidden,
has ended successfully. and a notification of failure can appear. Ignore the
Click COMPLETE to finish notification and click the COMPLETE button to finish the
the provisioning. provisioning. This does not affect the subsequent
operations.
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For detailed information on installing WI-FI Provisioning, reference the DA16200 DA16600 Provisioning
Mobile App on the Renesas website.

3.4 Provisioning the MQTT Desktop Client
A MQTT desktop client application named MQTT.fx is used to receive message published by QuickConnect

Beginners Kit.

1. Install MQTT.fx 1.7.1 and follow the default installation steps (free trial available).

2. Open the MQTT.fx client program. Click the cogwheel icon to open the settings, and click the plus icon, +, to

create a profile.

@ MaTTA - 171

GION Extras  Help

B vevedipse

m Subscribe  Scripts  Broker Status

Log

\

T1_Fx_Cien
EEEDD vsercredentials  SSU/TLS Prowy  IWT

Enter a Profile Name (the example uses QCloT) and complete the connection profile including Broker Address
(the example uses the AWS loT endpoint: aado670wpkp61-ats.iot.us-west-2.amazonaws.com), Broker Port

(the example uses 8883), and Client ID (the default name that the system generates is acceptable).
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Note: To set the MQTT Broker Profile Settings, the Profile Type must be MQTT Broker.

B Edit Connection Profiles
AWS

M2M Eclipse

Qc Studio

QCloT

local mosquitto

L

Profile Name | QCloT

Profile Type  MQTT Broker -

MQTE

Broker Port = 8883

CientID  QCloT_Device

Broker Address = aado&70wpkpé1-ats.iot us-west-2 amazonaws.col

Generate

User Credentials  SSL/TLS  Proxy LWT

Connection Timeout = 30

Keep Alive Interval | 40

Clean Session v/

Auto Reconnect
Max inflight | 10

MQTT Version v Use Default

Clear Publish History

Clear Subscription History

Revert

3. Use the SSL/TLS tab for certificate verification.

a. Select Enable SSL/TLS. Navigate to the location where the Self signed certificates option is available.
Click on the checkbox to select it. Next, use the browse button (...) to import the self-signed certificates

from a PC folder.

® " Edit Connecticn Profiles O X ‘
AWS ' Select CA Certilieate x
M2M Eclipse Profile Name | QCloT & 4 || = ST » Project + GCIOTBegener kit + code + cenificate v @) | Sowch centificate ]
Qc Studio Organize = Hlews foldee «
QClaT Profile Type  MQTT Broker v > U]
local it | marc o
local mosquitto -
q . 50 Oty AmazonRectCAl pem
MQTT Broker Profile Settings 20 Pt A
B Oesvinp AN It
3 oo . & 1 3 061 1 SaETOM- cartific e parn it
Broker Address | aado&70wpkpél-atsiotus| 0 Cooumem 156360426 25704 private. pem.bey.
& Doumbands
Broker Port | 5383 b Music
. &) Pictures
Client ID
ien QCloT_Device B ideos
= Local Duske (Ce)
General  User Credentials Proxy LW RO (£
| = WM ()
Enable SSL/TLS /' = CHUNMENGHU | .
CA signed server certificate File pame: v
CA certificate file T
CA certificate keystore
® Self signed certificates
CAFile | FASST\Project\QCIOT Beginner Kit\code\certificate\AmazonRootC2
Client Certificate File | F\SST\Project\QCIOT Beginner Kit\code\certificate\ff15e5c60d267
Client Key File | F\SST\Project\QCIOT Beginner Kit\code\certificate\ff15e5c60d267
Client Key Password
PEM Formatted
Self signed certificates in keystores
&+ - Revert oK Apply

Note the following:

= CA File corresponds to AmazonRootCAl.pem.
= Client Certificate File corresponds to xxx-certificate.pem.crt.

Client Key File corresponds to xxx-private.pem.key.
Verify that the PEM Formatted box is selected.
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4. After completing the previous steps, click Apply > OK to save.
5. Next, select the name of the file that was created in the profile box. Click Connect.

If the round icon in the top-right corner is green, the connection to the AWS MQTT server is successful,
and the publishing and subscribing operations can be performed.

@ MaTTfx - 171 a

| File [T

Publish BSTUEGUTEE Scripts  Broker Status  Log

DA16600-9386_pub

EIP o511 oz | 370

Topics Collector (0) Sean

6. Select the Subscribe tab, enter a topic name, which is recorded in step 4 of section 3.3, plus underline and
pub, such as DA16600-9386_pub, and click Subscribe to subscribe to the topic. The subscribing result can
be queried through window in the bottom-right corner.

@ MarTix-1.7.1 = ] X
E Extras Help
E Disconnect “ a

Publish ';;._' Scripts  Broker Status Log

DA16600-93856_pub DA16600-9386_pub 1
Dump Messages Mute QoS0
DA16600-9386_pub 2
QoS0
DA16600-9386_pub

01-03-2024 14:00-44 50444104 QoS0

temperature=27.0 humidity=12.0

Topics Collector (0) Sean

3.5 Output Format of Various Sensors

= For HS4001, temperature and humidity values publish to the MQTT server, and the client subscribing to it
receives data such as the following:
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e temperature=xx.x humidity=xx.x

= For ZMODA4410, the first 100 data is invalid for applications while counting down from 100, therefore, 300
seconds is required before the sensor stabilizes. After 5 minutes, information on the indoor air quality (IAQ)
and total volatile organic compounds (TVOC) outputs.

= For ZMODA4510, the first 900 data is invalid for applications while counting down from 900 to O, therefore,
1800 seconds is required before the sensor stabilizes. After 30 minutes, information on the ozone
concentration and air quality index (AQI) outputs.

= HS4001 can be used with either ZMOD4410 or ZMOD4510, but ZMOD4410 and ZMOD4510 cannot be used
together. (Each sensor can also be used independently.) The output adjusts according to the sensors in the
system.

= With the microphone, the following can occur for the output of information:
* If there is not a sound source: no 1k voice.
* When a 1k Hertz audio is close to the microphone: 1k voice.

Note: Only 1k Hertz sound recognition is supported.
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4. Reference Documents

= RAGE2 - Entry-Line 200MHz Arm® Cortex®-M33 General Purpose Microcontroller | Renesas

= DA16600MOD - Ultra-Low Power Wi-Fi + Bluetooth® Low Energy Combo Modules for Battery Powered loT

Devices | Renesas

= HS4001 - Relative Humidity and Temperature Sensor, Digital Output, +1.5% RH | Renesas

= ZMOD4410 - Firmware Configurable Indoor Air Quality (IAQ) Sensor with Embedded Artificial Intelligence (Al)

| Renesas

= ZMOD4510 - Gas Sensor for O3 and NO2 | Renesas

Technical Updates or News

The latest information can be downloaded from the Renesas Electronics website.

Website and Support

Renesas Electronics Website: https://www.renesas.com/

Inquiries: https://www.renesas.com/contact/

5. Revision History

Revision Date Description
1.01 Oct 1, 2024 Updated sections 1.1.2, 1.2.1, 2.1, 3.2, and 3.4.
1.00 Jun 5, 2024 Initial release.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LS|, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Vi (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LS| is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.
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(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan

www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Disclaimer Rev.5.0-1 October 2020)

Contact Information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/
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