RE N ESAS Application Note

Renesas RA Family
RA8 MCU Advanced Secure Bootloader Design using
MCUboot and Code Flash Dualbank Mode

Introduction

MCUDboot is a secure bootloader for 32-bit MCUs. It defines a common infrastructure for the bootloader,
defines system flash layout on microcontroller systems, and provides a secure bootloader that enables easy
software update. MCUboot is operating system and hardware independent and relies on hardware porting
layers from the operating system it works with. The Renesas Flexible Software Package (FSP) integrates an
MCUboot port starting from FSP v3.0.0. Users can benefit from using the FSP MCUboot Module to create a
Root of Trust (RoT) for the system and perform secure booting and fail-safe application updates.

MCUboot is maintained by Linaro in the GitHub mcu-tools page https://github.com/mcu-tools/mcuboot. There
is a \docs folder that holds the documentation for MCUboot in .md file format. This application note refers to
the above-mentioned documents wherever possible and is intended to provide additional information that is
related to using the Renesas FSP MCUboot Module.

For RA Family RA8M1, RA8D1, and RA8T1 MCU Groups, the internal code flash has a dual bank feature,
which can be used to simplify and accelerate firmware update. This dual bank feature is supported from FSP
v3.6.0. This application note demonstrates secure bootloader design using this dual bank feature for a Non-
TrustZone environment based on RASM1.

Example projects using the EK-RA8M1 evaluation kit are provided in this application project. Users can
review the flash layout for RA8D1 and RA8T1 and port the application to RA8D1 and RA8T1. In addition,
steps for how to master an application to use with the bootloader and how to update to a new application are
provided. Users can follow these steps to recreate the reference bootloader and link the example application
projects included in this application project to use the bootloader.

If you are interested in secure bootloader design using the MCUboot module with RA8 internal flash in linear
mode, reference application project R11AN0909.

Required Resources
Development tools and software

e The e? studio IDE v2024-10
e Renesas Flexible Software Package (FSP) v5.6.0
e SEGGER J-link® USB driver

The above three software components: the FSP, J-Link USB drivers and e? studio are bundled in a
downloadable platform installer available on the FSP webpage at renesas.com/ra/fsp.

e Python v3.9 or later- https://www.python.org/downloads/

e Renesas Flash Programming (RFP) v3.16.00 or later
https://www.renesas.com/us/en/software-tool/renesas-flash-programmer-programming-gui

e Renesas Secure Key Management Tool v1.07
https://www.renesas.com/en/software-tool/security-key-management-tool

Hardware

o EK-RA8M1, Evaluation Kit for RA8M1 MCU Group http://www.renesas.com/ra/ek-ra8m1
e  Workstation running Windows® 10
e Two USB device cables (type-A male to micro-B male)

Prerequisites and Intended Audience

Users of this application project should have some experience with the Renesas e? studio. Users should
read the MCUboot Port section of the FSP User’'s Manual as well as the MCU Hardware User’'s manual
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Flash Memory section prior to working with this application project. Users should also have some
knowledge of cryptography. Prior knowledge of Python usage is also helpful.

The intended audience includes product developers, product manufacturers, product support, or end users
who are involved with designing application systems involving usage of a secure bootloader.

Using this Application Note

Section 1 is an overview of the code flash dual bank feature of RA8M1 and RA8D1 MCUs. Users who are
familiar with the MCU dual bank features can skip this section.

Section 2 covers the general flow of architecting a system using the FSP MCUboot module. For example,
memory configuration for a code flash dual bank-based bootloader using MCUboot is introduced in this
section.

Section 3 covers the introduction to the example projects included in this application project. Users should
review this section to understand how to use the example projects.

Section 4 covers the steps to create a secure bootloader using the code flash dual bank feature and
MCUboot module. Users who customize the bootloader should review this section to understand how the
bootloader is structured.

Section 5 provides the steps to configure and sign an application to use the bootloader created in section 4.
The included example projects are used in this section.

Section 6 provides instructions on how to debug and boot the primary application project and update to a
new image. Users who use the dual bank feature for the first time should review this section as it includes
information about:

e Debugging and booting the primary application
e Downloading a new image using the primary image downloader
e Booting the new image

Section 7 covers the production support of provisioning the new MCU with the bootloaders and the initial
application.

Section 8 provides instructions on how to run the included example projects. Users who are familiar with
bootloader design using MCUboot can go to this section for a quick evaluation of the included example
projects.

RO1AN7556EU0100 Rev.1.00 Page 2 of 71
Dec.09.24 RENESAS



Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

Contents

1.  Code Flash Dual Bank FEaAtUre...........cooiiiiiiiiiiiiii e 5
1.1 RA8M1 MCU Group Code Flash Configuration .............cceeiiiiiiiiiii e 5
1.2 OptioN-SetliNg MEMIOIY .....ooi ittt ra et e e s st e e s aab et e e e aabb e e e s aabbe e e e annneees 8
1.2.1  Code FIash BanK MO ..........ueiiiiiiieieiiie ettt ettt ettt e st e e s aab e e e e e abb e e e s annneee s 8
1.2.2  Startup BanK SEIECHON ........coiii et e e e e e e e e e e e e e e e e e e aees 9
L T = T T o1 S A1 T o PO PPPPPRN 10
1.2.4 Code Flash BIOCK Prot@CHION ........c.uuiiiiiiiie ettt ettt e e st e e e e enree e e e nnnes 10
2. Using the Code Flash Dual Bank Feature with MCUboot Overview ..............ccccccceeeeeeiieninnnn, 11
2.1 MCUDOOt FUNCHONAIHIES OVEIVIEW ....c.uveiiieiiiiiie ittt ettt e e st e e st e e st e e senseeeesanneeeesannneeens 11
2.2 Using MCUboot for Code Flash Dual Bank Mode.............c.ccoooooiiiiiiiiiiiie e 12
2.2.1 Use Direct XIP Firmware Update MOE ...........oocuiiiiiiiiiiiiiie et 12
2.2.2 Memory Configuration Overview with Dual Bank and MCUDOOL ...........cccoccuiiiiiiiiiii e, 12
2.3 Designing Bootloader and Initial Primary Application OVerview ............cccccoiiiiiiiiiiiiiiiee e 13
2.4  Migrating an Existing Code Flash Linear Mode MCUboot Based System.............ccoecvivieeeeceeeiccinnneen. 13
3. Guidelines for Using the Example Projects Included..................uuuuiiiiiiiiiiiiiiiiiiie 13
3.1 Example Projects with BOOIOAAET............ooouiiiiiiiiei e 14
3.2 Example Projects Without BOOIOAAET ............oooi e 14
4. Creating the Bootloader Project using Code Flash Dual Bank Mode ..............ccovvceiiiiinnnnnne, 14
4.1 Include the MCUboot Module in the Bootloader Project ... 14
4.2  Configure the Memory Configuration and Authentication Method .............cccooi s 18
4.3 Configure the MbedTLS Crypto Only Module and the Flash Driver...........cccoooiiiiiiiiiieeeees 20
S Y X [0 I (a1 = ToTo ) a7 o Yo [ PO UURRU 22
4.5 Compile the Bootloader ProjECt..........cooiiiiiiiiiiiie it 23
4.6 Configure the Python Signing ENVIFONMENT ..o 23
4.7  Prepare for ProduCHiON SUPPOT. ........eiiiiiiiiie ittt ettt e et e e et e e e et e e e e nneee e e aneeas 24
5. Configuring and Signing an Application Project ... 27
5.1  Configure the Application Project to Use the Bootloader .............cooviiiiiiiiiiiiiie e 27
5.2 Signing the Application IMage...........oouiiiiiiii ettt e e e sbre e e e rneeeeeeans 28
5.3 Preparation for Production SUPPOIT...........u e e 30
5.4  Creation of a single .srec file for Development SUPPOIt............ueiiiiiii i 31
6. Booting the Primary Application and Updatingto a New Image ..........cccccceeeeiiiiiiieiiiicieee e, 32
6.1  Prepare @ SECONAAry IMAQJE ... ...ue ittt e e e e ettt e e e e e e e e e e e e e e e e e e e e annnaneeaaeeeas 32
6.2  SetUP the HAardWAre ... ..ottt e e e et e e e e e e e e e e e e e e e e e e e e e annneeeeeaaeean 35
6.3 Erase the MU ...ttt e bt e e e s bt e e e s bt e e e sbee e e e abreeeeen 36
6.3.1 Use the Renesas FIash Programmer......... ... . s 36
6.3.2 Use the SEGGER J-FIash Lite ........c.oiiiiiiiiiieie e 38
RO1AN7556EU0100 Rev.1.00 Page 3 of 71

Dec.09.24 RENESAS



Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

6.3.3 Use Renesas Device Partition Manager ..........c.ueoi ittt 39
6.4  Start the DebUG SESSION ... e e e e e e e e e e e e e e aaaaae s 41
6.5 Program the New Application Using the Primary Application Downloader ...........ccccooeiiiiiiiiiiiiiincieeenn, 44
6.6 B0Ot the NEW APPIICALION ....uueueii s 46
7.  Production Support Considerations ...........ccooiiiiiiiiiiii e 47
7.1 Protect the Bootloader using Flash BIOCK ProtecCtion ..o 47
7.2  Provision the Bootloaders and the Initial Application t0 MCU .............ccooiiiiiiie i 49
8. Compile and Exercise the Included Example Bootloader and Application Projects................. 51
8.1  Using USB as the Download INterface ............coooiiiiiiiiiiie e 51
8.2 Using the UART as the Download INtErface ...........ccuueeiiiiiiiiiiiiie e 52
LS TR N o 1= T [ P 53
9.1  Usage Note with First Stage Bootloader (FSBL)........c..uuiiiiiiiiiiiiee e s sneeee e 53
9.1.1  Using FSBL With CRC BOOL........uiiiiiiiiiieiiee et et e e e e e e e anr b e e e e aaeean 53
9.1.2  Using FSBL With SECUIE BOOL ......c.oiiiiiiiiiiiie ettt et e e e e e 61
LT (T (=T (=] g o= SRR 69
11. Website and SUPPOI ... ..o e e e e e e e ea it a e e e e e e e enaneas 70
REVISION HISOIY ..o 71
RO1AN7556EU0100 Rev.1.00 Page 4 of 71

Dec.09.24 RENESAS



Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

1. Code Flash Dual Bank Feature

For RA8M1, RA8D1 and RA8T1 MCU groups, the internal flash memory can operate in linear mode or dual
bank mode. In linear mode, the code flash memory is used as one area. In dual bank mode, the code flash
memory is divided into two areas. In code flash dual bank mode, the bank swap function can be used to boot
into a new application for a system that includes a bootloader.

1.1 RA8M1 MCU Group Code Flash Configuration

Using the 2-Mbyte product as an example, the code flash memory in linear mode for RA8M1 includes the
blocks shown in Figure 1.

Address Address
0x021F_7FFF 0x121F_7FFF ™
Block 68 Block 68
(32 KB) (32 KB)
0x021F_0000 0x121F_0000
0x0201_FFFF 0x1201_FFFF
Block 9 Block 9
(32 KB) (32 KB) > User area: 2 MB
0x0201_8000 0x1201_8000
0x0201_7FFF 0x1201_7FFF
Block 8 Block 8
(32 KB) (32 KB)
0x0201_0000 0x1201_0000
0x0200_FFFF 0x1200_FFFF
0x0200_E000 Block 7 (8 KB) 0x1200_E000 Block 7 (8 KB)
0x0200_3FFF 0x1200_3FFF
0x0200_2000 Block 1 (8 KB) 0x1200_2000 Block 1 (8 KB)
0x0200_1FFF 0x1200_1FFF
0x0200_0000 Block 0 (8 KB) 0x1200_0000 Block 0 (8 KB) J
Secure alias Non-secure alias

Figure 1. RA8M1 Code Flash Memory in Linear Mode
Upper Bank Address in Code Flash Linear Mode
In code linear mode, the upper bank starting address is half of the code flash size. For example, for the

2-Mbyte RA8M1 used in this example project, the starting address of the upper bank address is 0x2100000.
The upper bank linear mode address is used when downloading the upper bank bootloader using MCUboot
in code flash dual bank mode.
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Using the 2-Mbyte product as an example, the code flash memory in dual bank mode includes the blocks
shown in Figure 2. The default configuration is highlighted in the red box.

Address
0x022F_7FFF

0x022F_0000

0x0221_FFFF

0x0221_8000
0x0221_7FFF

0x0221_0000
0x0220_FFFF
0x0220_E000

0x0220_3FFF
0x0220_2000
0x0220 1FFF
0x0220_0000

0x020F_7FFF

0x020F_0000

0x0201_FFFF

0x0201_8000
0x0201_7FFF

0x0201_0000
0x0200_FFFF
0x0200_E000

0x0200_3FFF
0x0200_2000
0x0200_1FFF
0x0200_0000

Block 106
(32 KB)

Block 79
(32 KB)

Block 78
(32 KB)

Block 77 (8 KB)

Block 71 (8 KB)

Block 70 (8 KB)

Reserved area

Block 36
(32 KB)

Block 9
(32 KB)

Block 8
(32 KB)

Block 7 (8 KB)

Block 1 (8 KB)

Block 0 (8 KB)

Secure alias

Address
0x122F_7FFF

0x122F_0000

0x1221_FFFF

0x1221_8000
0x1221_7FFF

0x1221_0000
0x1220_FFFF
0x1220_E000

0x1220_3FFF
0x1220_2000
0x1220_1FFF
0x1220_0000

0x120F_7FFF

0x120F_0000

0x1201_FFFF

0x1201_8000
0x1201_7FFF

0x1201_0000
0x1200_FFFF
0x1200_E000

0x1200_3FFF
0x1200_2000
0x1200_1FFF
0x1200_0000

Block 106
(32 KB)

Block 79
(32 KB)

Block 78
(32 KB)

Block 77 (8 KB)

Block 71 (8 KB)

Block 70 (8 KB)

Reserved area

Block 36
(32 KB)

Block 9
(32KB)

Block 8
(32 KB)

Block 7 (8 KB)

Block 1 (8 KB)

Block 0 (8 KB)

Non-secure alias

"\

Bank 1 when the
BANKSEL.BANKSWP[2:0]
X bits are 111b

Bank 0 when the

BANKSEL.BANKSWP[2:0]

bits are 000b

-

Bank 0 when the
bits are 111b

BANKSEL.BANKSWP[2:0]

~

Bank 1 when the

BANKSEL.BANKSWP[2:0]

bits are 000b

~

User area: 2 MB
except reserved area

Figure 2. RA8M1, RA8D1 and RA8T1 Code Flash Memory in Dual Bank Mode
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Table 1 is a summary of the code flash blocks in linear and dual bank mode. The upper bank address in dual
bank mode is 0x2200000 regardless of the code flash size. This address should be used with the application
image downloader.

Table 1. RA8M1, RA8D1 and RA8T1 Code Flash

Code Flash Range Address
Product Linear Mode Dual Mode
2-Mbyte Secure alias: Lower side bank:
product 0x0200_0000 to 0x021F_7FFF Secure alias: 0x0200_0000 to 0x020F_7FFF
Non-secure alias: 0x1200_0000 to 0x120F_7FFF
Non-secure alias: Upper side bank:
0x1200_0000 to 0x121F_7FFF Secure alias: 0x0220_0000 to 0x022F_7FFF
Non-secure alias: 0x1220_0000 to 0x122F_7FFF
1-Mbyte Secure alias: Lower side bank:
product 0x0200_0000 to 0x020F_FFFF Secure alias: 0x0200_0000 to 0x0207_FFFF
_ Non-secure alias: 0x1200_0000 to 0x1207_FFFF
Non-secure alias: Upper side bank:
0x1200_0000 to 0x120F_FFFF Secure alias: 0x0220_0000 to 0x0227_FFFF
Non-secure alias: 0x1220_0000 to 0x1227_FFFF

Figure 3 is the code flash block structure for the RA8M1. The code flash erasing and programming minimum
unit is the code flash block size. The block numbering scheme is used in the block protection design.

Address offset

2
1

B product: 0x022F_7FFF
B product: 0x0227 FFFF

==

2 MB product: Block106 (32 KB)

2 MB product: 0x022F 0000 1 MB product: Block91 (32 KB)
1 MB product: 0x0227_8000

Block79 (32 KB)
0x0221_8000

Block78 (32 KB)

0x0221_0000

0x0220_£000 Block77 (8 KB)
0x0220_2000 Block71 (8 KB)
0X0220_0000 Block70 (8 KB)
Address offset Address offset
2 MB product: 0x021F_7FFF 2 MB product: 0x020F_TFFF
1 MB product: 0x020F FFFF 1 MB product: 0x0207 FFFF
2 MB product: Block68 (32 KB) 2 MB product: Block36 (32 KB)
2 MB product: 0x021F 0000 | 1 MB product: Block37 (32 KB) 2 MB product 0x020F 0000 1 MB product: Block21 (32 KB)
1 MB product: 0x020F_8000 1 MB product: 0x0207_8000
Block9 (32 KB) Block9 (32 KB)
0x0201_8000 0x0201_8000
Block8 (32 KB) Blocks (32 KB)
0x0201_0000 0x0201_0000
0x0200_E000 Block7 (8 KB) 0x0200_E0O0 Block7 (8 KB)
0x0200_2000 Block1 (8 KB) 0x0200_2000 Block1 (8 KB)
0x0200_0000 Block0 (8 KB) 0x0200_0000 BlockO0 (8 KB)
Linear mode Dual mode
Figure 3. RA8M1 Code Flash Block Structure
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1.2 Option-Setting Memory

The description in this section applies to RA8M1. The Option-Setting Memory of the RA8M1 MCUs
determines the state of the MCU after a reset. Several property settings that relate to the code flash and data
flash mode are described in this section.

Secure alias/ Non-secure alias

0x0300_A2D0
Reserved area
0x0300_A2D0
Block Protect Setting Register
lect (BPS_SEL!
0x0300_A2C0 Select (BPS_SEL)
Reserved area
0x0300_A294
- Bank Select Register Select
0x0300_A290 (BANKSEL_SEL)
Reserved area
0x0300_A284
Option Function Select Register 1
Select (OFS1_SEL)
0x0300_A280
Reserved area
0x0300_A270 — i
- Permanent Block Protect Setting Secure ragion
Register Secure (PBPS_SEC) ress
0x0300_A260 Secure alias/ Non-secure alias
e 0x2703_0880
0x0300_A250 xeri g
- Block Protect Setting Register OEM AB"L"'R°H.ba°* Cf:;‘g’ ’OOEMEL
Secure (BPS_SEC) 0x2703_0878 = =
0x0300_A240 Anti-Rollback Counter for
N "
Reserved area 0x2703_0858 (ARC_NSEC)|
0x0300_A214 Anti-Rollback Counter for
Bank Select Register Secure Secure Application (ARC._SEC)
(BANKSEL_SEC) 0x2703_0850
0x0300_A210
Reserved area
040500 A28 e 0x2703_03C4
- L n Anti-Rollback Counter
Option Function Select Register 1 Configuration Setting for Non-
Secure (OFS1_SEC) ARCCS)
Ox0200_A200 0x2703_03C2 e ; )
Reserved area - Anti-Rollback Counter Lock
Setting (ARCLS)
0x1300_A1F0
- Permanent Block Protect Setting 2703 03C0
Register (PBPS) Reserved area
0x1300_A1E0 0x2703_0392 -
Reserved area Configuration Data 2 Lock bit
0x1300_A1D0 - 0x2703_0390 {02 1K)
Block Protect Setting Register Non-secure region - Configuration Data 1 Lock bit
BPS -secus i 1_LK
0x1300_A1CO { ) [ 0x2703_0388 (G011
R - - Configuration Data 0 Lock bit
0x1300_A194 0x2703_0380 {C00 LY — |— Secure region
Bank Select Register (BANKSEL) Hash ;ﬂg;mglew
0x1300_A190 0x2703_0360 —{-gg“g"[‘,e ;‘z’fg 2
Reserved area User Lockable Area2 -
0x1300_A184 0x2703_0280
Option Function Select Register 1 - Lockable Area 1
(OFS1) User Lockable Areat (LK_CD_A1)
0x1300_A180 0x2703_0180
Reserved area User Lockable Aread
0x0300_A138
- Startup Area Setting Register 27030088 Start Address of Measurement
SAS Report Register (SAMR]
0x0300_A134 (SAS) 0x2703_0094 — m:O ?‘Cm { = ﬁ] —
ress of Code Certificate
Reserved area Register (SACC1)
0x0300_A114 0x2703_0090
Dual Mode Select Register | Secure region Start Address of Code Certificate0 |___Lockable Area 0
(DUALSEL) feg! Register (SACCO) (LK_CD_AD)
0x0300_A110 0x2703_008C S8 Conrol Recoer 2
Reserved area ontrol Register
= 012703 0088 (FSBLCTRL?)
Al X
0x0300_A108 Option Function Select Register 2 - FSBL Control Register 1
(OFS2) (FSBLCTRL1)
0x0300_A104 - - 0x2703_0084
- Option Function Select Register 0 FSBL Control Register 0
(OFS0) (FSBLCTRLO)
0x0300_A100 0x2703_0080
Code flash option setting memory area Data flash option setting memory area

Figure 4. Option-Setting Memory

1.2.1 Code Flash Bank Mode

The register that configures the code flash bank mode is in the Option-Setting Memory of the MCU. As
shown in Figure 4, the Dual Mode Select dual bank select register DUALSEL is located at 0x0300A110.

The DUALSEL register defines whether the code flash is in linear or dual bank mode. For a blank MCU, the
code flash is in linear mode. The user application can change this configuration. With current FSP support,
this register is set up at compile time by configuring the property under the BSP tab (refer to Figure 32).
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6.2.3 DUALSEL : Dual Mode Select Register

address: 0x0300_A110

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: —_ —_ — _ —_ —_ — _ —_ _— - - — _ —_ _
Value after reset: User setting"!
Bit position: 15 14 13 12 1 10 9 8 7 6 5 o 3 2 1 0
Bit field: —_ —_ —_ _ —_ —_ — _ —_ - — — —_ BANKMDI[2:0]
Value after reset: User setting™!
Bit Symbol Function RW
2.0 BANKMD[2:0] Bank Mode Select R

000: Dual mode
11 1: Linear mode
Others: Reserved

31:3 — The program value is read from these bits. ™ R

Note 1. The value in a blank product is 0xFFFFFFFF. It is set to the value written by your application
Note 2. This register can only be programmed by FACI command. When programming, the set value should be 1.

Figure 5. Register Configuration for Code Flash Dual Bank Mode

1.2.2 Startup Bank Selection

The description in this section applies to RA8M1, RA8D1 and RA8T1 Family MCUs. Bank 0 is the lower bank
for a blank RA8M1 MCU as defined by the Bank Select registers shown in Figure 6.

6.2.7 BANKSEL, BANKSEL_SEC : Bank Select Register for Non-secure and Secure

Address: BANKSEL: 0x1300_A190 (Non-secure)
BANKSEL_SEC: 0x0300_A210 (Secure)

Bit position: kil 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bitfield: ( — | - | - | - ‘ - | - | - | - - ‘ BLCKSWPI6:0] l
Value after reset User setting ™!
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 1]
Bit field: - | - | - | - ‘ - | - | - | - - ‘ - ‘ - ‘ - | - ‘ BANKSWP[2:0] ‘
Value after reset: User setting™!
Bit Symbol Function RW
2:0 BANKSWP[2:0] Startup Bank Switch R

This setting is valid in dual mode.
000: Start address of Bank0 is code flash base address + 0x0020_0000 and Bank is
code flash base address + 0x0000_0000 in dual mode
11 1: Start address of Bank0 is code flash base address + 0x0000_0000 and Bank is
code flash base address + 0x0020_0000 in dual mode
Others: Reserved

15:3 — The program value is read from these bits. * R

22:16 BLCKSWPI[6:0] Block Swap Select
When all bits are set to 1, the block swap is disabled. When at least one bit is set to 0, block
swap is enabled and the corresponding blocks of code flash memory are swapped.

31:23 — The program value is read from these bits.."? R

Note 1. The value of BANKSEL and BANKSEL_SEC in a blank product is OxFFFFFFFF. It is set to the value written by your application.
BANKSEL register is for Non-secure developer, and BANKSEL_SEC register is for Secure developer.

Figure 6. Bank 0 is Default at Address 0x00000000

Only secure developers can program BANKSEL_SEC and BANKSEL_SEL registers. BANKSEL_SEC
register is for secure developers, and BANKSEL register is for non-secure developers.

BANKSEL_SEL controls whether the BANKSEL or BANKSEL_SEC setting is applied. When BANKSEL_SEL
is OXFFFFFFFF, the setting in BANKSEL is used. When BANKSEL_SEL is OxFFFFFFF8, the setting in
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BANKSEL_SEC is used. For Non-Trust Zone based Flat projects, BANKSEL_SEL selects the corresponding
bits in the BANKSEL_SEC register.

1.2.3 Bank Swap
Startup bank selection provides a way to safely update the program by selecting a bank area to be started in
dual mode during a reset.

0x022F_7FFF 0x022F_7FFF

Bank 1 Bank 0

0x0220_0000 0x0220_0000

//—%/_’/

%

0x020F_7FFF 0x020F_7FFF
Bank 0 Bank 1
0x0200_0000 0x0200_0000
BANKSEL.BANKSWP[2:0] BANKSEL.BANKSWP[2:0]
bits are 111b*’ bits are 000b

Figure 7. Example of Startup Bank Selection for Secure alias (For Products with 2 Mbyte of Code
Flash Memory)

Bank selection can be changed at runtime through the FSP API. The BANKSWP bits in the BANKSEL
register can be changed at the application level. The FSP flash driver provides the
R FLASH HP BankSwap () API to facilitate this action. This APl is automatically called from the FSP

MCUboot module. The swap takes affect after the next reset.

1.2.4 Code Flash Block Protection

The RA8M1 MCUs implement a security function to protect the code flash against illicit tampering with or
reading out of data in flash memory. The registers that define this security function reside in the Option-
Setting Memory. The code flash memory can be temporally or permanently protected from
programming/erasure operation.

The registers that support the temporary code flash block protection reside in the Option-Setting Memory:

address:

BPS: 0x1300_A1C0, 0x1300_A1C4, 0x1300_A1C8, 0x1300_A1CC (Non-secure)
BPS_SEC: 0x0300_A240, 0x0300_A244, 0x0300_A248, 0x0300_A24C (Secure)
BPS_SEL: 0x0300_A2C0, 0x0300_A2C4, 0x0300_A2C8, 0x0300_A2CC (Secure)

Bit position: 31

Bit field:

Value after reset User setting ™!

Note 1. The value of BPS and BPS_SEC in a blank product is OxFFFFFFFF. The value of BPS_SEL in factory shipment product is
0x00000000. Itis set to the value written by your application.

Figure 8. Registers Related to Temporary Code Flash Block Protection

Only secure developers can program the BPS_SEC and BPS_SEL registers. The BPS_SEC register is for
secure developers, and the BPS register is for non-secure developers. The applied setting value is
determined by the value of the corresponding bit in BPS_SEL register. BPS_SEL controls whether the BPS
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or BPS_SEC setting is applied. When BPS_SEL is OxFFFFFFFF, the setting in BPS is used. When
BPS_SEL is OxFFFFFFF8, the setting in BPS_SEC is used. For Non-Trust Zone based Flat projects,
BSP_SEL selects the corresponding bits in the BSP_SEC register. The BPS and BPS_SEC registers
invalidate the programming and erasure to the code flash memory. When a BPS/BPS_SEC bit is 0, the
programming and erasure to the corresponding block are invalid.

These registers can be set by configuring the BSP stack in the RA configurator as shown in Figure 85 and
Figure 86.

The registers that support the permanent code flash block protection reside in the Option-Setting Memory:

Address: PBPS: 0x1300_A1EO0, 0x1300_A1E4, 0x1300_A1E8 (Non-secure)
PBPS_SEC: 0x0300_A260, 0x0300_A264, 0x0300_A268 (Secure)

Bit position: 31 0

Bit field:

Value after reset: User setting"’!

Figure 9. Registers Related with Permanent Code Flash Block Protection

Only secure developers can program the PBPS_SEC and PBPS_SEL registers. The PBPS_SEC register is
for secure developers, and the PBPS register is for non-secure developers. The applied setting value is
determined by the set value of the corresponding bit in the PBPS_SEL register. PBPS_SEL controls whether
the BPS or BPS_SEC setting is applied. When PBPS_SEL is OxFFFFFFFF, the setting in PBPS is used.
When PBPS_SEL is OxXFFFFFFF8, the setting in PBPS_SEC is used. For Non-Trust Zone based Flat
projects, PBSP_SEL selects the corresponding bits in the PBSP_SEC register. The PBPS and PBPS_SEC
registers invalidate the programming and erasure to the code flash memory. When a PBPS/PBPS_SEC bit is
0, the programming and erasure to the corresponding block are invalid.

Setting of these registers can be achieved by configuring the BSP Properties in the RA configurator as
shown in Figure 87 and Figure 88.

2. Using the Code Flash Dual Bank Feature with MCUboot Overview

MCUboot evolved out of the Apache Mynewt bootloader, which was created by runtime.io. MCUboot was
then acquired by JuulLabs in November 2018. The MCUboot github repo was later migrated from JuulLabs
to the mcu-tools github project. In year 2020, MCUboot was moved under the Linaro Community Project
umbrella as an open-source project.

2.1 MCUboot Functionalities Overview

MCUboot handles the firmware authenticity check after start-up and the firmware switch part of the firmware
update process. Downloading the new version of the firmware is out-of-scope for MCUboot. Typically,
downloading the new version of the firmware is functionality that is provided by the application project itself.
This application project provides an example of downloading a new image using the XModem protocol from
the application project.

The functionality of MCUboot during booting and updating follows the process below:

The bootloader starts when the CPU is released from reset. If there are images in the Secondary App
memory marked as to be updated, the bootloader performs the following actions:

1. The bootloader authenticates the Secondary image.

2. Upon successful authentication, the bootloader switches to the new image based on the update method
selected. Available update methods supported by FSP are overwrite, swap, and direct XIP.

3. The bootloader boots the new image.

If there is no new image in the Secondary App memory region, the bootloader authenticates the Primary
applications and boots the Primary image.

The authentication of the application is configurable in terms of the authentication methods and whether the
authentication is to be performed with MCUboot. If authentication is to be performed, the available methods
are RSA or ECDSA. The firmware image is authenticated by hash (SHA-256) and digital signature validation.
The public key used for digital signature validation can be built into the bootloader image or provisioned into
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the MCU during manufacturing. In the examples included in this application project, the public key is built into
the bootloader images.

There is a signing tool included with MCUboot: imgtool .py. This tool provides services for creating Root
keys, key management, and signing and packaging an image with version controls. Read the MCUboot
documentation to understand and use hese operations.

2.2 Using MCUboot for Code Flash Dual Bank Mode

The FSP supports overwrite, swap, and direct XIP (execute-in-place) update mode. For flash dual bank
mode, only direct XIP mode is supported. The benefits of using code flash dual bank mode in a system
including a bootloader are concurrent download of new image and faster switching to the new image, in
addition to the safety features provided by the MCUboot module as explained in section 2.2.1.

2.2.1 Use Direct XIP Firmware Update Mode

When using direct XIP mode with code flash in linear mode, the active image slot alternates with each
firmware update. If this update method is used, then two firmware update images must be generated: one of
them is linked to be executed from the primary slot memory region, and the other is linked to be executed
from the secondary slot. Direct XIP is supported in FSP versions 3.6.0 and later.

e Advantages:
e Faster boot time, as there is no overwrite or swap of application images needed.
e Fail-safe and resistant to power-cut failures.
e Disadvantages:
e Added application-level complexity to determine which firmware image needs to be downloaded.
e Encrypted image support is not available.

For overview and usage of other update modes, refer to R11AN0909 and the MCUboot design page:

https://github.com/mcu-tools/mcuboot/blob/master/docs/design.md

When using direct XIP mode with code flash in dual bank mode, both primary and secondary images are
linked to be executed from the primary slot memory region.

Note: For Direct XIP mode, downgrade prevention is supported from the MCUboot side. When using flash
dual bank mode, the update image needs to have a version number higher than the current primary
image.

2.2.2 Memory Configuration Overview with Dual Bank and MCUboot

The FSP MCUboot module with Flash Dual Bank mode needs a bootloader for both the lower bank and the
upper bank as shown in Figure 10. In addition, the memory allocation for the bootloader and application
image must be identical.

Upper Bank

Application Upper
Bank
Bootloader Upper
Bank
Application Lower
Bank
Bootloader Lower
Bank

Lower Bank

Figure 10. Memory Architecture Using Flash Dual Bank Mode and MCUboot

RO1AN7556EU0100 Rev.1.00 Page 12 of 71
Dec.09.24 RENESAS



https://github.com/mcu-tools/mcuboot/blob/master/docs/imgtool.md
https://github.com/mcu-tools/mcuboot/blob/master/docs/design.md

Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

2.3 Designing Bootloader and Initial Primary Application Overview

A bootloader is typically designed with the initial primary application. The following general guidelines apply
to designing the bootloader and the initial primary application:

e Develop the bootloader and analyze the MCU memory resource allocation needed for the bootloader
and the application. The bootloader memory usage is influenced by the application image update mode,
signature type, and whether to validate the Primary Image as well as the cryptographic library used.

e Develop the initial primary application, perform the memory usage analysis, and compare with the
bootloader memory allocation for consistency and adjust as needed.

o Determine the bootloader configurations in terms of image authentication and new image update mode.
This may result in adjustment of the memory allocated definition in the bootloader project.

e Sign the application image. The signing command is output to the <bootloader
project>\Debug\>bootloader project>.bld file. The application image can use a Build Variable
to access this .b1d file. The IDE tools use the signing command to sign the application and generate a
binary file for downloading to the MCU.

o Test the bootloader and the initial primary application.

The above guidelines are demonstrated in the walk-through sections in this application note.

2.4 Migrating an Existing Code Flash Linear Mode MCUboot Based System

Users can follow the general steps below to migrate an MCUboot based application system from code flash
linear mode to code flash dual bank mode:

1. Updates for the bootloader project:

A. Update the code flash mode from linear mode to dual mode in the BSP tab, as shown in Figure
32.

B. Update the application image code flash memory allocation if needed. See section 4.2 for details.

2. Updates for the application projects:

A. Forimage downloader implementation, the image download address needs to be updated. Refer
to the \src\header.h in the example application project to understand where the updates need
to happen.

B. For development purposes, the debug configuration for the primary application needs to be
updated. Refer to the debug configuration for the app primary usb project under the
\example projects with bootloader folder to perform the update.

C. For production support, the scripts to generate the . srec file using the signed image need to be
updated. Refer to section 5.3 to understand the updates needed.

3. Guidelines for Using the Example Projects Included

Unzip ra8-advanced-mcuboot-flash-dual-bank.zip to unpack the example projects included in this
application project.

ra8-advanced-mcuboot-flash-dual-bank

Name example_projects_with_bootloader »

|exampIe,projects,with,hootloader | Name
[example_projects_without_bootloader | app_ primary uart
app_primary_usb

app_secondary_uart

app_secondary_usb

ra_mcuboot_ra8m1_dualbank

example_projects_without_bootloader

Name

app_primary_uart
app_primary_usb

Figure 11. Example Projects Included
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3.1 Example Projects with Bootloader

Folder \example projects with bootloader includes a bootloader, which supports the flash dual
bank feature, as well as example applications using USB or UART as the communication channel to
download new application images which are configured to use the bootloader included in this folder. Users
with experience working with MCUboot module can follow section 8 to directly exercise these example
projects. The corresponding subfolders are:

e ra mcuboot ra8ml dualbank: Bootloader, which enables dual bank and direct XIP update mode.

e app primary usb: Primary application, which is configured to work with the bootloader and
implements XModem over USB VCOM to download a new application image. FreeRTOS is used with
two threads, one thread blinks the three LEDs on EK-RA8M1 while the other thread downloads the new
application image concurrently.

e app secondary usb: Secondary application, which implements the same functionality as
app_primary usb except only the blue and green LEDs are blinking.

e app primary uart: Primary application, which is configured to work with the bootloader and
implements XModem over UART to download a new application image. FreeRTOS is used with two
threads, one thread blinks the three LEDs on EK-RA8M1 while the other thread downloads the new
application image concurrently.

e app secondary uart: Secondary application, which implements the same functionality as
app_primary uart exceptonly the blue and green LEDs are blinked.

3.2 Example Projects without Bootloader

Folder \example projects without bootloader includes standalone example projects that a user
can configure to use the bootloader project, following section 5. Note that these application projects do not
run correctly if the flash dual bank mode is not enabled because the image downloader routine included
assumes the location of the new image is in the upper bank of the RA8M1 code flash. The subfolders are:

e app primary usb: Same functionality as
\example projects with bootloader\app primary usb, except itis not configured to work
with the bootloader.

e app primary uart: Same functionality as
\example projects with bootloader\app primary uart, except itis not configured to work
with the bootloader.

A user can also use a customized application project that implements image downloading and follow
section 5 to use the bootloader.
4. Creating the Bootloader Project using Code Flash Dual Bank Mode

This section demonstrates the creation process of the bootloader project utilizing MCUboot and the Flash
Dual Bank Mode with the RA8M1 running in Non-TrustZone mode.

4.1 Include the MCUboot Module in the Bootloader Project
Follow below steps to start the bootloader project creation and include the MCUboot module in the project:

1. Launch e? studio and start a new C/C++ Project. Click File > New > C/C++ Project.

&) workspace - €? studio

dit Source Refactor Navigate Search Project Renesas Views Run Window Help
Alt+Shift+N » Renesas C/C++ Project >

Open File... [£¥] Makefile Project with Existing Code
L4 Open Projects from File System... aIC/C++ Project I ‘Create anew Cor C++ proje(t'
Recent Files > [T Project...

Figure 12. Start a New Project
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2. Choose Renesas RA > Renesas RA C/C++ Project. Click Next.

ﬁ New C/C++ Project O X

Templates for New C/C++ Project

Renesas RA C/C++ Project
=™ Create an executable or static library C/C++ project for
Renesas RA.
Renesas RA
< >

\.\?J < Back Finish Cancel

Figure 13. Choose Renesas RA C/C++ Project

3. Provide the project name ra_mcuboot_ra8ml_dualbank in the next screen. Click Next.
4. Inthe next screen, choose EK-RA8M1 for Board and click Next.

Board: | EK-RASM1]| V]

Device: R7FASBMTAHECBD

Figure 14. Select the Board

5. When the following screen appears, select Flat (Non-TrustZone) Project.

{8 Renesas RA C/C++ Project [} x

Renesas RA C/C++ Project

Project Type Selection

Project Type Selection

@ Flat (Non-TrustZone) Project

Renesas RA device project without TrustZone separation

* All code, data and peripheral settings will be configured in
this project

Renesas RA device will remain in secure mode

EDMAC RAM buffers will automatically be placed in non-
secure RAM

(O TrustZone Secure Project

* Renesas RA device project for TrustZone secure execution

* All code, data and peripherals placed in this project will be
initialized as secure

* Secure project settings such as TrustZone partitions, linker
maps and a list of secure peripherals will be passed to a
selected non-secure project

® After initialization, a call to the non-secure startup handler
will be made

() TrustZone Non-secure Project
& Renesas RA device project for TrustZone non-secure execution
» All code, data and peripherals placed in this project will be
initialized as non-secure
® Must be associated with a secure project or smart bundle
® Non-secure startup handler will be called after secure code
initialization

@ < Back Finish Cancel

Figure 15. Choose Flat Project as Project Type
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6. Choose Executable for Build Artifact Selection and No RTOS. Click Next.

Q Renesas RA C/C++ Project

Renesas RA C/C++ Project

Build Artifact and RTOS Selection

Build Artifact Selection

RTOS Selection
@ Executable No RTOS
® Project builds to an executable filg

O static Library
& Project builds to a static library file

O Executable Using an RA Static Library
& Project builds to an executable file
& Project uses an existing RA static library project

<Back Finish Cancel

Figure 16. Choose to Build Executable and No RTOS

7. Choose Bare Metal — Minimal for the Project Template in the next screen and click Finish to establish
the initial project.

® J—) Bare Metal - Minimal

Bare metal FSP project that includes BSP. This project will initialize clocks, pins, stacks, and the C runtime environment.

Figure 17. Choose the Project Template
8. When the following prompt opens, click Open Perspective.

e

Open the FSP Configuration perspective?

] Remember my decision

|Open Perspective || No

Figure 18. Choose Open the FSP Configuration Perspective

The project is then created and the bootloader project configuration is displayed.
9. Select the Pins tab and uncheck Generate data for RASM1 EK.

Select Pin Configuration _J;Il Export to CSV file Z| Configure Pin Driver Warnings

¥ Manage configurations... @Se

{ragmi ec |

¢ | g_bsp_pin_cfg

Figure 19. Uncheck Generate data for RA8M1 EK Pin Configuration
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Use the pull-down menu to switch from RA8M1 EK to R7TFA8BM1AHECBD.pincfg for the Select Pin
Configuration option, then select the Generate data check box and enter g_bsp_pin_cfg. Note that
here we choose to use this configuration which has fewer peripherals/pins configured since the
bootloader does not use the extra peripheral or GPIO pins configured in the RA8M1 EK configuration.
This also reduces some memory usage for the bootloader project.

Select Pin Configuration _#1‘ Export to CSV file Z| Configure Pin Driver Warnings

IRTFA8M1AHECBD‘pincfg I v Manage configurations... enerate data: |g_bsp_pin_(fg

Figure 20. Select g_bsp_pin_cfg and Generate data g_bsp_pin_cfg

10. Once the project is created, click the Stacks tab on the RA configurator. Add New Stack > Bootloader

> MCUboot.
& New Stac]>

Al >
Analog >
Audio >
Bootloader > 4 MCUboot |
CapTouch > 4 MCUboot Image Utilities ‘
Connectivity >
DSP >
Input >

Figure 21. Add the MCUboot Port

11. Next, configure the General properties of MCUboot. We will resolve the errors in the configurator in the
following steps.
For the MCUboot module, configure the Update Mode to Direct XIP and Number of Images Per
Application to 1.

HAL/Common Stacks

4 g_ioport I/O Port £f> MCUboot
(r_ioport)

@ (i)

<
BSP Clocks Pins | Interrupts | Event Links | € Stacks | Components
ns | B console | Properties % | &% Smart Browser | L} Smart Manual G Memaory

’t

Property Value
v Common
~ General

Custom mcuboot_config.h
Upgrade Mode Direct XIP
Validate Primary Image Enabled
Downgrade Prevention (Overwrite Only) Disabled
Number of Images Per Application 1

Figure 22. General Configuration for MCUboot Module

RO1AN7556EU0100 Rev.1.00 Page 17 of 71
Dec.09.24 RENESAS




Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

The properties configured are:

e Custom mcuboot_config.h: The default mcuboot config.h file contains the MCUboot Module
configuration that the user selected from the RA configurator. The user can create a custom version of
this file to achieve additional bootloader functionalities available in MCUboot.

o Upgrade Mode: This property configures the application image upgrade method. The available options
are Overwrite Only, Overwrite Only Fast, Swap and Direct XIP. Only Direct XIP is supported for flash
dual bank operation.

o Validate Primary Image: When enabled, the bootloader will perform a hash or signature verification,
depending on the verification method chosen, in addition to the MCUboot magic number based sanity
check. When disabled, only a sanity check is performed based on the MCUboot magic number.

o Number of Images Per Application: This property allows user to choose one image for Non-
TrustZone-based applications and two images for TrustZone-based applications. Set this property to 1.

¢ Downgrade Prevention (Overwrite Only): This property applies to Overwrite upgrade mode only.
When this property is Enabled, a new firmware with a lower version number will not overwrite the
existing application.

Note: For Direct XIP mode, download grade prevention is supported from the MCUboot side. When using
flash dual bank mode, the update image needs to have a version number higher than the current
primary image.

4.2 Configure the Memory Configuration and Authentication Method

Configure the Signing Options and Flash Layout of the MCUboot module. For the EK-RA8M1, the default
memory for the code flash dual bank mode is shown in Figure 23. This default memory map is used for the
example bootloader design.

Dual Mode i Linear Mode
RABMT code flash Address | Address
OFS register 0x0300_A100 0x0300_A100
—~
Secondary app (linked for '
primary app address) 0x0221_0000 1 0x0211_0000
Bank 1 B
Bootloader (linked for '
No OFS > :
- 0x0200_0000) 0x0220_0000 ! 0x0210_0000
>_ o
Primary app (linked for |
primary app address) 0x0201_0000 ! 0x0201_0000
Bank 0 — -----------------------
Bootloader (linked for !
Has OFS — '
i 0x0200_0000) 0x0200_0000 0x0200_0000
L e . e

Figure 23. MCUboot Dual Bank Memory Map

Follow Figure 23 to update the properties for the Flash Layout to match with the MCUboot Dual Bank
memory map, as shown in Figure 24.
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Threads 5 HAL/Common Stacks &) New Stack » % Extend Stack > % Remove
+ & HAL/Common : =
4 g_ioport /0 Port (r_ioport) "+ MCUboot
# MCUboot

4 MCUboot Port for RA (rm_mcuboot_port)

Objects

< ) >
Summary |85 | Clocks | Pins | Internupts | Event Links |Stacks | Components
# Problems | & Console | [] Properties X | @ Smart Browser| ) Smart Manual
MCUboot

Settings Property Value
 Common
APl Info
General
v Signing and Encryption Options

TrustZone

Boot Record
Custom
Pythan pythan
Encryption Schema Encryption Disabled Signature Type ECDSA P-256
~ flash Layjout Boot Record Nane
TrustZone
Bootloader Flash Area Size (Bytes) 0210000 Custom
Image 1 Header Size (Bytes) 0x200 Python RSA 2048
Image 1 Flash Area Size (Bytes) OxEBO00 . RSA 3072
Scratch Flash Area Size (Bytes) 030 Encryption Scheme T PO DTST T

Figure 24. Configure the Flash Layout and Signing Options
Explanation of the Above Configurations:

o Bootloader Flash Area: Size of the flash area allocated for the bootloader, with a boundary of 0x8000
since 0x8000 is the minimum erase size for RA8BM1 code flash.

¢ Image 1 Header Size: Size of the code flash reserved for the application image header. It must meet
minimum VTOR alignment requirements based on the number of interrupts implemented on the RA8M1.
For the RA8M1, this property should be set to a minimum of 0x200 to support all interrupts.

o Image 1 Flash Area Size: Size of application image 1, including the header and trailer. For the RA8M1,
this size needs to be on a boundary of 0x8000 which is the smallest flash erase size.

o Scratch Flash Area Size: This property is only needed for Swap mode. This property is not used for the
flash dual bank bootloader design.

¢ Signature Type: Signing algorithm selection. The choices are:

o NONE: Select this option for bootloaders that do not support signature verification.

o ECDSA P-256: Select this option for this example bootloader design.

¢ RSA 2048 and RSA 3072: Typically this option is not used as the time used in the authentication is
much longer than the ECDSA P-256.

e Application images using MCUboot must be signed to work with MCUboot. At a minimum, this
involves adding a hash and an MCUboot-specific constant value in the image trailer.

e Custom: Use the default --confirm for this bootloader design. Switching to a new image is always
confirmed, and the new image will be booted after a subsequent system reset. Reverting the image with
Direct XIP is not supported with the current FSP version.

e Encryption Scheme: Encryption is disabled in this example implementation.
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4.3 Configure the MbedTLS Crypto Only Module and the Flash Driver
Follow steps below to configure the MbedTLS module and the flash driver:

1. Click on Add Crypto Stack and select the MbedTLS (Crypto Only) module.

@ MCUboot
@
T - I
Bir MCUboot Port for RA (rm_mcuboot_port) & MCUboot logging
@ &)
7y

I I I
", Add Requires a crypto % Add Requires Flash %7 Add External Memory
stack Implementation

(Optional)

I New > I & MCUboot Custom Crypto (Protected Mode)
! 4 MCUboot TinyCrypt (S/W Only)

I*i# MbedTLS (Crypto Only) |

Figure 25. Select MbedTLS Crypto Only Module
2. Click on Add Requires Flash stack and select Flash (r_flash_hp) stack.

L |

. Add Requires Flash % Add External Memory
Implementation
(Optional)

I New > f Flash (r_flash_hp) I
=

Figure 26. Add the Flash Driver

3. Next, set the Code Flash Programming to Enabled. As Data Flash Programming is not used in the
bootloader, select Disabled for the Data Flash Programming to reduce the bootloader memory
footprint.

g_flashO Flash (r_flash_hp)

Settings Property Value
~ Common
APlnfo Parameter Checking Default (BSP)
Code Flash Programming Enable Enabled
Data Flash Programming Enable Disabled
~ Module g_flash0 Flash (r_flash_hp)
Name g_flash0
[ Data Flash Background Operation Disabled l
Callback NULL
Flash Ready Interrupt Priority Disabled
Flash Error Interrupt Priority Disabled

Figure 27. Configure the Flash Driver
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4. Configure the following properties of the MbedTLS (Crypto Only) module:

L4

|BSP|Clocks|Pins||n‘[errup‘[s|Event Link5| @ Stacks | Components
ns ‘&;’ Smart Manual | B console E Properties X Q Smart Browse

S (Crypto Only)
1 Property Value
B v General
4 MBEDTLS_PSA_CRYPTO_DRIVERS Undefine
MBEDTLS_DEPRECATED_WARNING Undefine
MBEDTLS_DEPRECATED_REMOVED Define
MBEDTLS_CHECK_RETURN_WARNING Undefine
MBEDTLS_ERROR_STRERROR_DUMMY Define
MBEDTLS_MEMORY_DEBUG Undefine
MBEDTLS_MEMORY_BACKTRACE Undefine
MBEDTLS_PSA_CRYPTO_CLIENT Undefine
MBEDTLS_PSA_CRYPTO_SPM Undefine
MBEDTLS_PSA_ASSUME_EXCLUSIVE_BUFFERS Undefine
MBEDTLS_SELF_TEST Undefine
l MBEDTLS_THREADING_ALT Undefine I
| G_PTHREAD Undefine
MBEDTLS_USE_PSA_CRYPTO Undefine
MBEDTLS_VERSION_FEATURES Define
MBEDTLS_ERROR_C Define
l MBEDTLS_MEMORY_BUFFER_ALLOC_C Define I
MBEDTLS_PSA_CRYPTO_C Define
MBEDTLS_PSA_CRYPTO_SE_C Undefine
MBEDTLS_THREADING_C Undefine I
MBEDTLS_TIMING_C Undefine
MBEDTLS_VERSION_C Define
MBEDTLS_MEMORY_ALIGN_MULTIPLE Undefine

Figure 28. Configure the MbedTLS (Crypto Only) Module

5. Disable RSA to save some memory usage.

<

BSP|C|0C|G ‘ Pins||nterrupts|Event Links| € Stacks Components
ns |[3;’ Smart Manual | &l Console E Properties Q Smart Brov

S (Crypto Only)
: Property Value
~ Public Key Cryptography (PKC)
> DHM
> ECC
~ RSA
MBEDTLS_PK_RSA_ALT_SUPPORT Undefine
MBEDTLS_RSA_NO_CRT Define
MBEDTLS_RSA_C Undefine I
MBEDTLS_RSA_GEN_KEY_MIN_BITS Undefine
MBEDTLS_RSA_GEN_KEY_MIN_BITS value 1024

Figure 29. Disable RSA
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6. Set up the Stack and Heap used by the bootloader based on the authentication mode. Set the following
values in the BSP tab:

~ RA Common
Main stack size (bytes) 0x1000
Heap size (bytes) 0x400

Figure 30. Configure the BSP Stack and Heap Usage

7. Add the Example Production Key module. DO NOT use the example key for production support. Users
can reference R11AN0567 section “Using Custom Signing Key and Encryption Key” for a method to
create customized user signing key.

g 5. Add [Optional] Add B Add ASN.T parser if
Example Keys using TinyCrypt or
Custom Crypto
I3 I Mew > 4 MCUboot Example Keys (MOT FOR PRODUCTION)

Figure 31. Add the Example Production Key module
8. Enable the Dual Bank Mode under the BSP tab.

Summary Clocks | Pins | Interrupts | Event Links Stacks Components

1! Problems B console [ Properties > | & Smart Browser | L1} Smart Manual

EK-RABM1
Settings Property Value
package_pins 224
v RABM1

series 8
v RASBM1 Family

SDRAM

Security

OFS0 register settings

QOFS1_SEL register settings

OFS1 register settings

OFS2 register settings

Block Protection Settings (BPS)

Permanent Block Protection Settings (PBPS)

First Stage Bootloader (FSBL)

Clocks

Cache settings

Enable inline BSP IRQ functions Enabled
| Dual Bank Mode Enabled |
Main Oscillator Wait Time 8163 cycles

Figure 32. Enable Flash Dual Bank Mode
4.4 Add the Boot Code

Save configuration.xml and click Generate Project Content. Then, expand the Developer
Assistance->HAL/Common->MCUboot->Quick Setup anddrag Call Quick Setup to the top of the
hal entry.c of the bootloader project.

Add the following function call to the top of the hal entry () function:

mcuboot quick setup();
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4.5 Compile the Bootloader Project
In the RA configurator, click Generate Project Content, then compile the project.

Extracting support files...
10:88:35 **** Tncremental Build of configuration Debug for project ra_mcuboot_ra8ml_dualbank ****
make -r -jl6 all
arm-none-eabi-size --format=berkeley "ra_mcuboot_ra8ml_dualbank.elf"
text data bss dec hex filename
53060 a 6724 59784 988 ra_mcuboot_ra8ml_dualbank.elf

10:00:37 Build Finished. @ errors, O warnings. (took 2s.308ms)

Figure 33. Compile the Bootloader ra_mcuboot_ra8m1_dualbank

There are warnings from third-party code.

4.6 Configure the Python Signing Environment

Signing the application image can be done using a post-build step in e2 studio, using the image signing tool
imgtool.py, which is included with MCUboot. This tool is integrated as a post-build tool in 2 studio to sign
the application image. If this is NOT the first time you have used the Python script signing tool on your

computer, you can skip to section 5.

If this is the first time you are using the Python script signing tool on your system, you will need to install the
dependencies required for the script to work. Navigate to the ra_mcuboot_ra8m1_dualbank > ra > mcu-
tools > MCUboot folder in the Project Explorer, right click and select Command Prompt. This will open a

command window with the path set to the \mcu-tools\MCUboot folder.

v ‘ré ra_mcuboot_ra8m1_dualbank [Debug]
1:," Binaries
|nt Includes
vifra
&L am
(= board
&= fsp
v .(:i mcu-tools
(& ra_gen
3 src
(= Debug
= build
= ra_cfg
[= script
4:,} configurationxml
[7] process_bootloaderbat
= ra_cfg.txt
= ra_mcuboot_ra8m1_dualbank_offset.srec
¥| ra_mcuboot_ra8m1_dualbank Debug_Flat.laun
|onh srec_catexe
(7) Developer Assistance

New

Go Into

Open in New Window
Show In

Show in Local Terminal

= Copy
Paste
& Delete
Source
Move
Rename.
g Import.
3 Export..
Build Project
Index
Build Targets
Resource Configurations
Source
Restore from Local History.
I C/C++ Project Settings
Renesas C/C++ Project Settings
4 Run C/C++ Cade Analysis
Team
Compare With
& System Explorer

@ Command Prompt

~| Validate
Source

Properties

Alt+Shift+W >
>

Ctrl+C
Crl+V
Delete

>

Ctrl+B

Ctrl+Alt+P
>

>
>

>

Alt+Enter

Figure 34. Open the Command Prompt

We recommend upgrading pip prior to installing the dependencies. Enter the following command to update

pip:
python -m pip install --upgrade pip

Next, in the command window, enter the following command line to install all the MCUboot dependencies:

pip3 install --user -r scripts/require

ments.txt

This will verify and install any dependencies that are required.
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Review the Signing Command

The signing command for the application image will be automatically generated when the booloader is
compiled. In the Project Explorer, open the

ra_mcuboot ra8ml dualbank\Debug\ra mcuboot ra8ml dualbank.bld file. The signing
command is under the section <image>.

The application image uses a Build Variable to link with the .b1d file. This process is explained in detail in
the section 5.1. The application image has access to the .b1d file, and the signing command will be
automatically executed when the application image is compiled.

<images>
<image path="${BuildArtifactFileBaseName}.bin.signed">python
${workspace loc:ra mcuboot raBml_ dualbank}/ra/fsp/src/rm mcuboot port/rm mcuboot port sign.py sign --header-size
0x200 --align 128 --max-align 128 --slot-size 0xeB8000 --max-sectors 29 --confirm --pad-header
${BuildAartifactFileName} ${BuildArtifactFileBaseName} .bin.signed</image>
<image path="$§{BuildArtifactFileBaseName}.bin.signed" security="n">
python ${workspace_loc:ra mcuboot ra8ml_dualbank}/ra/fsp/src/rm mcuboot port/rm mcuboot port_sign.py sign --header-size
0x200 --align 128 --max-align 128 --slot-size 0x0 --max-sectors 29 --confirm --pad-header
${BuildAartifactFileName} ${BuildArtifactFileBaseName} .bin.signed</image>
</images>

Figure 35. Signing Command in the .bld File

4.7 Prepare for Production Support

For production support, generate a . srec file of the bootloader to be loaded to the upper bank. This can be
done by configuring a custom Builder within e2 studio for the bootloader project.

This application project includes a bat file, process bootloader.bat, which runs a script using
srec_cat.exe to generate a . srec file, ra_mcuboot ra8ml dualbank offset.srec, which offsets
the bootloader offset to the RA8M1 flash linear mode upper bank address at 0x100000.

Note that for MCUs with different code flash size, the upper bank address needs to be updated accordingly.
As explained in sections 1.1, this address is at half of the code flash size.

Since the option-setting memory is located outside of the bank range, this process also truncates the
bootloader to the bank size, which is 0x100000.

srec_cat Debug\ra mcuboot ra8ml dualbank.srec -crop 0x2000000 0x2010000 -offset 0x100000
-0 ra mcuboot ra8ml dualbank offset.srec

Figure 36. Process the Bootloader to Load to the Upper Bank: process_bootloader.bat
Follow the steps below to configure the custom Builder in the bootloader project just created:

1. Unzip ra8-advanced-mcuboot-flash-dual-bank.zip and copy
\ra mcuboot ra8ml dualbank\process bootloader.bat as wellas srec cat.exe, located in
the same folder, to the project root folder of the bootloader project just created.
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2. Right-click on the bootloader project, open the Properties page, and navigate to Builders page. Click
New to start creating the customized Builder.

a Properties for ra_mcuboot_ra8m1_dualbank O X
‘ type filter text ‘ Builders - - §
R
esource Configure the builders for the project:
o
C/C++ Build loth DDSC Builder New...
C/C++ General lssh CDT Builder —
= mport...
Praject Natures lotb Scanner Configuration Builder P
Project References s DDSC Bundle Builder Edit...
Renesas QF @Campilatiun Database Builder -
Run/Debug Settings %Process Bootloader nemenE
Task Tags
Validation Up
Down
@ Apply and Close Cancel

Figure 37. Create a New Custom Builder Entry

3. Select Program in the next screen, then click OK:

Choose an external tool type to create:
CBPrograml

Figure 38. Select the Type of the Builder as Program
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4. Next, provide the new Builder name Process Bootloader and click Browse Workspace to select
process_bootloader.bat file as the Location of the Builder. Also, click Browse Workspace to set
the Working Directory as shown below. Then, click Apply.

a Edit Configuration O X

Edit launch configuration properties 0
Create a configuration that will run a program during builds @

Name: IProcess Bootloader I |

Main ;';31 Refresh E. Environment | = Build Options

Location:

[${workspace_loc:fra_mcuboot_raSm1_dualbank,"process_bootloader.bat} ] |

Browse Workspace...| | Browse File System... Variables...

Woarking Directory:

[${workspace,loc:fra,mcuboot,raSm1,dualbank}\ ]

Browse Workspace...| | Browse File System... Variables...

Arguments:

Variables...

MNote: Enclose an argument containing spaces using double-quotes ().

Show Command Line Revert Apply

@

Figure 39. Configure the Custom Builder
5. Click OK, then Apply and Close at the next screen.

Q Properties for ra_mcuboot_ra8m1_dualbank O X
| | euita co g
Resource . " .
- Configure the builders for the project:
>
C/C++ Build |s1h DDSC Builder New...
C/C++ General &b COT Builder m—
Project Natures Ep Scanner Configuration Builder port..
Project References st} DDSC Bundle Builder Edit...
Renesas QE Ep(ompilation Database Builder -
Run/Debug Settings @ Process Bootloader l Remove
Task Tags
Validation Up
Down

@ Apply and Close Cancel

Figure 40. Custom Builder
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6. Recompile the bootloader project and notice that ra mcuboot ra8ml dualbank offset.srecis
created under the bootloader project root directory.

~ 1% ra_mcuboot_ra8m1_dualbank [Debug]
#:f’ Binaries
[aiH Includes
Era
2 ra_gen
2 src
(= Debug
(= build
(= ra_cfg
(= script
‘Gj} configuration.xmi

l' process_bootloader.bat l

= ra_cfo.txt

[ =| ra_mcuboot_ra8m1_dualbank_offset.srec ]

% ra_mcuboot_ra8m1_dualbank Debug_Flatlaunch

ot srec_cat.exe

" Developer Assistance

Figure 41. Rebuild the Bootloader with the Custom Builder
5. Configuring and Signing an Application Project

Developing an initial application to use a bootloader starts with developing and testing the application and
the bootloader independently. Using the bootloader with an existing application or developing a new
application to use the bootloader involves the following common steps:

¢ Adjust the memory map of the bootloader to allow the application and bootloader to fit the available MCU
memory area.

e Configure the application to use the bootloader.

e Sign the application image.

e Developing an application to use a bootloader typically requires the application to have the capability to
download a new application. This application project demonstrates how to download a new application
using the USB and UART interfaces as examples. Users typically have custom methods to download
new application images.

5.1 Configure the Application Project to Use the Bootloader

Users can follow FSP User’s Manual section Tutorial: Your First RA MCU Project — Blinky to establish a new
project. This application note uses the included example project as the initial application project and guides
the user through the procedures to configure the example project to use the bootloader established in
section 4.

Note that the steps described in this section can be applied to other existing application projects to configure

the application project to use the bootloader. Be sure to consider the size the application project. When using
the bootloader with a different application project, the Image 1 Flash Area Size property should be adjusted

accordingly.

Import the desired application projects under folder \example projects without bootloader tothe
workspace where the bootloader is created. For example, if the intended firmware update channel is USB,
import app primary usb into the workspace.

Note: In this section’s illustrations, the USB interface is used. The procedure for using the UART interface is
similar to using USB.

Right-click on the application project folder app primary usb in the Project Explorer and select
Properties. Select C/C++ Build > Build Variables, click Add and set the Variable name to
BootloaderDataFile, and check the Apply to all configurations box. Change the Type to File and enter
the path to the .b1d file for the bootloader project ra_mcuboot_ra8ml_dualbank:
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o Set s{workspace loc:ra mcuboot ra8ml dualbank}/Debug/ra mcuboot ra8ml dualbank.bld for

the value.
Build variables e -
Resaurce
Builders
~ C/C++ Build Configuration: |Debug [ Active ] | |Manage Configurations...
Environment
JSON Compilation Datak
Logging $ Define a New Build Variable X Al
Settings Edit...
Tool Chain Editor Vi e
C/C++ General [] Apply to all configurations Delete
Project Natures Type:
Project References
Renesas QF Value: [ 8m1_dualbank\Debugjra_mcuboot ra8m1_dualbankbld || Browse
Run/Debug Settings
Task Tags
Validation

Figure 42. Configure the Build Variable to Use the Bootloader
Click OK, then Apply and Apply and Close in the next screen.
5.2 Signing the Application Image

Note: If you rebuild the bootloader project after changing any of the signing and signature Properties of the
MCUboot module, you will need to Generate Project Content again to bring in the updated .b1d file.

When using Direct XIP mode, each application can define a version number. This is achieved by defining an
Environment Variable: MCUBOOT_IMAGE_VERSION.

For applications that support signature verification, the signing key can be configured using Environment
Variable MCUBOOT_IMAGE_SIGNING_KEY. If there is no signature verification, then it is not necessary to
set Environment Variable MCUBOOT_IMAGE_SIGNING_KEY.

Open the Properties page of the project app primary usb, under Environment, click Add and configure
MCUBOOT_IMAGE_VERSION.

e
type filter text Envir t - -8
Resource
Builders
~ C/C++ Build Configuration: Debug [ Active ] | | Manage Configurations.
Build Variables
Logging Environment variables to set Add.
Settings - —
Toal Chain Editor variable Value Origin Select..
C/C++ General AMS_KEEP_FILE il USER: PREFS
Git AMS_LICENSE_PATH 30 USER: PREFS Edit..
Project Natures Q Delete
Project References
Renesas QE Name: IMCUBOOT,IMAGE,VERSION l Undefine
Run/Debug Settings valve: [100 ] Variables
Task Tags
Validation dd to all configurations
Cancel
@ Append variables to native environment
(O Replace native environment with specified one
Restore Defaults Apply
Figure 43. Configure the Application Version
Similarly, add the new variable for MCUBOOT_IMAGE_SIGNING_KEY.
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e
Environment v 8
Resource
Builders
~ C/C++ Build Configuration: |Debug [ Active ] | | Manage Configurations...
Build Variables
Environment|
;:i?nlgf Environment variables to set Add...
Tool Chain Editor Variable Value Origin Select.
C/C++ General AMS_KEEP_FILE 3 USER: PREFS
Git AMS_LICENSE_PATH 30 USER: PREFS Edit...
Project Natures Q Delete
Project References
Renesas QF Name: | MCUBOOT_IMAGE_SIGNING_KEY | Undefine
Run/Debug Settings Value: lIbank}/ra/mcu—to0IS/MCUbootfroot—ec—p256.peml Variables
Task Tags
Validation dd to all configurations
[

(@ Append variables to native environment

(O Replace native environment with specified one

Restore Defaults Apply

@ Apply and Close Cancel

Figure 44. Configure the Private Signing Key
Note that the private key used for signing the application image is indicated in the signing command.

${workspace loc:ra mcuboot ra8ml dualbank}/ra/mcu-tools/MCUboot/root-ec-p256.pem
is used for the example bootloaders. This key is used for testing purpose only. For real world use case and
production support, users MUST change this to the private key of their choice.

Figure 45 is the result of the above configuration. Click Apply and Close.

type filter text Environment =R - §
Resource
Builders

~ C/C++ Build Configuration: |Debug [ Active ] ~  Manage Configurations...

Build Variables

150N Compilation Datat Environment variables to set

Logging Add...
Settings Variable Value Origin Select.
Tool Chain Editor CwD BUILD SYSTEM
C/C++ General GCC _VERSION 13.2.1 BUILD SYSTEM
Project Natures MCUBOOT _IMAGE_SIGNING_KEY ${workspace_locra_mcuboot_ra8m1_dualbank}/ra/mcu-tools/MCUboot/root-ec-p256.pem | USER: CONFIG
Project References MCUBOOT_IMAGE_VERSION 1.0.0 USER: CONFIG
Renesas QF PATH BUILD SYSTEM
Run/Debug Settings PWD BUILD SYSTEM
Task Tags TCINSTALL BUILD SYSTEM
Validation TC_VERSION 13.2.1.arm-13-7 BUILD SYSTEM
@ Append variables to native environment
(O Replace native environment with specified one
. 3 Restore Defaults Apply

2/ Apply and Close Cancel

Figure 45. Configure the Application Image version number and Signing Key

To be able to recompile the project whenever the Environment Variables are updated, it is recommended
add a Pre-build step to always delete the . e1f file, as shown in Figure 46, so the application project is
always recompiled.
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type filter text

Settings Pro-

a0

Resource
Builders
~ C/C++ Build
Build Variables
Environment
Logging
Settings
Tool Chain Editor
C/C++ General
Git
Project Natures
Project References
Renesas QE

Configuration: |Debug [ Active ] ~ | Manage Configurations...

2 Tool Settings | &2 Toolchain Build Steps Build Artifact | m¢ Binary Parsers| € Error Parsers

Pre-build steps

Command(s):

I rm -f ${ProjName}.elf I v|

Description:

| ¥ |

Figure 46. Configure the Pre-build Command

At this point, a user can click Generate Project Content and compile the newly created application project
and ensure that \Debug\app primary usb.bin.signed is generated.

5.3 Preparation for Production Support

For production support, a . srec file based on the signed application image needs to be generated.
This . srec file offsets the application to the start address of the primary application, 0x2010000 based on

Figure 23.

srec_cat Debug\app primary usb.bin.signed -binary -offset 0x2010000 -o
app_primary usb singed offset.srec

Figure 47. Create app_primary_usb_signed_offset.srec

Follow steps similar to section 4.7 to add the custom Builder and compile the primary application:

1. Copy \example projects with bootloader\app primary usb\srec cat.exe and
process_signed binary primary.bat to the root of project app primary usb.
2. Follow section 4.7 to create the new Builder. The finished configuration should look like Figure 48.

RO1AN7556EU0100 Rev.1.00 Page 30 of 71

Dec.09.24

RENESAS




Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

& cdit Configuration m} X
Edit launch configuration properties Q
Create a configuration that will run a program during builds -ﬂ

Name: [Pm(ess Signed Binary Primary ] |

Main| 5% Refresh| B Environment | = Build Options

Location:

[${workspace,loc‘;’app,pr|mary,usb/process,signed,bimary,primary bat} l ‘

Browse Workspace...| | Browse File System... Variables...

Working Directory:

I ${workspace_loc:/app_primary_usb} l

Browse Workspace... | Browse File System... Variables...

Arguments:

Variables...

Note: Enclose an argument containing spaces using double-guotes (*).

Show Command Line Revert Apply

Figure 48. Configure the Custom Builder for the Primary Application

3. Click Generate Project Content and compile the app primary usb project. Ensure that
app primary usb signed offset.srec is generated under the root of the app primary usb
project.

hd Tlé app_primary_usb [Debug]
1;P Binaries
[nit Includes
Era
2 ra_gen
2 src
= Debug
= build
(= ra_cfg
(= script
[ = app,primary,usb,singed,offset.srec]

| app_primary_usb Debug_Flatjlink

X app_primary_usb Debug_Flat.launch
{;} configurationxml

=| JLinkLog.log
[%] process_signed_binary_primary.bat
=| ra_cfg.txt
@ srec_cat.exe
(@) Developer Assistance

Figure 49. Signed Primary Image Offset to the Primary Slot

5.4 Creation of a single .srec file for Development Support

To easily load images into the MCU, users can combine previously generated . srec files into a
single .srec file.

RO1AN7556EU0100 Rev.1.00 Page 31 of 71
Dec.09.24 RENESAS




Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

The three images to be combined are:

e Bootloader for the Lower Bank: ra mcuboot ra8ml dualbank.srec
e Bootloader for the Upper Bank: ra_mcuboot ra8ml dualbank offset.srec (in section 4.7)
e Application for the Lower Bank: app_primary usb signed offset.srec (in section 5.3)

Assumes that users executes from the location of the srec_cat.exe and have all three input files exist

under the same workspace.

Follow below steps to create a signle . srec file:

1. Users need to copy the following command, as shown in Figure 50 into the
process_signed binary primary.bat file under the root of the app primary usb projectto
create a single combined. srec file.

srec_cat Debug\app primary usb.bin.signed -binary -offset 0x2010000 -execution-
start-address 0x2010000 -o app primary usb singed offset.srec

srec_cat ..\ra mcuboot ra8ml dualbank\ra mcuboot ra8ml dualbank offset.srec
..\ra_mcuboot ra8ml dualbank\Debug\ra mcuboot ra8ml dualbank.srec
app_primary usb singed offset.srec -o combined.srec

Figure 50. Command to create combined.srec file

2. Recomplie app primary usb projectand the combined. srec is generated under the root of the
app primary usb project.

v Tgé app_primary_usb [Debug]
d;n' Binaries
|5 Includes
= ra
= ra_gen
2 src
(=- Debug
= build
= ra_cfg
= script
=| app_primary_usb_singed_offset.srec
| app_primary_usb Debug_Flatjlink
X app_primary_usb Debug_Flat.launch

I =| caombined.srec ]

22 configuration.xmi

=| JLinkLog.log

[7] process_signed_binary_primary.bat
=| ra_cfg.txt

m srec_cat.exe

(2) Developer Assistance

Figure 51. The combined.srec file is created

6. Booting the Primary Application and Updating to a New Image

To update the application, the primary application needs to provide an image downloader. A new image will
also need to be prepared to test the image downloader function.

6.1 Prepare a Secondary Image

In this project, a secondary image is created to test the downloading functionality of the primary application.
The new application can be created by either modifying the existing application or creating a new application
project. If a new application project is used, the user needs to establish the linkage to the bootloader by

RO1AN7556EU0100 Rev.1.00 Page 32 of 71
Dec.09.24 RENESAS




Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and
Code Flash Dualbank Mode

following section 5. The newly created application project must also provide a method to download the new
application to the upper bank.

In this application project, we will import the initial application project to the same workspace, rename the
new project, and perform minor updates.

Right-click in the white space in the Project Explorer area and select Import and choose Rename & Import
Existing C/C++ Project into Workspace.

Q Import m} X
Select \
A
Rename and Import and Existing C/C++ Project into the workspace H

Select an import wizard:

type filter text ‘

L"f Existing Projects into Workspace ~
([} File System
ﬁ Preferences
[} Projects from Folder or Archive
IE’ Rename & Import Existing C/C++ Project into Workspace ]
T Renesas CS+ Project for CA78KOR/CAT8K0
¥ Renesas CS+ Project for CC-RX, CC-RL and CC-RH
" Sample Projects on Renesas Website
= C/C++
= Git
(= IAR Embedded Workbench
(= Install
= Oomph
(= Run/Debug

@ < Back Finish Cancel

Figure 52. Import the Initial Application

Once the Import window opens, name the project app secondary usb, check Select root directory, and
click Browse:

8 impont o x

Rename & Import Project

Select a directory to search for existing Eclipse projects

Project name: lapp,semﬂary,usb\ I

[ use default location

default

Import from

@) Select root directory: v

O Select archive file:

Projects:

Options
[ keep build configuration output folders

@ < Back ext Cancel

Figure 53. Name the New Application
Browse into the Workspace folder and select app primary usb.
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m Import

Rename & Import Project

Select a directory to search for existing Eclipse projects

Project name: | app_secondary_usb

Use default location

default

Import from:

(@) Select root directory: :ls,w\lhoutibootloader\app,primary,usd ~

(O Select archive file:

Projects:

a

=

Browse...

X

I app_primary_usb

<

Options
O Keep build configuration output folders

£/ < Back

Cancel

automatically imported.

Figure 54. Select to Initial Primary Application
Click Finish. The new application project will be created with the following attributes:

e When importing the primary application, the Build Variable and Environment Variables are

The custom Builder “Process Signed Binary Primary” is also imported. For a clean project, a user must
manually remove this Builder and the corresponding support files from the secondary project.

Unlike in normal XIP Mode operation, the linker script symbol XIP_SECONDARY_SLOT_IMAGE must

be undefined in Dual Bank mode. By default, XIP_SECONDARY_SLOT_IMAGE is undefined in the
linker script symbol, so no action needs to be taken here.

Change the Environment variable for the Secondary Image version, shown in Figure 55.

type filter text v 8
Resource
Builders
~ C/C++ Build Configuration: |Debug [ Active ] ~ | Manage Configurations...

Build Variables

Logging Environment variables to set Add

Settings - -

ool Chain Editor Variable Value Origin select
CfC++ General AMS_KEEP _FILE 31} USER: PREFS
Git AMS_LICENSE_PATH s USER: PREFS
Project Natures WD C\Usersy BUILD SYSTEM Delete
Project References GCC_VERSION 13.21 BUILD SYSTEM
Renesas QF MCUBOOT_IMAGE SIG... ${workspace_locra_mcu.. USER: CONFIG Undefine
Run/Debug Settings MCUBOOT IMAGE VER... 1.00 USER: CONFIG
Task Tags .

Edit variable
Validation Q
Name: | MCUBOOT_IMAGE_VERSION
Value: |1.1.0 I Variables
Restore Defaults Apply
@ Apply and Close Cancel

Figure 55. Change MCUBOOT_IMAGE_VERSION Variable
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Update Existing Application to a New Application
To demonstrate the application update, update the application to blink the blue and green LED only.

Perform the following code updates in blinky thread entry.c:

Change below section of code in blinky_thread_entry:
/* Update all board LEDs */
for (uint32 t i = 0; i < leds.led count; i++)
{
/* Get pin to toggle */
uint32 t pin = leds.p leds[i];

/* Write to this pin */
R BSP PinWrite((bsp io port pin t) pin, pin level);

To:
/* update the blue led */
R BSP PinWrite(leds.p leds[0], pin level);

/* update the green led */
R BSP PinWrite(leds.p leds[l], pin level);

Figure 56. Update the LED Control
Save the updated source file, click Generate Project Content, then compile the new project.

If you create a new application project and would like to debug the new project with the bootloader, follow the
instructions in section 5. When debugging an update image with the bootloader, you can treat the update
image as the primary application.

6.2 Set Up the Hardware
If using app_primary usb as the initial application project:

e Connect J10 (USB Debug) using a USB micro to B cable from the EK-RA8M1 to the development PC to
provide power and debug connection using the on-board debugger.

e USB FS device mode jumper setting: connect pin 2, 3 on J12, connect jumper J15.

e Connect J11 (USB FS) using a USB micro to B cable from the EK-RA8M1 to the development PC to
provide USB Device connection.

Ifusing app_primary uart as the initial application project:

e Connect J10 using a USB micro to B cable from the EK-RA8M1 to the development PC to provide power
and debug connection using the on-board debugger.

Note: On the EK-RA8M1 board, the user can use the TX and RX pins available on the debugger chip (refer

to link Renesas | EK-RA8M1 - Design Package) without using the UART to USB converter module.
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Figure 57. The TX and RX pins on the debugger chip
6.3 Erase the MCU

When MCUboot is used in flash dual bank mode, the code flash mode needs to start in linear mode. Erasing
the MCU Option-Setting Memory settings will configure the code flash mode to linear mode. Erasing the
entire MCU memory is recommended. The MCU can be erased through a variety of methods. A user can
erase the MCU flash using the Renesas Device Partition Manager, Renesas Flash Programmer, or third-
party tools like JFlash Lite.

Note: If the MCU is in code flash dual bank mode, make sure to restore to linear mode prior to proceeding
to the rest of the application note sections. The rest of the operations assume the device starts in
code flash linear mode. They will not work if the device is already in code flash dual bank mode.

6.3.1 Use the Renesas Flash Programmer

The Renesas Flash Programmer (RFP) can detect the flash mode when a new RFP project is created.

Note: Prior to connecting with the RFP, power cycle the development board.

Connect the EK-RA8M1 to the PC through J10 USB Debug. Launch RFP and create a new RFP project.
Click File > New Project.

File | Target Device Help
New Project... I
Open Project...

Save Project

Figure 58. Create a New RFP Project

Configure the Microcontroller selection as well as the Tool used for communication. Then, click Connect.
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s Create New Project — 4
Project Information
Microcontroller: v
Prject Name: [pewfp_proect | |
Project Folder: dualbank \rfp Browse...
Communication
Tool: | J-Link v Interface: 2 wire UART v
Tool Details... Num: AutoSelect

Figure 59. Configure the New Project

Once the connection is successfully established,
Code Flash configurations.

If RA8M1 flash is in code flash linear mode, Bloc

the user can open the Block Settings page to check the

ks Settings are presented as in Figure 60.

File Target Device Help
Operation Operation Settings Block Settings ~ Flash Options Connect Settings  Unique Code
Region Start End Size Select
= R7FABM1AHECBD
# Code Flash 1 (02000000  (x021F7FFF 206K
© Config Area 1 0x0300A100 x0300A17F 128 E|
#..  Config Area 2 0<0300A200  (xD300A2FF 256
£ Code Fash 2 (x 12000000 D 121F7FFF 2016 K El
- Config Area 3 B<1300A180  (x1300A1FF 128
® - Data Flash 1 (x27000000  O«27002FFF 12K %
- Config Area 4 (27030050 (x2703035F 7
& Data Flash 2 (x37000000 0x37002FFF 12K El
Figure 60. Flash in Linear Mode
If the RA8M1 flash is in flash dual bank mode, Block Settings are presented as in Figure 61.
File Target Device Help
Operation Operation Settings Block Settings  Flash Options Connect Settings  Unique Code
Region Start End Size Select
B R7FASM1AHECBD ~
¥ Code Flash 1 0«02000000  Ox020F7FFF 992K
@ Code Flash 2 0<02200000  (x022F7FFF  §92K %]
4 Config Aea 1 0«0300A100  O«0300A17F 128
B Config Area 2 0<0300A200  (x0300A2FF 256 %
¥ Code Flash 3 0«12000000  Ox120F7FFF 592K
= Code Flash 4 012200000 Ox122F7FFF 992 K E
L] Corfig Area 3 0x1300A180 Ox1300A1FF 128
@ Data Flash 1 0«27000000  Ox27002FFF 12K ]
* Corfig Area 4 (x27030050  (x2703035F 784
#  Data Flash 2 0x37000000  Ox37002FFF 12K &
Figure 61. Flash in Dual Bank Mode

Whether the MCU is in flash dual bank mode or fl
the entire flash, including the Config Area, and th

ash linear mode, the Initialize Device command can erase
us return the MCU to code flash linear mode.
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File | Target Device IHeIp

Operati Read Device Information 25k Opti

Read Memory...
Pri Read Flash Options

| I Initialize Device I |
DLM Transition...

Figure 62. Initialize Device Command

If the Initialize Device is successful, the message in Figure 63 will be presented in the status window.

Signature A
Device: RTFASMIAHECED

Boot Firmware Wersion: V3632

Device Unique 1D: 4E4B2F0AA19347633585393343 147EAT

Device Code: 03

Current state: OEM_PL2

Current Authentication Level: AL2

AL2 Key Injection: No

AL1 Key Injection: No

RMA& Key Injection: No

Erasing the target device

Disconnectine the tool
Operation completed

Clear status and message

Figure 63. Initialize Device Succeeded

6.3.2 Use the SEGGER J-Flash Lite

J-Flash Lite is a free, simple graphical user interface which allows downloading into flash memory of target
systems. J-Flash Lite is part of the J-Link Software and Documentation package that is installed when the J-
Link software & documentation pack is installed.

To use J-Flash Lite, connect the USB Debug port J10 to the PC and launch J-Flash Lite. Select the Device
and debug Interface and communication speed.

m SEGGER J-Flash Lite V7.98g X

Target device

[R7FABM1AH | [
Target interface Speed
s R —
Flash banks

BaseAddr  Name Loader

[ Joxo3004100 Code flash option-setting memor | Defaul »
[Joxt3004180 Code flash option-setting memor | Defaul ~
[Joxz7030080 Data flash option-setting memor | Defaul ~
[“] ox02000000  Code flash (secure) Defaul » | v

Figure 64. Launch the J-Flash Lite

Click OK. In the next screen, select Erase Chip.
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H SEGGER J-Flash Lite V7.98g - X
File Help

Target

Device Interface Speed

[R7FABMLAH | [swo | [4000 khz |

Data File (bin / hex [ mot [ srec/ ...)

Log

Program Device

Erase Chip

BaNK SELECTION?
Bank selection:
Bank selection:
Bank selection:
Bank selection:
Bank selection:
Bank selection:
Bank selection:
Loader

selection:

BaNKANOr=@X[SUUALEY UISabled
BankAddr=gx2703e08¢ Disabled
BankAddr=x82088860 Enabled
BankAddr=8x12008860 Enabled
BankAddr=8x27000008@8 Enabled
BankAddr=8x37800088 Enabled
BankAddr=gx3eeeeeee Disabled
BankAddr=gx9eeeeees Disabled
BankAddr=8x8300A10@ Loader=Default

Loader
Loader
Loader
Loader
Loader
Loader
Loader
Loader

selection:
selection:
selection:
selection:
selection:
selection:
selection:
selection:

BankAddr=0x1388A180
BankAddr=0x27836680
BankAddr=0x82008000
BankAddr=08x12608000
BankAddr=8x27066000
BankAddr=8x37060000
BankAddr=8x320060000
BankAddr=8x92006000

Loader=Default
Loader=Default
Loader=Default
Loader=Default
Loader=Default
Loader=Default
Loader=Default
Loader=Default

Connecting to farget...

Erasing...
Done.

Ready

Figure 65. Erase the MCU using J-Flash Lite

Note that when using Segger J-Flash Lite 7.98g or earlier, the Erase operation needs to be performed twice
if the device is already in dual bank mode. This may be fixed in later J-Flash Lite versions.

6.3.3 Use Renesas Device Partition Manager

Power cycle the evaluation board EK-RA8M1 after a debug session to use the Renesas Device Partition
Manager. Within e? studio, navigate to Run > Renesas Debug Tools > Renesas Device Partition
Manager. Select J-Link as the connection method and select action Initialize device.

Click Run. The MCU will be erased.
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3 Renesas Device Partition Manager O X

Device Family:

Action

Read current device information Change debug state

Set TrustZone secure / non-secure boundaries Initialize device
Target MCU connection:

Connection Type: SCl v
Emulator Connection: Serial No v

Serial No/IP Address:

|

Debugger supply voltage (V):
Connection Speed (bps for SCI, Hz for SWD): 9600

Debug state to change to: Secure Software Development
Memory partition sizes

[[] Use Renesas Partition Data file

Browse..

Code Secure (KB) 992
Code NSC (KB) 0
Data Start Address (KB)

Data Secure (KB) 0
SRAM Secure (KB) 896
SRAM NSC (KB) 0

Display errors in : English ~

Connecting...
Loading library : SUCCESSFUL!
Establishing connection : SUCCESSFUL!
Checking the device’s TrustZone type  : SUCCESSFUL!
CONNECTED.

Initializing device and rolling back Protection Level to PL2...
SUCCESSFUL!

Disconnecting...
DISCONNECTED.

Connection : SUCCESSFUL!
Device initialization : SUCCESSFUL!

v

Show Command Line

(’D ey l].i Close

Figure 66. Erase the MCU using Renesas Device Partition Manager
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6.4 Start the Debug Session

Follow the steps below to start the debug session:

1. Disable flash content caching from the Debugger setting.
Right-click on project app_primary_usb > Debug As > Debug Configurations, navigate to Debugger -
> Debug Tool Settings, and uncheck Allow caching of flash contents. Otherwise, when debugging
bootloader applications, the memory window may show wrong information.

=] Main E > Startup 'EH Source| [-] Common

Debug hardware:  J-Link ARM ~

Target Device: | RTFABM1AH

GDB Settings Connection Settings[ Debug Tool Settings ]

v Memory
Endian

v Break
Use Flash Breakpoints
Allow Simulation

~ Flash
Flash Bus Type
Flash Memory Type
WorkRam Start
WorkRam End

Little Endian

Yes
No

Erase on-chip program flash before download No

Erase on-chip data flash before download

Use CFI-Flash

CFI Start

CFl End
v Semihosting

Semihosting breakpoint address
v RTOS

RTOS Integration in Debug View

No
No
0x0
0x0

No

RTOS Debugging - Large Number of Threads. Mo

v System
Allow caching of flash contents No ]
v Time Measurement
Run Break Time Measurement Yes
Count Every Core Cycle Yes

Operating Frequency [MHz]

<

Figure 67. Disable Flash Content Caching
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2. Configure the load image and symbols properties.
Open the Debug Configurations: app_primary_usb > Debug As > Debug Configurations.
Make sure app_primary_usb Debug_Flat is selected and select the Startup tab.

Click Add..., then Workspace, navigate to the app_primary_usb project, and select the
combined. srec file is created in section 5.4. Click OK.

&) Add download module X

Specify download module name:

| ${workspace_Ioc:\app_primary_u5I:I\combined.srec}| I

Variables... Search Project... Workspace... File System...

Cancel

Figure 68. Add the combined.srec file to Debug Configuration

3. The result of the combined. srec file is added to the Debug Configuration as shown in Figure 69.

Load image and symbols

Filename Load type Offset (hex)  On connect
Program Binary [app_primary_usb.elf] Symbols only Yes e
combined.srec . Image and Symbols 0 Yes

Edit..

Remove

Move up

Move down

Figure 69. The result of the combined.srec file is added to Debug Configuration

4. Follow similar steps to add lower bank bootloader. Choose Image and Symbols as the Load type.

Load image and symbols

Filename Load type Offset (hex)  On connect
Program Binary [app_primary_uartel.. Symbals only Yes.
combined.srec Image and Symbols 0 Yes
ra_mcuboot_ra8m1_dualbankelf [C)\.. Image and Symbols 0 Yes Add
Edit.
Remove
Move up
Move down
Figure 70. Add the Lower Bank Bootloader
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5. Click Debug. Choose Remember my decision and click Switch if prompted to switch the perspective.

Q Confirm Perspective Switch X

This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for
displaying the debug stack, variables and breakpoints.

Switch to this perspective?

Remember my decision

Cow ] W

Figure 71. Start the Application Execution
6. The debugger should hit the reset handler in the bootloader.

= BSP_SECTION_FLASH_GAP \_.'uid Reset_Handler (void)
{

s /* Initialize system using BSP. */

0 02008b44 | SystemInit();

/* Call user application. */
main();

while (1)

/* Infinite Loop. */

Figure 72. Switch the Perspective
7. Click Resume " to run the project.

The program should now be paused in main atthe hal entry () call in the bootloader

#include "hal_data.h"
= int main(void)
{
| hal_entry ();
return 0;
h

Figure 73. Start the Application Execution
8. Click "» to run again.

The red, blue, and green LEDs on the EK-RA8M1 should now be blinking while the blinky application is
running.
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6.5 Program the New Application Using the Primary Application Downloader

Follow the steps below to program the new application created in section 6.1:
Note that when using the UART interface, users need to open the Tera Term and configure the Baud Rate
first, as shown in Figure 75 and Figure 76. Then, the debug session can be started from the UART primary

application.

1. Open Tera Term

e If using the USB interface, choose the USB Serial Port (COM number may be different for your setup),

as shown in Figure 74. Then click OK.

Tera Term: New connection

OTCPIP

myhost.example.com
History
Telnet
S5k
Other

22

SSH2

AUTO

@® Serial

Port:  COM4: USB Serial Device (COM4) v

Cancel Help

Figure 74. Open the USB COM Port
e If using the UART interface, choose the JLink CDC UART Port (COM number may be different for your

setup), as shown in Figure 75. Then click OK

Tera Term: New connection

OTCPIP

myhost.example.com
History
Telnet
SSH
Other

22

SSH2

AUTO

® Serial

Port: COM27: JLink CDC UART Port (COM27) ~

Cancel Help

Figure 75. Open the UART COM Port
Note: When using the UART interface, select the Serial Terminal and set the Speed to 115200. Skip this

step if using the USB interface.

New open

Tera Term: Serial port setup and connection
Port: COM27 v
Data: 8 bit v
Parity: none v
Stop bits: 1 bit v
Flow control: none v

Cancel

Help

Figure 76. Configure the Baud Rate if using UART Interface
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The menu in Figure 77 will be displayed on the Tera Term.

Fleaze select from below menu options:

1 — Display image slot info
2.— Download and hoot the new image (XModem)
|

Figure 77. Tera Term Menu

2. Select option 1 to print the image slot information.

bal

Eafatatatotototototototototototototototaotototatatad

* Primary Image Slot =

Eafatatatotototototototototototototototaotototatatad

Image version: 1.8 (Rev: 8, Build: 8>
rimary image start address: BxB2010000
Header size: BxB208 (512 hytes)
Protected TLU size: BxPB08 (@ hytes)

Image size: BxBB0BBCAC (48284 bhytes>

EaZafafakatatafat oot oz Z 2 Z 2 2 2 2 3 2.3 z >z 3

* Secondary Image Slot *

EaZafafakatatafat oot oz Z 2 Z 2 2 2 2 3 2.3 z >z 3

Image vewrsion: 255.255 (Rev: 65535, Build:

Secondary image start address: BxB2210000
i BxFFFF (65535 hytes)

Protected TLVU size: BxFFFF (65535 bytes>

Image size: BxFFFFFFFF (-1 hytes)

Figure 78. Print the Image Slot Information

3. Select option 2 to download the secondary image using the primary image downloader.

1 — Display image slot info
2 — Download and hoot the new image (XModem>
»2

Blank checking the secondary slot...

N: Secondary s=lot blank
Start Emodem transfer...
Sustem will automatically reset after successful download...

Figure 79. Choose Option 2 to Download the New Image using XModem

4. Open the Transfer interface of the Tera Term.

M COMA4 - Tera Term VT - a X

[Fie]cdit Setup Control Window Help

New connection... Alt+N

Duplicate session Alt+D

Cygwin connection Al+G

Log.

Send file..
| Teansfer >

Kermit >

- | xmopem 7]
Change directory... YMODEM >
Replay Log... ZMODEM

Receive..
Send...

TTY Record B-Plus
TTY Replay Quick-VAN

Print... Alts+P

Disconnect Alt+1
Exit Al+Q
Exit All

Figure 80. Start Transfer from Tera Term
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5. Choose \app secondary usb\Debug\app secondary usb.bin.signed, then click Open.

Y Tera Term: XMODEM Send

Look in: Debug v @ ¥ ¥ | FFF g

Name B Date modified Type
ra 10/17/2024 9:11 AM File folder
ra_gen 10/21/2024 10:24 AM File folder
src 10/21/2024 10:24 AM File folder

[ app_secondary_usb.bin.signed ] 10/21/2024 10:24 AM SIGMED File
app_secondary_usb.elf 10/21/2024 10:24 AM ELF File
app_secondary_usb.elf.in 10/21/2024 10:24 AM IN File

[ app_secondary_usb.map 10/21/2024 10:24 AM Linker Address Map

Figure 81. Choose the Signed Secondary Image

The secondary image is then downloaded and programmed to the upper bank.

Tera Term: XMODEM Send X ‘

Filename: |bpp_secondary_u5b.bi

Protocol: XMODEM (checksum)
Packeti: 1498
Bytes transferred: 191616
Elapsed time: 0:22 (B.67KBIs)

- 20.2%

Figure 82. Download the New Image via XModem

6.6 Boot the New Application

The system will automatically reboot after the new image is downloaded.

esetting the system

lease select from below menu options:

— Display image slot info
— Download and boot the new image <(XModem>

Figure 83. The New Image is Booted

Select option 1 to read the swapped memory layout.

1 — Display image slot info

2 — Download and boot the new image (XModem)

>1

i i 3 2 2222 5 2.2 2 22 2. 2. 2 2 2 2 2 2 2 3

* Primary Image Slot =
CaBaiafadadaZadaZataz Zoaz g 2 2 2 2 2 2 2.2 3.2 3.3

Image version: 1.1 (Rev: 8, Build: 8>
Primary image start addre Bx02010800
Header size: (512 hytes>
Protected TLU size: B (@ bhytes)

Image size: C44 (48196 bytes>

i 2.2 22 2 2 2 2. 2. 2. 2. 2.2 2 & 2 2 2 2 & & 3
* Secondary Image Slot =

Image version: (Rev: @, Build: 8>
Secondary image start a Bx02210000
Header size: (512 hytes>
Protected TLU size: (@ hytes)

Image size: C4C <48204 bytes>

Figure 84. The Slot Layout After New Image is Booted

Note that even though the secondary image is booted, it cannot be debugged as the symbol downloaded to
the debugger is for the primary image.
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Also, if you want to perform further update, the new image must have a version of higher than the current
image in the primary slot.

7. Production Support Considerations

This section describes one possible flow of production flow. Users may adapt this procedure to their own
needs wherever possible.

7.1 Protect the Bootloader using Flash Block Protection

The secure bootloader protects the Root of Trust of the system. It should be protected from alteration by the
application. Based on Figure 33, the bootloader is located in the first 64-KB region. Based on Figure 3, the
blocks that need to be protected are blocks 0 to 7 for the lower bank and 70 to 77 for the upper bank.

Users can set up these blocks to be temporarily protected in the ra_mcuboot ra8ml dualbank project
under the BSP tab. If these blocks are protected temporarily, the block protection setting can be reset by
performing the MCU erase operations described in section 6.3.

Summary Clocks | Pins | Interrupts | Event Links | Stacks | Components

I Problems B console] Properties > | @& Smart Browser | L) Smart Manual

EK-RABM1

Property Value
Security
OFS0 register settings
OFS1_SEL register settings
OFS1 register settings
OFS2 register settings

~ Block Protection Settings (BPS)

v BPSO

Flash Block 0

Flash Block 1

Flash Block 2

Flash Block 3

Flash Block 4

Flash Block 5

Flash Block 6

Flash Block 7

Flash Block 8

Flash Block 9

Settings

DORRNRERERE

Figure 85. Temporary Protection of the Lower Bank Bootloader Area
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Summary Clocks | Pins | Interrupts | Event Links | Stacks Components

I Problems B Console | Properties < |@® Smart Browser L.'._f Smart Manual 1K&Debug

EK-RASM1
Settings Property Value
~ Block Protection Settings (BPS)
BRSO
BPS1
v BPS2
Flash Block 64

Flash Block 65
Flash Block 66
Flash Block 67
Flash Block 68
Flash Block 69
Flash Block 70
Flash Block 71
Flash Block 72
Flash Block 73
Flash Block 74
Flash Block 75
Flash Block 76
Flash Block 77
Flash Block 78
Flash Block 79

DDH!‘!H!H!DDDDDD

Figure 86. Temporary Protection of the Upper Bank Bootloader Area

Users can set up these blocks to be permanently protected in the ra mcuboot ra8ml dualbank project
under the BSP tab.

Note: If these blocks are protected permanently, these areas cannot be erased and reprogrammed through
the lifetime of the MCU. Users need to be very cautious when setting up the permanent protection.
The MCU erase operations described in section 6.3 will not be able to erase these blocks.

Summary Clocks Pins | Interrupts | Event Links | Stacks Components

1. Problems B consale | Properties % | & Smart Browser | k) Smart Manual %?Debug

EK-RABM1
Settings Property Value
v RABM1 Family
SDRAM
Security

OFS0 register settings
OFS1_SEL register settings
OFS1 register settings
OFS2 register settings
Block Protection Settings (BPS)
~ Permanent Block Protection Settings (PBPS)

~ PBPSO
Flash Block 0
Flash Block 1
Flash Block 2
Flash Block 3
Flash Block 4
Flash Block 5
Flash Block 6
Flash Block 7
Flash Block 8 m}
Flash Block 9 m}
Flash Block 10 m}

Figure 87. Permanent Protection of the Lower Bank Bootloader Area
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Summary| BSP | Clocks | Pins | Interrupts | Event Links  Stacks | Components

12 Problems | B Console| [ Properties < | @ Smart Browser | X} Smart Manual | %5 Debug

EK-RASM1

Settings Property Value
OFS1 register settings
OFS2 register settings
Block Pratection Settings (BPS)
~ Permanent Block Protection Settings (PBPS)
PBPSO
PBPS1
v PBPS2
Flash Block 64
Flash Block 65
Flash Block 66
Flash Block 67
Flash Block 68
Flash Block 69
Flash Block 70
Flash Black 71
Flash Block 72
Flash Block 73
Flash Block 74
Flash Block 75
Flash Black 76
Flash Block 77
Flash Block 78
Flash Block 79

OOQRNNNNRRREFIE 80000

Figure 88. Permanent Protection of the Upper Bank Bootloader Area

The included example bootloader does not include the block settings to enable block protection. Users can
enable them prior to field deployment.

The step of making the bootloader immutable can be omitted if the bootloader itself may be updated, but it
poses a security risk unless the First Stage Bootloader (FSBL) is also used. When using FSBL, the
bootloader does not need to be made immutable.

7.2 Provision the Bootloaders and the Initial Application to MCU

Users can combine the . srec files generated from the above sections into one . srec file and program it to
the MCU during production.

The three images to be combined are:

¢ Bootloader for the Lower Bank: ra mcuboot ra8ml dualbank.srec
e Bootloader for the Upper Bank: ra_mcuboot ra8ml dualbank offset.srec
e Application for the Lower Bank: app primary usb signed offset.srec

The following command assumes user executes from the location of the srec_cat.exe and have all three
input files exist under the same folder as the srec cat.exe. Use the following command to generate one
combined . srec from the above three . srec files:

srec_cat ra mcuboot ra8ml dualbank.srec ra mcuboot ra8ml dualbank offset.srec
app primary usb signed offset.srec -o combined.srec
To download combined. srec, users can use RFP or J-Flash Lite, as shown in Figure 89 and Figure 92.

Note: Prior to download combined. srec file, users need to erase the MCU first, follow the instructions in
section 6.3.

e Download (*. srec) file using J-Flash Lite.
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LlaIbank\ws_S.S.U\app_prlmar}r_ustlcombmed.srec[I

H SEGGER J-Flash Lite V7.98g - X
File Help
Target
Device Interface Speed
[R7FABMLAH | [swo | [4000 Ktz
Data File (bin / hex/ mot [ srec [ ...)
Erase Chip

Log
selected file: C:\Users\trung.tran-guoc\Documents\RVC_TASK_24 2H\portin
Data file contains 7 memory ranges:
#@: BxB2880008 - BxB2BBCE7E (52892 Bytes)
#1: BxB2818088 - BxB2BF7FFF (928 KB)
#2: BxB2180068 - BxB21BCEB7E (52892 Bytes)
#3: BuB3B0A168 - Bx@3BGAL113 (28 Bytes)
#4: BxB30BA134 - Bw@38BA137 (4 Bytes)
#5: BuB38BA200 - BxA3BBA2CF (288 Bytes)
#6: Bx27830080 - Bx2783@35F (736 Bytes)
< >
Ready

Figure 89. Load combined.srec file using J-Flash Lite

Download (* . srec) file using Renesas Flash Programmer (RFP).

Launch RFP and create a new RFP project. Click File > New Project.

' File | Target Device
New Project...

Help

s Connect Settings
Open Project...

Save Project

Unique Code

Figure 90. Create a New RFP Project

Configure the Microcontroller selection as well as the Tool used for communication. Then, click Connect.

s Create New Project — *
Project Information

Microcontroller: RA v

Project Name: ‘ra_mcubaot_dualbank l

Project Folder: ‘bank'rfp‘-new_rln _pm;ed'ua_mcubuot_duaihanldl Browse
Communication

Tool Details... Num: AutoSelect
Connect Cancel
Figure 91. Configure the New Project

Selecting a program file and execute the command.
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Operation  Operation Settings Block Settings Flash Options Connect Settings  Unique Code

Project Information
Current Project: ra_mcuboot_dualbank mj
Microcontroller: R7FABM1AHECBD

Program and User Key Fles

CRC-32: 00825578 Add/Remove Files...

Command

Erase >> Program >> Verify

Start

Figure 92. Selecting combined.srec file and execute the command

If the download (* . srec) file is successful, the message in Figure 93 will be presented in the status window.

[Confie Area 1] 0x03008100 - 0x0300A11F  size: 32 A
[Confie Area 1] 0x03008130 - 0x0300A13F  size: 16

[Confie Area 2] 0x03008200 - 0x0300A2CF  size : 208

[Confie Area 4] 0x27030080 - 0x2703035F  size : 736

Verifying data
[Confie Area 1] 0x03008100 - 0x0300A11F  size: 32
[Confie Area 1] 0x03008130 - 0x0300A13F  size: 16
[Confie Area 2] 0x03004200 - 0x0D300A2CF  size : 208
[Config Area 4] 027030080 - 0x2703035F  size : 736
Setting the target device

Disconnecting the tool
Operation completed.

Clear status and message

Figure 93. Download combined.srec file succeeded

Once the device is deployed to the field, the application update can be achieved using the image downloader
implemented in the application project.

8. Compile and Exercise the Included Example Bootloader and Application
Projects

8.1 Using USB as the Download Interface
For the USB interface, three projects are needed:

e ra mcuboot ra8ml dualbank
e app primary usb
e app secondary usb

Users can follow the steps below to run the example projects in the folder \ra8-advanced-mcuboot-
flash-dual-bank\example projects with bootloader

1. Follow the instructions in section 6.2 to set up the hardware.
2. Import the above-mentioned three projects to a Workspace.
3. Openthe configuration.xml file from project ra mcuboot ra8ml dualbank.
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4. Click Generate Project Content.

5. Compile the project ra mcuboot ra8ml dualbank

6. Openthe configuration.xml file from project app primary usb.

7. Click Generate Project Content.

8. Compile the project app primary usb.

9. Open the configuration.xml file from project app secondary usb

10. Click Generate Project Content.

11. Compile the project app secondary usb.

12. Erase the entire chip following instructions in section 6.3.

13. Debug the application from project app primary usb in the e? studio environment.

14. Resume the program execution twice. All three LEDs should be blinking.

15. Stop the debug session and power cycle the EK-RA8M1.

16. Open Tera Term with the enumerated COM port (USB Serial Device).

17. Use Tera Term to send the \app secondary usb\Debug\app secondary usb.bin.signed to
the MCU following the instructions in section 6.6. This will take about 30 seconds.

18. System will be reset automatically after download.

19. Blue and green LEDs should be blinking.

20. Enter menu item 1 to confirm the image with version 1.1.0 is located in the primary slot (lower bank) and
the image with version 1.0.0 is located in the secondary slot (upper bank).

8.2 Using the UART as the Download Interface
For the UART interface, three projects are needed:

e ra mcuboot ra8ml dualbank
e app primary uart
® app secondary uart

Users can follow the steps below to run the example projects in the folder \ra8-advanced-mcuboot-
flash-dual-bank\example projects with bootloader

Follow the instructions in section 6.2 to set the hardware.
Import the above-mentioned three projects to a workspace.
Open the configuration.xml file from project ra mcuboot ra8ml dualbank.
. Click Generate Project Content.
Compile the project ra mcuboot ra8ml dualbank
Open the configuration.xml file from project app primary uart.
Click Generate Project Content.
Compile the project app primary uart.
Open the configuration.xml file from project app secondary uart
. Click Generate Project Content.
. Compile the project app secondary uart.
. Erase the entire chip following the instructions in section 6.3.
. Debug the application from project app _primary uart in the e? studio environment.
. Resume the program execution twice. All three LEDs should be blinking.
. Stop the debug session and power cycle the EK-RA8M1.
. Open the Tera Term with the enumerated COM port and set up the baud rate as 115200.
. Use Tera Term to send the \app secondary uart\Debug\app secondary uart.bin.signedto
the MCU by following section 6.6. This will take about 50 seconds.
18. The system will reset automatically after download.
19. Blue and green LEDs should be blinking.
20. Enter menu item 1 to confirm the image with version 1.1.0 is located in the primary slot (lower bank) and
the image with version 1.0.0 is located in the secondary slot (upper bank).

©ONO O N =
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9. Appendix
9.1 Usage Note with First Stage Bootloader (FSBL)

In this section, we will use a combination of MCUBoot with FSBL. To understand FSBL, users can refer to
Renesas RA Family MCU Application Design using RA8 First Stage Bootloader (R11AN0774).

When the FSBL is enabled, there are two schemes supported for the verification of OEM_BL (MCUBoot):
CRC Boot and Secure Boot.

9.1.1 Using FSBL with CRC Boot
Follow the steps below to use FSBL with CRC Boot:

1. Import the project under folder \example projects with bootloader toa Workspace.
2. Openthe configuration.xmnl file from project ra mcuboot ra8ml dualbank to configure FSBL
for CRC Boot.

Summary Clocks | Pins| Interrupts | Event Links | Stacks Components

[2 problems | B console| =] Properties < | @ Smart Browser [} Smart Manual

EK-RA8M1

Settings Property Value
~ First Stage Bootloader (FSBL)
~ FSBL Control 0 (FSBLCTRLO)

FSBLEN Enabled

FSBLSKIPSW Enabled

FSBLSKIPDS Enabled

FSBLCLK 240 MHz
~ FSBL Contral 1 (FSBLCTRL1)

FSBLEXMDFSBLEN
w FSBL Control 2 (FSBLCTRL2)

PORTPN PORTNO7

PORTGN PORT1m
~ Code Certificates (SACCn)

SACCO 02030000

SACCT 0x2030000

FSBL Measurement Report Address (SAMR) OxFFFFFFFF

Figure 94. Configure FSBL for CRC Boot

— When loading the primary image successfully, the SACCO register is used for the bootloader of the lower
bank. The SACCO register specifies the start address of the code certificate when BANKSWP[2:0] = 111b in
dual mode.

8 32
FFIFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
= FF FF

Figure 95. BANKSWP[2:0] = 111b

— When loading the primary image successfully, the SACC1 register is used for the bootloader of the lower
bank. The SACC1 register specifies the start address of the code certificate when BANKSWP[2:0] = 000b in
dual mode.

F8|FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FFFF FF FF FF FF FF FF FF
- FF FF

Figure 96. BANKSWP[2:0] = 000b

Note that setup SACC1 register value is 0x2030000. Because when loading the secondary image
successfully, bootloader upper bank at 0x2100000 address is swapped to 0x2000000. So, we need to use
the code certificate at 0x2030000 which is defined by the SACC1 register to verify for the bootloader.

3. To ease the demonstration of combining MCUBoot with FSBL. We will reconfigure the Flash Layout of
the MCUboot module. Click Generate Project Content. Then compile the project
ra mcuboot ra8ml dualbank.
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i§} [ra_mcuboot_ra8m1_dualbank] FSP Configuration X = 0

(V]

Generate Project Content

Stacks Configuration

Threads & Mew [hread ] Remove |=)  HAL/Common Stacks &) New Stack > == Extend Stack > % | Remove
w fﬁ HAL/Common ~
dg g_ioport I/O Port (r_ioport)
@ MCUboot
Objects %] New Cbject > 3] Remove v
i L ’

Summary | BSP | Clocks | Pins ‘ Interrupts | Event LinksIStacksl Components|

I_ﬂ Problems | B CDnsoIeIE Properties >{ I\% Smart Bmwser‘@* Smart Manual ‘

MCUboot
|
Settings Property Value
—— w Common
APl Info

> General
> Signing and Encryption Options
~ Flash Layout

Bootloader Flash Area Size (Bytes) 0x10000
Image 1 Header Size (Bytes) 0x200
Image 1 Flash Area Size (Bytes) 0x20000
Scratch Flash Area Size (Bytes) 0x0

> Flash Configuration

» Data Sharing

Figure 97. Reconfigure the Flash Layout

‘ Dual Mode | ‘ Linear Mode
RABM1 code flash Address Address
OFS register | 0x0300_A100 | 0x0300_A100
r |
Code Certificate 0x0223_0000 . 0x0213_0000
Secondary app (linked for w
~« primary app address) 0x0221_0000 0x0211_0000
Bank1 | | e Hemmmmmmommiooeoeee
- Bootloader (linked for :
No OFS > 0x0200_0000) 0x0220_0000 ' 0x0210_0000
- R R L e ]
Code Certificate 0x0203_0000 ‘ 0x0203_0000
Primary app (linked for :
Bank0 primary app address) 0x0201_0000 . 0x0201_0000
Bootloader (linked for i
Has OFS > '
- 0x0200_0000) 0x0200_0000 | 0x0200_0000
s PR P,

Figure 98. Memory Map: Combining MCUboot Dual Bank with FSBL

4. Compile the app _primary usb and app secondary usb projects.
5. Create the Code Certificate for CRC Boot using SKMT GUI.
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ﬂ Security Key Management Tool — O *
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE |FSBL  JDOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases,

OEM Bootloader Image : udy\dualbank_fsbl_rag\ws_crc\app_primary_usbfcombined.srec | Browse..

Programming Verification Method : () Signature
® CRC
Certificates OEM Root Keys OEM Bootloader Keys

Code Flash Start Address (hex) : 02000000
Device Code Flash Size 2MB v

(If exact size option is not available, select the next lower size)
OEM Bootloader Size :

® Calculate automatically
() Enter manually (hex)

Code Certificate : | -\keys‘lcode_cert_lower_bank.blnl Browse...

Generate File(s)

jOutput File:
code_cert_lower_bank.bin
JOPERATION SUCCESSFUL

Figure 99. Create CRC Boot Code Certificate for Lower Bank

Note that the combined. srec file only includes: Bootloader Lower Bank and Primary Image. So, users
need to copy the following command, as shown in Figure 100 into the

process_signed binary primary.bat file under the root of the app primary usb project to create
a single new combined. srec file.

srec_cat Debug\app primary usb.bin.signed -binary -offset 0x2010000 -execution-
start-address 0x2010000 -o app primary usb singed offset.srec

srec_cat ..\ra mcuboot ra8ml dualbank\Debug\ra mcuboot ra8ml dualbank.srec
app_primary usb singed offset.srec -o combined.srec

Figure 100. Command to create a new combined.srec file
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B security Key Management Taol - O *

File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image : oot_raam1_duaIbank\Debuglra_mcuboot_rasm_dualbank.srec I Browse..

Programming Verification Method : () Signature
@ CRC
Certificates OEM Root Keys OEM Bootloader Keys

Caode Flash Start Address (hex) 02000000

Device Code Flash Size : 2 MB w

(If exact size option is not available, select the next lower size)
OEM Bootloader Size :

(@) Calculate automatically

() Enter manually (hex)

Browse...

Caode Certificate : \keyslr:ode_cert_upper_bank.bln] Browse...

Generate File(s)

Output File:
code_cert_upper_bank.bin
OPERATION SUCCESSFUL

Figure 101. Create CRC Boot Code Certificate for Upper Bank

6. Users need to erase the MCU first, follow the instructions in section 6.3.
7. Load the Bootloader Upper Bank using Renesas Flash Programmer (RFP).
e To create a new RFP project, users can refer to Figure 90 and Figure 91 in section 7.2.
e Download the ra_mcuboot ra8ml dualbank offset.srec file under the root of the
ra_mcuboot ra8ml dualbank project.
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File  Target Device Help

Operation  Operation Settings Block Settings Flash Options  Connect Settings  Unique Code

Project Information
Curmrent Project: ra_mcuboot_dualbank_fsbl.mj
Microcontroller: R7FABM1AHECBD

Program and User Key Files

|2H\study\duahmk _fsbl_ra8%ws_crc'ra_mcuboot_raBm l_duabmkF_mbooi_ra&m _dualbank _offset srec I

CRC-32: 6AACCC35 Add/Remove Files...

Command

|Erase >> Program >3 Verify

Start

Erasine the selected blocks
[Code Flash 1] 0:02000000 = 0x021F7FFF  size : 2016 K
[Data Flash 1] 0<27000000 - 0x27002FFF  size: 12K

Writing data to the tareet device
[Code Flash 1] 002100000 - 0x0210CB7F  size : 509 K

Verifying data
[Code Flash 1] 002100000 - 0x0210CB7F  size : 509 K
Setting the target device

Disconnecting the tool
Operation completed.

Clear status and message

Figure 102. Download Bootloader Upper Bank succeeded

8. Configure the Flash Option to download the lower bank certificate.
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File Target Device Help

Operation Operation Settings Block Settings Flash Options  Connect Settings  Unique Code
Set Option Do Nothing -

Disable Initialize Command Ne

Disable AL2 authentication Nc

Disable AL1 authentication Nc

Disable LCK_BOQT transition Ne
v Configuration Data Lock Bit

Set Option Do Nothing
Lock bits FFFFFFFFFFEFFFFFFFFFEFFFFFFFFFFFFFEF
v Anti-Rollback Settings
Set Option Do Nothing
ARCLS FFFF
ARCCS FFFF
v OEM Root Public Key
Set Option Do Nothing
OEM Root Public Key File 0
o Dieable Doio e
v Certificate
Set Option Set
Verfication Method CRC
bank_fsbl_ra8\keys\code_cert_lower_bank bjn!..} v

[Config Area 1] 0x0300A100 - 0x0300A11F  size - 32 -~
[Confie Area 1] 0x0300A130 - 0x0300A13F  size: 16

[Confie Area 2] 0x0300A200 - 0x0300A2CF  size : 208

[Config Area 4] 0x27030080 - 0x2703035F  size : 736

Verifying data
[Config Area 1] 0x03004100 - 0x0300A11F  size: 32
[Config Area 1] 0x0300A130 - 0x0300A13F  size: 16
[Config Area 2] 0x0300A200 - 0x0300A2CF  size: 208
[Config Area 4] 0x27030080 - 0x2703035F  <ize : 736

Setting the target device

Disconnecting the tool
Operation completed.

Clear status and message

Figure 103. Configure the Flash Options for the Lower Bank Code Certificate

Configure to program the combined. srec (generated by the script in Figure 100). Click Start to program
the lower bank bootloader and the primary application.
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File Target Device Help

Operation Operation Settings  Block Settings Flash Options Connect Settings  Unique Code

Project Information
Cument Project: ra_mecuboot_dualbank_fsbl mpj
Microcontroller: R7FABM1AHECBD

Program and User Key Files

\app_primary_usbjcombined.srzc |
CRC-32: 2BB2C574 Add/Remove Files...

Command

Program > Verify >> Program Flash Options

Start OK

[Config Area 1] 0x0300A100 - 0x0300A11F  size: 32 ~
[Config Area 1] 0x03004130 - 0x0300413F  <size: 16
[Config Area 2] 0x0300A200 - 0x0300A2CF  size: 208
[Config Area 4] 0x27030080 - 0x2703035F  size : 736

Verifying data
[Config Area 1] 0x03004100 - 0x0300A11F  size: 32
[Config Area 1] 0x03004130 - 0x0300A13F  size: 16
[Config Area 2] 0x03004200 - 0x0300A2CF  size: 208
[Config Area 4] 0x27030080 - 0x2703035F  size : 736
Setting the target device

Disconnecting the tool
Operation completed.

Clear status and message

Figure 104. Download Bootloader Lower Bank and Code Certificate succeeded

After successfully downloading Bootloader Lower Bank and Code Certificate. All three LEDs should be
blinking.

9. After the Primary Image boots successfully, the MCU is in flash dual mode. So, users need to create
new a RFP project to avoid the error that occurs when reloading code certificate.

e To create a new RFP project, users can refer to Figure 90 and Figure 91 in section 7.2.

10. Use the Tera Term to send the \app secondary usb\Debug\app secondary usb.bin.signed
to the MCU following the instructions in section 6.6. This will take about 30 seconds.
After successfully downloading the Secondary Image. Blue and green LEDs should be blinking.

Note that the code certificate is deleted from the 0x2030000 address, and it has been swapped to the
0x2230000 address. When the MCU is powered reset, the Secondary Image will not work. So, we need to
reload the code certificate at the 0x2030000 address.

11. Use the RFP project which is created in step 9 to reload the code certificate.
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File Target Device Help
Operation Operation Settings Block Settings Flash Options  Connect Settings Unique Code
Do Nathing
No
No
sable AL1 authentication No
Disable LCK_BOOT transition No
v Configuration Data Lock Bit
Set Option Do Nothing
Lock bits FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
v Anti-Rollback Settings
Set Option Do Nothing
ARCLS FFFF
ARCCS FFFF
v OEM Root Public Key
Set Option Do Nothing
OEM Public Key File 0
Dizable riting No
Certificate
Set Option Set
Verfication Method CRC
Code Certfficate rank_fshl_ra8\keys\code_cert_upper_bank bin: ...
[Config Area 1] 0x03004100 - 0x0300A11F  size: 82
[Config Area 1] 0x03004130 - 0x0300A13F  size: 16
[Confie Area 2] 0x03004200 - 0x0300A2CF  size: 208
[Config Area 4] 027030080 - 0x2703035F  size : 736
Verifying data
[Config Area 1] 0x0300A4100 - 0x0300A11F  size : 32
[Config Area 1] 0x03004130 - 0x0300A13F  size : 16
[Config Area 2] 0x03004200 - 0x0300A2CF  size: 208
[Config Area 4] 0x27030080 - 0x2708035F  size : 736

Setting the target device

Disconnecting the tool
Operation completed.

Clear status and message

Figure 105. Configure the Flash Options for the Upper Bank Code Certificate

File Target Device Help
Operation Operation Settingsl Block Settings IHash Options  Connect Settings Unique Code
Region Start End Size  Select A
Block( (<02000000 Ox02001FFF 8K (]
Block 1 0:02002000  (x02003FFF 8K O
Block2 (02004000 Ox02005FFF 8K O
Block3 0«02006000  Ox02007FFF  BK U
Block4 (02008000 Ox02009FFF 8K (]
Block5 0x0200A000 0x0200BFFF 8K | |
Block® (<0200C000 0x0200DFFF 8K (]
Block 7 0«0200E000  (x0200FFFF 8K O
Block8 (02010000 x02017FFF 32K O
Block9 0<02018000  Ox0201FFFF 32k [
Block 10 (002020000 x02027FFF 32K (]
Block 11 (x02028000  Ox0202FFFF 32K [
Block 12 (02030000 (x02037FFF 32K %]
Dlaal.13 A.A%NA0AAN ALNSAACECT 231 LA hd
[Config Area 1] 0x0300A100 - 0x0300A11F  size : 32 ~
[Confie Area 1] 0x0300A130 - 0x0300A13F  size: 16
[Config Area 2] 003004200 - 0xD300A2CF  size : 208
[Config Area 4] 0x27030080 - 0x2703035F  size: 736
Werifying data
[Config Area 1] 0x03004100 - 0x0300A11F  size: 32
[Config Area 1] 0x0300A130 - 0x0300A13F  size: 16
[Config Area 2] 0x0300A200 - 0x0300A2CF  size: 208
[Confie Area 4] 0x27030080 - 0x2703035F  size : 736
Setting the target device
Disconnecting the tool
Operation completed.
v
Clear status and message

Figure 106. Disable the Access to the Lower Bank Bootloader and Application Area
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File  Target Device Help

Operation  QOperation Settings Block Settings Flash Options Connect Settings  Unique Code

Project Information
Currert Project: ra_mcuboot_dualbank_fsbl_upper.mj
Microcontroller: R7FASM1AHECBD

Program and User Key Files

|H\study'\dualbank _fsbl_ra8\ws_crc'\ra_mcuboot_ram 1_dualbank \Debugjra_mcuboot_ra8m1_dualbank srec |
CRC-32: 36A0DEDD Add/Remove Files...

Command

Program >> Vlerify >> Program Flash Options

Start OK

[Config Area 1] 0x0300A100 - 0x0300ATIF  size : 32 ~
[Config Area 1] 0x0300A130 - 0x0300A13F  size: 16

[Config Area 2] 0x03004200 - 0x0300A42CGF  size : 208
[Config Area 4] 0x27030080 - 0x2702035F  size : 736

Verifying data

[Config Area 1] 0x03004100 - 0x0300A11F  size: 32
[Confie Area 1] 0x0300A4130 - 0x0300413F  size: 16
[Config Area 2] 0x03004200 - 0x0300A2CF  size : 208
[Confie Area 4] 0x27030080 - 0x2703035F  size: 736
Setting the target device

Disconnecting the tool
IOperatiun completed.

Clear status and message
Figure 107. Reload Code Certificate succeeded

9.1.2 Using FSBL with Secure Boot
Follow the steps below to use FSBL with Secure Boot:

1. Import the project under folder \example projects with bootloader toa Workspace.

2. Openthe configuration.xml file from project ra mcuboot ra8ml dualbank to configure FSBL
for Secure Boot.

RO1AN7556EU0100 Rev.1.00

Page 61 of 71
Dec.09.24 RENESAS



Renesas RA Family RA8 MCU Advanced Secure Bootloader Design using MCUboot and

Code Flash Dualbank Mode

Summary | BSP| Clocks | Pins | Interrupts | Event Links | Stacks | Components

|2 Problems El console| 5] Properties < | & Smart Browser 2} Smart Manual

EK-RABM1

Settings

Property Value
~ First Stage Bootloader (FSBL)
~ FSBL Control 0 (FSBLCTRLO)

FSBLEN Enabled

FSBLSKIPSW Enabled

FSBLSKIPDS Enabled

FSBLCLK 240 MHz
v FSBL Control 1 (FSBLCTRL1)

FSBLEXMDFSBLEN | Secure boot without report |
v FSBL Control 2 (FSBLCTRL2)

PORTPN PORTnO7

PORTGN PORT1m
~w Code Certificates (SACCn)

SACCO 0x2030000

SACC1 0x2030000

FSBL Measurement Report Address (SAMR) OxFFFFFFFF

Figure 108. Configure FSBL for Secure Boot

3. Follow steps 3 and 4 in section 9.1.1.
4. Create the Code Certificate and Key Certificate for Secure Boot using SKMT GUI.

Table 2. OEM Root Keys

OEM Root Keys
OEM Root Raw:
Private Key c9806898a0334916c860748880a541£093b579%9a9b1£32934d86c363c39800357
OEM Root QOx:d0720dc691aa80096ba32fedlcb97c2b620690d06de031708618d5ceb5eb728f
Public Key Qy: 9681b517b1lcdal7d0d83d335d9¢c4a8a9%9a9%p0blb3c7106d8£3¢c72bc5093dc275%

Table 3. OEM Bootloader Keys

OEM Bootloader Keys

OEM Raw:
Bootloader 710735c8388£48c684a97bd66751ccb£f5al22deb9%a9%6a2dbe73662£782174464d
Private Key
OEM Ox: £6836a8add91cbl182d8d258dda6680690eb724a66dc3bb60d2322565¢c39e4abd
Bootloader Qy: 1£8372a32864870cb8e8d0ac2ff31f824e7beddcd4bb7ad72c173ad874b289dc?2
Public Key
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File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIPUPDATE FSBL  DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image : - :udﬂduaIbank_fsbl_ra&\ws_crc\app_primary_us Browse...
Programming Verification Method : @) Signature Ilmage Version : | 2 I

O CRC

Certificates OEM Root Keys OEM Bootloader Keys

Code Flash Start Address (hex) : . 02000000
Device Code Flash Size : 2 MB ~

(If exact size option is not available, select the next lower size)
OEM Bootloader Size :

(@ Calculate automatically

(O Enter manually (hex)

Key Certificate : ‘ ud}r\duaIbank_fsbl_raﬂ\keys\secure_bclot\lcrwer_bankihmac_key_cert_lower,bin I Browse...

Code Certificate : ‘ jy\duaIbank_fshl_raB\I-ceys\secure_boot\Iower_banI-i,hmac_code_ceri_lower.bin] Browse...

I Generate File(s) I
Output File: A
\lower_bank\hmac_key_cert_lower.bin
Output File:

\lower_bank\hmac_cod e_-cert_lower.bi n
OPERATION SUCCESSFUL

Figure 109. Create Secure Boot Code Certificate, Key Certificate for Lower Bank
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Overview Generate UFPK Generate KUK Wrap Key TSIPUPDATE FSBL  DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authen:icity and/or integrity prior to pragramming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image : oot_raSm‘I_dualbank\Debugia_m(uboouaam_dualbanksrecI Browse...
Programming Verification Method : @ Signature [ Image Version : | 3 I
(OCRC
Certificates QEM Root Keys OEM Bootloader Keys
Code Flash Start Address (hex) : 02000000
Device Code Flash Size : 2ZMB v~

(If exact size option is not available, select the next lower size)
OEM Bootloader Size :

(@ Calculate automatically

(O Enter manually (hex)

Key Certificate : |Jdy‘\duaIbanIvc_fsbl_ra&\keys\secure_bom\upper_bank\’mmac_key_cert_upper.binl Browse...

Code Certificate : | y\dualbank_fsbl_ra8\keys\secure_boot\upper_ba nl-c\'m ac_code_cert_upper.bin I Browse...

Generate File(s)

Output File: ~
\upper_bank\hmac_key_cert_upper.bin
(Output File:
upper_bank\hmac_code_cert_upper.bin
OPERATION SUCCESSFUL
W

Figure 110. Create Secure Boot Code Certificate, Key Certificate for Upper Bank
Note that users need to provide OEM Root Keys and OEM Bootloader Keys, as shown in Table 2 and
Table 3.

5. Follow steps 6 and 7 in section 9.1.1.

6. Download the combined. srec file, as shown in Figure 100 and code certificate for the lower bank, as
shown in Figure 109.
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File Target Device Help

Dizable Initialize Command Mo ™
Disable ALZ authentication No
Disable AL1 authentication No
Dizable LCK_BOOT transition No
v Configuration Data Lock Bit
Set Option Do Nothing
Lock bits E FFFFFFFFFFFFFFFFFFFFFEFFFFEFFFFFEFFE
v Anti-Rollback Settings
Set Option Do Nothing
ARCLS @ EFFE
ARCCS @ FFFF
v (OEM Root Public Key
Set Option Set
OEM Root Public Key File 0 Hy\dualbank_fsbl_ra8\keys\oem_root_key rkeyl....
Dizable Rewrting
v Certificate
Set Option Set
Verification Method Signature
Code Cedificate boolt \lower bank‘\hmac code cert lower bi
Key Cedificate | - | - key cer lower bird... v
Config Area 1] 0x03004100 - 0x0300A11F  size: 32 s
Config Area 1] Ox03004130 - 0x0300A413F  size: 16
Config Area 2] 0x02004200 - 0x020082CF  size: 208
Config Area 4] 0<27030080 - 0x2703035F  size: 736
Verifying data
Config Area 1] 0x02004100 - 0x0300811F  size: 32
Config Area 1] Ox03004130 - 0x0300A413F  size: 16
Config Area 2] 003004200 - 0x0300A2CF  size: 208
Config Area 4] 027030080 - 0x2703035F  size: 736
Setting the target device
Disconnecting the tool
Operation completed.
L
Clear status and message

Figure 111.

Configure the Flash Options for the Upper Bank Code Certificate
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File Target Device Help

Operation  Operation Settings Block Settings Flash Options Connect Settings  Unique Code

Project Information
Cument Project: ra_mecuboot_secure_boot.mj
Microcontroller: R7FASBM1AHECBD

Program and User Key Files

ran-quoc\Documents\RVC_TASK_24_2H\study'dualbank_fsbl_ra8\ws_crc\app_primary_usbcombined srsc]
CRC-32: 87601FCA Add/Remove Files...

Command

Program >3 Verify >> Program Flash Options

Start OK

[Confie Area 1] 0x03004100 - 0x0300411F size : 32
[Confie Area 1] 0x0300A130 - 0x0300A13F  size: 16
[Confie Area 2] 0x03004200 - 0x0300A2CF  size: 208
[Confie Area 4] 0x27030080 - 0:2703035F size : 736

Werifying data

[Config Area 1] 0x03004100 - 0x0300A11F  size: 32
[Confie Area 1] 0x02004130 - 0x0300A13F  <size: 16
[Confie Area 2] 0x0300A200 - 0x0300A2CF  size: 208
[Config Area 4] 027030080 - 0x2703035F  <size : 736
betting the tareet device

isconnecting the tool
peration completed.

Clear status and message

Figure 112. Download Bootloader Lower Bank, Code Certificate and Key Certificate succeeded
Note that users can refer to section 2.2 in the Renesas RA Family MCU Application Design using RAS8 First

Stage Bootloader (R11AN0774) application note to provide the OEM Root Public Key.

After successfully downloading Bootloader Lower Bank, Code Certificate and Key Certificate. All three LEDs

should be blinking.

7. Follow steps 9 and 10 in section 9.1.1
8. Use the RFP project which is created in step 7 to reload the code certificate and key certificate.
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File Target Device Help

Operation Operation Settings

Lizable intialze Lommanc

Lhzable AL1 authenticaton

Disable LCK_BOOT transition

~ Configuration Data Lock Bit

Set Optior
Lock bits

v  Anti-Rollback Settings
Set Optiory

ARCICS
Y

» (OEM Root Public Key
Set Optiory
OEM Root Public Key Fle O
Disable Rewsiting
w Cerificate
Set Option
Verfication Method
Code Cedficate
Key Certficate

Block Settings Fash Options  Conmect Sefings  Unique Code

C ]

= = =

FFFF
FFFF

dy'dualbank fsbl eys\oem &Y.
No

anaEiure
+_boot \wpper_bank \hmac_code_cert_upper bin .,
re_bool‘wpper_bank\hmac_key_cerl_upper bin ..,

Canfig Area 1
Config frea 1

Config Area 4
Werifying data

Cantie Area
Config frea
Config Area
Setting the target device

Canfie Area Q Q03004100 = De0300A11F
)

Disconnecting the tool
Operation completed.

03004100 = te0300A11F
(03004130 - (03004 13F
Config frea 2] 0x02008200 - D020042CF
(27030080 - D= 2703035F

(03004130 - (03004 13F
(03004200 - 03004 2CF
027030080 - Dx2703035F

size - 42 .-\
e : 16

size - 208

gize - TA6

size: 42
size: 16
size - 208
ize - 736

Clear status and message

Figure 113. Configure the Flash Options for the Root Public Key and Upper Bank Code Certificate
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File  Target Device Help

Operation Operation Settings I Block Settings IFIash Options  Connect Settings  Unique Code

Region Start End Size  Select )
= Code Fash 1 (02000000 0x020F7FFF 952 K E
BlockD (x02000000 x02001FFF 8K L]
Block1 0x02002000 x02003FFF 8K [
Block2 (02004000 0x02005FFF 8K O
Block3 0x02006000 x02007FFF 8K | |
Block4 (02008000 Ox02009FFF 8K O
Block5 (<0200A000 (x0200BFFF 8K (|
Block6 0x0200C000 0x0200DFFF 8K [l
Block7 0x0200E000 0x0200FFFF 8K [
Block8 (02010000 002 32K O
Block S (02018000 Ox0201FFFF 32K D
Block 10 (02020000 0x02027FFF 2K O
Block 11 0x02028000 0x0202FFFF 2K ]
Dloal12 L.0230230000 D.02023 3000 A2 1L '_| o
Config Area 1] 0x03004100 - 0x0300A11F  size: 32 A
Config Area 1] 0x03004130 - 0x0300A13F  size: 16
Config Area 2] 0x03004200 - 0x0300A2CF  size: 208
Config Area 4] 0x27030080 - 0x2703035F  size: 736
Verifying data
[Confie Area 1] 0x0300A100 - Dx0D300ATIF  size - 32
[Confie Area 1] 0x0300A130 - Dx0D300A13F  size: 16
[Confie Area 2] 0x0300A200 - Dx0D300A2CF  size: 208
[Confie Area 4] 0x27030080 - 0x2703035F  size: 736
Setting the target device
Disconnecting the tool
Operation completed.
v

Clear status and message

Figure 114. Disable the Access to the Lower Bank Bootloader and Application Area

Program and User Key Files

File TargetDevice Help
Operation  Operation Settings Block Settings Flash Options Connect Settings
Project Information
Current Project: ra_mcuboot_secure_boot_upper.mpj
Microcontroller: R7FABM1AHECBD

Unique Code

| H\study'dualbank_fsbl_ra8\ws_crc'\ra_mcuboot_ra8m1_dualbank \Debuglra_mcuboot_radm1_dualbank srec |

CRC-32: 96F205E2

Command

.ngram >> Verffy >> Program Flash Options

Add/Remove Files...

Sta

rt

[Config Area 2] 0x0300A200 - 0x0300A2CF
[Gonfig Area 4) 0x27030080 - 0x2703035F
Setting the target device

Disconnecting the tool
Operation completed.

size : 2
size : 736

Contie Area 1] 0x0300A 100 - OxUS00ATIF sz 32 ~
Config Area 1) 0x0300A130 - 0x0300A13F  size : 16
Config Area 2] 0x0300A200 - 0x0300A2CF  size : 208
Config Area 4] 027030080 - (x2703035F  size: 736
Verifying data
[Config Area 1] 0x0300A100 - Dx0300811F  size: 32
[Config Area 1] 0x0300A4130 - 0023004 13F size: 16

Clear status and message

Figure 115.

Reload Code Certificate and Key Certificate succeeded
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10. References

1.
2.

3.

Renesas RA Family MCU Securing Data at Rest using Security MPU Application Project (R11AN0416)
Renesas RA Family RA8 Series MCU Basic Secure Bootloader Using MCUboot and Internal Code Flash
(R11AN0909)

Renesas RA Family RA6 Series MCU Basic Secure Bootloader Design using MCUboot with Code Flash
Linear Mode Application Project (R11AN0497)

Renesas RA Family RA2 Series MCU Secure Bootloader Design using MCUboot Application Project
(R11AN0516)

Renesas RA Family RA6 Series MCU Advanced Secure Bootloader Design using MCUboot with
Encrypted Image and QSPI (R11AN0567)

Renesas RA Family MCU Application Design using RA8 First Stage Bootloader (R11AN0774)
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11. Website and Support

Visit the following URLSs to learn about the RA family of microcontrollers, download tools and documentation,
and get support.

EK-RA8M1 Resources renesas.com/ra/ek-ra8m1
RA Product Information renesas.com/ra
Flexible Software Package (FSP) renesas.com/ra/fsp
RA Product Support Forum renesas.com/ra/forum
Renesas Support renesas.com/support
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Viu (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LS| is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



Notice

1.

10.

1.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan

www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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