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iot-reference-rl78

v202210.01-LTS-rl78-1.0.0 (Based FreeRTOS 202210.01-LTS)

https://github.com/renesas/iot-reference-rl78/tree/v202210.01-LTS-
rl78-1.0.0

FreeRTOS Cellular Interface

1.3.0
https://github.com/FreeRTOS/FreeRTOS-Cellular-Interface

FreeRTOS Kernel

10.5.1
https://github.com/FreeRTOS/FreeRTOS-Kernel

backoffAlgorithm 1.3.0
https://github.com/FreeRTOS/backoffAlgorithm
coreJSON 3.2.0
https://github.com/FreeRTOS/coreJSON
coreMQTT Client 211
https://github.com/FreeRTOS/coreMQTT
coreMQTT Agent 1.2.0
https://qgithub.com/FreeRTOS/coreMQTT-Agent
AWS loT Over-the-air Update 3.4.0

https://github.com/aws/ota-for-aws-iot-embedded-sdk

tinycbor

0.5.2
https://github.com/intel/tinycbor

FreeRTOS-Plus network_transport

N—3 vzl
https://www.freertos.org/network-interface.html

Logging Interface

1.1.3
https://github.com/aws/amazon-freertos/tree/main/libraries/logging

TinyCrypt Cryptographic Library

0.2.8
https://github.com/intel/tinycrypt
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TILS—loTEY 21 —IL PMOD Expansion Board for RYZ024A (LAB&. RYZ024A &R L E7)

RTKYZ024A0B00000BE - PMOD Expansion Board for RYZ024A

SIMA—F LTEBEMNTEETH S &

f5] : RTKYZ024A0B0O0000BE f#/& SIM #1— K¢ - Truphone &
DHA-SIM-132 - Nippon SIM !

USB-UART Z#faR— K Pmod USBUART
https://reference.digilentinc.com/reference/pmod/pmodusbuart/start

Micro USB Type-B - USB-UART Zffai/R— K & PC %k

r—JIL x3 - Y42 R— K& PC %
* RYZ024A O EREHE A

SxNTALY X3 USB-UART Z#firh— K & ¥4 O vih— R &K

Sy UIREY X3 T4 2 R— FOEREIRAI15,16,J19)

b

PMOD Expansion Board for RYZ024A (RTKYZ024A0B00000BE) [Z+E® Truphone SIM h— K %
CHERADZAEE, SIM A— Ko Activation NBETT,

'RAG6M5 Group RYZ024A PMOD LTE Connectivity with RA6M5 MCU Quick Start Guide |
(R21QS0007) #3588 L SIM h— KD Activation Z1T>TL 2 &L,

MBSO LA
ETEDMMEGOLAREFRESBL T AL,

e TETOY Y F(PubSub): B4-1 XTETAD Y FON—FY T 7EEER
e TEJOY Y FOTA): EL

7/ R B B

ATFETOTTY MECOMport 7/3y F #HALETA, TIaLb—SANTTFNYTET S EHh
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®1-5 TNYTHEMDO—E

EHH AE
IZalL—4& E2 TXaLl—4# Lite
https://www.renesas.com/jp/ja/software-tool/e2-emulator-lite-
rte0t0002Ikce00000r
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21 TEI7OT Y F(PubSub)

211 YRTLER
FEIBY Y MPubSUb)D LR T LHERERLET,

Device AWS Cloud User PC
: ad j"
= [ RYyzozaa | 7 1 |
T AWS IoT Core MQTT test client
RL78/G23 o]
Fast Prototyping Board loT MQTT
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2-1 TETAT Y MPubSub)D L R T LIERL

212 fFERmF—5
TEIOD Y M(PubSub) TR BT LIEEERLET,

%21 TEIOD Y (PubSub)DEFHimF & AL

¥ 8 At kS
P143/RxD3 AAD RYZ024A & @ UART &1E(Z1E)
P144/TxD3 Hh RYZ024A & @ UART @&IEGEIE)
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R20AN0666JJ0102 Rev.1.02 Page 9 of 89

Feb.17.25 RENESAS




RL78/G23 LTE i&{E T® Amazon Web Services ##% Getting Started Guide: RL78/G23-
128p Fast Prototyping Board + FreeRTOS
22 TEIRT Y FOTA)

221 VRTLER
FEIOD Y MOTAD VR T LEHERLETS,

Device AWS Cloud
- ad
s | RvzoasA |
i AWS IoT Core
RL78/G23 T
Fast Prototyping Board loT MQTT
protocol User PC
Amazon 53 New Image
(*.rsu
K22 FTEIODY FOTAD Y RTLERK
222 FERmF—E
TETOD Y MOTA)TERT HInFEMEELZRLET,
F22 TETAD Y MOTA)DERIRF & HEE
in ¥4 AR AE
P143/RxD3 AN RYZ024A & @ UART @&1E(5%218)
P144/TxD3 HA RYZ024A & @ UART BIE(GEIE)
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3. YT bkoz7EHA

31 TEIOT Y F(PubSub)

311 FTEITOD Y MER
ATETADIY MEITAaVER—FHDS AWSICEHKEL MQTTS4 IS5 AL TEHRMICA v E2—
CERITLET,

312 #F 3y -NA FOEE—E
FIFoar - NArOEEERLES,
x31 ATVav -\ FERE

7 RLR HEE kS
000COH/040COH 11101111B YAYF Ry - 24T BEEL
(Vv MERE. hor ML)
000C1H/040C1H 00111010B LVDO # 7 (RESETiHFICK USMNER) £y FEER)
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3.2 FEFOTIH FOTA)

321 TEIAD Y MER

ATETOD Y MDD I 7—LI I TEHOMLMEAIE. 77—LozT77vITT—rFED2—ILHREL
TWAARDSE, TFEEHFAX Ny I7HIEBABEI Sy a) | ZEALTHEY ., M.
FRL78/G22,RL78/G23,RL78/G24 77 —L V7 7V IT—hr EVa—)b] #5BLTIIZEL,

UFIZ7 7 =Lz 7EHOLBADEEAE) Ty TERLET,

[1] Download and verify
update image.

buffer buffer buffer buffer
Area 1
[BLANK] [update image] [update image] [BLANK]
e Area 0 _ED wEL il
[initial image] [initial image] [update image] [update image]

bootloader ’ bootloader » bootloader ’ bootloader

Flashed Initial image [2] Program update image. [3] Activate update image.

31 T7—LDz7EHOMLHEA

0x0000

0x0FFF

0x1000 - 0x11FF:Header
0x1200 - 0x12FF:List
0x1300 - 0x13FF-Vector
0x1400 - 0x58FFF:App

Vector tables, etc.

Main side
(size=0x58000)

0x58FFF
Buffer side 0x59000 - 0x591FF:Header
(size=0x58000) 0x59200 - 0x592FF List

- 0x59300 - 0x593FF:Vector
059400 - 0xBOFFF:App

0xBOFFF
0xB1000

Bootloader
(size=0xF000) 0xBFFFF

32 FEIATIY FOTATE)DAEYZTY S

R20AN0666JJ0102 Rev.1.02 Page 12 of 89
Feb.17.25 RENESAS


https://www.renesas.com/jp/ja/document/apn/rl78g22-rl78g23-rl78g24-firmware-update-module-rev201

RL78/G23 LTE i&{E T® Amazon Web Services ##% Getting Started Guide: RL78/G23-
128p Fast Prototyping Board + FreeRTOS

322 #ATLar-NA FOEE—E
T3y - NA rOBREERLET,
£32 AT av N/ FEE

7 RLR HEE kS
000COH/040COH 11101111B YAYF Ry - 24T BEEL
(Vv MERE. hor ML)
000C1H/040C1H 00111010B LVDO 7 (RESET fFIC& YsERY £y bZEFER)
000C2H/040C2H 11101000B HS (B&E*MY) E—F&
BRAVFYT A L—42 - 0OvY (fiH): 32MHz
000C3H/040C3H 10000100B FToFy T TNy THA
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3.3 THILFTHERK
oI TO0S LD I AN ETEBRELUTICRLET,
£33 HoTNTOTSLDITAILEER

Folder Name Description

iot-reference-rl78 The sample program described in this Getting Started Guide.

F—Common

| [—FreeRTOS_common

| “—ports

| —ota_pal

—Configuration

| ——rl78g23-fpb

| —ota OTA demo configurations.

| F—pubsub PubSub demo configurations.

| L—test

F—Demos

| F—common

F—include

F—mqtt_agent

—OtaOverMqtt OTA demo source codes.

—SimplePubSub PubSub demo source codes.

IDT_config

—3rdparty

—Application-Protocols

| “—network_transport

F—AwWS

| L—ota-for-aws-iot-embedded-sdk

F—FreeRTOS FreeRTOS Kernel and libraries.
| —backoffAlgorithm

F—coreJSON

|
|  F—coreMQTT

|  F—coreMQTT-Agent
|

|

F—FreeRTOS-Cellular-Interface
L—FreeRTOS-Kernel

|

|

|

|
—
F—Middleware
|

|

|

|

|

|

|

|

|

|

|

|

|

—logging

F—Projects

—rl78g23-fpb

—application_code

—flash_proj

—helper

—projects Import below folders to IDE.

| F—aws_ryz024a_rl78g23-fpb PubSub demo and OTA demo. Select by Build Configurations.
| F—boot_loader Boot loader for OTA demo.

| L—test_aws_cellular_ryz024a

|
|
|
|
| F—modules
|
|
|
|
|

—rtos_skelton

F—Test

L—Tools
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34 aA—FH4A4 X

UTOEHIZHEFTATETOSTY FOROM, RAMH A4 XE#TFRIZRLET,

e CC-RL
— ARSI -FTay

o -Odefault: T2z ) b - YA XEETREDEAICHRO H S &1L

— Yy -AJiay

e -optimize=symbol_delete : —E{ SO LV E$ Bk % HIBR

%34 FEIOSIY DROM, RAMH A X

TEIA Y +E ROM (byte) RAM (byte)
aws_ryz024a_rl78g23-fpb 142311 29913
(TEZFB T Y F(PubSub))
aws_ryz024a_rl78g23-fpb 234729 36790
(FEZF7OC x4 FOTA))
boot_loader 22147 1348
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4. TEIOD Y MPubSub/OTARBEDEY F7 v T
FEFAT Y MPubSub)E FETAT Y MOTA)THEDEY b7 v FITDOVTHALET,
41 N—KR2zT70DEy b7 vT

411 ZEDOERK
BOIC. RTETOD Y FEBETAN—FI 1 7T2ROERERLET.

o
| UART

=~
SN

Power supply and COM port debugging

LTE Antenna

Power supply

4-1 ATETOD Y bON— LDz 72EER

412 N—FOz7DEHEAZE
N— KT 7OEEAEEUTIZRLET,

D FUTF4R—FFEDSIMA— K% RYZ024AICHEALET,

42 FHF 4 R—EDSIMA— F%& RYZ024A 2 A
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@ TFTrTHEBEHMBADUSBr—TJILE RYZO24A IZHEHELET .

{ E‘iﬁ “EE

4-3 7UTFEERBHBEAD USB Yy —TJILE RYZ024A IZH#:

® RYZ024A <A a>2R— KO PMODT IZEHELET,

e ]
\

« PHODE >

Culline
" Oufice PMOD1 s

4-4 RYZ024A %< A 2 > HR— K PMOD1 IZ##5

@ USB-UART Z£#faih— F&E<Y A/ aVR—FIZEHLES,

. RL78G23 USB-UART
JB=3 (Rxb2) === J2-31TXD)
U84 (TxDZ) === JZ-Z(RXD)
JIO=FLGNDY: === J2-5{6ND)

4-5 <A 3 2R— FIZ USB-UART iR — K # ik
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6® TAAVKR—FOEEBIRAYAE J202-3>3—FIBELIVEEEZBIRLET,

Cap2 ™ ey i
Tﬂuch as.‘-rr-‘]—]

J20 .,.,“.,

2-3 Shnrt

K46 YA arih—KRERZE 33IVIZHRE

® TAAVAR—FICZZIaL— 2RI %R ETLH-HORBERZERLTLDIEE
FILEHERZFEA LI COMport T/ T DHRFEIZLET,
BEREEZERELTLERWNMEGE. COREFIFETT,

. UsB >l

&gmnf IN CHINA. £
J15:1-2 Short %?_ :
J16:1-2 Short
J19:1-2 Short
X 4-7 COM port 7/\+v 7 {5 FAKFEL 7 (51 & E)
@ USBHy—JILEHEHELTISIIVR—KABEEHIBLET,

Connect to PC

4-8 YA AUR—RICERTHE

® COMportBESEHRELET .
T7—LYIT7EEAABLUVTN YT TCOMport BEEZFRALET,

@ USBHT—TJILEHRVNTIASA aviR— FADEREHKEZFLELET,

R20AN0666JJ0102 Rev.1.02
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42 YI b7y TS
4.2.1 —IFILYT FDETE

TEIAD Y FORTHEARKFIZA—ZFILY T F# : TeraTerm E)BBETT, UTFIZV U FILKR—
FPDEREZRLET,

K412 TILR—FERE
1HH SES
R—L—F 115200 bps
T—4 8 bit
NYT4 HL
AryTEY K 1 bit
7 O —Hi{E L

422 TI3922aF343DA VR =)L
NP A —CDEEAHFERALET,

Renesas Flash Programmer (Programming GUI)

423 TEITOD Y MZSIMA— FEHRZEEM

TETAD Y FOTEOT I OIZSIMA—FIEREHRELEFT, SIMbh— FIERICOWTIXFERT S
SMA—FOIY=Za7ILESHLTLEEL,

o iot-reference-rl78\Projects\rI78g23-fpb\modules\r_config\r_aws_cellular_config.h
— AWS CELLULAR CFG_AP NAME : 79t RARA > +%
— AWS _CELLULAR CFG AP USERID: 79 ®ARKRAL > bDa—4IDFEN
— AWS_CELLULAR_CFG_AP_PASSWORD : 7Y ZRARA 2 bD/RXT— K (1)
— AWS_CELLULAR_CFG_PIN_CODE : PIN O — K (¥2)
— AWS _CELLULAR _CFG_AUTH_TYPE : 25 AR

F1:SIMA— FEBMAILEVNESR, YV OICEEOXFIZREL TS,
FE2:SIMA— REBRAMABEVMES. YV 0ICEEDEZEELTLEEL,

COXETHBNLTLESIMA—FOREFELEUTTRLET,
@ RTKYZ024A0BO0000BE f#/& SIM 1— K™ - Truphone 0 i5&

iot-reference-rl78\Projects\rl78g23-fpb\modules\r_config\r_aws_cellular_config.h

#define AWS CELLULAR CFG_AP_ NAME "iot.truphone.com" /* Access point name */
#define AWS CELLULAR CFG AP USERID /* Login ID */

#define AWS CELLULAR CFG_AP PASSWORD  "" /* Access point password */

#define AWS CELLULAR CFG PIN CODE /* SIM card PIN code */

#define AWS CELLULAR CFG_AUTH_TYPE (0) /* Authentication protocol type
(0=None, 1=PAP, 2=CHAP) */

R20AN0666JJ0102 Rev.1.02 Page 19 of 89
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@ DHA-SIM-132 - Nippon SIM #DHE&

Example SIM

example.jp

example@sim

example_password

4-9 DHA-SIM-132 M~ =27

iot-reference-rl78\Projects\rl78g23-fpb\modules\r_config\r_aws_cellular_config.h

#define AWS CELLULAR CFG_AP_ NAME "example.jp" /* Access point name */
#define AWS CELLULAR CFG_AP USERID "example@sim" /* Login ID */

#define AWS CELLULAR CFG_AP PASSWORD "example password" /* Access point password */
#define AWS CELLULAR CFG_PIN CODE /* SIM card PIN code */
#define AWS CELLULAR CFG_AUTH_ TYPE (2) /* Authentication protocol type
(0=None, 1=PAP, 2=CHAP) */

R20AN0666JJ0102 Rev.1.02 Page 20 of 89
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424 TETOSITH M AWS loT ST 2B
TETAD Y FIZAWS loT #EEICHERREFEBMLET ., FIEXZUTISRLET,
A—HREBICEOETCERT 5EHREERB/NM 54 FTRLET,
@ T/NAR% 0T Core Hy—ERITHEHFL. BMILELGRER (T FRI2 b E/OAFL. JLTY
Dxll) EMRELET, FHIIUTZESELTIESLY,

T /51 A% AWS loT [Z&$%3 % - renesasl/iot-reference-rx Wiki - GitHub

@ FTEIADIVMIZURKRAU M B/ DBRIEHRELET,
iot-reference-rl78\Demos\include\aws_clientcredential.h

/*
* @brief MQTT Broker endpoint.
*

* @todo Set this to the fully-qualified DNS name of your MQTT broker.
*/
#define clientcredentialMQTT BROKER ENDPOINT "YOUR ENDPOINT"

/

@brief Host name.

@todo Set this to the unique name of your IoT Thing.

Please note that for convenience of demonstration only we
are using a #define here. In production scenarios the thing
name can be something unique to the device that can be read
by software, such as a production serial number, rather
than a hard coded constant.

b S S S S R

*

*/
#define clientcredentialIOT THING NAME "YOUR THING NAME”
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@ TEIADIVMIULTUIYIL (V54T MRS, BER) #R/ELFET,
iot-reference-rl78\Demos\include\aws_clientcredential_keys.h
FEEEIE  FARISWEFAFELTLESL,
/*

* @brief PEM-encoded client certificate.

*
* @todo If you are running one of the FreeRTOS demo projects, set this
* to the certificate that will be used for TLS client authentication.
*
* @note Must include the PEM header and footer:
oM BEGIN CERTIFICATE----- \n"\
* "...base64 data...\n"\
*oMem—— END CERTIFICATE----- \n"
*/
#define keyCLIENT CERTIFICATE PEM \
Mo BEGIN CERTIFICATE----- \n"\

"MIIDWTCCAkKGgAWIBAgIUFeYR3JSsJIbTOS7ThuEg++YBGgwtowDQYJKoZIhveNAQELANn"\

"7TgHumsC6fsEapoptgcfEpdER14c9hIJR45jHamDVhxZjitQD4k1LAOggT1BNL\n"\

/*
* @brief PEM-encoded client private key.
*

* @todo If you are running one of the FreeRTOS demo projects, set this

* @note Must include the PEM header and footer:

KoM BEGIN RSA PRIVATE KEY-—-—-—-- \n"\
* ", ..base64 data...\n"\
KoM END RSA PRIVATE KEY-—-—-—- \n"
*/
#define keyCLIENT_PRIVATE_KEY_PEM \
W BEGIN RSA PRIVATE KEY-—-—-—-- \n"\

"MIIEOowIBAAKCAQEA3Fb707jQW41gHMPE3ATINUTWUCaR7kWeWHUbEkIYLNf3xwxdg\n"\

"s/01VUiygfORgeoMVx/3GzZPfmTrB0OcQ8XZ7mxCd2dgY9UXQ/oja\n"\
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5. TE7AS Y FPubSub)EEDEY FT7 v T
TEIOD LY MPubSUb)EEDEY b7V TFIEERLET,

5.1 ERi%ERE
BICHYFEEA.

52 7Yz bDAUKR—F

Jo< x4 b Taws_ryz024a rl78g23-fpb] % e?studio [T Y R— kL FET, ROFIETA v R—Fro g
HF—RFERWNTLESL,

File > Import... > Existing Projects into Workspace > Next

RIZ, FAZ Y b Taws_ryz024a_rl78g23-fpb] #:E RL T FZEL, D, T—V AR—=X[ZT O
DI brEIE—LBEVWA T aVEFEICLTLESL, Z0%., Finsh R2V&#H v LET,

Q Import [m] x ‘

Import Projects

Select a directary to search far existing Eclipse projects L,

|_5'Selec[ root directory: | C:¥ ¥r20an0666xx0100-r78¥ic ~ Browse. |

() Select archive file:

Projects:

| &2 aws ryz024a r78g23-fpb (C:¢ $r20an066600100-r11 | elect Al
T boot loader (C¥ r20an0666 0100 76 ¥iot referer
[ test_aws_ryz024a_i78g23-fpb (C:¥ ¥r20an0666x01(

Deselect All

Refresh

< >

Options
[ "] Search for nested projects

[ Copy projects into workspace

[] Clgse newly imported projects upan completion
|1 Hide projects that already exist in the workspace

Working sets

[_] Add project to working sets New...

@ < Back Ne Finish Cancel

5-1 ooz 5 b Taws ryz024a rl78g23-fpb) #i#EiR

7z b IHVRTO—F—EHEIIA vR—rENF-TAD ) FBRREINET,

55 Project Explorer ==
Iﬁf > aws_ryzrl2da_rl78g23-fpb Jiot-reference-rI7a feat/aws_cellular]
T_,-_% » boot_loader (in e2_ccrl) [iot-reference-rl78 feat/aws_cellular]

5-2 ATz bk Taws_ryz024a rl78g23-fpb] DA VR— rET
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53 EI FEBRZERE

aws_ryz024a_rl78g23-fpb 7O =¥ b D E /L KR “HardwareDebug"# 79 714 FIZLET,

Build Configurations > Set Active > Select “HardwareDebug”

Build Configurations » Set Active » |~ 1 HardwareDebug (Debug on hardware)

Source 5 Manage... 2 HardwareDebug_OTA (Debug on hardware)

5-3 EJL F#M‘HardwareDebug’# 79 7«1 FI123 3%

54 TEIJOCY FDELEK

aws_ryz024a_rl78923-fpb 7Oz FHEJFL. MOT 774 LEERLET,
F0#%, 7O Y F 7+ I FET® HardwareDebug 7 # )L A2 aws_ryz024a_rl78g23-fpb.mot ASAE K &
NTWBAILERRELET,

55 MQTTTFARACISAT7 Y FD#ElE

AWS TR A FAVY—LIZ7HOEAL., loTCore H—ERXAD TMQTT FRMISA T M M5
fpubsub demo] #H TRI 54 TFTBHETIAAVR—FKhoELNEIAvtE—C2TXERX MUK THE
BTEFET,

@ %4 J“Subscribe to a topic’ZER L £ T,
AWS loT > MQTT test client >Select “Subscribe to a topic”
@ +rEYYT4ILE(pubsub_demo/#’ & A L"Subscribe”## L E T,

51 Services | Q Search

AWS loT X AWS loT » MQTT test client

MQTT test client we

Monitor

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by
c + topics to communicate their state to AWS loT. AWS loT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe
onnec
to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.
Connect one device

P Connect many devices . .
» Connection details @ Connected

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

Test
P Device Advisor

| Subscribe to a topic Publish to a topic

Device Location New

opic H %EI’ Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildeard characters

Manage
Enter the topic filter

P All devices

> Gi d
reengrass devices » Additional configuration

P LPWAN devices

Software packages Nex

P Remote actions

» Message routing

Retained messages Subscriptions Topic
B Security
» Fleet Hub You have no topic subscriptions. Subscribe or select a topic to view incoming messages.
54 MQTTTRbMISAT7 2 FRE
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—_

56 TEIODIY FOELT
FTEIOD Y FPUubSUb)DEFTFIEERLET,

@ Renesas Flash Programmer TY A O > 7Rk— FIZ aws_ryz024a_rl78g23-fpb.mot #E FAHF T,
EEIAHFEIL 17 E Renesas Flash Programmer DFEAAE] 2B LTS,

@ EZXAAPKETTEHETFTETOS LY FPubSUb)LEEILET,

— = 4 JL T PubSub Demo Task0 & PubSub Demo Task1 D 4 v+ — & EHEMN SUCCESS TH D Z
EEHERLET,

-firm-thi

[TNFUT FUBT
[ INF(O]

® MQTTTR Y5472 kT PubSub Demo Task0 & PubSub Demo Task1 Mok bffzAvtE—
DRRINTWS I EERERELET,

pubsub_demo/# Pause Clear Export Edit

@ You cannot publish messages to a wildcard topic.
Please select a different topic to publish messages to.

¥ pubsub_dem< I 1 November 14, 2023, 09:47:08 (UTC+0900)

& Message cannot be displayed in specified format

 Properties

56 MQTITTRKISAFTULTTETAD Y FOERTHREZHER
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57 TEIOT Y COTNYITHE
TETB S Y F(PubSub)% e?studio MoEBEIL TT/AV I T 5FIBEERLET,

D TEIOCHV FEELFLET,

528 JO oz bDAvR—F1 . (53F EIFEREREI . [564F TEIOSIV D
ELER] ZBRLTCES,

@ TNYTERIBLET,
8FE T/N\V I FIE] #8HBLTLIESLY,
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6. TEJO Y FOTABEDEY b7y T

ATETOAD Y FEIAAVER—ED S AWS [CHEH L AWS lIoTOTAZERA L= 7—LD Tz 7EH
A0VET, KEFtEY F Ty TFIEERLET .

6.1 ZEEIERE
6.1.1 Y—ILDA X =L
FEIOD Y FETICRELZY—ILEA A M—ILLET,

@® PythonZzA VR +—ILT S

1. Python I& Renesas Image Generator DEMEICIHETY, /N—2 32 39.0UEFAM VR F—)LLT
< 12 &Ly Python [ https://www.python.org/m 5 AFTEET,

2. Python&A R h—)Ltk, LTOOY > KT pycryptodome /Ay r—2% 4 DR R—)LLTLEES
LY,

| > pip install pycryptodome

@ OpenSSLZEZA VR +b—ILT B

NEAA A —D LA A —ERBFICO— FERRIAZTOIOICRELGREZERLET, ERICE
OpenSSL AL %Y,

1. OpenSSLZA VR F—ILLTWLWEIMESIXRD URL  Web T 5 OHFTRWLTL &Y,
Win32/Win64 OpenSSL Installer for Windows - Shining Light Productions (slproweb.com)

2. Win640penSSL v3.xx Light Z#>B—RLTA VR F—J)LLTLZELY,

@ Renesas Image Generator 4> 00— K9 %

TRL78/G22,RL78/G23,RL78/G24 D77 —L 9z F7 7y IT—bk EDa—)L] IZEEN S Renesas Image
Generator(V3.03)# 4~ > O— KL TLZ&LY,
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6.1.2 FERER/IREIARDIER
OpenSSL AL T 7 LV 7IRAMADRELERLETT . HENASA MEREIAANT ST
ERLET,

@ CA:IBAZ

S openssl ecparam -genkey -name secp256rl -out ca.key

using curve name prime256vl instead of secp256rl

$ openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Tokyo

Locality Name (eg, city) []:Kodaira

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Renesas Electronics
Organizational Unit Name (eg, section) []:Software Development Division

Common Name (e.g. server FQDN or YOUR name) []:Renesas Tarou

Email Address []:Tarou.Renesas@sample.com

@ FEMBhEREE S (secp256r1)DEART

$ openssl ecparam —-genkey -name secp256rl -out secp256rl.keypair

using curve name prime256vl instead of secp256rl

Q@ BATDIHAE

$ openssl req -new -sha256 -key secp256rl.keypair > secp256rl.csr
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Tokyo

Locality Name (eg, city) []:Kodaira

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Renesas Electronics
Organizational Unit Name (eg, section) []:Software Development Division

Common Name (e.g. server FQDN or YOUR name) []: Renesas Tarou

Email Address []: Tarou.Renesas(@sample.com

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:

An optional company name []:
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@ CAGIFAZ%ZEAL TRRT7OIIHEEEER

$ openssl x509 -req -sha256 -days 3650 -in secp256rl.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out secp256rl.crt

Signature ok
subject=C = JP, ST = Tokyo, L = Kodaira, O = Renesas Electronics, OU = Software
Development Division, CN = Renesas Tarou, emailAddress = Tarou.Renesas@sample.com

Getting CA Private Key

® FEMBhREE S (secp256r1) DI £ HH

$ openssl ec —-in secp256rl.keypair -outform PEM -out secp256rl.privatekey
read EC key
writing EC key

® FE5MBhEREE 2 (secp256r1)D 2 B%E &

$ openssl ec -in secp256rl.keypair -outform PEM -pubout -out secp256rl.publickey
read EC key
writing EC key
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6.1.3 OTA7Z Y IT—rDEOHDETE
6.1.3.1 Amazon S3 /347 v FDYERK

@ Amazon S3 > Buckets > “Create bucket”

[Alt+5] B £& ® & clobav :

Amazon 53 » Buckets

¥ Account snapshot | View Storage Lens dashboard |

Last updated: Nov 13, 2023 by Storage Lens. Metrics are generated every 24 hours. Learn more [

Total storage Object count Average object size You can enable advanced metrics in the

973.1 MB 21k 4849 KB *default-account-dashboard" configuration.

Buckets (27) info Create bucket

Buckets are containers for data stored in S3. Learn more [/}

Q, Find buckets by name 1
v

Name 4 | AWS Region v Access v Creation date v

%] 6-1 Create bucket

@ General Configuration

e Bucket name: Your bucket name
e AWS Region: Asia Pacific (Tokyo) ap-northeast-1

General configuration

Bucket name

myawsbucket

Bucket name must be unigue within the global namespace and follow the bucket naming rules. See rules for bucket naming_[A}

AWS Region

‘ Asia Pacific (Tokyo) ap-northeast-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

‘ Choose bucket

6-2 General configuration

R20AN0666JJ0102 Rev.1.02 Page 30 of 89
Feb.17.25 RENESAS




RL78/G23 LTE i&{E T® Amazon Web Services ##% Getting Started Guide: RL78/G23-
128p Fast Prototyping Board + FreeRTOS

® Object Ownership

ACLs disabled #:&iR

Object Ownership info

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership
determines who can specify access to objects.

O ACLs disabled (recommended) () ACLs enabled
All objects in this bucket are owned by this account. Objects in this bucket can be owned by other AWS
Access to this bucket and its objects is specified using accounts. Access to this bucket and its objects can be
only policies. specified using ACLs.

Object Ownership

Bucket owner enforced

@

6-3 Object Ownership

Block Public Access settings for this bucket
Block all public access % 3%iR

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists {ACLs), bucket policies, access point policies, or all In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more E

Block all public access

Tuming this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

6-4 Block Public Access settings for this bucket
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® Bucket Versioning

e Bucket Versioning: Disable

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more E

Bucket Versioning
O Disable

() Enable

6-5 Bucket Versioning

® Default encryption

e Encryption type: Server-side encryption with Amazon S3 managed keys (SSE-S3)
e Bucket Key: Enable

Default encryption info
Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info

I © Server-side encryption with Amazon S3 managed keys (SSE-S3) I

(O Server-side encryption with AWS Key Management Service keys (SSE-KMS)
(O Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)

Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the
Amazon 53 pricing_page. A

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. 53 Bucket Keys aren't supported for DSSE
KMs. Learn more [A

() Disable

© Enable

6-6 Default encryption

@ “Create bucket” #%4 1)w %

(i) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel Create bucket

6-7 Click “Create bucket”
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6.1.3.2 OTAEHAY—EXO—ILDOERK
@ IAM > Roles > "Create role”

IAM > Roles

Roles (81) info

An 1AM role is an identity you can create that has specific permissions with credentials that are valid for short durations.

seevmad b anbitize thet ne drock

Create role

6-8 |AM > Roles > Create role

@ Step1: Select trusted entity

o Trusted entity type: AWS service
e Use case: Service or use case > loT

1AM > Roles » Create role

Step 1

Select trusted entity i

Select trusted entity

Step 2 Trusted entity type

Add permissions

Step 3 AWS service (O AWS account O Web identity
Name, review, and create Allow AWS services like ECZ, Allow entities in other AWS

Lambda, or others to perform accounts belonging to you or a

actions in this account. 3rd party to perform actions in

this account.

(O SAML 2.0 federation O Custom trust policy

Allow users federated with

AML 2.0 from a corporat

ectory to perform act
this account.

Create a custom trust policy to
enable others to perform
s in actions in this account.

Use case

Allow an AWS service like EC2, Lambda, or athers to perform actions in this account.

Service or use case

‘ loT v

Choose a use case for the specified service.
Use case

|°IGT

Allows loT to call AWS services on your behalf.

O IoT - Device Defender Audit
Provides AWS loT Device Defender read access to loT and related resources.

(O 10T - Device Defender Mitigation Actions
Provides AWS loT Device Defender write access to loT and related resources for execution of Mitigation Actions.

Cancel Next

X 6-9 Step1: Select trusted entity

R20AN0666JJ0102 Rev.1.02 Page 33 of 89
Feb.17.25 RENESAS




RL78/G23 LTE 1S T® Amazon Web Services ##i Getting Started Guide
128p Fast Prototyping Board + FreeRTOS

: RL78/G23-

@ Step2: Add permissions

e AWSIoTLogging
e AWSIoTRuleActions
o AWSIoTThingsRegistration

IAM » Roles » Createrole

Step 1

Select trusted entity

Step 2

Add permissions

Add permissions i

Permissions policies (3) info

The type of role that you selected requires the following policy.

Step 3 Policy name [4 A Type v
Name, review, and create
0} AWSloTLogging AWS managed
3] AWSloTRuleActions AWS managed
3] AWSIoTThingsRegistration AWS managed
» Set permissions boundary - optional
k:ancel Previous Next
6-10 Step2: Add permissions
@ Step3: Name, review, and create > Role details
e Role name: £&
e Description: {£&
IAM > Roles > Create role
Step 1 .
_ Name, review, and create
Select trusted entity
s Role details
Add permissions
Sten 3 Role name
tep S Enter a meaningful name to identify this role.
Name, review, and create
L ]
Maximum 64 characters. Use alphanumeric and '+=,.@-_' characters
Description
Add a short explanation for this role.
Allows loT to call AWS services on your behalf.
4
Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.
6-11  Step3: Name, review, and create > Role details
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® Step3: Name, review, and create > Step 1: Selected trusted entities

e Default

Step 1: Select trusted entities

Trust policy

1-|{

2 "Version™: "2612-16-17",

ER "Statement™: [

a- {

5 "sid": ",

6 "Effect™: "Allow™,

7 "Principal™: {

8- "Service™: [

9 "iot.amazonaws.com”
16 ]

11 1,
12~ "Action™: [

13 "sts:AssumeRole”
14 1

15 }

16 ]

17 [}

Edit

6-12 Step3: Name, review, and create > Step 1:Selected trusted entities

® Step3: Name, review, and create > Step 2: Add permissions

e Default

Step 2: Add permissions

Permissions policy summary

Policy name [/ A Type
AWSloTlogging AWS managed
AWSloTRuleActions AWS managed

AWS managed

AWSloTThingsRegistration

Attached as v
Permissions policy
Permissions policy

Permissions policy

6-13 Step3: Name, review, and create > Step 2: Add permissions
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@ Step3: Name, review, and create > Step 3: Add tags

e Default
e “Createrole” #491)w?s

Step 3: Add tags

Add tags - optional info

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

Mo tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel Create role

@Roler. ____ ., ______ _._________created.

Roles (83) info Create role

An IAM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assumed by entities that you trust.

Q, Search ‘ 1 2 3 4 5 » &

6-14 Step3: Name, review, and create > Step 3: Add tags
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6.1.3.3 OTAE#HAL—Y KR O—DHERK
@

16.1.3.2F OTAEHFAY—EXRO—)LOER] THERLEO—ILEZRZEET,

IAM > Roles

Roles (83) info

Create role

An |AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can

be assumed by entities that you trust.

Q 78

O Role name 'Y | Trusted entities

(] 17 cllck AWS Service: iot

X ‘ 3 matches

1 &

| Last;

6-15 fEpiL7=- OTAEHAY—ERO—LZR<

My role > Summary: Default

IAM > Roles > rl7inphinisie——

rl78g23-f I

Allows loT to call AWS services on your behalf.

Summary

Creation date ARN

November 16, 2023, 15:04 (UTC+09:00) ¥ arn:aws]

Last activity Maximum session duration

1 hour

6-16 {ER L= OTAERHAY—EXRO—ILDOHY T —% KR

® 1> —"AmazonFreeRTOSOTAUpdate’# 72 v F L E Y,

e My role > Permissions policies > “Add permissions“ > Attach policies

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (3) info ‘ C ‘ ‘ Simulate [A ‘ Add permissions & ‘
You can attach up to 10 managed policies. I Attach policies | I
Filter by Type Create inline policy
Q, search ‘ ‘ All types v ‘ 1 &
O Policy name [ A | Type v | Attached entities v
O = AWSloTLogging AWS managed 16
O = AWSloTRuleActions AWS managed 16
O ] AWSIoTThingsRegi... AWS managed 34

6-17 {ERRLI=-OTAEHAY—EROQA—JLIZRY S—FTFT RV F
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e Choose “AmazonFreeRTOSOTAUpdate” > “Add permissions”

Other permissions policies (1/981)

Filter by Type
I Q AmazonFreeRTOSOTAUpdate I X | | All types v | 1 match 1 '@}

Policy name s | Type v Description

‘ = AmazonFreeRTOSOTAUpdate AWS managed Allows user to access Amazon FreeRTOS OTA Update ‘

S —

® Policy was successfully attached to role. X

r178923-fpb A .

Allows loT to call AWS services on your behalf.

Summary

Creation date ARN
November 16, 2023, 15:04 (UTC+09:00)
Last activity Maximum session duration
1 hour
Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (4) info ‘ C ‘ ‘ Simulate [4 ‘ Add permissions ¥

‘fou can attach up to 10 managed policies.

Filter by Type

Q, Search ‘ ‘ All types v ‘ 1 &
O Policy name [ A | Type v Attached entities ¥
[} AmazonFreeRTOSOTAUpdate AWS managed 41
O ] AWSIoTLogging AWS managed 16
[l 3] AWSloTRuleActions AWS managed 16
[} ] AWSloTThingsRegistration AWS managed 34

6-18 7K' > —"AmazonFreeRTOSOTAUpdate” #ERL L 1= OTABHAHY —ERO—ILIZT R v F
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@ A254 KR —(S3)EEBMLET,

e “Add permissions” > Create inline policy > “JSON”

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (5) info ‘ C ‘ ‘ Simulate [ ‘ ‘ Add permissions & ‘
You can attach up to 10 managed policies. Attach policies

Filter by Type Il Create inline policy | I
‘ Q, Search ‘ ‘ All types v ‘ 1 &

Specify permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON

editor.

Policy editor Visual JSON Actions ¥ | |

6-19 S3DA T4 VR I—EER
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e Policy T7 14 #ICLLTF#~R—X > Next
—  s3-bucket-test (& [6.1.3.1F Amazon S3 /34y v DR THER L 1= Bucket name [CZEE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject"
]I
"Resource": "arn:aws:s3:::b3—bucket—testy*"
}
]
}

Policy editor JSON | Actions ¥ | ‘ = |
1w { .
2 "Version": "2012-18-17", Edit statement Remove
3w "Statement”: [
aw Add actions
e . .
JSON Ln 33, Col 38 5603 of 6144 characters remaining
|Cancel Next
6-20 Policy T7 4 #I2S3 MR —%3EM
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e Policy name: & (fl : inline-policy-s3-test) > “Create policy”

Review and create i«

Review the permissions, specify details, and tags.

Policy details

Policy name
Enter a meaningful name to identify this policy.

I inline—policy—sB—tesﬂ

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Permissions defined in this policy s

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an IAM identity (user,
user group, or role), attach a policy to it

Q, Search ‘
Allow (1 of 384 services) (O Show remaining 383 services
Service A | Access level v | Resource Ri
BucketMame)| string like |s3-
53 Limited: Read, Write bucket-test, ObjectPath| string N
like |AlL
4 b
Cancel I Create policy

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (5) info ‘ C ‘ ‘ Simulate [4 ‘
You can attach up to 10 managed policies.

Filter by Type
‘ Q, Search ‘ ‘ All types v ‘
O Policy name [A A | Type v Attache
O 0} AmazonFreeRTOSOTAUpdate AWS managed 41
] ] AWSloTLogging AWS managed 16
O 0] AWSloTRuleActions AWS managed 16
] [ AWSloTThingsRegistration AWS managed 34
O [# inline-policy-s3-test Customer inline 0
6-21  4&&iI (5 : inline-policy-s3-test)Z{f1+ T S3 K1) o —ZF e
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® IAMDA US4 VR) o —FEBMLET,

e “Add permissions” > Create inline policy > “JSON”

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (5) info ‘ (& ‘ ‘ Simulate [2 ‘ ‘ Add permissions & ‘
You can attach up to 10 managed policies. Attach policies

Filter by Type Il Create inline policy | I
‘Q Search ‘ ‘Alltypes v ‘ 1 O]

Specify permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON

editor.

Policy editor JSON | Actions ¥ H = ‘

6-22 A 54 R —FER
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e Policy TF 4 ZICUATFZEZAR—X k> Next
— ota-role-test (& 6.1.3.2F OTAEFAY—ERO—)ILDERI TYERL 1= Role name IZEE

{

{

"Version":
"Statement": [

"Effect":
"Action":
:GetRole",
:PassRole"

"iam
"iam

I

"Resource":

"2012-10-17",

"Allow",
[

"arn:aws:iam::xxxxxxxxxx:roleyota—role—tesq"

Policy editor

1v {
2 "Version”:
Aw

"20812-10-17",

ERJ "Statement”: [

JSON Ln 33, Col 38

v IR
a
Edit statement Remove
I Add actions
I

5603 of 6144 characters remaining

kancel

6-23

A4 Ry —[Z 1AM O—)LFEBm
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e Policy name: FZ&(ffl : inline-policy-iam-test) > “Create policy”

Review and create i«

Review the permissions, specify details, and tags.

Policy details

Policy name
Enter a meaningful name to identify this policy.

inline—policy—iam—tesﬂ

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Permissions defined in this policy info

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an IAM identity (user, user
group, or role), attach a policy to it

Q, Search ‘
Allow (1 of 384 services) (O Show remaining 383 services
Service r'y | Access level v Resource Reques
e . RoleMame| string like |ota-role-
1AM Limited: Read, Write None
I test
4 »
Permissions policies (6) info ‘ C ‘ ‘ Simulate [4 ‘ ‘ Add permissions ¥ ‘

You can attach up to 10 managed policies.

Filter by Type

Q, Search ‘ ‘ All types v ‘ 1 &
O Policy name [ A | Type v | Attached entities v
O [E N AmazonFreeRTOSOTA... AWS managed 41
O m W AWSloTLogging AWS managed 16
O [ ¥ AWSloTRuleActions AWS managed 16
O m W AWSIloTThingsRegistrat... AWS managed 34
O | [# inline-policy-iam-test Customer inline 0 |
O [# inline-palicy-s3-test Customer inline 0

B 6-24 %A1 (1 : inline-policy-iam-test) Z{F 1T TIAM A4 > 54 VR —%R7*F
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6.1.3.4 OTAEHFRAR) O—% IAM 1 —HIZE|Y HT
@ OTAEHARY—ZHEMLETS,
¢ |AM > policies > “Create policy” > “JSON”

IAM > Policies

Policies (1237) info Create policy

A policy is an object in AWS that defines permissions.

Specify permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON

editor.

Policy editor JSON ‘ Actions ¥ H = ‘

6-25 OTAEHFHRNRU —ZERK
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e Policy TF 4 ZICUATFZEZAR—X k> Next
s3-bucket-test [& 6.1.3.1 F Amazon S3 /34 v FD{ERL] THETE L 1= Bucket name IZZE
ota-role-test 1% 16.1.3.2F& OTAEHHAY—EXO—)LOER] TEE LT Role name IZZEE

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"s3:ListBucket",

"s3:ListAl1lMyBuckets",

"s3:CreateBucket",

"s3:PutBucketVersioning",
"s3:GetBucketLocation",
"s3:GetObjectVersion",
"acm:ImportCertificate",
"acm:ListCertificates",

"iot:*",
"iam:ListRoles",

"freertos:ListHardwarePlatforms",
"freertos:DescribeHardwarePlatform"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": "arn:aws:s3::Is3—bucket—tesd/*"

"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::xxxxxxxxxx:rolerota—role—test"l

Policy editor

P [ oo v | [ ]

1v{
2 "Version®: "2012-18-17", Edit statement Remove
3w "Statement”: [
av Add actions
| _———— S
JSON Ln 33, Col 38 5603 of 6144 characters remaining
[cancel Next

6-26 KR —I T2 TOTAEFHAKRY O—EER
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e Policy name: £& (#§l : rl78g23-fpb_ota_policy) > “Create policy”

Review and create i«

Review the permissions, specify details, and tags.
Policy details

Policy name
Enter a meaningful name to identify this policy.

I rl78g923-fpb_ota_policy I ‘

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Description - optional
Add a short explanation for this policy.

Maximum 1,000 characters. Use alphanumeric and '+=,.@-_' characters.

ladd tags - optional info

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource

Add new tag

You can add up to 50 more tags.

Cancel Create policy
@ Policy ri78923-fpb_ota_policy created. X

IAM > Policies

6-27 %A1 (i : rI78g23-fpb_ota_policy)Z {1+ T OTAEH AR > —ZR#F
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@ R LEOTAEHARY O —Z IAMA—HFIZEMLET,

¢ |AM > Users > Choose User > Add permissions

IAM > Users

Users (17) nfo Create user

An |AM user is an identity with long-term credentials that is used to interact with AWS in an account

|Qﬂ Xl'lma‘tch 1 &

[ User name Click Ao | Path v Group: ¥ | Last activity v MFA ¥ ‘ Password age ¥ | Console la:
[} (R G / 1 @__Ei__lj?_l:l_r_s_:a_g_g - A\ 976 days MNovember
4 »
Permissions Groups (1) Tags Security credentials Access Advisor

Permissions policies (14) Add permissions & ‘

Permissions are defined by policies attached to the user directly or through groups. I Add permissions |I
Filter by Type Create inline policy
Q, Search ‘ ‘ All types v ‘ 1 &

6-28 |IAM 1—H % &R

e Permissions options: Attach policies directly
e Permissions policies > Policy name: ¥ L 7= OTA EB# AR > —D % (] : r178g23-fpb_ota_policy)
o ‘Next' #0v¥

1AM > Users > > Add permissions

e Add permissions

Add permissions
Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [4

Step 2
Review el z
Permissions options
(O Add user to group (O Copy permissions © Attach policies directly

Add user to an existing group, or create a new Copy all group memberships, attached Attach a managed policy directly to a user. Asa

group. We recommend using groups to manage managed policies, inline policies, and any best practice, we recommend attaching policies

user permissions by job function. existing permissions boundaries from an to a group instead. Then, add the user to the

existing user. appropriate group.

Permissions policies (1/1230)

Filter by Type

| Q 78 X | ‘ All types v | 1 match 1 &
Policy name [ a | Type v | Attached entities v
I [ rl78g23-fpb_ota_policy Customer managed I 0 ‘

X 6-29 IAM A—HIZEMT E/8—I v aVIZOTAEHRAMNRY O—%&IR
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e User details: Your account
e Permissions summary > name: {EpZ L 7= OTAB#H AR > —D £l (il : rI78g23-fpb_ota_policy)
e “Add permission” %7 1) v ¥

Review

The following policies will be attached to this user. Learn more [

User details

User name

Permissions summary (1) 1

Name [4 v Type Used as

I rl78g23-fpb_ota_policy I Customer managed Permissions policy
Cancel Previous Add permissions

& 1 policy added

IAM > Users > I

X 6-30 EIRLI=IAMA—HI(Z OTAEHAKR —%BM
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6.1.3.5 AWSIloT DO— FEZ~NDT UVt RX¥EMNE
® IAMORYS—FERLET,
¢ |AM > policies > “Create policy” > “JSON”

IAM > Policies

Policies (1237) info Create policy

A policy is an object in AWS that defines permissions.

Specify permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON

editor.

Policy editor JSON ‘ Actions ¥ H = ‘

6-31 IAM DR >—F K
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e Policy TF 4 ZICUATFZEZAR—X k> Next

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DeletePolicy",
"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy"
1,
"Resource": [
"arn:aws:iam::*:policy/idt*",
"arn:aws:iam::*:role/idt*"
]
}
]
}
Policy editor JSON | Actions ¥ | | = ‘
1v ¢ -
2 "Version": "2812-10-17", Edit statement Remove
3v "Statement": [
aw I Add actions
[ ¢ e e s
JSON Ln33, Col 38 5603 of 6144 characters remaining
kancel. Next
6-32 RYI—IT44Z2TIAMKRY o—ZERK
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e Policy name: £& (#l : IDTFreeRTOSIAMPermissions_rl78g23-fpb) > “Create policy”

Review and create i

Review the permissions, specify details, and tags.

Policy details

Policy name
Enter a meaningful name to identify this policy.

IDTFreeRTOSIAMPermissions_rl78g23-fpb ‘

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Description - optional
Add a short explanation for this policy

Maximum 1,000 characters. Use alphanumeric and '+=,.@-_' characters.

Add tags - optional info

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel Previous Create policy

® Policy IDTFreeRTOSIAMPermissions_ri78g23-fpb created.

IAM > Policies

X 6-33 4&Hi (] : IDTFreeRTOSIAMPermissions_rl78g23-fpb)Z& {4 T IAM R 1) o — % &7
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@ EELEIAMERYS—%IAMA—HIZF7E2yvFLET,

¢ |AM > Users > Choose User > Add permissions

IAM > Users

Users (17) nfo Create user

An |AM user is an identity with long-term credentials that is used to interact with AWS in an account

| Q, eom—— X | 1 match 1 &
[ User name Click Ao | Path v Group: ¥ | Last activity v MFA ¥ ‘ Password age ¥ | Console la:
[} (R G / 1 @__Ei__lj?_l:l_r_s_:a_g_g - A\ 976 days MNovember
4 »
Permissions Groups (1) Tags Security credentials Access Advisor

Permissions policies (14) Add permissions & ‘

Permissions are defined by policies attached to the user directly or through groups. I Add permissions |I
Filter by Type Create inline policy
Q, Search ‘ ‘ All types v ‘ 1 &

6-34 R LTI IAMAKRY) O—&T7H A 0 5 IAM 1—H %:FIR
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e Permissions options: Attach policies directly
e Policy name:

— AWSIloTDeviceTesterForFreeRTOSFullAccess

— e L= 1AM AR Y O —D&ET (] : IDTFreeRTOSIAMPermissions_rl78g23-fpb)
e “Next” %)% >“Add permissions” &% 1) v ¥

Add permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [

Permissions options

2 Add user to group (O Copy permissions © Attach policies directly
Add user to an existing group, or create a new Copy all group memberships, attached Attach a managed policy directly to a user. As a
group. We recommend using groups to manage managed policies, inline policies, and any best practice, we recommend attaching policies
user permissions by job function. existing permissions boundaries from an to a group instead. Then, add the user to the
existing user. appropriate group.

Permissions policies (2/1230)

Filter by Type

Q, FreeRTOS X ‘ | All types ¥ | 4 matches 1 &
-] Policy name [ A Type v Attached entities ¥
[Fl AWSloTDeviceTesterForFreeRTOSFullAccess Customer managed 1] ‘
O [E]  IDTFreeRT (T cGc—cGGG - ————— Customer managed 2
I [l  IDTFreeRTOSIAMPermissions_rl78g23-fpb I Customer managed (1] ‘
O ]  |IDTFre e —— Customer managed 1
Cancel Next
Cancel Previous Add permissions

K 6-35 SERL71- IAM 1—HI[ZFERR %8
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6.2 FHAA A—TDER

VA A= EF, T—bO—5FDODMOT D7 A ILENRAT TV S—2 3D MOT 774 L%

IRenesas Image Generator] THE L= MOT 274D ETY,

Renesas Image Generator [& TRL78/G22,RL78/G23,RL78/G24 77 —L2 7 7V I T—

FEDa2—

W 1B HY—ILTT, FMIILEET) VI EDT7T TV r— 30/ —rESBLTLESL,

COXETEHIHAAA—DICEHET S I7MLBREUTELETS,

e J—FkHO—4 : boot_loader.mot
o WMHAFT TS — 3> : aws_ryz024a_rl78g23-fpb_ota.mot
o #HIA A — : initial_image.mot

6.21 T—hrO—SZERK
6211 J—rO—47O2H bOA UFR—F

B2z b Tboot_loader] % e?studio [T YR—kLET, ROFIETA Vi R— b g H— KERHL

TLEEL,

File > Import... > Existing Projects into Workspace > Next

RIZ, AT Y b Tboot_loader] ZEIRL TS, SO, 7T—JRAXR—=X(2TAYzY +tEOE

—LAEWA T a UEEIZLTLESL, Z0O%. Finsh RE22E0 v LET,

& Import m] x ‘
Import Projects =]
Select a directory to search for existing Eclipse projects. —
(®) Select root directory: | C:¥ ¥r20an0666:xx0100-r178¥ic ~ Browse...
") Select archive file:
Projects:
[ aws_ryz024a l78g23-fpb (C:¥ ¥r20an0666:00100-r1] Select All
[/ boot loader (C:¥ ¥r20an0666xx0100-r178¥iot-referen |
- Deselect All
[ test_aws_ryz02da_rl78g23-fpb (C¥ ¥r20an0666x¢01(
Refresh
< >
Options
[ Close newly imported projects upon completion
[ Hide projects that already exist in the workspace
Working sets
["]Add project to working sets New...
@ < Back Finish | Cancel

X 6-36 AT x% b+ lboot loader] #:&EiR
APz Y b IHVRTO-F—EHEIZA VIR— bSO ) FRRTENFET,

55 Project Explorer BES Y § 5 8
T_,-_% > aws_ryz024a_rl78g23-fpb [iot-reference-rl78 feat/aws_cellular]
IT_,-_% > I::--::-u::-t_lu::-au:lerlir. e2_ccrl) [iot-reference-ri78 feat/aws_cellular]

6-37 o< x4 k Tboot_loader] WA »7iR— FET

R20AN0666JJ0102 Rev.1.02
Feb.17.25 RENESAS

Page 55 of 89



https://www.renesas.com/jp/ja/document/apn/rl78g22-rl78g23-rl78g24-firmware-update-module-rev201
https://www.renesas.com/jp/ja/document/apn/rl78g22-rl78g23-rl78g24-firmware-update-module-rev201

RL78/G23 LTE i&{E T® Amazon Web Services ##% Getting Started Guide: RL78/G23-
128p Fast Prototyping Board + FreeRTOS
6212 J7—LYz7RIIAOEET—+0—4T02 Y MIEM

@ ZFBaTzx¥ b Tboot loader] @ code_signer_public_key.h [T 7 —A™ = 7HRIIADE
(secp256r1.publickey) B L E T,

FERFEIE : FTRI\ERAELTSESL,

v J7& > boot_loader (in e2_ccrl) [HardwareDe

;{f Binaries
Bl Includes #define CODE_SIGNER_PUBLIC_KEY PEM \
pA=EL REEEEE BEGIN  PUBLIC KEY----- "
A . M VegaZo™\
|._—P;j, code_signer_public_key.h o Veg
E:U z:c'gen Mo---- END- PUBLIC KEY----- "y
i)

I._—r,:', boot_loader.c
|.__|"E1 branch_table.c

6-38 J—hO—HIZT7—LY T 7REIIADEZIEM

6213 J—hrE—4TO Y FOELF

A<z 4 b Tboot loader] #EJL KL, MOT 274 ILEHERLET,
ZTD%., 7R Y F 7+ LA ETD HardwareDebug 7 # JL A boot_loader.mot NEK I N TLNS Z &
EHERELET,
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6.2.2 #FEATTVIr—a v EER
6.2.21 W7 TV r—2 a3 nA4 vR—F

7Oz Y bk Taws_ryz024a ri78923-fpb] % e?studio [C4 Y R—kLFET, ROFIETA v R—+ro g

HP—FERANTEEL,

File > Import... > Existing Projects into Workspace > Next

RIZ, FBT Y b+ Taws_ryz024a_rl78g23-fpb) #:E R L TL &L, SO, T—U AX—=X([270O
DY bEIE-LEVWA T I UEREIZLTLESL, Z0%&., Finsh R2 V&0 ) v LET,

& import O X ‘
Import Projects =
Select a directory to search for existing Eclipse projects Ly,
|:5'Ssle(t root directory: | C:¥ ¥r20an0666:xx0100-r178¥ic ~ Browse.. |
() Select archive file:
Projects:
|E aws_ryz024a_rl78g23-fpb (C:¥ ¥r20an0666:00100-r1] Select All
| boot_loader (C:¥ ¥r20an0666xx0100-rI78¥iot-referer
Deselect All
[ test_aws_ryz024a_r78g23-fpb (C:¥ ¥r20an0666:001(
Refresh
< >
Options
[_1Search for nested projects
] Close newly imported projects upon completion
[] Hide projects that already exist in the workspace
Working sets
[_] Add project to working sets New...

6-39 FOP x4 b laws ryz024a rl78g23-fpbl %:&IR

Az b IHVRTO—S—EEIIA vR—rEN-TAD ) MARRENET,

55 Project Explorer =| ‘Gjl} l? g =
I T'T-L = aws_ryz024a_rl78g23-fpb Jiot-reference-rl78 feat/aws_cellular]
T_.v_-% » boot_loader (in e2_ccrl) [iot-reference-rl78 feat/aws_cellular]

6-40 o<z H b Taws ryz024a_rl78g23-fpb] DA »iR—F5ET

R20AN0666JJ0102 Rev.1.02
Feb.17.25 RENESAS

Page 57 of 89




RL78/G23 LTE i&{E T® Amazon Web Services ##% Getting Started Guide: RL78/G23-
128p Fast Prototyping Board + FreeRTOS

6.2.22 AT TV r— 3 DEIL FEBRERTE

7Oz ¥ b Taws_ryz024a rl78g23-fpbl M EJL KRk %“HardwareDebug OTA’IZERE L E T,
Build Configurations > Set Active > Select “HardwareDebug OTA”

Build Cenfigurations » Set Active » 1 HardwareDebug (Debug on hardware)

Source > Manage... ~ 2 HardwareDebug_OTA (Debug on hardware)

6-41 EJL K “HardwareDebug OTA’%# 79 71 JI123 3%

6.223 77—LDIT7RIIADOHEZNET T)r—avIZEM

o< x4 b Taws_ryz024a rl78g23-fpbl M code_signer public_key.h 27 7 —LA™ = 7RI A D
(secp256r1.publickey)ZEBM L £ 3,

FEREE  FARID\VERMELTLIEELY,

I Project Explorer X
w Ilv_—g aws_ryz024a_rl78923-fpb [HardwareDebug
9;;? Binaries
[ Includes
B Common
(28 Configuration
|78 Demos
58 Middleware
v [f3 > src
&% application_code
|7 frios_skeleton

ﬁ*:"f’s—“mp ‘#define CODE_SIGMER_PUBLIC_KEY_ PEM.\
|- helper

T Moo BEGIN PUBLIC KEY----- "\
W "b, £y n
[®} > code_signer_public_key.h VCﬁaZO \

[ modules - - ==
f‘? BEEEET END - PUBLIC KEY----- "\
iy smc_gen

= HardwareDebug_OTA

6-42 AT TV r—a vt T 7—L z TRIIADEZEM

6.2.24 W7 IV r— 3 OELKR

JO2 Y b+ Taws_ryz024a rl78g23-fpb] ZEJL KL, MOT 27 A ILEERLET,
FD#®, 7O 1Y F 74 IILFETD HardwareDebug OTA 74 LA [ aws_ryz024a_rl78g23-fpb_ota.mot
NERSN TSI EEFHRLET,
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6.2.3 Renesas Image Generator THHA * —O F 4R
J—rO—FLHPT7 T 45— 3 > % Renesas Image Generator THEA L TS A —CFERLE
ER

@ Renesas Image Generator ERIL 7+ LA ICUTD I 7 A ILEEBMLET,

e J—FkO—4 : boot_loader.mot
o MHAFT TS — 3> : aws_ryz024a_rl78g23-fpb_ota.mot
o WHIT TV — 3 URIIADOMER : secp256r1.privatekey

?ﬁ aws_ryz024a_rl78g23-fpb_ota. mot
m boot_loader. mot

[# image-gen.py

E@ rl78g23_w_buf.csv

m secp25erl.privatekey

6-43 Renesas Image Generator LR L 7+ ILF 2B T 7 A )L E K

@ UTDRIARUFERTLIPMAA-—CELERLET,

python image-gen.py -iup .\aws ryz024a rl178g23-fpb ota.mot -ibp
boot loader.mot -o initial image -ip .\RL78 G23 ImageGenerator PRM.csv

@ WA A — (initial_image.mot)MER SN TN Z EEHRB LTI &L,

ﬁ aws_ryz024a_r|78g923-fpb_ota.mot
m boot_loadermot

[# image-gen.py

ﬁ initial_image.mot
@ rl78g23_w_bufcsv
m secp2Serl. privatekey

6-44 Renesas Image Generator LR L 7+ L FIZHEA A —OHER SN D
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6.3 F#AA—TDER

BHA A=V L, BHT7 TV —2 32D MOT 7 74 L% TRenesas Image Generator] TZ# L 71=
NAFVER EFrsuDEFRAI7—LI I TN ETT, BFRAA—CDIT4—<w FZDOWTIE
RL78/G22,RL78/G23,RL78/G24 27 —LD T TF7 7V ITT—k EVa—I)L] ZBBLTLLESL,

COXETHEHFAA—VICHET S I7MLRBREUTELETS,

o BT TUHr— 3> : aws_ryz024a_rl78g23-fpb_ota_093.mot
o EI A A— : aws_ryz024a_rl78g23-fpb_ota_093.rsu

631 BHT7ITVr—avEER
6.3.1.1 77UHr—23v®Y—XRI—FZERE
BHT7 TV r—2a v & ERT H1-0HI,

iot-reference-rl78\Configuration\rI78g23-fpb\ota\cellular\frtos_config\demo_config.h M
TAPP_VERSION BUILD] RV ODEEZ2Hh B 3ICEEBLET,

iot-reference-r178\Configuration\rl78g23-
fpb\otalcellular\frtos config\demo config.h

/**

* @brief Build version of the firmware.

*

* This is used in the OTA demo to set the appFirmwareVersion variable that
is

* declared in the ota appversion32.h file in the OTA library.

*/

#ifndef APP VERSION BUILD

#define APP VERSION BUILD 3
fendif

6312 EHEFTTUr—a DL R

aws_ryz024a_rl78923-fpb 7Oz FHEJ FL. MOT 774 LEERLET,
F0#%, 7O Y F 7+ IILFETD HardwareDebug_ OTA 7+ LA [Z aws_ryz024a_rl78g23-fpb_ota.mot
NEZEERSATWS I EEZHELET,

6.3.1.3 BEHT7TUr—3 OMOT 774 I)ILE) r—L
aws_ryz024a_rl78g23-fpb_ota.mot % aws_ryz024a_rl78g23-fpb_ota 093.mot [Z!) F—L L E T,
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6.3.2 Renesas Image Generator TEHA A —J #4£/
BH#H7 75— 3 % Renesas Image Generator TE#HA A —JICEBRLET,

@ Renesas Image Generator ERIL 7 A ILAICUTD I 7 A IILEHRHLET,

o BHTITUHS— 3D MOT J74A)L: aws_ryz024a_rl78g23-fpb_ota_093.mot
o BEHT7IUT— a3 iRiIADOMERE : secp256r1.privatekey

m aws_ryz024a_rl78g23-fpb_ota.mot
% aws_ryz024a_rl78g23-fpb_ota_093.mot

boot_loadermot

E; image-gen.py
m initial_image.mot
E@ r78g23_w_buf.csv

m secp256rl.privatekey

6-45 Renesas Image Generator LR L 7+ ILF 2B T 7 A )L E K

@ LUTDavTY RFEEITLRSUKBKXDEHA A — aws_ryz024a_rl78g23-fpb_ota_093.rsu ZER L F
ER

python image-gen.py -iup .\aws ryz024a rl178g23-fpb ota 093.mot -o

aws_ryz024a rl178g23-fpb ota 093 -ip .\RL78 G23 ImageGenerator PRM.csv -vt

ecdsa —-ff RTOS

® aws_ryz024a rl78g23-fpb_ota_093.rsu NERIN TR Z LR LET,

m aws_ryz024a_rl78g23-fpb_ota.mot
le aws ryzl2da rl78g23-fpb ota 093.mot

aws_ryz024a_r -fpb_ota_093.rsu
vz024a_rl78g23-fpb_ota_093
boot_loadermot

[# image-gen.py

m initial_image.mot
!@ rI7Bg23_w_bufcsy
m secp256rl. privatekey

6-46 Renesas Image Generator LR L 7+ ILFIZHEHA A —OHERIND
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64 TEIOCIY FOEST
FEIOT Y HOTADETFIEERLET,

6.4.1 #HIA A — (initial_image.mot)FR— FIZEEAT

D #EAA A — (initial_image.mot)EEEAHET,
EEIAHFEIL 17 E Renesas Flash Programmer DFEAAE] 28BLTLEELY,

@ EBEFAAPKRTITEHETETOD Y MHBEEILET,

©) —SFIILTHE T TV r—23 0 (N—2 32 0920 BB LTINS EE2MHRALET,

6-47 MMFT T — 3> (1N—P 32 09.2)EH)
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6.4.2 HEA A— (aws_ryz024a_rl78g23-fpb_ota_093.rsu)%x OTA ¥ 3 T2 &k
@ AWS loT > Manage > Remote actions > Jobs > “Create job” % 1) v &

AWS loT » Manage » Remote actions » Jobs

Jobs (200+) info Create job

lobs define a set of remote operations to send to and run on one or more devices that are connected to AWS loT. If
you have remote operations that are frequently performed, such as rebooting or installing new applications, use job
templates to create reusable jobs.

Device Location New

Manage

» All devices

P Greengrass devices

) ‘Q Filter jobs ‘ ‘All status values W ‘ ‘Alltypes v ‘
» LPWAN devices
Software packages New 1 2 3 4 .. > &)
¥ Remote actions
O Name | Type
X 6-48 Jobs

@ Check “Create FreeRTOS OTA update job” > “Next” 49 ') v &

AWS IoT » Manage » Remote actions » Jobs » Create job

Create job

Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create a custom job or a
FreeRTOS over-the-air (OTA) update job.

Job type

() Create custom job
Create a job to send an executable job file to one or more devices connected to AWS loT.

© Create FreeRTOS OTA update job
Send a request to acquire an executable job file from one of your 53 buckets to one or more devices connected to AWS loT.

Cancel Next

6-49 Create Job
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@ Step1: OTA job properties

e Job name: £E

AWS loT » Jobs » Createjob » OTA job

Step 1 of 3

OTA job properties

Job properties

Job name

Enter a unigue name without spaces. Valid characters: a-z, A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

» Tags - optional

Can(EL

X 6-50 Step1: OTA job properties

@ Step2: OTA file configuration > Devices

e Devices to update: aws_clientcredential.h ®"E / D & &l”
| #define clientcredentiallOT THING NAME "YOUR THING NAME
o Select the protocol for file transfer: MQTT

AWS 10T » Jobs » Createjob » OTA job

Step 2 of 3

OTA file configuration i

Devices info
This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or the thing groups that you choose.

Devices to update

i —

Select the protocol for file transfer
Select the protocol that your device supports.

HTTP

6-51 Step2: OTA file configuration > Devices
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® Step2: OTA file configurations > File
¢ Sign and choose your file: Sign a new file for me.
File info
Sign and choose your file
Code signing ensures that devices only run code published by trusted authors and that the code hasn't
been changed or corrupted since it was signed. You have three options for code signing.
© Sign a new file for Choose a Use my custom
me. previously signed signed file.
file.
6-52 Step2: OTA file configurations > File (1)
e Code signing profile: “Create new profile” =42 ') v 4
Code signing profile
This profile will contain information needed to create a code signing job. The profile specifies your
device's hardware platform, certificate from AWS Certificate Manager, and the location of your code
signing certificate path on your device.
Existing code signing profile
v || Create new profile ‘ |
6-53 Step2: OTA file configurations > File (2)
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¢ Create a code signing profile.
—  Profile name: & ({5l : rl78g23_fpb_ota_cert)
— Device hardware platform: Windows Simulator
— Code signing certificate: “Import new code signing certificate”
— Certificate body: secp256r1.crt
— Certificate private key: secp256r1.privatekey
— Certificate chain - optional: ca.crt
— Path name of code signing certificate on device: &

Create a code signing profile X
Profile name
S
Enter a unigue name without spaces. Valid characters: a-z, A-Z, 0-9, and _ {underscore)
Device hardware platform
Windows Simulator v
Code signing certificate
AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing S5L/TLS
certificates. You can use ACM to create an ACM Certificate or import a third-party certificate that you use
for signing. You must have a certificate to sign code.
© Import new code signing Select an existing certificate
certificate
Certificates
Certificate body secp256ri.crt
. 906 bytes
[ Choose file © Uploaded
Certificate private key secp256r1.privatekey
. 232 bytes
[t] Choose file © Uploaded
Certificate chain - optional ca.crt
. 1030 bytes
[t] Choose file © Uploaded
Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.
| [y ——
Create
6-54 Create a code signing profile
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e File > “Upload a new file.” > “Choose file” > aws_ryz024a_rl78g23-fpb_ota_093.rsu

File

‘ © Upload a new file. ‘ Select an existing file.

File to upload

[t] Choose file

@ aws_ryz024a_rl78g23-fpb_ota_093.rsu
292608 byteqd

6-55 Upload a new file > aws_ryz024a_rl78g23-fpb_ota_093.rsu

e File upload location in S3: YERED /N7y k%38 ( [6.1.3.1F Amazon S3/\7 v FDYERLI THEE
L 7= Bucket name)
e Path name of file on device: &

File upload location in 53
This is the location in 53 where your file will be stored.
53 URL
Q, 53/ /nins—— X View [4 ‘ ‘ Browse S3 ‘ ‘ Create S3 bucket

Format: s3://bucket/prefix/object.

Path name of file on device
This is the name and location where the file will be stored on the FreeRTOS device.

Jdevice/ota

6-56 File upload location in S3

® Step2: OTA file configurations > IAM role
e Role: fERFEDO—ILEIEE ( [6.1.32F OTAEHFAY—EXO—IILDOERI THEE L 7= Role name)

IAM role info

Role

Choose a role that grants AWS loT access to 53, AWS loT jobs, and AWS Code signing resources.

[ v

6-57 Step2: OTA file configurations > IAM role
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@ Step3: OTA job configuration

e Job run type: Your job will complete after deploying to the devices and groups that you chose (snapshot)

AWS IoT » Jobs » Createjob » OTA job

Step 3 of 3

OTA job configuration

Job run type

Choose how to run this job.

© VYour job will complete after deploying to the devices and groups that you chose
(snapshot)

Your job will continue to deploy to any devices added to the groups that you chose
(continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

These configurations define when to automatically stop the job. The job stops if a percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts.

» Job run timeout configuration - optional

Specify how long the job will run.

Cancel Create job

@ Successfully created Job:r _

AWS loT » Manage » Remote actions > Jobs

Jobs (200+) infe

Jobs define a set of remote operations to send to and run on one or more devices that are connected to AWS loT. If you have remote operations that are frequently performed,
ar installing new applications, use job templates to create reusable jobs.

Q, Filter jobs | ‘ All status values v | | All types v ‘ 1 2 3 4
(] Name | Type | Status Created date
O AFR_OTA- Snapshot @ In progress - Rollout completed. .. November 16, 2023, 14:37:51 (L C

X 6-58 Step3: OTA job configuration
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LEGKFDEEHAMA—DEIA A VAR—FICEZTALOIAEI—IFILICHAETIETS,

tomo_064

a-firm-things

[WaitingForFilellock]

6-59 BEHFAA—TEIAAUR—RIZEEFRAD

Q@ EBEFRAHAPRTIIEEHAA—D (N—23 2 093)MEELET,

jootLo
a1

bpwli Ry ion 0
I L JLHIATA
Jrot
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6.5 M7 ITUHS—a3oDTNNY T A%

VET7 T r—savEestudioMoBEILTT/N\Vv Y T5FIEERLET,
COFIETIEFT—rO—SZ2FRALAEWVNEDH, 90— RKLEE#HFAA—CEBETHIILIEZTEEE
Ao

@ T—rO—4FE#FALBWNEREICEELET,
FO< x4 k Taws_ryz024a_ri78g23-fpbl M*USE_BOOTLOADER V2’ %4 0% 0IZ5%5%E L T"Apply
and Close"Zf LE 9,

e Configuration: HardwareDebug OTA
e Languages: GNU C
e USE_BOOTLOADER V2:0

|T}'I3E filter text | Paths and Symbols - > 8
Resource
Builders
C/C++ Build Configuration: | HardwareDebug OTA [ Active ] | | Manage Configurations...

v CfC++ General
Code Analysis

Documentation (= Includes | # Symbols| (22 Source Location| ] References
File Types
Formatter Languages Symboal Value Add...
Indexer # _LITTLE_ENDIAN_ Eat
Language Mappings GNU C++ # _TEST_
MISRA-C In-editor Check Object File # USE_BOOTLOADER V2 0 Delete
Paths and Symbols Assembly
Preprocessor Include Pat Assembly Export
Git
Project Natures
Project References

Refactoring History (1) "Preprocessor Include Paths, Macros etc.” property page may define additional entries

Renesas OF L
| ]
Run/Debug Settings Show built-in values
Task Tags E.Ej Import Settings... ?& Export Settings...
Validation
a 5 Restore Defaults Apply

(?3' Apply and Close Cancel

6-61 “USE_BOOTLOADER_V2'Y % R % 0IZF%E

@ ZFovx¥ b Taws_ryz024a rl78923-fpb] ZEI KL FET,

@ TNYITERIBLETS,
8F T/NYJFIE] #28RLTLESLY,
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7. Renesas Flash Programmer D&%
Renesas Flash Programmer Z ALV T Y 4 3 Y AR— FIZMOT 2Z &AL FIEERLET,

7.1 COMport AT 5H5E
COM port #HTMOT 77 A LDEZFALHEERLET,

=1 —]

711 O INEVETE
J15: 1-2 Short., J16: 1-2 Short. J19: 1-2 Short LT &\, ARTFEZERL TULVELMES. Z D¢
EIIFRETT,

" Renesas i‘:
MADE IN CHINA. S

J15:1-2 Short

FTEI0SE54 S - 15
oz 94v-0 362 /

[

J1E:1=2 Short

J19:1-2 Short

7-1  COM port 7/\v J {# KR E (M)

712 A2 KR—E~NBERZHLE
USB7—JILEHERLTIA IV R— FABREHELET,

R20AN0666JJ0102 Rev.1.02 Page 71 of 89

Feb.17.25 RENESAS




RL78/G23 LTE i&{E T® Amazon Web Services ##% Getting Started Guide: RL78/G23-
128p Fast Prototyping Board + FreeRTOS

713 TPz FEFRERL A a0 R— FICHERR
@ File > New project

e Microcontroller: RL78/G2x

e Project Name: {£& (5 : rl78g23-fpb)
e Project Folder: &

e Tool: COM port

¢ Interface: 2 wire UART

¢ Tool Details...: COM port D&ES

e “Connect” &9 wv¥

& Create Mew Project - oo
4

Project Information

Microcontroller: RL78/G 2 ~

Project Name: :rITI‘IkEE-pr

Praject Folder: Nocuments¥Penssas Flash Programmeryv.11] Browse._.
Communication
Took | COM port v Interface: | 2 wire UART - [] Wide \altage

Tool Details. Mum: COM3

Connect Cancel

7-2 TOTxy FEHFRERL TS a0R— FITES
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@ LUTOEEIE TONIEEERITY,

£ Renesas Flash Programmer V2,11.01 — et

File  Target Device Help
Operation  Qperation Settings  Block Settings  Flash Options  Gonnect Settings  Unique Gode

Project Information

Current Project: 178 23—fpb rpj
Microcontraller: RIF100GSM

Program File

|| Browse..

Flagh Operation

Eraze »> Program »> Verify

Start

Signature:

Device: RIF100G5M

Boot Firmware Verzion: W1.02

Device Code: 10 00 04
Code Flazh (Address : 0x00000000, Size : 768 K, Erasze Size: 2 K)
Data Flazh (Addrezs : 0x000F 1000, Size: 8 K, Eraze Size : 256)

Disconnecting the tool
Operation completed.

Clear status and mezsaee

7-3  Operation completed (Connect)
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714 TA4aAR—FKIZMOT 274 ILEEZEEFAD
D Program File HIIZE &AL MOT 77 A ILD/RAZAA L Start’ £ L ZE T,

e Program File: 2% 3A¢y MOT 7 7 4 JL (f§l : initial_image.mot, aws_ryz024a_rl78g23-fpb.mot)
o ‘Start" 0 vV

£ Renesas Flash Programmer V3.11.01 — x
File  Target Device Help
Operation  Cperation Settingz  Block Settings  Flash Options  Connect Settingz Unigque Code
Project Information

Current Project: rI78g23-fpbrpj
Microcontroller: RIF100GEEM

Frogram File
S¥lUzers¥ah 124 24 9% Degk top¥lmageGeneratoriy 302 [ 78 2 3% _butfer¥initial_image mot Browse..
CRC-32: ADSREAB

Flazh Operation

Eraze »» Program >» Werify

Start

7-4 AR —FIZMOT 274 IILEEETAD

@ ZZFAHPEILTVWSZEZHRLET,

Flash Operation

Erase >> Program >> Verify

7-5 EEAHRY
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72 IZal—A3%=ERAT 558
IZaL—4BHTMOT 774 ILDESALAEERLET,

721 OxUNNEVERE. ARIVEIRE NZ3—2hy b

14pin Ao 42 J11) [, LRHRILY bOZHYRBOTOTS I VRN EFVF VT - TRy
H-IZaL—8NDE2TIIaL—4FFE2ITIaL—4 Lite LDEHERIRYATT (AR 25
FREHETYT) , TI2aL—42ZFALT. FMEMCUDTAOTS I UIBLEUTNAVTEITVETS,
IZalL—A%ERTHEEICIEITRORBKREENNELLGY F9, Ml RL78/G23-128p Fast
Prototyping Board 1—H—X<T =27 JL Rev.1.00 520 E% SB L T &Ly,

1|3
»
]

JIAROARE [T e

@ © @ 0@ O O
@ ® ® © 0 O a

Q00606 00

®
. ©
@
. @‘
® a
. i
e o e N I Pl A i 1l o
‘T,RESET:’J-:}MW—;:?JM- ;'f ) o 0 *t @m”
{1 e o @O awmem
©-0 ¢
e o fHe i
® o
Rl i P

7-7 IZalL—RaRYVAFEABERTE (\V5H)

Ffr. TIaL—2OFEAFAECOVTIE, TEVE0E2TIaL—8 E2T3alL—4 litea—%—X
¥ =2 7)URIfR (RL78 i DFEEIE)] (R20UT1994) Z25ML T IZS LY,
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722 XA aArKh— k~BRZHE
USB7—JILZEEHELTIAM AV R— FABREH®BLET,
723 Oy FEFRERL A 3 HR— FICES
@ File > New project
¢ Microcontroller: RL78/G2x
e Project Name: {£& (51 : rl78g23-fpb)
e Project Folder: £ &
e Tool: E2 emulator
e “Connect’ &7 v¥
£ Create New Project — x
Project Information

Microcontraller: RL78G2 ~

Project Name:  |rl78g23~fpb| |

Project Folder: |OZ¥USEFS¥65124249¥DDCUH‘]EMS¥REHESES Fla:| Erowse..

Communication
Tool |E2 emulatar v Interface: | wire UART [] Wide Woltage
Tool Detail=... Mum: AutoSelect Power: Mone
Connect Cancel
7-8 TATxH FEFBRERLTIA 3 vR— RICHERR
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@ LUTOEEIE TONIEEERITY,

B Renesas Flash Pregrammer ¥3.11.01 — x

File  Target Device Help
Operation  Operation Settings  Block Settings  Flash Options  Gonnect Settines  Unique Gode

Project Information

Current Project: r|?8g23-fpbrpj
Microcontroller: RYF 100G

Program File

|| Browse...

Flazh Operation

Eraze >> Program > \erify

Start

Signature:

Device: RIF100GEN

Boot Firmware Verzion: W1.02

Device Code: 10 00 04
Ciode Flazh {Address : 000000000, Size: 768 K, Eraze Size: 2 K)
Data Flash (Address - 0x000F 1000, Size: 8 K, Erase Size : 266)

Dizconnecting the tool
Operation completed.

GClear statuz and meszage

7-9  Operation completed(Connect)

724 IAAVKR—FRIZMOT 774 LEEERAL
[714%F IA4AVR—FITMOT 774 )LEEERAL) EBRL TS,
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8. TNYIFI|E

81 COMport AT 55E
COMport #AHWNT TN I T E5HEERLET,

filt

8.1.1 TxINEVER
7A1E v unRE

o

VRE] EBRLTESL,

oyl

8.1.2 WA aviR— KAEREHES
YAV R—KEPCHEUSBS—JITEHKELET,

813 TNAwHavI4TL—3Y
TNy T LzWhWarv o4 L—Ya3vEBRLET,
e Debug Configurations > Renesas GDB Hardware Debugging
— TEIOP Y F(PubSub)DiHE : aws_ryz024a_rl78g23-fpb HardwareDebug

e B X | B Y - Name; |aws_ryzD24a_r|?8g23—fpb HardwareDebug
|T}'Pe:i|1EI'TE>:‘. | Main | %5 Debugger| = Startup | ] Common | % Source
[c] C/C++ Application Project:
[E] C/C++ Remote Application
=" EASE Script |aw s_ryz024a_rl7ag23-fpb Browse...
[c] GDB Hardware Debugging C/C++ Application:
[E] GDB Simulator Debugging (RHE50) |HardwareDebug_.n'aws_r}rzDZ4a_rITBgZi-fpb.:(
/& Launch Group
w [c7] Renesas GDB Hardware Debugging Variables... Search Project... Browse...
|__lc7 aws_ryz024a ri78g23-fpb HardwareDebug | Build (if required) before launching
[c7 aws_ryz024a_rlT6g23-fpb HardwareDebug_OTA
[t boot_loader HardwareDebug Build Configuration: | Use Active ~
[£7 test_aws_cellular_ryz024a HardwareDebug i ) .
E Renesas Simulator Debugging (RX, RL78) O Enable auto build O Disable auto build
@ Use workspace settings Configure Workspace Settings...
%] 8-1 Debug Configurations of Project(PubSub)
— TEIOD Y FHOTADIZE : aws_ryz024a_ rl78g23-fpb HardwareDebug_OTA
B e E X | B Y~ Name: |aws_r}f2024a_rl?3g23—fpb HardwareDebug_OTA
|‘.‘,'|:E' filter text | Main | %5 Debugger| = Startup | B Source| [ Common
[E] ¢/C++ Application Project:
[€] C/C++ Remote Application
= EASE Script |aw5_r}f2024a_rl 78g923-fpb Browse...
[£] GDB Hardware Debugging C/C++ Application:
[ GDB Simulator Debugging (RHES0) |HardwareDebug_OTA."aws_ryzDtha_rl?8923—fpb_c>ta.:(
@ Launch Group
w [t Renesas GDB Hardware Debugging Variables... Search Project... Browse...
[£7 aws_ryz024a_rl78923-fpb HardwareDebug Build (if required) before launching
[c7 aws_ryz024a_rl78g23-fpb HardwareDebug_OTA |
[c ¥ boot_loader HardwareDebug Build Configuration: | Use Active ~
[c7] test_aws_cellular_ryz024a HardwareDebug ) . .
E Renesas Simulator Debugging (RX, RL78) O Enable auto build O Disable auto build
@ Use workspace settings Configure Workspace Settings...
8-2 Debug Configurations of Project(OTA)
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814 TINYHEBE
"Debugger” tab #:#iRT 5,

e Debug hardware: COM Port (RL78)

Mame: | aws_ryz024a_rl78g23-fpb HardwareDebug_OTA
Main ﬁ Debugger| @= Startup E_/ Source | [C] Commen

Debug hardwared | COM Port (RL78) || Target Device: | R7TF100G5N

GDE Settings Fonnection Settingsl Debug Tool Settings

GDE Connection Settings

(®) Autostart local GDB server Host name or IP address:  localhost
() Connect to remote GDB server I o e g
Connection timeout (s): |30 v

8-3 Debug hardware: COM Port (RL78)

“Connection Settings” tab > Connection with Target Borad #:#1iR3 %,

e COM Port: COMxx
e Reset control pin: DTR

Main % Debugger | = Startup | & Source | [] Commen

Debug hardware: | COM Port (RL78) | Target Device: | RTF100G5N

GDB Settings | Connection Settings |Debug Tool Settings

w Clock
Main Clock Frequency[MHz] Using Internal Clock v
Sub Clock Frequency[kHz] Using Internal Clock v
Monitor Clock System v

~_Connection with Target Board
COM Port com7
Reset control pin OTR v
Baud Rate [bps] Auto W

~ Flash
Current Security ID (HEX) 00000000000000000000
Current Serial Programming Security 1D (HEX) FFFFFFFFFFFFFFFFFFFFFFFFFFFF

8-4 Connection Settings for using COM port
e
Vv LTTNy T ZFIEY %,
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82 IZalL—4ZHATHHEAR
E23aL—% LiteZRAWVTTN\YIT5AHEERLET,

821 ARVAERHE, Ty UNEUERFE. NE—2hy bk
(7218 Sy UNEVRE. ORIARE, R8—Chy ] 28BLTLLEEL,

822 IZal—A%vTAarih— FIZER
ROBYIZIZaL—42%FEELET,

e

K85 IZIalL—A%<AariR—FIZHESE
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823 TNy avI«TdL—3v
TNy T LzWhWarv I L—Ya3vEBRLET,
e Debug Configurations > Renesas GDB Hardware Debugging
— TEITOD Y F(PubSub)DiFE : aws_ryz024a_rl78g23-fpb HardwareDebug

L Iﬁ o B X | =) l? v Name: |aws_r:,'2024a_rl?8g23-fpb HardwareDebug
|-_-J-|:e-'il-.er text | Main | %5 Debugger| b Startup| [ Common | B Source
[€] ©/C++ Application o Project:
[€] C©/C++ Remote Application
T EASE Script |aws_r}r2024a_r|?8g23-fpb Browse...
[t ] GDB Hardware Debugging C/C++ Application:

[£7 GDB Simulator Debugging (RH&50)
R Launch Group
v [c7 Renesas GDB Hardware Debugging Variables... Search Project... Browse...
| £ aws_ryz024a_rl78923-fpb HardwareDebug |
&7 aws_ryz024a_rl78g23-fpb HardwareDebug_OTA
[E7 boot_lcader HardwareDebug Build Configuration: | Use Active ~
[£7] test_aws_cellular_ryz024a HardwareDebug
[t Renesas Simulater Debugging (RX, RL78)

| HardwareDebug/aws_ryz024a_rl78g23-fpb.x

Build (if required) before launching

() Enable auto build (O Disable aute build
@ Use workspace settings Configure Workspace Settings...

¥ 8-6 Debug Configurations of Project(PubSub)

— TEIOD Y FOTA)DIHE : aws_ryz024a_rl78g23-fpb HardwareDebug_OTA

SRCECRER,S | BV~ Mame: |aws_r}fzt|24a_rITag23—fpb HardwareDebug_OTA
|'.~,-|:e"i|'_er'.e&:'_ | Main | %3 Debugger| b= Startup| B Source| ] Common
EI C/C++ Application o Project:
[£] C/C++ Remote Applicaticn
5] EASE Script |aw5_r}f2024a_rli'8g23—fpb Browse...
[c] GDB Hardware Debugging C/C++ Application:

[t GDB Simulator Debugging (RHE50)
2 Launch Group
w [£7] Renesas GDB Hardware Debugging Variables... Search Project.. Browse...

[£7 aws_ryz024a_rl78g23-fpb HardwareDebug

aws_ryz024a_rl78g23-fpb HardwareDebug_OTA |
[t boot_loader HardwareDebug Build Configuration: | Use Active w
[£7 test_aws_cellular_ryz024a HardwareDebug

[c7 Renesas Simulator Debugging (RX, RL78)

| HardwareDebug_OTA/aws_ryz024a_rl78g23-fpb_otax

Build {if required) before launching

() Enable auto build () Disable auto build

(®) Use workspace settings Configure Workspace Settings...
pac g

8-7 Debug Configurations of Project(OTA)
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824 TINYHEBTE
"Debugger” tab #:#R9 5,
e Debug hardware: E2 Lite (RL78)

Name: | aws_ryz024a_rl78g23-fpb HardwareDebug_OTA
Main ﬁ Debugger| = Startup E_/ Source| [£] Common

Debug hardwarg | E2 Lite (RL78) ~ | |Target Device: | R7F100G5N

GDB Connection Settings

(®) Autostart local GDB server

Host name or [P address: | localhost
(_) Connect to remote GDB server GDB port number: e
Connection timeout (s): |30 w

8-8 Debug hardware: E2 Lite (RL78)

“Connection Settings” tab > Connection with Target Borad #:#1i{R3 %,
e Power Target From The Emulator (MAX 200mA): No

Name: | aws_ryz024a_rl78g23-fpb HardwareDebug_OTA
Main E Debugger| = Startup E_/ Source | (5] Common

Debug hardware: | E2 Lite (RL78) ~ | Target Device: | RTF100G5N

GDB Settings I Cennecticn Settings IDebug Tool Settings

w Clock
Main Cleck Frequency[MHz] Using Internal Clock v
Sub Clock Frequency[kHz] Using Internal Clock v
Meoniter Clack System v
~ Connection with Target Board
Emulator [Auto)
Low voltage OCD board Mo
| Power Target From The Emulator (MAX 200méA) Mo | v
Supply Voltage[V] 3.3
Hot Plug No
w Flash
Cuierant Carrit N IHEYY ANONONNNNNNNNNNNANAN
8-9 Connection Settings for using Emulator
09I LTTNY T ZzFIRT 5
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9. {F#%x

91 FEFIE: H—FN—T18SA4 TS %RL78IZHRIET HEDITES
RL78 [L 16bit VAT LTY, ED=H., —FKI—F 4854 TS5 1) % RL78 THERT AKRICTRENIE
HRETT,

9.1.1 Int D1EA" 16bit

RWIBRIKEF O (int, size_tF)EFEAL TV REFRFI— FEENRELRENHYET, HITHA X%
HOERITFEL TS,

ATETODY MEUTOY—FRN—TFT 4B SATSVEEBELTLET,

e tinycbor(0.5.2)  https://github.com/intel/tinycbor
e TinyCrypt Cryptographic Library (0.2.8)  https://github.com/intel/tinycrypt

912 Y3 oY XHIR

—EHDEI I VIE64AKB-1BEREF A > TERHRETEF A, EVMEZS5EHXK64KBETLMEET
EFEHA, FOEHO. FIZIEHAXDORENG—KNR—F 4854 TS5) 2 RL78IZHBIET HHEIZ. TI+
LWEDEI2aVIZEAKB K YEREVWT—ANEESN, Vh - IS—IKETIHEENHYFET,
M TCC-RLaO/84 5 A—H—X<=a7)L] (R20UT3123) Z8BL T &Ly,

COFIRZEE#MT 5=OICIEEI > a v A XEZRBTIVENHYET, TIHILEEHEI V3
(.constf) ZHIICHEZHRALET,

BAIC, HLOVEBEI Va3 VvEEREL TS,

(e 00003000 .const
dext
.data
.sdata
.RLIE
SLIB

Cre 000710000
(e 00020000

O O00F2F04

OxO00FFE20

.constf

const_* |

Seutf
.dataR
bss
.sdataR
.shss

9-1  Newly Defined Constant Section (e? studio)
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KIZ, FTRODFELEFQODAEERNWT, H—KNR—F A4 8SATSYDT—E2IFRICEZLE-EHE
D3 VABBEINDLIIICERLTLESW, BH. ATETOD ) MIQZEHRALTWET,
@ #pragma section 5§45

#pragma section fEF & 54 7T DV —R2—RIZEBRELET,

example:core_maqtt.c

#if defined( CCRL ) || defined( ICCRL78 ) || defined( RL)
#pragma section const const coreMgtt

#endif

/**

* @file core mgtt.c
* @brief Implements the user-facing functions in core mgtt.h.
*/

#include <string.h>

#include <assert.h>

...Codes...

#if defined( CCRL_) || defined( ICCRL78 ) || defined(_ RL)
#pragma section

#endif

9-2 Added #pragma section Directive (3" party library)

@ Yvb AT 3> -REName

Vo) ATV aVvETROESICHEET S LICE ST, Y—FNR—FTARSATZIVDT—ENT7
AIBMTHFRICERELEEREI VA VARESNDELSIICEELES . COFERRY—RIT 7ML EHR
ETHIREALBNEWVNSI A Y FRHBYFET,

-REName=.\Middleware\FreeRTOS\coreMQTT\source\core_magqtt.obj(.constf=const_coreMqtt_f)
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9.1.3 EJL F Warning

Y—KRNR—TFT o8BS TS #HKRELTHERAT HEE. ELFHFIZERT SY—ILF = —2I1& Warning
BEDAYE—CEHATEIEAHYET, 1 —FIEBEIZRLTAyE—VRAEE S L2 Warning Zf#
RLTLIEEELY,

ABBTOEFZETRICEBNMLET,

ATETOSI Y MIF—T V=RV T D27 (0SS) THEIY—FNR—TAHSA4TZ)EHKE
HTHEALTVWET, TO®H, CC-RLa /A FFTED 3 &HFTT W0520167 (" & 1" D51 HIEE"
HE2 DIIHMEBELERA, ) ZHAL, A EVBERZESIEEILEY,

Middleware/AWS/ota-for-aws-iot-embedded-sdk/source/ota.c

1689:| static DocParseErr t extractParameter( JsonDocParam t docParam,
1690: void * pContextBase,

1691: const char * pValueIndJson,
1692: size t valueLength )

1693:| {

1711: char * pEnd;

1715: *pUint32 = ( uint32 t ) strtoul( pStart, &pEnd, 0 );
1750:| }

9-3 WO0520167 in ota.c

Middleware/FreeRTOS/FreeRTOS-Cellular-Interface/source/cellular_at_core.c

821: CellularATError t Cellular ATStrtoi( const char * pStr,

822: int32_t base,

823: int32_t * pResult )

824 : {

827: char * pEndStr = NULL;

838: retStrtol = ( int32 t ) strtol( pStr, &pEndStr, base );
861: }

9-4 WO0520167 in cellular_at_core.c

Middleware/FreeRTOS/FreeRTOS-Cellular-Interface/source/cellular_pkthandler.c

130: static CellularPktStatus t urcParseToken( CellularContext t * pContext,
131: char * pInputline )

132: {

137: char * pSavePtr = pInputline, * pTokenPtr = pInputline;

149: pTokenPtr = strtok r( pSavePtr, ":", &pSavePtr );

165: }

9-5 WO0520167 in cellular_pkthandler.c
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9-3 W0520167 in ota.c #fIICERY . A EUBBRORAZHALEFT, COTEITOD Y FTlEaY
A~ F T arTHar romA T3 UEBELTLS8, strioul BEDOE I far BHED S TIL
RAVAEHELTAVNRAMIILEIN, BIBMTEESINT AT FEEHIC 3bytes ZEZRAL T TYI—F
PNEREINET, —A. BRI ESIN-BHEL pEnd [ near BHEDRA V2 EHTTDT, AE
JIZ7ASr—2 328N TWVS pEnd DY A X(F 2 bytes TF, LT=A > T. strtoul B % E179 % & pEnd
D%EE 1 bytes DA T BEAARYBIRINFET,

pPEnd #2152t (2 bytes) strtoul BI%ASE = A4 4R

(3 bytes)
»zumzss (oye) < | TN

9-6 Memory corruption due to example of W0520167

REIE, RA VA EHE far BEICERTH2ETY, TORE. CORAVAEHNARYIZTAT—
vavahndy 4 XIE3bytes ITHY FT,

Middleware/AWS/ota-for-aws-iot-embedded-sdk/source/ota.c

1689:| static DocParseErr t extractParameter( JsonDocParam t docParam,
1690: void * pContextBase,

1691: const char * pValueIndson,
1692: size t valueLength )

1693:| |

1711: char _ far * pEnd;

1715: *pUint32 = ( uint32 t ) strtoul( pStart, &pEnd, 0 );
1750:| }

9-7 Fixed W0520167 in ota.c

Middleware/FreeRTOS/FreeRTOS-Cellular-Interface/source/cellular_at_core.c

821: CellularATError t Cellular ATStrtoi( const char * pStr,

822: int32 t base,

823: int32 t * pResult )

824: {

827: char _ far * pEndStr = NULL;

838: retStrtol = ( int32 t ) strtol( pStr, &pEndStr, base );
861: }

9-8 Fixed W0520167 in cellular_at_core.c
Middleware/FreeRTOS/FreeRTOS-Cellular-Interface/source/cellular_pkthandler.c

130: static CellularPktStatus t urcParseToken( CellularContext t * pContext,
131: char * pInputline )

132: {

137: char _ far * pSavePtr = pInputline, * pTokenPtr = pInputlLine;

149: pTokenPtr = strtok r( pSavePtr, ":", &pSavePtr );

165: }

9-9 Fixed W0520167 in cellular_pkthandler.c
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==L, TR 1-2 BHEHEZESEH (RL78/G23)] TRLUEBFRETIIRESINSG AT EEHEZERAL T
FEA, TDFH. COTETAD Y FTREEORKREEEET 0SS EHRRKALTHEALTLET,

LAL., T&1-2 EEREREM (RL78/G23)] LIMNDIRIETIE A T BEABEICHEZ S5 X HATHEMEN
HYET, T&R1-2 BEHEREH (RL78/G23)] LINNDREFEHD Y R— FARNATT,

92 A—T2UYIY—RYITrITT7DI5A 2 RER

A—HFAERBFEHINTNESR OSSHEDH IS LV AELIELEFTEIRENHYEST, St
REIAIFTZ OSSOARK Web R—OTHEELTLESWL, REGMAFERTH0SSDOY o4%%E TR 1-3
BIVERESREH (Z DM, 0SS S A TS5 USZ)) ICHR#HLTLET,
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10. Dz THYA B XUYR—F
Z Getting Started Guide D4 > 7)L A4 S5 L https://github.com/renesas/iot-reference-rl78

AWS forum: http://forums.aws.amazon.com
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