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https://github.com/renesas/iot-reference-rl78/tree/v202210.01-LTS-
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3.3 THILFTHERK

oI TO0S LD I AN ETEBRELUTICRLET,
R32 YoTNTOTSLDITAILEER

Folder Name

Description

iot-reference-rl78

The sample program described in this Getting Started Guide.

F—Common

| [—FreeRTOS_common

| “—ports

| —ota_pal

—Configuration

| ——rl78g23-fpb

| L—sensor

Sensor demo configurations.

F—Demos

F—common

F—include

F—mgqtt_agent

—OtaOverMqtt

OTA demo source codes.

—Sensor

Sensor demo source codes.

—SimplePubSub

PubSub demo source codes.

F—IDT_config

F—Middleware

—3rdparty

—Application-Protocols

| “—network_transport

F—AWS

| L—ota-for-aws-iot-embedded-sdk

F—FreeRTOS

FreeRTOS Kernel and libraries.

F—backoffAlgorithm

F—coreJSON

F—coreMQTT

F—coreMQTT-Agent

F—FreeRTOS-Cellular-Interface

L —FreeRTOS-Kernel

—logging

—Projects

—rl78g23-fpb

—application_code

—flash_proj

—helper

F—modules

Import below folders to IDE.

| F—aws_ryz024a_rl78g23-fpb

PubSub demo and OTA demo. Select by Build Configurations.

| F—aws_ryz024a_sensor_rl78g23-fpb

Sensor demo (including OTA demo).

| F—boot_loader

Boot loader for OTA demo.

| L—test_aws_cellular_ryz024a

|
|
|
|
|
| —projects
|
|
|
|
|

—rtos_skelton

F—Test

L—Tools

R20AN0747JJ0100 Rev.1.00
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34 aO—FKH44 X

UTOEHIZHEFTATETOSTY FOROM, RAMH A4 XE#TFRIZRLET,

e CC-RL
— ARSI -FTay

o -Odefault: T2z ) b - YA XEETREDOEAICHRO H S &1L

— Yy -AJiay

e -optimize=symbol_delete : —E £SO LV E# Bk % HIBR

£33 TEIAY Y FOROM, RAMH4 X

TEIOCIY M

ROM (byte)

RAM (byte)

aws_ryz024a_sensor_rl78g23-fpb

233229

43204

boot_loader

22147

1348
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TETODY FOBEEUTIZRLET,
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5.

VI 7—L oz 7IEE Y R— OB LEZEET—42 LBRET—=27 (25 EX#(E False. 25
ELLEIE True)x AWS V5 FIZC7yT7Ba—FKLET,

OTAZ7 Y IT—hCEH I7—LIIT7EFOVA—FRLI7—LDIT7EBHLET,

J7—L I T7TEFRIIEBEET S ERET— =V JICMABET—42%AWS VSO RIZ7y Fa—
KLES, 77O —KTBRET—4H. BEV—=2%, BET—41E045 & CloudWatch THERT
EFFET,

LTOVWTNIDEREB-LI-BE. AWS YS9 RADT7 vy 7O—RE8TLET,

7w 70— FE¥A 2000 BIZFZEL-15E

oY T—AMBICKRBLIZGE

FTEIOS IV MPDEY T YT

FEIAS Y FDEY F T Y TIZTDOWTEHBALET,

5.1

N—Foz70ty b7y

511 £AEDEM
BOIC. RTETOD Y FEBETAN—FI 1 7T2ROERERLET.

UART

LTE Antenna

Power, supply and
COM portsdebugging

N i " et b o =
PC o . mEm : F
g o ¥ = I
|:: 1@ i s

HS300x or HS400x

RYZ024A ..

Power supply

51 RTETAD Y bON— Rz 7ERER

512 N—FOz7OEBRAE
N=FI 17 OBBEAEEUTISRLET.

D FUTF4R—FFEDSIMA— K% RYZ024AICHEALET,
52 THT4_R—FEDSIMA— K% RYZ024A [ZiEA
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@ TFTrTHEBEHMBADUSBr—TJILE RYZO24A IZHEHELET .

[T
5]
o

ACF R

o

5-3 FUTFEERIBIHEAD USB 4 —TJILE RYZ024A (S

® RYZ024A <A a>2R— KO PMODT IZEHELET,

| -
- Puopt H ~a
& | .

fufiss PMOD1

5-4 RYZ024A %<4 12— F®D PMOD1 IZ#&#x

@ tw HYR—FKEIL4a22KR—FOPMOD2 IZ#E#HELET.

55 £ HR—K%ET4a2ER— KO PMOD2 |Z#4%
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® USB-UART Z£#ft7/h— F&#~<Y A/ aVR—FRIZEHKELET,

RL?BGJ;: USB-UART
JB-3(RxD2) ——= J2-301XD)
e 4LT><D.£_] 7 9(RXD)

#ﬂ J10-7(GND)

- J7-5(GND)

i fi i } e ; 1

5-6 <A 3>FR— FIZ USB-UART Zi#fah— K % 6k

® YAAKR—FOBRERAYFZ# 2023 3—FEELIVERTERLET,

J20
2-3 Shnrtc"

K57 YA4arih—KRER%E 33VIZHRE

@D RAAVAR—FICIZaL—2RAIRV 2 ERETE-HOORBEEFZERHEL TL\SHE. USBY
FILEHBREZFEALI COMport T/ T DHRFEIZLET,
BEREEZERELTVERWNMEGE. COREFIFETT,

’{ENE C o
MADE IN tumn =
J15:1-2 Short

J16:1-2 Short

J19:1-2 Short

5-8 COM port 77\ &' {F FBF % & (5 S m)
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USBZ—JILEEBELTIAIVR—FABREHHBELET,

Connect to PC

59 T arAR—FKIZER#HA

@ Windows PCOTNARAIR—V v —HEEFIALTCOMport B 5#HERLET,
T7—LYIT7EEAABLUVTNNY ST TCOMport BEEZFALET,

USBHr—JILEHRWTIY A I VR— FADERMBKZE—BEIELET,
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52 YT,z 70EYy TV
5.2.1 —IFILYT FDETE

TEIAD Y FORTHEARKFIZA—ZFILY T F# : TeraTerm E)BBETT, UTFIZV U FILKR—
FPDEREZRLET,

£ 512 F7ILKR—FRE

EHH AR
R—L— b 115200 bps
T—4 8 bit
N T4 7L
Ay TEY R 1 bit
70—l L

522 7393234 3DA AL
NP A —CDEEAHFERALET,

Renesas Flash Programmer (Programming GUI)

523 FTEIAOD Y FIZSIMA— FiFHRZEEM
Jaszy bEAUR—FEIZSIMA— FiESREEMLED,

Getting Started Guide ? 4.2.3 Adding SIM Card Information to the Demo Project #5 B L T fZ& LY,

524 TEZTOT Y FIZAWS loT 4T Z B
JAaC Y bEA UR—MEIZ AWS loT EESETEEEBMLET,

Getting Started Guide ? 4.2.4 Adding AWS loT Connection Settings to the Demo Project #&# L T< 12
] AN

525 AT St HR—FEER
EAT 59 R—FIcAbHE T [SENSOR_CFG_TYPE] Y/ ADEHEELEELET,

iot-reference-rl78\Projects\rl178g23-fpb\projectsl\aws ryz024a sensor rl78g23-
fpb\srcl\application code\sensor.h

HS400x OHE

#define SENSOR CFG TYPE (SENSOR_TYPE_HS4OOX)

HS300x DA
#define SENSOR CFG TYPE (SENSOR TYPE HS300X)

53 OTA7 v TT— rD=-D%E(H

531 Y—ILDA R =L
Getting Started Guide 0 6.1.1 Installing Tools &8 L T &Ly,

532 ZERLER/IRIIAROIER
Getting Started Guide ) 6.1.2 Generating Keys for Signature Generation and Verification #&8B L T< 12
] AN
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54 AWS Y 57 KD#(H

541 oY T—ARARILDERTE
o R— K LRIELET—4%5 5 7BRXTALRILT B51=8HIZ. Amazon CloudWatch & & T AWS
loT Core TULTDFIBTEHEEZFITVET, 1. AWSTHRI AV bavy—Lizad14 o LET,

AWS TR A bary—JL | AWS (amazon.com)
IXRDAVPAVY—LEEDELIZRRINTWSA)—DavEREELOTA VEORELRLY—D

aVEBRRLES,
B & @ & @ Tokov

default layout | <+ Add widgets

510 J—o 3 v 0ER

5.4.1.1 Amazon CloudWatch D& E
(1) AWS loT TIL—IL % ¥ERL
e AWS loT > Message routing > Rules > “Create rule”% %7 ') v &

AWS loT » Message routing » Rules

Rules (4) info Create rule

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices.

Q. Find rules 1 {é}

| MName Iy | Status v | Rule topic v Created date

— - —_~ . - . . S . e e e e

5-11 AWS loT TIL—ILZ1ERK
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(2) W=D FTOIT 1 F#EE
e Rulename ZAHNL ‘Next'#5o 1) v

AWS loT » Message routing » Rules » Create rule

Step 1

Specify rule properties i

A rule resource contains a list of actions based on the MQTT topic stream.

Specify rule properties

Step 2

Configure 5QL statement Rule properties

Step 3
Attach rule actions Rule name

rot TT_TT ‘e ‘
Step 4 Enter an alphanumeric string that can also contain underscore () characters, but no spaces.

Review and create
Rule description - optional

Enter a description to provide additional details about the rule to others.

| A description of your new rule ‘

¥ Tags - optional

No tags associated with the resource.

Add new tag

You can add up to 50 tags.

Cancel Next

5-12 Rule Name Z A A L"Next'&#2 ) v ¥
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(38) SQLRT—hFAY FFHRTE
e SQL statement ICUUTZAALNext'Z&=0 v s

SELECT *, timestamp() as timestamp FROM '[thing-name] tempdata'
(AT T

AWS loT » Message routing » Rules » Create rule

Step 1

Configure SQL statement i

Add a simplified SQL syntax to filter messages received on an MQTT topic and push the data elsewhere.

Specify rule properties

Step 2

Configure SQL statement SQL statement

Step 3
SQL version
The version of the SQL rules engine to use when evaluating the rule.

Attach rule actions

2016-03-23 v
Step 4

Review and create
SQL statement

Enter a SQL statement using the following: SELECT <Attribute> FROM <Topic Filter> WHERE <Condition=. For example:
SELECT temperature FROM 'iot/topic’ WHERE temperature > 50. To learn more, see AWS loT SQL Reference.
1 SELECT *, timestamp() as timestamp FROM "1

loa wotoolz_tempdata

SQL  Ln2 Col1l &

Cancel Previous Next

5-13 SQL statement # A3 L"Next"& 49 ') v ¥
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@) W—=LT7HUIavERTE
e Action1 [Z"CloudWatch logs”%&#R L "Create CloudWatch Log group”%#%9 1) w4

AWS IoT » Message routing » Rules » Create rule

Step 1

Attach rule actions i

An action routes data to a specific AWS service.

Specify rule properties

Step 2
Configure SQL statement SQL statement
Step 3

Attach rule actions SELECT *, timestamp() as timestamp FROM 'iot-thing-watanabe_tempdata’

Step 4
Review and create Rule actions
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define
additional activities that occur when messages arrive, like storing them in a database, invoking cloud functions, or
sending notifications. You can add up to 10 actions.
Action 1
v | CloudWatch logs v Remove
Send message data to CloudWatch logs
Log group name Info
‘ Choose a CloudWatch Log group v ‘ ‘ G ‘
‘ Create CloudWatch Log group [A ‘
5-14 Action1 [Z"Cloudwatch logs” % 1R
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e I ®D CloudWatch 2 TH#EE) L Create log group DEIE ThH 5 = & ZHER

: rﬂj i} | Create rule | Rules | Message reu X e CloudWatch | ap-northeast-1 * -+ - o
G m [  https://ap-northeast-1.console.aws.amazon.com/cloudwatch/home?re.. & AY ¥ 0 = & (2
) ' - - > |
Services Seq Alt+S @ & Tokyo v
CloudWatch X CloudWatch » Log groups » Create log group ©
Favorites and recents > ®

Create log group

Dashboards

v Alarms Ao @0 @0 Log group details s

In alarm

All alarms
@ CloudWatch Logs offers two log classes: Standard and Infrequent Access. Learn more about the
¥ Logs features offered by each log class. [2

Log groups

Log Anomalies

Log group name

| Enter log group name |

Live Tail
Lags Insights Retention setting
» Metrics | Mever expire v |
» X-Ray traces Logclass  Info
v Events | Standard v |
Rules

KMS key ARN - optional
Event Buses | |

» Application Signals
» Network monitoring
Tags
w Insights A tag is a label that you assign to an Amazon Web Services resource. Each tag consists of a key and an optional value. You can use

tags to search and filter your resources or track your Amazon Web Services costs.
Container Insights
Lambda Insights No tags are associated with this log group.

Contributor Insights

o . Add new tag
Application Insights

You can add up to 50 more tag(s).
EC2 Resource Health

Settings SR

5-15 ##R®M CloudWatch 2 T HV#28) L Create log group DEIE TH 5 Z & HER
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By BIYTIL—TEER
e Loggroup name # AA L“Create’# - vy L. AT TIL—THER SN TIVS Z & &R

CloudWatch » Loggroups » Create log group

Create log group

Log group details info

® CloudWatch Logs offers two log classes: Standard and Infrequent Access. Learn more about the features
offered by each log class. [

Log group name

‘ log-group__ ..o _Co_oilll ‘

Retention setting

‘ Never expire v ‘

Log class Info

‘ Standard v ‘

KMS key ARN - optional

Tags
A tag is a label that you assign to an Amazon Web Services resource. Each tag consists of a key and an optional value. You can use tags to
search and filter your resources or track your Amazon Web Services costs.

No tags are associated with this log group.

Add new tag

You can add up to 50 more tag(s).

k:ancel Create

® Log group "log-group_sensor_iamie has been created.

CloudWatch > Log groups

Log groups (30) Create log group

By default, we only load up to 10000 log groups.

‘ Q. Filter log groups or try prefix search | [] Exact match 1 &
O Log group v Log class v Anomalyd... ¥ | Da... ¥ Se... ¥ ‘ Reter
] I log-group_sensor pfesneenhinadhs I Standard Configure - - Neve

B516 AJTYTIL—THELLERESNhD & amER
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(6) ERLF=O05 5 IL—T%REIR
e RuesD2J%5)vyo LTF7o9T1471t

I Rules | Message routing | loT :-:I CloudWatch | ap-northeast-1 X |

5-17 RulesD# %5 YvHLT79T«471t

e Log group name IZ(5) TYERK L1=A 45 ¥ )L— T %;EIR L"Create new role’ &7 1) v ¥

AWS loT > Message routing » Rules » Create rule

Step1

Attach rule actions

An action routes data to a specific AWS service.

Specify rule properties

Step 2

Configure SQU statement SQL statement
Step 3

Ao el R e SELECT *, timestamp() as timestamp FROM ‘iot-iilng woionsbo tempdata’

Step 4

Review and create Rule actions

Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that
occur when messages arrive, like storing them in a database, invoking cloud functions, er sending notifications. You can add up to 10

actions.
Action 1
v CloudWatch logs v

Send message data to CloudWatch logs

Log group name Info

|G|| View [F

‘ log-group_sensor_ * _ : v

‘ Create CloudWatch Log group [4 |

Batch mode
The payload that contains a JSON array of records will be sent to Cloud watch via a batch call.

[] Use batch mode

1AM role
Choose a role to grant AWS loT access to your endpeint.

| G | Create new role

AWS loT will automatically create a policy with a prefix of “aws-iot-rule” under your IAM role selected.

‘ Choose an IAM role v

5-18 Log group name [ZfERL1=R 5 J )L— T %#E{R
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(7) IAM B— )L &R
¢ Role name # A L“Create’® 2 ') v ¥

Create role X

Role name

Enter a unigue role name that contains alphanumeric characters, hyphens, and underscores. A role

name can't contain any spaces.

Cancel Create

5-19 Role name # A1 L"Create’® 2 ') v ¥
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(8) #EmLLT=IAM O—)L%&IR
e IAMrole [Z(7)THERM L= IAM O—JLEEIR L“Next' 25 ) v 4

©@ Ssuccessfully created role role_rl78923 sessestessien

AWS loT » Message routing » Rules » Create rule

Step 1

Attach rule actions e

An action routes data to a specific AWS service.

Specify rule properties

Step 2

Configure SQL statement SQL statement
Step 3

Attach rule actions SELECT *, timestamp() as timestamp FROM 'iot-*%* - ==-7-"- tempdata’

Step 4

Review and create Rule actions

Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that
occur when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications. You can add up to 10
actions.

Action 1

CloudWatch logs
Send message data to CloudWatch logs

v v

Remove

Log group name Info

log-group_sensor_ v | | G | | View [F

| Create CloudWatch Log group [4 |

Batch mode
The payload that contains a JSON array of records will be sent to Cloud watch via a batch call.

[ Use batch mode

|AM role
Choose a role to grant AWS loT access to your endpoint.

| role_rl78g23_ : ° v

o]

AWS loT will automatically create a policy with a prefix of “aws-iot-rule” under your I1AM role selected.

Add rule action

Vview [A | ‘ Create new role

Error action - optional

You can optienally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same
rule fail, the error action receives one message that contains both errors.

Add error action

5-20 fERELT=-IAM O—)LZEIR L Next'Z2 ) v
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9) L—ILONBEHERELIL—ILEERK
o JL—ILDAREMHZE L Create”*9 ) vy

AWS loT » Message routing » Rules  Create rule

Step 1
Specify rule properties

Step 2 Step 1: Rule properties

Configure SQL statement

Review and create e

Rule properties

Step 3
Attach rule actions
Name
role_rl78g23_+
Step 4
Review and create Description

Step 2: SQL statement

SQL statement

SQL version
2016-03-23

SQL query
SELECT *, timestamp() as timestamp FROM ‘iot- =~ _ _tempdata’

Step 3: Rule actions

Actions

CloudWatch logs

Send message data to CloudWatch logs

Log group name IAM role Batch mode
log- arm:awsiam TTTTTTITIIT /s False
group_! _ _ v ervice-

rolefrole_rl78923_

e[

Error action

No error action

Cancel Previous m

X 5-21 IL—ILORNBEZMHZR L Create”® o 1) vy

o JL—ILAMERENT-C & E R

© Successfully created rule role_rl78923 pu

AWS loT » Message routing » Rules

5-22 JL—ILHMERL S NT=C & ZHERR
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(10) CloudWatch T4'S5 7 #&K®

e CloudWatch > Logs Insights

— Log group: 0 TR L =05 IL—T%:&iR

— Query: U FOUITYEASD

| stats avg(humidity), avg(temperature), max(warning) by bin(10s)
— Visualization: “Visualization” % #1R

CloudWatch X CloudWatch > Logs Insights
Favorites and recents | 4
Logs |nSightS Info [A Start tailing | 30m 3h Compare (Off) - new ‘ Local timezone ¥ |
Dashbazards Select log groups, and then run a query or choose a sample guery:.
v Alarms Ao @o ®o

In alarm Select up to 50 log groups. v | | Browse log groups |
All alarms
log-group_sensor_demo X Clear all

¥ Logs I 1 stats avg(humidity), avg(temperature), max(warning) by bin(1les) I L
Log groups
Log Anomalies 7
Live Tail . Query generator 5 ¢ @
Logs Insights

P Metrics Logs Insights query can run for maximum of 60 minutes.

P X-Ray traces ® Complete

¥ Events Logs (149) Patterns (-)
Rules -_—

Fvent Buses Visualization Add to dashboard
» Application Signals Graph type: Line ¥

K 5-23 CloudWatch > Logs Insights

— TFTEIOP Y FETRICIRunquerylZRLTY S 7R T

Run query ‘ Save || History ‘

Logs Insights query can run for maximum of 60 minutes.

5-24 [RunquerylZ#LTY S 7%~
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542 OTA7v7T—rDHKE
5.4.21 Amazon S3 /39 FDYERK
Getting Started Guide @) 6.1.3.1 Creating Amazon S3 Buckets #5H L T &Ly,

5422 OTAER#HRAY—EXO—ILOERK
Getting Started Guide 0D 6.1.3.2 Creating an OTA Update Service Role #5H L T =& LY,

5423 OTAE#HAI—YKRY >—DER
Getting Started Guide 0 6.1.3.3 Creating an OTA Update User Policy Z8B L T =&y,

5424 OTAEHFARUS—ZF IAMI—HI(ZEIYHT
Getting Started Guide 0 6.1.3.4 Allocating an OTA Update Policy to IAM User #5 8B L T &Ly,

5425 AWSIloTDO—FELZ~ADT U RAIEFES

Getting Started Guide 0 6.1.3.5 Granting Access Permissions to AWS loT Code Signature #5858 L T<
&Ly,
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55 MHA A—TDER

MEAA A—DEE, T—FA—FDOMOT I 7 A NERMEAT T U Hr—23a>DMOT I 74 %E
IRenesas Image Generator] THE L= MOT 274D ETY,

Renesas Image Generator [& TRL78/G22,RL78/G23,RL78/G24 77 —L 97 ZvIT—hF EPa—
W ITRBT B Y—IILTY, EFMIT LR VI EDT T r—a v/ —bESRLTIEEL,
COXETEIEAN A —DICHESTET7MILBEUTELET,
e J—FkHO—4 : boot_loader.mot

o MEAFT TS — a3 : aws_ryz024a_sonsor_rl78g23-fpb_ota.mot
o #HIA A — : initial_image.mot

551 J—hrO—% %R
AKENDFIEIL Getting Started Guide £ R LT3,

5511 7—rA—470 Y bDA VUR—+
Getting Started Guide ) 6.2.1.1 Importing the Bootloader Project #5 8 L T &1Ly,

5512 J7—LDz7HRIIAOHEZI—rO0—4702 Y MIEM

Getting Started Guide ? 6.2.1.2 Adding the Firmware Verification Key to the Bootloader Project #5H8 L
TLZ&LY,

5513 J7—hrA—4702xzY FDEILFR
Getting Started Guide 0 6.2.1.3 Building the Bootloader Project 58 L T 2 &Ly,
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552 #EATTVr— a3 EER

AZEDFIEIL Getting Started Guide ERILTE, 7RSI Y FEAPAT UV FNRSTA—REZEERKT T r—
a3/ —FrDEDIZEAEZTLIEELY,

5521 #PT7 TV r—armA R—

F02 x4y bk Taws_ryz024a_sensor_rl78g23-fpb] % e? studio IZ4 Y R—FLET, ROFIETA vR
— b4 F—FERANTREZELY,

File > Import... > Existing Projects into Workspace > Next

RIZ, TAY Y bk Taws_ryz024a_sensor_rl78923-fpb] ZEIRL TL &L, ZOEF, T—Y AR—2Z
272z bEIE—LBEVWA T3 VEREIZLTLEEWL, Z0%&., Finsh R2 &5y LET,

&) Import O X

Import Projects P—

-
Select a directory to search for existing Eclipse projects. .-_’ ‘

(®) Select root directory: | Ci¥c r ~ |

() Select archive file:

Projects:

[] aws_ryz024a_rl78g23-fpb (C¥git¥nz024a¥sensorfiot-reference-r78¥Projects¥rl7Bg23-fpb¥ Select All
aws_ryz024a_sensor_rl78g23-fpb | C¥git¥ryz024a¥sensor¥iot-reference-rI7T8¥P rojects¥rl7ag

Tty zidatsensorfiot-reference-riTE¥P rojects¥rl78g23-fpb¥projectstbog | Deselect All
O test aws_ryz024a_rl78g23-fpb (C:¥git¥ryz024a¥sensorfiot-reference-rI78¥Projects¥rl78g23-

Refresh

£ >

Options
[ Search for nested projects

I ] Copy projects into workspace I

[]Close newly imported projects upon completion
[JHide projects that already exist in the workspace

Working sets

[]1 Add project to working sets

':?,\/' < Back Next > Cancel

5-25 A< x4 b Taws ryz024a_sensor rl78g23-fpb| % iR

7l b IHVRTO—F—EHEIIA vR—rEN-TAD ) MBRREINET,

5 Project Explorer
| o > aws_ryz024a_sensor_rl78g923-fpb [iot-reference-rl78 feat/with_H53001] |

g * boot_loader (in e2_ccrl) [iot-reference-rl78 feat/with_H53001]

5-26 JAP x4y + Taws _ryz024a_sensor_rl78g23-fpb] DA v R— rET
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5522 J7—LIITHRIIADREMHT T 7r— 3 VIZEM

Jao x4 b Taws ryz024a_sensor rl78g23-fpb] M code_signer_public_key.h [T 7 —L™ = 7RI A
D #2(secp256r1.publickey)Z B L E£T

FERFEIE: FTRI\ERAELTSESL,

5 Project Explorer
vT_,-_% aws_ryz024a_sensor_rl78g23-fpb [iot-reference-rl78 feat/s
45 Binaries
il Includes
R Common
R Configuration
R - Demos
R Middleware
v (3 = src
&% = application_code
[og frios_skeleton
(o frios_startup

[z helper #define CODE_SIGNER_PUBLIC_KEY_PEM
v [ - key Memoe- BEGIN- PUBLIC- KEY----- "
[F = code_signer_public_keyh ::HF VC%:ZU"\
o ==
? modules Moo END- PUBLIC KEY----- Y
% smc_gen

(= HardwareDebug
8

5-27 M7 TV r—a vt T 7—LY z TRIIADEZEM

5523 MPAT TV 45— avDELF

o< x4 b Taws_ryz024a_sensor rl78g23-fpb] ZEJIL KL, MOT 7274 ILZERLET,
ZFD#%, AT Y F I+ I FET®D HardwareDebug 7 # JL A [Z aws_ryz024a_sensor_rl78g23-fpb.mot
NERSN TSI EERERLET,
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5.5.3 Renesas Image Generator THHAA * —O F 4R
J—rO—FLHPT7 T 45— 3 > % Renesas Image Generator THEA L TS A —CFERLE
ER

@ Renesas Image Generator ERIL 7+ LA ICUTD I 7 A ILEEBMLET,
e J—LkO—4 : boot_loader.mot

o MEAFT TS — a3 : aws_ryz024a_sensor_rl78g23-fpb.mot

o WHEIT TV — 3 URIIADOMER : secp256r1.privatekey

aws_ryz024a_sensor_rl78g23-fpb.mot
m boot_loadermot

[# image-gen.py
E@ RL78_G23_ImageGenerator_PRM.csv

m secp256rl. privatekey I

5-28 Renesas Image Generator LR L 7+ ILFI1ZREIE T 7 A )L E K

@ UTFDARVEERTLOMAA-—DEERLES,
python image-gen.py -iup .\aws ryz024a sensor rl78g23-fpb.mot -ibp
boot loader.mot -o initial image -ip .\RL78 G23 ImageGenerator PRM.csv

@ #HEAA A — (initial_image.mot)AER SN TWNS T EEZHRLTLEEL,

m aws_ryz024a_sensor_rl78g23-fpb.mot
m boot_loadermot

E image-gen.py

I m initial_image.mot
E@ RL78_G23_ImageGenerator_PRM.csv
m secp256rl.privatekey

5-29 Renesas Image Generator LR L 7+ L FIZHHA A —DOHER SN D

R20AN0747JJ0100 Rev.1.00 Page 32 of 48
Jul.31.24 RENESAS




RL78/G23 LTE i1 T® Amazon Web Services ¥ Tt U —I1FHRF AIRI1L I 5 %!
RL78/G23-128p Fast Prototyping Board + FreeRTOS

56 FE#AA-—TDER

BHA A=V L, BHT7 TV —2 32D MOT 7 74 L% TRenesas Image Generator] TZ# L 71=
NAFVER EFrsuDEFRAI7—LI I TN ETT, BFRAA—CDIT4—<w FZDOWTIE
RL78/G22,RL78/G23,RL78/G24 27 —LD T TF7 7V ITT—k EVa—I)L] ZBBLTLLESL,

COXETHEHFAA—VICHET S I7MLRBREUTELETS,

o BHFHT T — 3> : aws_ryz024a_sensor_rl78g23-fpb_093.mot
o HHA A— : aws_ryz024a_sensor_rl78g23-fpb_093.rsu

56.1 BEHFHT7ITVHr— a3 xEm
AEDF)EIL Getting Started Guide EFRILTY ., 7O T FEPAT U RNSA—4EEZRKT T) r—
av/—rDIDICHEABZTLIESLY,

56.11 7F7)45—300OY—RaA—FKEZEHRE

BHT7 TV r—2a v EERT A-OICUTEEERELET,
iot-reference-rl78\Configuration\rI78g23-fpb\sensor\cellular\frtos_config\demo_config.h M
TAPP_VERSION BUILD] RV ODEEZ2Hh B IIZEEBLET,

iot-reference-rl178\Configuration\rl78g23-
fpb\sensor\cellular\frtos config\demo config.h

/**

* @brief Build version of the firmware.

*

* This is used in the OTA demo to set the appFirmwareVersion variable that
is

* declared in the ota appversion32.h file in the OTA library.

*/
#ifndef APP VERSION BUILD

#define APP VERSION BUILD 3

fendif

iot-reference-rI78\Demos\Sensor\SensorDemo.c ® TSENSOR_ENABLE_HUMIDITY|] ¥V ODEZE% 0
MO 1ICEELFET,

iot-reference-rl78\Demos\Sensor\SensorDemo.c

/* Sensor for HSxxxx series */
#include "sensor.h"
#define SENSOR ENABLE HUMIDITY (1)

5612 EHEFTr—a DL R

aws_ryz024a_sensor_rl78g23-fpb 7O x4y FEEJL FL. MOT 774 LZEZERLET,
ZF0#%, 7O Y F 7+ I FET®D HardwareDebug 7 # JL A [Z aws_ryz024a_sensor_rl78g23-fpb.mot
NEZEERSNhTWS I EEZHELET,
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56.1.3 BEHT7TUr—3>OMOT 774 I)LE) r—L
aws_ryz024a_sensor_rl78g23-fpb.mot % aws_ryz024a_sensor_rl78g23-fpb_093.mot () *—L L ET,

5.6.2 Renesas Image Generator TEHA A —J # 4/
B 7 7)) 45— 3 > % Renesas Image Generator THEEHIA A —JICE#BLET,

@ Renesas Image Generator ERIC 7 A ILFICUTD I 7 A IILEHRHLET,
o BEHTF7IUS— 32D MOT 774l : aws_ryz024a_sensor_rl78g23-fpb_093.mot
o BHT7IUT— a3 RIADOMERE : secp256r1.privatekey

m aws_ryz024a_sensor_rl78g23-fpb.mot
% aws_ryz024a_sensor_rl78g23-fpb_093.mot

boot_|loader. mot

[# image-gen.py

m initial_image.mot
@ RL78_G23_ImageGenerator_PRM.csv
m sec p256rl. privatekey

5-30 Renesas Image Generator LR L 7+ ILF 2B T 7 A )L E K

@ UTHaT2RFEETLRSUKBKXDEFHA A— aws_ryz024a_sensor_rl78g23-fpb_093.rsu % 4 ik
LEd,

python image-gen.py -iup .\aws ryz024a sensor rl78g23-fpb 093.mot -o

aws_ryz024a sensor rl78g23-fpb 093 -ip .\RL78 G23 ImageGenerator PRM.csv -vt

ecdsa —-ff RTOS

® aws_ryz024a_sensor 178g23-fpb_093.rsu WERM SN TS T E&ZHEELE T,

m aws_ryz024a_sensor_rl7Bg23-fpb.mot

| ] aws ryz024a sensor fl78g23-fpb 093.rsu
m boot_loadermot

E image-gen.py

m initial_image.mot

@ RL78_G23_ImageGenerator_PRM.csv

m secp256rl.privatekey

5-31 Renesas Image Generator LR L 7+ LA ICEFA A —UHERK SN D
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57 TEIOD Y FDOET
TEIA Y FOETFIBEZHRBALET,
57.1 %A A— (initial_image.mot)&FR— FIZEEAT

D #EA A — (initial_image.mot) £ EEAHET,
EEIAHHEIL T6 E Renesas Flash Programmer DFEAAE] 8B LTLEELY,

@ USBH—TNLEHRWVNTISAAVR—FADEREHRE—BEFELELET,

® USB7—JLzEEGR LERRKZEEALTEIO S Y FEEFLET,

@ A—ZFILTHEMT7IUT—2a (N—=2a 2 0920 BE L Y R—FALIEBLEZBET—4
EREELTWAIEZHRALET,

WAIN_T [INFO]
MAIN_T [INFO] >

L oap

[IN

hzant T] !
1 [INFO] Pub

532 M7 T — 3> (1N—P 32 09.2)EH
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® CloudWatch Ty 53 7&#&RLFET,
CloudWatch > Logs Insights > “Run query"%%9 1) v 4

— temperature: BENDY 57 TY,
— warning: BEDT—=245TY, 25 EXRFEDZEIL False(fE(F 0). 25 ELL LI True(fElX 50)TY,

Logs Insights query can run for maximum of 60 minutes.
(@ Complete
Logs (21) Patterns (-) Visualization

Add to dashboard

Visualization

Graph type: Line w
| @ 1. avg(humidity)
2. avgitemperature)
a)

|
@ 3. max{warniry

50
45
40
35
30 |
25 f
20 |
15 |
|

10

16:42 1642 16:42 1642 1643 1643 16:43

0
16:38 1638 1639 1639 1639 1639 1640 1640 16:40 1640y 1641 A6d41 R4 1
2024-04-26T16:40:50+05:00

5-33 #MPT TV — 32 (N—2 32 0.9.2)i2E#IZ CloudWatch TS5 7 2%k R

Page 36 of 48

R20AN0747JJ0100 Rev.1.00
Jul.31.24 RENESAS



RL78/G23 LTE i1 T® Amazon Web Services ¥ Tt U —I1FHRF AIRI1L I 5 %!
RL78/G23-128p Fast Prototyping Board + FreeRTOS

57.2 B#HA *— (aws_ryz024a_sensor_rl78g23-fpb_093.rsu)x OTA < 3 TIZ&F
@ AWS loT > Manage > Remote actions > Jobs > “Create job” % 1) v &

AWS IoT » Manage » Remote actions > Jobs

Jobs (200+) info Create job

Jobs define a set of remote operations to send to and run on one or more devices that are connected to AWS loT. If
you have remote operations that are frequently performed, such as rebooting or installing new applications, use job
templates to create reusable jobs.

Device Location New

Manage
P All devices

» Greengrass devices

b LPWAN devices ‘Q Filter jobs ‘ ‘All status values W ‘ ‘Alltypes v ‘
Software packages New 1 2 3 4 .. » &
¥ Remote actions
O Name | Type

5-34 Jobs

@ Check “Create FreeRTOS OTA update job” > “Next” &% ') v &

AWS IoT » Manage » Remote actions » Jobs » Create job

Create job

Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create a custom job or a
FreeRTOS over-the-air (OTA) update job.

Job type

() Create custom job
Create a job to send an executable job file to one or more devices connected to AWS loT.

© Create FreeRTOS OTA update job
Send a request to acquire an executable job file from one of your 53 buckets to one or more devices connected to AWS loT.

Cancel Next

5-35 Create Job
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@ Step1: OTA job properties
e Jobname: &

AWS IoT » Jobs » Createjob » OTA job

Step 1 of 3

OTA job properties i

Job properties

Job name

Enter a unigue name without spaces. Valid characters: a-z, A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

P Tags - optional

Can(EL

5-36 Step1: OTA job properties

@ Step2: OTA file configuration > Devices
e Devices to update: aws_clientcredential.h ®"E / D & &il”

| #define clientcredentialIOT THING NAME "YOUR THING NAME
e Select the protocol for file transfer: MQTT

AWSIoT » Jobs » Createjob » OTAjob

Step 2 of 3

OTA file configuration i

Devices info
This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or the thing groups that you choose.

Devices to update

EEet—

Select the protocol for file transfer
Select the protocol that your device supports.

HTTP

5-37 Step2: OTA file configuration > Devices
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® Step2: OTA file configurations > File
¢ Sign and choose your file: Sign a new file for me.

File info

Sign and choose your file
Code signing ensures that devices only run code published by trusted authors and that the code hasn't
been changed or corrupted since it was signed. You have three options for code signing.

© Sign a new file for Choose a Use my custom
me. previously signed signed file.
file.

5-38 Step2: OTA file configurations > File (1)

e Code signing profile: “Create new profile” %2 1) v ¥

Code signing profile

This profile will contain information needed to create a code signing job. The profile specifies your
device's hardware platform, certificate from AWS Certificate Manager, and the location of your code
signing certificate path on your device.

Existing code signing profile

v || Create new profile ‘ |

5-39 Step2: OTA file configurations > File (2)

R20AN0747JJ0100 Rev.1.00 Page 39 of 48
Jul.31.24 RENESAS




RL78/G23 LTE 1@{E T® Amazon Web Services & Tt oY —iEHR =0 R1L T 5 5%:

RL78/G23-128p Fast Prototyping Board + FreeRTOS

¢ Create a code signing profile.

— Profile name: & ({5 : rl78g23_fpb_ota_cert)

— Device hardware platform: Windows Simulator

— Code signing certificate: “Import new code signing certificate”
— Certificate body: secp256r1.crt

— Certificate private key: secp256r1.privatekey

— Certificate chain - optional: ca.crt

— Path name of code signing certificate on device: &

Create a code signing profile X
Profile name
S
Enter a unigue name without spaces. Valid characters: a-z, A-Z, 0-9, and _ {underscore)
Device hardware platform
Windows Simulator v
Code signing certificate
AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing S5L/TLS
certificates. You can use ACM to create an ACM Certificate or import a third-party certificate that you use
for signing. You must have a certificate to sign code.
© Import new code signing Select an existing certificate
certificate
Certificates
Certificate body secp256ri.crt
. 906 bytes
[ Choose file © Uploaded
Certificate private key secp256r1.privatekey
. 232 bytes
[t] Choose file © Uploaded
Certificate chain - optional ca.crt
. 1030 bytes
[t] Choose file © Uploaded
Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.
| [y ——
Create
5-40 Create a code signing profile
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o File > “Upload a new file.” > “Choose file” > aws_ryz024a_sensor_rl78g23-fpb_093.rsu

File

‘ © Upload a new file. Select an existing file.

File to upload

‘ [t Choose file

@ aws_ryz024a_sensor_rl78923-fpb_093.rsu
237312 bytes

5-41 Upload a new file > aws_ryz024a_sensor_rl78g23-fpb_093.rsu

e File upload location in S3: YERED /N7y R %38 ( [56.4.21F Amazon S3/\7 v FDYERLI THEE
L = Bucket name)
e Path name of file on device: &

File upload location in 53
This is the location in 53 where your file will be stored.
53 URL
Q, 53/ /nins—— X View [4 ‘ ‘ Browse S3 ‘ ‘ Create S3 bucket

Format: s3://bucket/prefix/object.

Path name of file on device
This is the name and location where the file will be stored on the FreeRTOS device.

Jdevice/ota

5-42 File upload location in S3

® Step2: OTA file configurations > IAM role
e Role: ERFEDO—ILEIEE ( [54.22F OTAEFAY—ERO—I)ILOERK] THE L = Role name)

IAM role info

Role
Choose a role that grants AWS loT access to 53, AWS loT jobs, and AWS Code signing resources.

] v

5-43 Step2: OTA file configurations > IAM role
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@ Step3: OTA job configuration

e Job run type: Your job will complete after deploying to the devices and groups that you chose (snapshot)

AWS l1oT » Jobs » Createjob » OTA job

Step 3 of 3

OTA job configuration .

Job run type

Choose how to run this job.

© VYour job will complete after deploying to the devices and groups that you chose
(snapshot)

Your job will continue to deploy to any devices added to the groups that you chose
(continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

These configurations define when to automatically stop the job. The job stops if a percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts.

» Job run timeout configuration - optional

Specify how long the job will run.

Cancel Create job

(® Successfully created Job:r

AWS loT » Manage » Remote actions » Jobs

Jobs (200+) infe

Jobs define a set of remote operations to send te and run on one or more devices that are connected to AWS loT. If you have remote operations that are frequently performed,
or installing new applications, use job templates to create reusable jobs.

Q, Filter jobs | ‘ All status values v | |Alltypes v ‘ 1 2 3 4
(] Name | Type | Status Created date
O AFR_OTA- I Snapshot @ In progress - Rollout completed... November 16, 2023, 14:37:517 (L§C

X 5-44 Step3: OTA job configuration
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® LIEESLLHED (10 RBREFIEELAHYET) EEHFAA—TCEIAMavR— FIZEZTALO IS
—SFIIICHBAShFET,

748 [HGTT] (I

5 [MGTT] LI

5-45 BHHA A—TFETA AVER—FRIZESEAD

Q ZEZAHPRTIBZERFAA—S (N—232093)0BBLEUYR—FMhORELI-BET—4
CBET—RERELTWALEHEELET,

pic filter: i
0D

[oTa

[
[
[
[
L
[
|

5-46 ZEAHKETH., BFAA— (N—T 32 0.9.3)hEH
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CloudWatch TY 5 7 & &KL ET,

e CloudWatch > Logs Insights > “Run query"%%9 1) w4

— humidity: BEDT S5 7 TY,

— temperature: JRENY 5 7T,

— warning: BEDT—=245TY, 25 EXRFEDZEIL False(fE(F 0). 25 ELL LI True(fElX 50)TY,

Run query ‘ Save | History |
Lags Insights guery can run for maximum of 60 minutes
@ Complete
Logs (26) Patterns (-) Visualization

Visualization Add to dashboard

Graph type: Line |

* _— @ 1. 2vgihumidity)
i 2. avgltemperature)

. \ B 2. max(waming)

&0

50 ; —

40 | |
30 | |
20 | |I

10 f |

16:58 16:58 16:59 16:59 17:00 17:00 1701 17:01 17:02 17:02

5-47 BHA A—T(\—2 32 0.9.3)EE)£(C CloudWatch T 5 7 # &R
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58 M7 TUHS—3vDTNYThE

VET7 T r—savEestudioMoBEILTT/N\Vv Y T5FIEERLET,
COFIETIEFT—rO—SZ2FRALAEWVNEDH, 90— RKLEE#HFAA—CEBETHIILIEZTEEE
Ao

® T—rO—FEFERALBVEEICERELET,
0o x4 bk Taws_ryz024a_sensor_rl78g23-fpb] M“USE_BOOTLOADER V2’4 0% 0 IZREL
T’Apply and Close” % L £ 9,

e Configuration: HardwareDebug
e Languages: GNU C
e USE_BOOTLOADER V2:0

Q Properties for aws_ryz024a_sensor_rl78g23-fpb O *
| type filter text | Paths and Symbols = - 3
Resource
Builders
C/C++ Build Configuration: | HardwareDebug [ Active ] ~ || Manage Configurations...

s CfC++ General
Code Analysis

Documentation (1= Includes | # Symbols| 22 Source Location | ] References
File Types
Formatter Languages Symbaol Value Add...
Indexer GNUC
' - [ GNUC | # _LITTLE ENDIAN_ i
anguage Mappings Ul # R_RFD_MCU_FLASH_T01_CATEGORYD1
MISRA-C In-editor Check Object File # USE BOOTLOADER V2 0 | Delete
Paths and Symbols Assembly = -
Preprocessor Include Pat Assembly Export
Git
Project Natures
Project References
Renesas QF < b3
Run/Debug Settings . .
Task Tags (1) "Preprocessor Include Paths, Macros etc.” property page may define additional entries
Validation [#] Show built-in values
& Import Settings... | 5% Export Settings...
< s Restore Defaults Apply

@' Apply and Close Cancel

5-48 “USE_BOOTLOADER V2'I % O% 0285

@ ZFov x4 b Taws_ryz024a_sensor rl78g23-fpb] ZEIL FLFE T,

@ TNYIJTERKRLET,
7E TNAYITFIEI 28RLTIESL,
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6. Renesas Flash Programmer D&%
Getting Started Guide @ 7. Using Renesas Flash Programmer &8 L T 2 &0y,

7. TNV F|E
Getting Started Guide 0 8. Debug Procedure #ZMB L T Z& Ly,

8. fT#%k

81 FRFHEH: Y—FN—TAHSATS)ERLISIZBIET SHRDIEER
RL78 [£ 16bit ¥ R T LD OY — FIX\—T A HOS 1 T3 ) 2 #EAT 5 L EICTROIBNLETT,

8.1.1 Int DA 16bit
Getting Started Guide @ 9.1.1 Width of int Is 16 Bits ZSB L T &Ly,

812 oI a>myA X#IR
Getting Started Guide M 9.1.2 Size Limitation of Section ZZB L T =& LY,

82 TETIADY FTHATAIA—TUVY—RVYI+II7DI74 U RER

AEUGFOTEITODS Y MEIA—TY—RAYT +ox7 (0SS) 2FHALTHEY., 2—H([FL OSSN
EDDTA LUV AEEEZETTIDLENHYET, 4V AEKEIIL OSSDAK Web R—UTHEFEL T
KFEEW, T&R1-4 EMERERSEHE (ZDM. OSSSA TS5 %) ITR OSSO Vo EZFERBELTLE
ERS

R20AN0747JJ0100 Rev.1.00 Page 46 of 48
Jul.31.24 RENESAS


https://www.renesas.com/document/apn/rl78g23-getting-started-guide-connecting-amazon-web-services-lte-communication-rl78g23-128p-fast
https://www.renesas.com/document/apn/rl78g23-getting-started-guide-connecting-amazon-web-services-lte-communication-rl78g23-128p-fast
https://www.renesas.com/document/apn/rl78g23-getting-started-guide-connecting-amazon-web-services-lte-communication-rl78g23-128p-fast
https://www.renesas.com/document/apn/rl78g23-getting-started-guide-connecting-amazon-web-services-lte-communication-rl78g23-128p-fast

RL78/G23 LTE i1 T® Amazon Web Services ¥ Tt U —I1FHRF AIRI1L I 5 %!
RL78/G23-128p Fast Prototyping Board + FreeRTOS

9. YA FEELUHER—F
Z Getting Started Guide D4 > 7)L A4 S5 L https://github.com/renesas/iot-reference-rl78

AWS forum: http://forums.aws.amazon.com

R20AN0747JJ0100 Rev.1.00 Page 47 of 48
Jul.31.24 RENESAS


https://github.com/renesas/iot-reference-rl78
http://forums.aws.amazon.com/

RL78/G23 LTE i1 T® Amazon Web Services ¥ Tt U —I1FHRF AIRI1L I 5 %!
RL78/G23-128p Fast Prototyping Board + FreeRTOS
ETRC &%
BETAE
Rev. 178 R—=2 7
1.00 Jul.31.24 MhRFEAT

R20AN0747JJ0100 Rev.1.00

Jul.31.24

RENESAS

Page 48 of 48




HEIERALDFESEIE
SITR. TAAVRARLKITERT S TERLEOEESEE] (COVTHALET, BHNOEALOERFEICOVTE. ARF2 AV FBEUTY

ZHALTYTT—hrEBRBLTIESL,

1. HERRE
CMOS #RDE Y RV DIFEFHELREZOLMNF TS, CMOS HRIFEVHEBERICK > T — MERHIEZE LA LAHY FT . EROE
AOBICIE., BHAHEFHESICERAL TV EEEO FL—OIADUr—X, SEHOREM. 2B —XGLEEFAL. A TIEICZEFT—
REBLTLESD, F5RAFvIREICKBLEY., HFEMSLYLBEVTLLESL, Flz. CMOS #REERE LIAR— FIZDOWTHLRKDEK
WELTLEELY,

2. BREAROLE
BREAL. HROKEEIFETT.,. BREARICE. LSIORNTEEROKEITEETHY. LR IDEELEIHTFOKREEITETT ., S
Yty MEFTY LY FTHRGDBE,. BREANS Y £y B ERICHEL2ETOHME. IHFOREBEIBFRAETEELA, RRIC. RENNT—F>
Uty MEEEZERALTY Y FTHRRDEBE. BEREANSY Y FOMNDE—EBEICET HFETOHM. HTFOKRBIIRIATEERA,

3. BRAIEICBITHZANES
LBUTOBRNLT TREDLZF(IZ, ANEBOABATLT Yy TEREANLGVTLEIL, ANESVOARATLT v TERISDBFEAIS
LY. BREMEZSISEILIZY. REERARNANBRTZLLI LV TIEENHY ET., ERGDIC TERA IBICETHIAAEST] I2DU1\T
DEBOHIHERIE. ZTORNBEEFH>TLIEEL,

4. REEMAHFOLE
KRERAHFIE. TRERFFOLE] ITH-H>TURELTLE XL, CMOS #REDANHFDA VE—F DV RIE, —fRIZ. N A VE—F VR EH
TVWEY, REAKFEHAMCKETEESE S L. FERRICLY., LSIAZD/ 4 XAHMEh, LSIRFTEEERITNI-Y . ANESLBHE
SNTREMEFECTBANHYET,

5. yBvIz20LT
Uty b, 70y IRRELEEZ. UEy FEEBRLTCESY, TOJSLERTHROI OV IPYEZRE, YIVBEZXEIOVINREL:
BICYBZ TSN, Uty b, NIRRT (FRENSERER) 2RV 0y I TEEERKT S VATLTIR, 7097 H8+2RE
Liztk. Uty FEREIRLTLESY, . TRV S LOEDTHRRIERF (FIFMBRIEREEK) 2RV 0y (ICHVEZRHEE. 1Y
BREOIOAYINTRRELTHOYIYBEZ TS,

6. ANHTOEMKR
AN/ A RORGRIZEDEMEATRBEORRICHYETOTEELTLLEESL, CMOSEEDAAN/ 4 XiZEITEREL T, Vi (Max.) H
5Vin (Min.) ETORBICELEEDLSHWIGEEIE, RBELZSIZSECIBNLAHYET ., ANLRLHPEEDEEEEEAA. Vi (Max.) D5 Vi
(Min.) FTOEEZEBT I2EBHMPICF Y2 YT/ ARXGERALHVESICEALTESL,

7. UY—TTF7FLR (FHEE) OT7 I XELL
YHF—TF7 FLR (FHEE) O7 I EREZ2ELET, 7 FLREEICIE. [FROMEHERICEIYMSTENAT VNS YUHF—T7 FLR (FHE
B) "HYET, ChoDT7 FLRET7IEALEZEEOBEIZOVNTIE. RETEFRFADT, TV EALBEWLESICLTLESLY,

8. HEMOMEEIZONT
BEZORGDIERIEFTLHHSIE, BRBEILICOVRATLFHMERBEEREL TSV, ALTL—TDISaVTERENES L, T5v D
AAEY. LATIMNRE—COEEREICKY ., ERMBEMHOHEE T, HiEE. BEv—2r. /A XME, / 1 ABHELENRLIHEELH
UET, BENESHRKICTEETHHEE. BAOERTLICOVRTLIFMBEHABREEREREL TZEL,



EFEE

1. AREMICERB SRR, VIF2zT7ELUIALICEET HERIE. FEFRUKQOBEG. HAMAZHATLIELEOTY, AR, VI bV T7H
FUINGICEHET 2EREFERT HHE. PEHROBERICEVT. BEHROEIE - DRATLERHCLESIL, ChoOFERICERLTEL-EE

(BEFFLEFE=ZBOWTIICELBELEAFET. UTRILTT, ) ICEL. H#E. —UZ0EEEEVEEA,

2. SHBRKFLEAEHICEHINZERZT—42. B, K. 7055 L4L, 7TV XL, CARBRASOEROERICER L TRE LEZE=EDHEHS
. ZRETOMOMMMEEICHT IREFLEIASICET IPNRICONT, SiE. ASORIEZTIHLOTELEL. FLEEFZESLDT
IEHYEEA.

3. LHIF, REHICEODETUHFLEIFE=BOHHE. EEETOMONMMEEZASHETLILOTIEHY EEA,
LHRFEFMFAALEROBEA. WiE, B&FE, FIA. BRZOMOTAETSICHY. E=EREFORMOMNAICET IS5/t ANREL
HRBE. BARTM UV ARBOHKFS L URBEEEROBECENTIT>TLEEL,

5 LUHMAE SWMELEFE—HBEMHLT. S, WE. EE. UN—RIUTZT7YLY, oM. TEVICERLZVTESL, hhvdiE. &
L EE UNRN—RIVPZFYLTHIZEYELEETICEAL, S1E. —UZF0EEEFAVEEA.

6. Lk, BHBEIOREKEE NMZEKE)] LU BREKE] ITHELTHEY. SREKEL, UTICFTRARCHSNMERAINDIILFER
LTHYFET,

BEKE . aVEa—4. OAMER. BEEMIE. FHAIME. AVHE. RE. THEEW. N\—V LR EXANKRY +%

EMEKE  EEE (BEE, EH. LM% . EFE (S5 . KFREEHSE. SRERER I TLA, FERLHHEES
LHBRE, T—2— FEICKYBEEME. Harsh envionment MITHEREFRLTWS LD ERE, EEES - BRICETERETTEMEOH D
SR - SRT L (EGHBEE. AMRICEOAAMERATIE0%) . L LAIZALUYMBEE2RESEIETNOH DM - VR TL (FHES
L. BEDHME. RFAFBORT L, MEEHESATA, TS5V MEBRIRATL, BEERBES) (CEASNDIILEERLTHELT. Thoo
ARICERATILEFEBELTVERA, X, SHAEELTOVEVARICEHBUREZFEALLZIEICKYEENELTEH, BHIE—VZTDE
FEEVERA

7. HoWAFBARHGIE. NEHEHSDREHEE 100 RIS TVEIDITTIESHY FRA, BRN—FI7/ VI bz T7ERCEEFL)T
A AEASBARAEN TR EDEHYETHN., ChIZEk-T, SHE, X1 YT BBUELEIRE (SHAUSFTLEILHAUSENAERAIATLS
VRATLIZHT BFEFIER - FEGREEHETHN. ChISBYERA. ) Mo4ELIEEEZESLOTEHY EHA., Sttid, SHBRE-
FUHUINERAEINEHODZ VR TLN, FELHRE. BB, IMILRA, T, NvFoF, T20OBEF-RIBERLZOMDOFELRERATA

( THESBMERARE] LLVWET, ) ISk >TEEEZZTHAVI LERIELEFRA, BitE. HBBEEMBEICERLELEIAICEEL TELEBEICD
WT, —UIEFZEVFERA, Tz, ZFITEVTEOLNBBRYICEVT, FEHBLULBHN—FHIZ 7/ VI rIz7HRIZOVNT, BERE
BFUBETEMEDARICEIZIRILLOVICE=ZEDOHEFZRELLBV I LORIIZED. AFRELEEROVIEIRIELTVEE A

8. LHMSECHANKEE. RFOUGER (FT—2>— b, —H—XIZa7I. 7IUr—>ar/—b, EEENY R Ty YICRHO THE
ETNAADERLEO—BHTIESRIE] %) #CRAOLE, BHMEETIRAER. BEERETHE. MEBHE. REZFGHZOMIBEESRGD
HEHEANTIHEACESL, EEEHOHEEEBI TUHERECHERASAEISEOME, RBEOTESSIUERICOETEL TIE, Sk, —4)
ZTOEFEAVFERA,

9. LT, BHEUKORESLIVEELOALIZEHTVETH, FERUFIHIEETHENKELZY., ERKHICKSTIXREMELIZVT S
HBENBYET, T, BHERE. T—2 P — FHFITBWTEEEM. Harsh envionment AIITHREFERELTWE LD E/RE. MRSHRERTE1T
STHYFRA, RICHUHFOBEE(TRBENELLBETHO TEH., ABBH. AKFHRZTOMURMNBESZELSELAVKS. BEHK
DEFEICHEWVT, TRFE. EESRRE. RBEHLEHAFORLEFASLUVI—C U T NEBE, BEROEE - DX TLE L TORMRIEET
STLEEW, HIZ. R4V T bz T7Id, BB TORIEEES GO, BEHOBE - SATLELTORERIIZEEHOEZETIT>TKL
=1 AN

10. BHEROBRBEESHZFOFHMCOTEL T, EREHNCHTLHELROFETHHERE LSV, CHEAICKELTE. BEOWEDES - EA
ZRHF 5 RoHS HES%E. BASNIBEEEELZSETAREDNS X, M BEFICEET 5L THERACESL., M EFEESFLENI LIS
FUYELEBEICELT, Sk, —UZ0ETZEVERA,

1. BHEKBLUVEMEZERNNOESSLICHRAICEIVEE - A - REZZLESATOEIHE - DXTLAICERAT I LETEERA, BHERS
FUBM . REF-EIBEFTHH58E. MEABRVUNEESE] TOMBAESSICERSNINEORMEEEEEEIRTETFL. €
NOEDEDHDEAITRVBELAFHREET>TLLESL,

12, BEBINUHEIEZE=HICETZINDIGEICIEK, BANCUZE=FCHLT. ASITEZERHOBEFMEZRNITIEEZASILDENELE
ED

13. AEHOEMEE—BELHOXEICLIFHOREL/ICLUEHFELFERUTILEELET,

14, REHICRB SN TOLAIARTFLFEHERZCOVWTITHAANSTVELEL, BHOELEIELFFTHMEE S,

L ABHICBODTHEASIATNS T84 LE. LR YR ILY PO ZABASHELIVILRYR TLY FAZ) AR EHAEEN, REMIC

XETIRLEEVVET,

E2. AERICBVTEASATLS MEHER) LiE, F1ICEVTERSIN-SHOMK. EERKZOVET,

(Rev.5.0-1 2020.10)

A% AT #th HFEEEEO
T135-0061 REANIREXEMN 3-2-24 (BMNI+LPT) MU OBMBOEM,. FXaty rORFER. RFOEXEMEAEER
WWW.renesas.com OICEET 2EHREEL. BtHz ITHA FETELLE S,

www.renesas.com/contact/

EEEIZDIT

LAY ZRAEBLIVLAFAHRATFIILAYR ILY O ZABAEHD
BEETYT, TRTCOFES L UVEREEX, TAhTIhOFREEICRRE
LFET,

© 2024 Renesas Electronics Corporation. All rights reserved.


https://www.renesas.com/
http://www.renesas.com/contact/

	1. 概要
	1.1 デモプロジェクトの概要
	1.2 動作確認条件
	1.3 機材一覧

	2. ハードウェア説明
	2.1 システム構成
	2.2 使用端子一覧

	3. ソフトウェア説明
	3.1 デモプロジェクト
	3.2 オプション・バイトの設定一覧
	3.3 フォルダ構成
	3.4 コードサイズ

	4. デモプロジェクトの動作説明
	5. デモプロジェクトのセットアップ
	5.1 ハードウェアのセットアップ
	5.1.1 全体の構成
	5.1.2 ハードウェアの接続方法

	5.2 ソフトウェアのセットアップ
	5.2.1 ターミナルソフトの設定
	5.2.2 フラッシュライタのインストール
	5.2.3 デモプロジェクトにSIMカード情報を追加
	5.2.4 デモプロジェクトにAWS IoT接続設定を追加
	5.2.5 使用するセンサボードを選択

	5.3 OTAアップデートのための準備
	5.3.1 ツールのインストール
	5.3.2 署名生成/検証用鍵の作成

	5.4 AWSクラウドの準備
	5.4.1 センサデータ可視化の設定
	5.4.1.1 Amazon CloudWatchの設定
	(1) AWS IoTでルールを作成
	(2) ルールのプロパティを指定
	(3) SQLステートメントを設定
	(4) ルールアクションを設定
	(5) ロググループを作成
	(6) 作成したロググループを選択
	(7) IAMロールを作成
	(8) 作成したIAMロールを選択
	(9) ルールの内容を確認しルールを作成
	(10) CloudWatchでグラフを表示


	5.4.2 OTAアップデートの設定
	5.4.2.1 Amazon S3バケットの作成
	5.4.2.2 OTA更新用サービスロールの作成
	5.4.2.3 OTA更新用ユーザポリシーの作成
	5.4.2.4 OTA更新用ポリシーをIAMユーザに割り当て
	5.4.2.5 AWS IoTのコード署名へのアクセス権付与


	5.5 初期イメージの作成
	5.5.1 ブートローダを作成
	5.5.1.1 ブートローダプロジェクトのインポート
	5.5.1.2 ファームウェア検証用の鍵をブートローダプロジェクトに追加
	5.5.1.3 ブートローダプロジェクトのビルド

	5.5.2 初期アプリケーションを作成
	5.5.2.1 初期アプリケーションのインポート
	5.5.2.2 ファームウェア検証用の鍵を初期アプリケーションに追加
	5.5.2.3 初期アプリケーションのビルド

	5.5.3 Renesas Image Generatorで初期イメージを生成

	5.6 更新イメージの作成
	5.6.1 更新アプリケーションを作成
	5.6.1.1 アプリケーションのソースコードを変更
	5.6.1.2 更新アプリケーションのビルド
	5.6.1.3 更新アプリケーションのMOTファイルをリネーム

	5.6.2 Renesas Image Generatorで更新イメージを生成

	5.7 デモプロジェクトの実行
	5.7.1 初期イメージ (initial_image.mot)をボードに書き込む
	5.7.2 更新イメージ (aws_ryz024a_sensor_rl78g23-fpb_093.rsu)をOTAジョブに登録

	5.8 初期アプリケーションのデバッグ方法

	6. Renesas Flash Programmerの使用方法
	7. デバッグ手順
	8. 付録
	8.1 注意事項：サードパーティ製ライブラリをRL78に移植する際の注意点
	8.1.1 Intの幅が16bit 
	8.1.2 セクションのサイズ制限

	8.2 デモプロジェクトで利用するオープンソースソフトウェアのライセンス情報

	9. ウェブサイトおよびサポート
	改訂記録

