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Important Notice:

On November 21, 2023, Microsoft announced that they have decided to contribute Azure RTOS to Open
Source

under the stewardship of the Eclipse foundation and Azure RTOS becomes Eclipse ThreadX.

For detailed information, please refer to the announcement titled at Microsoft Contributes Azure RTOS to
Open Source.

The support strategy scheme for Eclipse ThreadX will be determined and communicated at a later date.

Microsoft will discontinue the Azure RTOS and Azure RTOS Middleware under the existing agreement
LICENSED-HARDWARE .txt.

It's important to note that updates for Azure RTOS on these hardware will no longer be provided.

Introduction

The Trusted Secure IP (TSIP) driver supports APIs for SSL/TLS (referred to below as TLS) communication.
This document presents an example of adding the TSIP driver to Azure RTOS, which includes NetX Duo,
and explains how to confirm its operation. A sample project based on Azure RTOS is bundled with this
document. The sample project adds the TSIP driver to Azure RTOS, which includes NetX Duo, and enables
testing of MQTT communication via Microsoft Azure.

The sample project described in this document establishes connections via Microsoft Azure lIoT Hub and loT
Hub Device Provisioning Service (DPS). TLS is used to authenticate connections with DPS.

Devices on Which Operation Confirmed

The operation of the sample program appended to this document has been confirmed on the following
devices.

RX65N: R65F565NEHDF
RX72N: R5F572NNHDFB

Note: The descriptions in this document use the CK-RX65N (Ethernet) as an example.
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Operating Environment

The operation of the sample program bundled with this document has been confirmed on the following

environment.

IDE

e? studio 2023-10

Toolchain

CCRX compiler v3.05.00

Target board

CK-RX65N (Ethernet)
CK-RX65N+RYZ014A (Cellular)
Renesas Starter Kit+ for RX65N-2MB
RX72N Envision Kit

Debugger E2 Lite emulator
(incorporated into the CK-RX65N board and RX72N
Envision Kit)

Azure RTOS v6.2.1 _rel-rx-1.3.0

Driver package (RDP) RX Driver Package V1.41

TSIP driver Version 1.19 (binary version)

Security Key Management Tool Security Key Management Tool V.1.04

Tera Term Version 4.106

OpenSSL 3.1.3 Light

Gpg4win (Kleopatra) 41.0

Shell script (bash) execution environment

Cygwin version 3.4.6

Note: This document provides a sample project for each supported target board.
Import the sample project that is appropriate for the target board you use.
Note that the CK-RX65N board comes in two versions: the Ethernet version, which uses an on-board
LAN, and the Cellular version, which uses a mobile network that becomes available by connecting the

RYZ014A cellular module to the board.

Also note that the applicable sample project differs depending on the version.

Related Application Notes

For details of TLS communication using the TSIP, refer to the following application note.

o RX Family TSIP (Trusted Secure IP) Module Firmware Integration Technology (Binary version)

(R20AN0548)

For a TLS implementation example using the TSIP driver and FreeRTOS, refer to the following application

note.

e RX Family Implementing TLS Using TSIP Driver (RO1AN5880)
For a description of Azure operations, refer to the following document.

e RX65N Group Visualization of Sensor Data using RX65N Cloud Kit and Azure RTOS (RO1AN6011)
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1. Overview
1.1 Advantages of TLS Communication Using TSIP
The TSIP driver supports APIs for TLS. These APIs provide the following two advantages.

¢ No keying information is handled as plaintext during TLS protocol processing, thereby reducing the risk
that customer keying information stored on the device may leak.
e Hardware acceleration speeds up encryption processing.

1.2 TLS flow with TSIP
The TLS flow in this sample project is shown below.

This flow is an example of using an X.509 self-signed certificate (when the key exchange method is RSA) for
device authentication.

What to create on your local PC CK-RX65N/RSK+RX65N-2MB/RX72N Envision kit
@ Firmware Processing by TSIP - HEE Microsoft
{ ca ™\
e (o o F :* G et ] — il
canmca(e .\ certificate == E """ e device has not been Client Hello

: : |
: RootCA ificatq = [ ‘& Extract public keyfr 1 CA
% h % ” : oot cw icat @ ract public keyfrom roo

H certificate Server Hello / Server Certificate /
=z =z :
Public key %= Private key %*Public key ®* Private key %7 . 3 Validarethe certificate chain I Server Key Exchange/ Certificate

Regquest/ Server Hello Done

rece;vedfmm the server

He Root CA certificate| : 3‘3{3:‘ I
: signing data Client Certificate /Client Key
: @ Generated inside -
: s B =5 @ E"'I:WDW" I Exchange / Certificate Verify/
e ..,% ..... E I Premaster Premaster Change Cipher Spec/
: h h ............ ‘I >

Local PC

@ [ ot e ot

encrypted key
(Public key) Premaster secret

Client RootCA

X-"b@ﬁ": certificate  certificate & I lM = h :I
. i . Master H
2 et § keypair Publickey @ | P MAC secret H
[RRE— i @i C : | ! Master secret ” i :

Client cerfificate

v ' I Common key :
[ [ [ s SR > :
i Do MO : --b%_m__ I ® ngemmsjmamm : Change Cipher Spec/ Finished
H - ¥ Wrapthe key H \ Deorypt by TSIP s
E...;h.....n—.ﬁ.by\: ..... = L. Encrvpptli(-j Key I 'h" _bl' H Application Data
: :  Encrypted UFPK Wrapthe key with L, ﬂ(,r;a:; key)| Seseseeesneess Self-Validatio
e (W-UFPK) SKMT ey ey
RS gt R, ~— . S S . —
- ! : Indicates wrapped (encrypted) using SKMT or TSIP
H ::LM Serv:r #1 : Downloadfrom a dedicated URL or browser
--------------- > (Renesas key 32 1 Generated by OpenSSL
management server) #3 1 UserFactory Programming Key. Generated by Security Key Management Tool(SKMT)

#d : Upto 3types of root CA certificates can be registered. A root CA certificate that matches the server information is used

Figure 1-1 TLS flow with TSIP

1.3 Cipher Suites Supported by TSIP Driver
The TSIP driver supports the following cipher suites conforming to TLS 1.2.

e TLS_RSA WITH_AES 128 CBC_SHA

e TLS_RSA WITH_AES 256_CBC_SHA

e TLS_RSA WITH_AES_128 CBC_SHA256

o TLS RSA WITH_AES_256_CBC_SHA256

o TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256*
o TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256

e TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256*"
o TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256+"

Note: 1. Server and client authentication (ECDSA) and encryption processing (AES-GCM) are not
supported by the sample project described in this document.
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1.4 TLS APIs of TSIP Driver

Table 1.1 lists the TSIP driver APIs used for TLS communication. For details of each API, the application
note RX Family TSIP (Trusted Secure IP) Module Firmware Integration Technology (Binary Version)
(R20AN05438).

Table 1-1 API Functions Used for TLS Communication

Where Used API Function

Certificate installation R_TSIP_GenerateTIsRsaPublicKeylndex
R_TSIP_Close
R_TSIP_Open
R_TSIP_TlIsRootCertificateVerification

Random number generation R_TSIP_GenerateRandomNumber

Client authentication (key data processing) | R_TSIP_GenerateRsa2048PrivateKeylndex
R_TSIP_GenerateRsa2048PublicKeylndex

Handshake message hash calculation R_TSIP_Sha256Init/Update/Final

Certificate R_TSIP_TlsCertificateVerificationExtension
R_TSIP_TlsCertificateVerification

Server key exchange R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves

Client key exchange R_TSIP_GenerateTIsP256EccKeylndex

(ECDHE key exchange algorithm) R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key

Client key exchange R_TSIP_TIsGeneratePreMasterSecret

(RSA key exchange algorithm) R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey

Certificate Verify R_TSIP_RsassaPkcs1024/2048SignatureGenerate

R_TSIP_RsassaPkcs1024/2048SignatureVerification
R_TSIP_EcdsaP192/224/256/384SignatureGenerate
R_TSIP_EcdsaP192/224/256/384SignatureVerification

Finished R_TSIP_TlsGenerateMasterSecret
R_TSIP_TlsGenerateVerifyData
R_TSIP_TIsGenerateSessionKey
R_TSIP_Sha1HmacGeneratelnit/Update/Final
R_TSIP_Sha1HmacVerifylnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacVerifylnit/Update/Final
R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes128CbcDecryptinit/Update/Final
R_TSIP_Aes256CbcEncryptinit/Update/Final
R_TSIP_Aes256CbcDecryptinit/Update/Final
R_TSIP_Aes128GcmEncryptinit/Update/Final
R_TSIP_Aes128GcmDecryptinit/Update/Final

Application Data R_TSIP_TIsGenerateSessionKey
R_TSIP_Sha1HmacGeneratelnit/Update/Final
R_TSIP_Sha1HmacVerifylnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacVerifylnit/Update/Final
R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes128CbcDecryptinit/Update/Final
R_TSIP_Aes256CbcEncryptinit/Update/Final
R_TSIP_Aes256CbcDecryptinit/Update/Final
R_TSIP_Aes128GcmEncryptinit/Update/Final
R_TSIP_Aes128GcmDecryptinit/Update/Final
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1.5 Definitions of Terms

Terms used in this document are defined below.

Table 1-2 Terms

Terms Description
Key injection Injecting a wrapped key into the device at the factory.
User key An encryption key in plaintext used by the user. Not used on the device.

For RSA and ECC, user keys are used as public keys and secret keys.

Encrypted key

Key information generated by encrypting a user key using a UFPK or
update key and adding a MAC value. An encrypted key corresponding
to the same user key is a shared value on each device.

Wrapped key

Data consisting of an encrypted key that has been converted into a
form that is usable by the TSIP driver by key injection. The wrapped
key has been wrapped using an HUK, so the wrapped key of the same
encrypted key will be a unique value on each device.

(Wrapped UFPK)

UFPK A keyring set by the user and used to generate an encrypted key from a
(User Factory Programming user key during key injection. Not used on the device.

Key)

W-UFPK Key information generated by wrapping a UFPK using an HRK on the

DLM server. The UFPK is decrypted using the HRK internally by the
TSIP.

Hardware root key (HRK)

A shared encryption key that exists only inside the TSIP and in secure
rooms within Renesas.

Hardware unique key (HUK)

A device-specific encryption key that is derived internally by the TSIP
and used to protect key data.

Wrapping

In this document the term wrapping refers to the use of a UFPK to
encrypt and MAC assignment as part of the process of generating an
encrypted key. The TSIP driver does not accept plaintext input of user
keys; they must be converted to an encrypted format (wrapped) before
they can be input.

DLM server

server)

(Device Lifecycle Management

(https://dlm.renesas.com/keywra

p/toEnglish)

The key administration server at Renesas. Used to perform key
wrapping (encrypting) of UFPKs.
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2. Preparing the Sample Project

The sample project uses CK-RX65N Cloud Kit to establish a TLS connection to Microsoft Azure in order to
demonstrate MQTT communication. A connection to Microsoft Azure loT Hub is established via loT Hub
Device Provisioning Service (DPS). This section presents a guide explaining how to create the sample
project used in the demo.

Information on making connections to the CK-RX65N board in order to run the sample project is provided
below. To enable debugging and serial communication, connect the CK-RX65N board to the PC with two
USB cables. To enable connection to the internet, connect the CK-RX65N board to a router with an Ethernet
cable.

Note: Connection to Azure is also established via Ethernet in the case of Renesas Starter Kit+ for RX65N-
2MB or RX72N Envision Kit.
The CK-RX65N board described in this document is the Ethernet version. If you are using the Cellular
version of the CK-RX65N board, use mobile network connection by connecting the RYZ014A board
(included in the kit) to the PMOD1 Connector of the CK-RX65N board.

.
i

e

Internet

Ethernet

E2-Lite UsSB

USB-Micro B i
(Debugger)

(Serial)

UsB User PC

Figure 2-1 Sample Project Connections

The sample project is based on the Azure RTOS project. Azure RTOS provides loT Libraries that bring
together necessary source code for use with loT devices. One of these is NetX Secure, a cryptographic
library made use of by the sample project.

Next, we describe the software components of the sample project.
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Application Code

Embedded

Azure RTOS
MNetXDuo

Azure RTOS
NetX Duo Libraries
TSIP Driver
FIT Module

|

RX65N TSIP

Middleware

C SDK Direct Meth

Azure
oT Hub

Figure 2-2 Sample Project Software Components

The sample project is based on version 6.2.1 of the Azure RTOS project for RX MCUs, which can be
downloaded from the repository at the link shown below, and has further been modified in order to enable
linkage with the TSIP. The modifications that were made can be checked from the differences between the
sample project and its base project (downloadable at the following repository) by comparing them.

https://github.com/renesas/azure-rtos/releases/tag/v6.2.1 rel-rx-1.3.0

The procedure described in this section makes use of the following tools, which you will need to obtain
before proceeding.

e Shell script (bash) execution environment (The procedure described in this document uses Cygwin.)
e OpenSSL
e Security Key Management Tool

2.1 Creating a Workspace

Launch e? studio and create a new workspace. Keep the names of the workspace and project files as short
as possible. If the total length of the full file path exceeds 256 bytes, an error will occur when you build the
project.

Example: Creating a workspace in location C:\workspace

& < studio Launcher O X

Select a directory as workspace

e” studio uses the workspace directory to store its preferences and development artifacts.

Workspace: ‘ C:¥work5pace| v Browse...

» Recent Workspaces

» Copy Settings

Figure 2-3 Select a directory as workspace Window
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2.2 Downloading the Project

The sample project bundled with this document has the folder structure shown below. Copy these folders to
the workspace folder created as described in 2.1, Creating a Workspace.

The first level of the folder hierarchy is shown below.

ckrx65n ccrx

|--key crt sig generator

| |--ca

| | -—ca-sign-keypair-rsa2048
| |--client-rsaz2048

| | ——output

| -—patch

| | --tsip integration

| --sample azure iot embedded sdk
| |--1libs

| | -—src

Figure 2-4 Project Folder Structure

In addition to the source code of the sample project, the folders contain tools you will need to create the
sample project. An outline of each folder is provided below.

Table 2-1 Contents of Sample Project

Folder Name Description

key_crt_sig_generator Contains tools and working folders used when generating keys and
certificates used for encryption.

Patch After the sample project has been generated, patch files used to

modify the project are stored here. Since the relevant patches have
already been applied to the sample project before it is imported, this
folder will not be used in the procedure described here.

sample_azure_iot_embedded_sdk | The body of the sample project. You will import this folder by
following the procedure described in the next section.

2.3 Importing the Project

After launching e? studio, from the menu bar select File — Import... — General — Existing Projects into
Workspace to open the Import Projects dialog box. Click the

Browse... button to the right of Select root directory: and specify sample_azure_iot_embedded_sdk in
the project folder ckrx65n-ccrx.

Confirm that sample_azure_iot_embedded_sdk appears under Projects:, check the box to select it, and
click the Finish button.
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& Import O X ‘
Import Projects —

Select a directory to search for existing Eclipse projects.

._5'Sslec[ root directary: C¥workspace¥ckrx65n_ccrx¥sample_azure_iot_embedded _: ~

() Select archive file: Browse

Projects:

I [+ sample_azure_iot embedded sdk [C:¥wcrkspace¥'cer65n_c(m¥samp|e_azure_iotl Select All

Deselect All

Refrash

£

Options

[15earch for nested projects

[ 1Copy projects into workspace

[Icigse newly imported projects upon completion
[1 Hide projects that already exist in the workspace

Working sets

[_] Add project to working sets New.

Figure 2-5 Import Projects Dialog Box

When the project has been imported successfully, sample_azure_iot_embedded_sdk appears in Project
Explorer panel as shown below. If Project Explorer is not displayed, click C/IC++ at the upper right of the
window to change the perspective and then select Window — Show View — Project Explorer.

@ doctest - ¢ studio

File Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help

. There is no active editor that
I % > sample_azure iot_embedded sdk I provides an outline.

0 errors, 1 warning, 0 others

Description Resource Path Location Type

% Warnings (1 item)

< > || <

0 items selected

Polling context help: (40%) I

- (] X ‘

- SR = :l
{0 Project Explorer X = B S [Snere X =5

G@ic/c++ mff Sman Configurator

1*/ Problems % B Console| [7] Properties| @ Smart Browser | &) Smart Manual =

Figure 2-6 Window after Importing the Sample Project
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2.4 Key and Certificate Preparation

You will need to register keying information and certificates listed in Table 2.2 in the sample program. This
section explains how to obtain these keys and certificates as well as the procedures for converting them for
use with the TSIP driver and for registering them in the project files. Follow the steps described below to
generate keying information and certificates and register them in the project. The necessary information and
how to obtain it are summarized in the table below.

Table 2-2 Methods for Obtaining Keys and Certificates for Use with Sample Project

Key/Certificate

How to Obtain Section

RSA root CA certificate

Download from dedicated link (DER format) or in web browser | 2.4.2
(PEM format).

RSA key pair Created by user using OpenSSL tools or equivalent. 243
RSA client certificate Created by user using OpenSSL tools or equivalent. 24.3
Key pair for root CA Created by user using OpenSSL tools or equivalent. 244
certificate signature 245

verification

generation and signature

2.4.1 |Inst

alling OpenSSL

OpenSSL is used to generate some keys and certificates. Follow the steps below to install OpenSSL.

1. Access the download site for the Win32 and Win64 versions of OpenSSL and download the installer that
matches your OS. For the 64-bit version of Windows you would download v3.1.3 Light, shown below. If
the version number shown is different, download the latest version available.

Download Win32/Winé4 OpenSSL

Installs the most commenly used essentials of VWiné4 OpenSSL v3.1.3 (Recommended for users
by the creators of OpensSL). Only installs on 64-bit versions of Windows and targets Intel x64
chipsets. Mote that this is a default build of OpenSSL and is subject to local and state laws. More
information can be found in the legal agreement of the installation.

Installs Win&4 OpenSSL v3.1.3 (Recommended for software developers by the creators of
OpenSSL). Only installs on 64-bit versions of Windows and targets Intel x64 chipsets. Note that
this is a default build of OpenSSL and is subject to local and state laws. More information can be
found in the legal agreement of the installation.

Installs the most commenly used essentials of Win32 OpenS5L v3.1.3 (Only install this if you
need 32-bit OpenS5L for Windows. Note that this is a default build of OpenSSL and is subject to
local and state laws. More information can be found in the legal agreement of the installation.

Installs Win32 OpenS5L v3.1.3 (Only install this if you need 32-bit OpenSSL for Windows. Note
that this is a default build of OpenSSL and is subject to local and state laws. More information can
be found in the legal agreement of the installation.

Installs the most commanly used essentials of VWing4 OpenSSL v3.1.3 for ARMS&4 devices (Only
install this VERY EXPERIMENTAL build if you want to try &é4-bit OpenSSL for Vindows on ARM
processors. Note that this is a default build of OpenS5L and is subject to local and state laws.
More information can be found in the legal agreement of the installation.

Installs Win&4 OpenS5L v3.1.3 for ARMé&4 devices {Only install this VERY EXPERIMENTAL build if
you want to try &4-bit OpenSSL for Windows on ARM processors. Note that this is a default
build of OpenSSL and is subject to local and state laws. More information can be found in the

Download Win32/Win64 OpenSSL today using the links below!
| File Type Description
4 OpenSSL v3.1.3 Light SMB Installer

|
Wing4 OpenSSLv3. 1.3 140MB Installer
EXE | M3l
Win32 OpenSSL v3.1.3 Light 4MB Installer
EXE | MSI
Win32 OpenS5Lv3.1.3 1 16éMB Installer
EXE | MSI
VWin&4 OpenSSL v3.1.3 Light for ARM | 5MBE Installer
(EXPERIMENTAL)
EXE | MSI
Winé4 OpenSSL v3.1.3 for ARM 113MB Installer
(EXPERIMENTAL)
EXE | MsI

legal agreement of the installation.

Figure 2-7 OpenSSL Download Page

2. Run the downloaded EXE (or MSI) file to install OpenSSL.

add the OpenSSL install folder to the Path variable.
64-bit version: C:\Program Files\OpenSSL-Win64\bin

3. After the installation completes, in Windows select System Properties — Environment Variables... and

RO1ANG6948EJ0200 Rev.2.00
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2.4.2 Obtaining Root CA Certificate

The Azure cloud uses two types of root CA certificates: [Baltimore CyberTrust Root] and [DigiCert Global
Root G2].

This sample project allows you to register up to three types of root CA certificates. The following steps will
guide you through enrolling the two types of root CA certificates mentioned above.

Obtain an RSA root CA certificate and register it in the sample project. Either of the two procedures
described below can be used to accomplish this; choose the one best suited to the environment you are
using. Both procedures will enable you to obtain the same RSA root CA certificate.

1. Obtain from Microsoft Azure site

2. Obtain by exporting from a web browser (Microsoft Edge)

Note that the TLS certificates used by the Azure service are scheduled to change. Refer to the explanation
on the page linked to below for details.

https://techcommunity.microsoft.com/t5/internet-of-things-blog/azure-iot-tls-critical-changes-are-almost-here-
and-why-you/ba-p/2393169

The sample project uses the following two types of root CA certificates.
1. Baltimore Cyber Trust Root
2. DigiCert Global Root G2

(1) Obtaining a Root CA Certificate

(a) Obtaining a Certificate from the Microsoft Azure Site

You can obtain a root CA certificate from the page linked to below.
https://docs.microsoft.com/en-us/azure/security/fundamentals/tls-certificate-changes#what-is-changing
Click the Baltimore CyberTrust Root and DigiCert Global Root G2 link to download the RSA certificate.

What changed?

Prior to the change, most of the TLS certificates used by Azure services chained up to the

following Root CA:

Common name of the CA Thumbprint (SHAT)

Baltimore CyberTrust Root & ddde20d05e66fc53fe1a50882c78db2852caedT4

After the change, TLS certificates used by Azure services will chain up to one of the following

Root CAs:
Common name of the CA Thumbprint (SHA1T)
I DigiCert Global Root G2 & I df3c24f9bfd666761b268073fe0bd 1ccBd4fE2ad
DigiCert Global Root CA & a8985d3ab5e5e5c4b2d7d66d40c6dd2fb19c5436
I Baltimore CyberTrust Root & I d4de20d05e66fc53fe1a50882c78db2852¢caed74
D-TRUST Root Class 3 CA 2 2009 & 58e8abb0361533fb80f79b 1bbd29d3ff8d5f00Df0
Microsoft RSA Root Certificate Authority 2017 & 73a5e64a3bff8316ff0edccct182906edeaedd74

Microsoft ECC Root Certificate Authority 2017 € 999264c37f47d9fab95f14769891460eecd 35

Figure 2-8 Obtaining an RSA Root Certificate

The downloaded root CA certificate is a file in DER format with the following file name (and the extension
CRT).

1. BaltimoreCyberTrustRoot.crt
2. DigiCertGlobalRootG2.crt
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The root CA certificate must be in PEM format for use by the sample project. Therefore, follow the steps
below to convert the downloaded root CA certificate from DER format to PEM format (extension: CER).
1. Copying the root CA certificate

Copy the downloaded BaltimoreCyberTrustRoot.crt and DigiCertGlobalRootG2.crt file to a working
folder.

2. Converting the root CA certificate of the Baltimore Cyber Trust Root to PEM format
Open the Windows command prompt and enter the following OpenSSL command, shown in blue.

openssl x509 -in BaltimoreCyberTrustRoot.crt -inform DER -out Baltimore CyberTrust Root.cer -outform
PEM

B Command Prompt

Microsoft Windows [Version 10.8.19844.3448]
(¢) Microsoft Corporation. All rights reserved.

>cd\workspace

C:\workspace>openssl x589 -in BaltimoreCyberTrustRoot.crt -inform DER -out Baltimore_CyberTrust_Root.cer -outform PEM

C:\workspace>

Figure 2-9 Conversion to PEM Format in OpenSSL(Baltimore)

3. Converting the root CA certificate of the DigiCert Global Root G2 to PEM format
Open the Windows command prompt and enter the following OpenSSL command, shown in blue.
openssl x509 -in DigiCertGlobalRootG2.crt -inform DER -out DigiCertGlobalRootG2.cer -outform PEM

B Command Prompt

Microsoft Windows [Version 18.0.19644.3448]
(c) Microsoft Corporation. All rights reserved.

C:\ >cd\workspace

C:\workspace>openssl x589 -in DigiCertGlobalRootG2.crt -inform DER -out DigiCertGlobalRootG2.cer -outform PEM

C:\workspace>

Figure 2-10 Conversion to PEM Format in OpenSSL(DigiCert)

4. When the conversion completes, two types of PEM format files will be created.
Baltimore_CyberTrust_Root.cer

DigiCertGlobalRootG2.cer
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(b) Using a Web Browser (Microsoft Edge) to Obtain a Certificate

The steps for using a web browser (Microsoft Edge) to download a root CA certificate in PEM format are as
follows.

1. Click the ... (Settings and more) button in the upper right of the Microsoft Edge window and select
Settings from the menu.

B Newtab Cul+T =]
B New window Ctrl+N ﬁ_
£2 New InPrivate window Ctrl+Shift+N >
Zoom — 100% —+ ,Z'
TE Favorites Ctrl+Shift+O
& History Ctrl+H
& Downloads Ctrl+)
B Apps >
{3 Extensions
S Print Ctrl+P
& Web capture Ctrl+Shift+S >
@,3 Web select Ctrl+Shift+X
&) Find on page Crl+F
More tools >
I §33 Settings I
(@ Help and feedback > £+

Figure 2-11 Microsoft Edge Settings Window

2. On the Microsoft Edge Settings menu, select Privacy, search, and services, and under Security click
the icon to the right of Manage certificates.

O €83 Settings x |+ . a
< C @ @ Edge | edge://settings/privacy ’s o

& VYour browser is managed by your organization

. Security
Settings

Manage security settings for Microsoft Edge

Q_ Search settings
Manage certificates &

Profiles Manage HTTPS/SSL certificates and settings
| [} Privacy, search, and services

e Microsoft Defénder SmartScreen ’ o Q
Help protect me from malicious sites and downloads with Microsoft Defender SmartScreen
D Sidebar
Ao . o Rlnrl natantially iinwantad annc an
Figure 2-12 Microsoft Edge Settings Menu
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3. On the Certificates dialog box, select the Trusted Root Certification Authorities tab, select the root CA
certificate with Baltimore CyberTrust Root designated as both Issued To and Issued By, and click the
Export... button. The Welcome window of the Certificate Export Wizard appears.

Certificates oo

Intended purpaose: <All= e

Other People  Intermediate Certification Authorities  Trusted Root Certification Authoritie: 4 | +

Issued To Issued By &

_ﬁJ adwin-5ZFILESERVER 1-CA-1 adwin-SZFILESERVER 1-CA-1

3awin EVER A- EVER

B Baltimore CyberTrust Root Baltimore CyberTrust Root

ol Certum Trusted Metwark CA Certum Trusted
=] Certum Trusted Network CA 2 Certum Trusted Metwork CA 2
_EJCIass 3 Public Primary Certification Autharity Class 3 Public Primary Certificatic
_EJCopyright (c) 1997 Microsoft Corp. Copyright {c) 1997 Microsoft Cor
_EJCDF‘.PCAZ—CA CORPCAZ-CA W
< >
Impaort... Export... Remove Advanced

Certificate intended purposes

Client Authentication, Code Signing, Secure Email, OCSP Signing, Server
Authentication, Time Stamping

Close

Figure 2-13 Certificates Dialog Box(Baltimore)

RO1AN6948EJ0200 Rev.2.00 Page 16 of 59
Jan.23.2024 RENESAS




RX Family TLS Implementation Example Using TSIP Driver (Azure RTOS)

4. On the Welcome window of the Certificate Export Wizard, click the Next button. Then select Base-64
encoded X.509 (.CER) as the export file format and click the Next button.

€ £* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(®)(Base-64 encoded X.509 (.CER)
(U Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

Next Cancel

Figure 2-14 Specifying the Export File Format

5. On the File to Export window, click the Browse... button, select the folder to export the file to, enter
Baltimore_CyberTrust_Root.cer for File name..., and click the Next button.

X

€ L* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:¥workspace¥Baltimore_CyberTrust_Root .cer ‘ | Browse...

Next Cancel

Figure 2-15 Specifying the Export File Name
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6. When the Completing the Certificate Export Wizard window appears, click the Finish button to export
the root CA certificate.

€ £* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:¥workspace¥Baltimore_CyberTrust_Ro(

Export Keys No

Include all certificates in the certification path No

File Format Base64 Encoded X.509 (*.cer)

< >

Cancel

Figure 2-16 Completing the Certificate Export Wizard Window

7. Export the root CA certificate of DigiCert Global Root G2 by following steps 1 to 6. When exporting,
enter the file name as DigiCertGlobalRootG2.cer.

Certificates *

Intended purpose: <All= A

Other People  Intermediate Certification Authorities  Trusted Root Certification Authoritied 4 | »

Issued To Issued By &
54 DigiCert Global Root G2 DigiCert Global Root G2
DigiCert Global R.oot G3
_HJDigiCnart High Assurance EV Root CA DigiCert High Assurance EV Root
_p,JDigiCert High Assurance EV Root CA DigiCert High Assurance EV Root
_HJDigiCnart Trusted Root G4 DigiCert Trusted Root G4
_BJDST Root CA X3 DST Root CA X3
SJEntrust Root Certification Authority Entrust Root Certification Author v
< >
Import... Export. .. Remove Advanced

Certificate intended purposes

Client Authentication, Code Signing, Secure Email, Server Authentication, Time

Stamping View
Figure 2-17 Certificates Dialog Box(DigiCert)
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(2) Placing the Newly Created Root CA Certificate in the Project Folder

Copy the root CA certificate exported as described in (1) to the ca folder in the key_crt_sig_generator
folder of the sample project (location shown in red). Do not change the file name as it will be used when
running a script, as described below.

key crt sig generator

|-= ca

| |-- Baltimore CyberTrust Root.cer
| | -— DigiCertGlobalRootG2.cer

|-— ca-sign-keypair-rsa2048

|-— client-rsa2048

| -— output

|--1 rsa2048 convertCrt.sh

| --3_showkeyValues.sh

| =—convertCrt.sh

Figure 2-18 Location of Root CA Certificate

(3) About the root CA certificate used for the sample project

Connection to Azure loT Hub or IoT Hub Device Provisioning Service (DPS) requires a root CA certificate.
Set the root CA certificate in the sample project. The sample project provides the following three files, which
can be used for registering the root CA certificate data:

e CyberTrust_Root _crt_array 1.txt
e CyberTrust_Root crt_array 2.txt
e CyberTrust_Root_crt_array 3.txt

Now you have .cer files that you prepared in (2). The following sections describe how to convert these files
into the above files and register the resulting files in the sample project as root CA certificate data. In the
following sections, you will also generate a PSS-signed file that is necessary for verifying the root CA
certificate.

In the project, you can register a maximum of three root CA certificates and PSS-signed files. Because the
certificates are automatically validated by using the information registered in them, you do not need to set the
certificate to be used.

Note: As of October 2023, Azure DPS only supports connections using Baltimore CyberTrust Root and loT
Hub only supports connections using DigiCert Global Root G2. Additionally, Azure DPS will be
migrated to DigiCert Global Root G2. Please check Microsoft's Azure support information, etc. for the
support status of root CA certificates in Azure.
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2.4.3 Generating RSA Keys and Client Certificate

Generate an RSA key pair and client certificate, and register them in the sample project. You need to use a
tool such as OpenSSL to accomplish this. When selecting a device authentication method (X.509 self-signed
certificate) to perform TLS communication, you will need to create an RSA-2048 client certificate and client
key pair (public key and private key).

(1) Generating a Key Pair and Certificate

Follow the steps below to create an RSA key pair (for the client) and a client certificate (self-signed
certificate).*"

Note: 1. Do not change the file names of the key pair and certificate as they will be used when running a
script, as described below.

1. Create a working folder for storing the newly generated key pair and certificate, then open the command
prompt and change the active folder to the working folder.

2. Run the openssl command with the options shown below to create a key pair.
openssl genpkey -out device1-private.pem.key -algorithm RSA -pkeyopt rsa_keygen_bits:2048
The key pair is created with the file name device1-private.pem.key.

BEX Command Prompt - O X

C:\workspace\keytmp>openssl genpkey -out devicel-private.pem.key -algorithm RSA -pkeyopt rsa_keygen_bits:2048
s B e A
B L

B Rany
B R mma s

C: \workspace\keytmp>_

Figure 2-19 Creating a Key pair

3. Run the following command to create a certificate signing request (CSR).
openssl req -new -key device1-private.pem.key -out device1.csr
When you run the command, you are asked to enter parameters as shown below. You only need to enter
a value of TSIP_sample_test for the item Common Name.*' For the other parameters, simply press the
Enter key without inputting anything.

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ., the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) [[:TSIP_sample_test
Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

RO1AN6948EJ0200 Rev.2.00 Page 20 of 59
Jan.23.2024 RENESAS



RX Family TLS Implementation Example Using TSIP Driver (Azure RTOS)

BE¥ Command Prompt —

C:\workspace\keytmp>openssl req -new -key devicel-private.pem.key -out devicel.csr
'You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:TSIP_sample_test
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

IA challenge password []:

[An optional company name []:

C:\workspace\keytmp>

Figure 2-20 Creating a Certificate Signing Request

Note: 1. The Common Name parameter entered here is used as the registration ID (common name) for

Azure loT Hub DPS, as described below.
4. Next, enter the following command to confirm and verify the CSR.
openssl req -text -in device1.csr -verify -noout

B Command Prompt — m]

C: \workspace\keytmp>openssl req -text -in devicel.csr -verify -noout
Certificate request self-signature verify OK
Certificate Request:
Data:

Version: 1 (©x8)

Subject: C = AU, ST = Some-State, O = Internet Widgits Pty Ltd, CN = TSIP_sample_test

Subject Public Key Info:

Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Exponent: 65537 (©x16001)
Attributes:
(none)
Requested Extensions:
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

Figure 2-21 Confirming and Verifying the CSR

5. Next, enter the following command to create a client certificate.

openssl x509 -req -days 365 -in device1.csr -signkey device1-private.pem.key -out device1-

certificate.pem.crt
A client certificate is created with the file name device1-certificate.pem.crt.

B Command Prompt — O

C:\workspace\keytmp>openssl x509 -req -days 365 -in devicel.csr -signkey devicel-private.pem.key -out devicel-cert]

ificate.pem.crt
Certificate request self-signature ok

subject=C = AU, ST = Some-State, O = Internet Widgits Pty Ltd, CN = TSIP_sample_test

C: \workspace\keytmp>

Figure 2-22 Creating a Self-Signed Certificate
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This newly generated client certificate will also be used to register on Azure loT Hub Device Provisioning
Service (DPS).

(2) Placing the Newly Created Key and Certificate in the Project Folder

Copy the key pair file device1-private.pem.key and client certificate file device1-certificate.pem.crt
created as described in (1) to the client-rsa2048 folder in the key_crt_sig_generator folder of the sample
project (location shown in red). Do not change the file names as they will be used when running a script, as
described below.

key crt sig generator

| == ca

| |-- Baltimore CyberTrust Root.cer
| | -— DigiCertGlobalRootG2.cer
|-— ca-sign-keypair-rsa2048

|-— client-rsa2048

| | -— devicel-certificate.pem.crt
| | -— devicel-private.pem.key

| -— output

|-- 1 rsa2048 convertCrt.sh

| -- 3_showkeyValues.sh

| -— convertCrt.sh

Figure 2-23 Location of Private Key and Certificate

2.4.4 Root CA Certificate Signature Generation and Certificate File Format Conversion

Create a root CA certificate and client certificate, and then register them in the sample project (source code).
Certificates used with TLS are generally provided in PEM format, but the TSIP driver used by the sample
project requires that certificates be converted from PEM format to DER format. Follow the steps described
below to convert the certificates. A script file is provided in the key_crt_sig_generator project folder to
perform the necessary conversions. Run the script file as a shell script (bash). The example below uses
Cygwin to run the script.

Before running the script, follow the steps described in sections 2.4.2 and 2.4.3 to ensure that the key and
certificate files are located in the designated folders.

(1) Converting the RSA Certificate

Run the script to convert the RSA root CA certificate and client certificate to DER format. The script
generates an RSA 2048-bit key pair for generating and verifying the root CA certificate signature and then
uses the private key from the generated key pair to generate a signature for the root CA certificate. After
conversion to DER format, each certificate is converted to the C language array format to allow it to be
registered in the source code of the sample project.

Launch Cygwin and change the active directory to the key_crt_sig_generator folder of the sample project.
Then enter the following command to run the script.

1_rsa2048_ convertCrt.sh

I8 /cygdrive/c/workspace/ & * 1 & r " mwr = _ i w/key_crt_sig_generator — l X

rt_sig_generator

$ ./1_rsa2048_convertCrt.sh
verified OK

Figure 2-24 Running the Script
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(2) Registering the Converted Files in the Project

After the script runs, the following eight files will have been created in the key_crt_sig_generator/output
folder.

e Baltimore_CyberTrust_Root_crt_array.txt
e Baltimore_CyberTrust_Root_sig_array.ixt
e DigiCertGlobalRootG2_crt_array.txt

e DigiCertGlobalRootG2_sig array.ixt

o client_rsa2048 crt_array.txt

o Baltimore_CyberTrust_Root_crt.der

o Baltimore_CyberTrust_Root_sig.sig

o client_rsa2048 crt.der

Of these, the files listed in red are used by the sample project. These files contain generated binary data in C
language uint8_t array format.

Rename the four files that are related to the root CA certificate as shown in the following table.
Table 2-3 Renaming the Root CA Certificate Files

Before the Renaming After the Renaming

Baltimore_CyberTrust_Root_crt_array.txt CyberTrust_Root_crt_array_1.txt
Baltimore_CyberTrust_Root_sig_array.txt CyberTrust_Root_sig_array_1.txt
DigiCertGlobalRootG2_crt_array.txt CyberTrust_Root_crt_array_2.txt
DigiCertGlobalRootG2_sig_array.txt CyberTrust_Root_sig_array_2.txt

Save the above four renamed files and the client_rsa2048 crt_array.txt file in the following folder in the
sample project:

sample_azure_iot_embedded_sdk/src/userdata_tsip

Overwrite the files existing in the folder with the new files.

In addition, during the above certificate generation process, the key pair and public key file for signature
verification of the root CA certificate shown below are generated in the key_crt_sig_generator /ca-sign-
keypair-rsa2048 folder.

The key pair file (rsa2048-private.pem) is also used in the process in Section 2.4.5.

1. rsa2048-private.pem(key pair file)
2. rsa2048-public.pem(public key file)
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2.4.5 Key Wrapping and Registration in the Project

Register in the sample project (source code) a key pair for verifying the signature of the generated in section
2.4.3 and 2.4 .4, root certificate and client certificate keying information. The TSIP driver does not accept
input of user keys in plaintext, so the keys must be “wrapped” to convert them to a format that will be
accepted by the TSIP driver.

As with certificates, keys used for TLS are generally provided in PEM format. For use by the TSIP driver, the
keying data must be extracted from the PEM format key file. After this, wrap it using the Renesas DLM
server (Renesas Key Wrap service) and the Security Key Management Tool.

OpenPGP encryption is required in order to exchange keying data with the Renesas DLM server. The
procedure described below uses Gpg4win (Kleopatra) for OpenPGP encryption. The following is an overview
of the procedure.

1. Use the Security Key Management Tool to create a plaintext UFPK.

2. Use Kleopatra to apply PGP encryption to the UFPK (to enable exchanges of data associated with key
wrapping).

Use the Renesas Key Wrap service to send the PGP-encrypted UFPK to Renesas.

Receive an encrypted UFPK (PGP-encrypted for transmission) from Renesas.

Use Kleopatra to decrypt the PGP encryption and obtain the encrypted UFPK (W-UFPK).

Use the Security Key Management Tool to verify the signature of the root certificate and wrap the client
certificate key pair information using the UFPK and W-UFPK.

7. Register the wrapped encrypted key files in the source code.

o0k w

Detailed steps are given below.
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2.4.51 Creating a UFPK and W-UFPK

Generate a random User Factory Programming Key (UFPK) and upload it to the DLM server to generate a
W-UFPK (a UFPK wrapped by the Renesas Key Wrapping service). The UFPK is used to wrap the public
key used for signature verification.

You can use the Security Key Management Tool to create a UFPK file*! in a format that will be accepted by
the DLM server.

Note: 1 The procedure for generating a UFPK for wrapping and an encrypted UFPK (W-UFPK) is described
in this section.
However, the keying information generated as described here is for use with the sample project and
cannot be used in an actual product. For use in mass production, etc., it is necessary to generate a
unique key. This process is covered in detail in a separate application note. This documentation is
available to customers utilizing, or considering utilizing, Renesas MCUs.
Please contact your Renesas Electronics sales office for details. https://www.renesas.com/contact/

(1) Registration on the Renesas Key Wrap Service

To perform encryption on the DLM server, it is necessary at the time of the first transaction only to perform
an OpenPGP key exchange with the Renesas DLM server. Log in on the page linked to below to perform the
initial registration.

Login screen of Key Wrap service (renesas.com)

For details, refer to the Key Wrap service FAQ linked to below.

KeyWrap Service Operation Manual.pdf (renesas.com)

Next, use OpenPGP to generate a PGP key pair. The example procedure described in this document uses
Gpg4win and Kleopatra. The steps for installing and using Gpg4win are described in section 8, Annex
[Appendix], of the Key Wrap service manual linked to above. Follow the instructions to install Gpg4win.
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(2) Creating an OpenPGP Key Pair and Performing an OpenPGP Key Exchange with the Renesas

DLM Server

You need to create a key pair in Kleopatra before you can perform an OpenPGP key exchange with the
Renesas DLM server. This procedure is necessary only for the first transaction. Launch Kleopatra and click
the New Key Pair button on the Certificates tab. When the Create OpenPGP Certificate dialog box
appears, click the Advanced Settings... button.

™ Kleopatra - ] X
File View (Certificates Tools Settings Window Help

A i = B B Q El &)
Sign/Encrypt  Decrypt/Verify Import Export Certify Lookup on Server Certificates Notepad Smartcards

Welcome to Kleopatra Gpgdwin—4.1.0

Kleopatra is a front—end for the crypto software GnuPG.

For most actions you need either a public key (certificate) or your own private key.

® The private key is needed to decrypt or sign.
® The public key can be used by others to verify your identity or encrypt to you.

You can learn more aboutgihiseammiikingsism
+ <
New Key Pair Import
™ Create OpenPGP Certificate - Kleopatra ? X

Enter a name and/or an email address to use for
the certificate.

Name

‘l'-lrll |

Email address

WE OE LSRR N |

Protect the generated key with a Eassphrase.

Advanced Settings...

Cancel

Figure 2-25 Generating a New Key Pair
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On the Advanced Settings dialog box, enter the settings shown to specify RSA and 4,096 bits, then click
the OK button. The Renesas DLM server only supports exchange of RSA keys.

€ Advanced Settings - Kleopatra ?

Technical Details

Key Material

® RSA 4,096 bits &2

+ RSA 4,096 bits &2

O DSA 2,048 bits

+ Elgamal | 2,048 bits
O ECDSA/EdDSA  ed25519

+ ECDH cv25519

Certificate Usage
Signing Certification

Encryption [ Authentication

Valid until: | 29/5/2025 e

Cancel

X

v

Figure 2-26 Advanced Settings Dialog Box

On the dialog box that appears after clicking the New Key Pair button, enter values for Name and Email
address, then click the OK button. You can also check the box next to Protect the generated key with a
passphrase to include a passphrase for additional security. If you use this setting, make sure you do not
forget the passphrase.

After the key pair has been created, the registered key pair information appears in the Kleopatra window, as
shown below. Select the newly registered key pair and click the Export button to output the OpenPGP public
key. The file name will have the extension ASC.

™ Kleopatra

File View Certificates Tools
™ B

e La

Sign/Encrypt  Decrypt/Verify

Impori

Settings  Window  Help

Export  Pertify  Lookup on Server

El El

Certificates Notepad Smartcards

[Ipearch._<Att+a>

‘ All Certificates N

3 All Certificates

Name

E-Mail

User-IDs  Val

I anm b

arda arla A By merecana

certified 6/5,'

Figure 2-27 Outputting Your Own PGP Public Key

On the Renesas Key Wrap service website, click PGP key exchange and register the newly created
OpenPGP public key. If the registration is successful, you will receive an email containing the Renesas PGP

public key.
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Product selection

- is already logged-in.

PGP key exchange| Display history

\ The RZ family users.
RZ

FAQ  Japanese(S43E) English(3EE)

Change password

N

The RX family users.
RX

\ The RE family users
' =T Y

PGP key exchange screen

=wa = =wis already logged-in. FAQ  Japanese(S3E) English(REE)

Select your PGP public key that exported format, and click on "PGP key exchange" button.

Your public key will be sent to Renesas, and the PGP public key of Renesas will be sent to your e-mail address.

T T |

Figure 2-28 PGP Public Key Exchange
(3) Registering the Renesas OpenPGP Public Key

The Renesas PGP public key is used by the DLM server to decrypt PGP encrypted keys. Register the

Renesas PGP public key you received by email in Kleopatra. To do this, click the Import button on the
Kleopatra toolbar.

™ Kieopatra

File View Certificates Window Help

= E = Q El =
Import tlport Certify Lookup on Server Certificates Notepad ~ Smartcards

All Certificates ©

™ e
B La
Sign/Encrypt  Decrypt/Verif

[Isearch. <Ak+q>
3 Al Certificates

Name E-Mail

arda arls s o rorcan

User-IDs  Val
Wam b

certified 6/5,

Figure 2-29 Importing the Renesas PGP Public Key

The Select Certificate File window appears to allow you to select the file to be imported. Select Any files (*)

as the extension, specify the keywrap-pub.key PGP public key file sent to you by Renesas, and click the
Open button.

M Select Certificate File

e v
Organize ~

= This PC

2B 3D Objects
I Desktop

= Documents
¥ Downloads
D Music

& Pictures

8 videos
£5(C) Windows

& Network

v

File game:lkemrag—gub.kex

« workspace > keytmp >

New folder

Name

|| keywrap-publkey

<

3] O Search keytmp

m @
Date modified

6/5/2023 4:57 PM

B | P

Figure 2-30 Select Certificate File Window
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When the import completes, click the OK button to close the Certificate Import Result window. If a window
for signature and encryption confirmation appears during the import process, select the previously registered

key pair.
™ Kleopatra - O
File View (Certificates Tools Settings Window Help
2 & =R Q | B
Sign/Encrypt  Decrypt/Verify Import  Export  Certify Lookup on Server Certificates Notepad Smartcards
|Search. <Alt1Q> | | All Gertificates -
3 Al Certificates Imported Certificates 0
Name E-Mail User-IDs  Val
| ikeywrap CarlmveH o T ot cibeA TaeeEl o certified 10/
—
i wl L BT BIE ST PR certified 6/5,
< >

Figure 2-31 Renesas PGP Public Key Import Status

(4) Generating a UFPK (Plaintext) File
Use the Security Key Management Tool to create a plaintext UFPK file.

Download the latest version of the Security Key Management Tool from the Downloads page at the link
shown below. After downloading the relevant .zip file, unzip it, and then run the unzipped .exe file to install

the software.
Security Key Management Tool | Renesas

After installing the Security Key Management Tool, start it, click the Overview tab, and then select RX

Family, TSIP.

ﬂ Security Key Management Tool — O X ‘

File View Help

| Ovelvwej Generate UFPK Generate KUK Wrap Key TSIP UPDATE

RENESAS

Security Key Management Tool

This tool is designed to assist in the preparation of application and Device Lifecycle Management [DLM) keys for
secure injection and update

Keys are securely injected via a User Factory Programming Key (UFPK), which must be wrapped by the Renesas
Key Wrap Service to obtain a wrapped UFPK [(W-UFPK).

Keys are securely updated via a Key-Update Key (KUK), which must be securely injected

Please refer to the specific MCU/MPU documentation for more information about supported security features.

I Select MCU/MPU and security engine : RX Family, TSIP v I

Please select the target MCU or MPU before continuing.

Figure 2-32 Selecting the MCU
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In the Security Key Management Tool app, click the Generate UFPK tab, and then select Generate random
value. In the Output file (.key): field, enter the name of the UFPK file to be output, with its full path name. In
this example, sample.key is used as the file name. After entering the path and file name as shown in the
following figure, click the Generate UFPK key file button. The UFPK file is output to the specified path.

B Security Key Management Tool - O X

File View Help

Overvie enerate KUK Wrap Key TSIP UPDATE

A User Factory Programming Key (UFPK) is used to securely inject Device Lifecycle Management (DLM) and
application keys during production programming.
The UFPK must be wrapped by the Renesas Key Wrap service and then used to prepare keys for secure injection.

~User Factory Programming Key

®) Generate random value

) Use specified value (32 hex bytes, big endian format)

J99AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

QOutput file (key) :

Chworkspace\key\sample.key Browse...

Generate UFPK key file

Figure 2-33 Generating a UFPK

(5) PGP Encrypting the UFPK

Use Kleopatra to PGP encrypt the UFPK (sample.key) created as described in (4) using the previously
created OpenPGP key pair and the Renesas PGP public key. Click the Sign/Encrypt button on the
Kleopatra toolbar and select the sample.key file. When the Sign / Encrypt Files window appears, specify
the previously created key pair for Sign as and Encrypt for me.

e Sign as: Specify you own key pair.
e Encrypt for me: Specify you own key pair.
e Encrypt for others: Specify the Renesas PGP public key.

For Output files/folder: specify the output destination folder, then click the Sign / Encrypt button. The PGP
encrypted UFPK file sample.key.pgp is created in the specified folder.
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™ Kleopatra -

File View (Certificates Tools Settings Window Help

i R 85 5 Q El

=4

Decrypt/Verify Import Export  Certify Lookup on Server Certificates Notepad Smartcards

| Search_<Alt+@> | Al Certificates

[ AllCertificates  Imported Certificates )

Name E-Mail User-IDs  Val
keywrap (LY RN R TR | Moo certified  10/7

< >
 Sign/Encrypt Files - Kleopatra ? X
Sign / Encrypt Files

Prove authenticity (sign)

Sign as: - - (certified, OpenPGP, created: 6/5/2023 ~

Encrypt

Encrypt for me:

PAridaa al wosloand ¢ v moea  (certified, OpenPGP, created: 6/5/2023)

<

Encrypt for others:

‘ m Please enter a name or email address...

[ Encrypt with password. Anyone you share the password with can read the data.

Output

Output files/folder:

|—E ‘C:/workspace/lll' Foeewp = r=r o Les g o, "0 3 /samplekey.gpg

keywrap % ms ¢ m - J. 1 mam 1 = am it et e b (certified, OpenPGP, cre‘ 2
= —

‘ o

=33

alR

[ Encrypt / Sign each file separately.

St/ Encrr|

Cancel

Figure 2-34 PGP Encrypting sample.key
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(6) Encrypting the PGP Encrypted UFPK on the DLM Server

Next, use the Renesas Key Wrap service website to upload the PGP encrypted UFPK to the DLM server and
encrypt it. On the Key Wrap service website, click the following links in the order shown: RENESAS RX —
RX65N/RX651 Encryption of customer’s data*' — Encryption service for products. When the upload

page appears, click the Reference button, specify the sample.key.pgp file created as described in (4), and
click the Settle button.

Note: 1. If you are using the RX72N Envision Kit, click RX72N Encryption of customer’s data.

Product selection

e oM I 1S already Iogged—in. FAQ Japanese(H#:E) English(3E8)

PGP key exchange] Display history Change password

The RZ family users.

N

The RX family users.

RZ

X

AW

The RE family users.

Re

\ The RA family users.
‘ RA

Renesas Synergy ™ Renesas Synergy ™ Platform users.

!

Key Wrap service screen

..l u'0 is already logged-in. FAQ Japanese(E%E) English(2:58)

| RX231 Encryption of customer’s data |

| RX65N/RX651 Encryption of customer’s data |

I RX?22W Fneruntinn nf nlictnmer’a data ]

RX65N/RX651 Processing screen

i vrdod W Ed11is already logged-in. FAQ lapanese(EIZE) English(35:8)

|

|
RX65N/RX651 Customer data selection screen

I Encryption service for products ‘
ated by you will be encrypted by “HRK-" (the embedded key of RX65N

chip) and sent to you.

Please use TSIP driver Version 1.08 or later.

‘ If you are using Version 1.07 or earlier, please contact the TSIP driver distributer.

!

RX65N/RX651 Encryption service for products

xam =l is already logged-in. FAQ  Japanese(E1%38) English(3%5%)
Use our PGP public key to encrypt Key2 that you have made as the customer key.

Specify the file for encryption by using the browse button, and click on the OK button.
Example: xxxxx.pgp, etc.

C:¥fakepath¥sample.key.gpg @

Figure 2-35 Uploading the UFPK
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The following page is displayed when the upload finishes, and encryption is performed on the Renesas DLM
server. When encryption completes, a file named sample.key_enc.key.pgp is emailed to you by Renesas.
Store this file in a folder of your choice.

RX65N/RX651 Encryption service for products

| el . elhiiis already logged-in. FAQ  Japanese(FIAEE) English(2%)

|

‘ We have accepted your request. The encrypted key data will be sent to the specified e-mail address.
Please check the e-mail.

Figure 2-36 Upload to DLM Server Complete

(7) Decrypting sample.key_enc.key.pgp using OpenPGP

Use your own OpenPGP key to decrypt the file sample.key_enc.key.pgp sent by Renesas to obtain the
encrypted UFPK (W-UFPK). In Kleopatra, click the Decrypt/Verify button and select the file
sample.key_enc.key.pgp to commence decryption. When decryption finishes and the message All
operations completed. appears in the window, click the Save All button to save the decrypted key file. The
decrypted file is output to the same folder as that containing the encrypted file sample.key_enc.key. This
completes the process of encrypting sample.key.

(™ Kleopatra — [} X
File View ols Settings Window Help
™ 2 = =] =
A i = B = Q El &
Sign/Encrypt | Decrypt/Verify Import  Export  Certify Lookup on Server Certificates Notepad Smartcards
|Search. <Alt1Q> | | Al Gertificates -
3| Al Gertificates  Imported Certificates L)
Name E-Mail User-IDs  Val
keywrap irreH oy T ot pibeA TIReED o certified 10/
#ria wl L RTRL L N R L Eh certified 6/5,
< >
 Decrypt/Verify Files - Kleopatra ? X
Qutput folder: | G:/workspace/ T4l = vum vm." 1t Fau pggkrm o .11 a

All operations completed.

sample key_enc key.pgp — sample.key_enc key: Decryption succeeded.

Note: You cannot be sure who encrypted this message as it is not signed.

Recipient: Surat k| suarald pelwwiinedr VDD T AT

| Save All I Discard

Figure 2-37 PGP Decryption of W-UFPK
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2.4.5.2 Wrapping the Keying Data

Use the sample.key and sample.key_enc.key files created as described in 2.4.5.1, Creating a UFPK and
W-UFPK, to wrap the keying data for root CA certificate signature verification and the client certificate keying
data and then convert the data for registration in the project files.

(1) Extracting Keying Data

Extract the keying data for root CA certificate signature verification and the client certificate keying data from
the PEM format key files created as described in 2.4.3, Generating RSA Keys and Client Certificate, and
2.4.4, Root CA Certificate Signature Generation and Certificate File Format Conversion. Here we use the
following two key files.

1. Public key file for root CA signature verification (PEM format)
/key_crt_sig_generator /ca-sign-keypair-rsa2048 /rsa2048-public.pem

2. Client certificate key pair file (PEM format)
/key_crt_sig_generator /client-rsa2048 /device1-private.pem.key

(2) Wrapping the Keying Data and Outputting Encrypted Key Files

Prepare the four data items listed below, created in (1) above and in 2.4.5.1. Then, enter these items in the
Security Key Management Tool to generate encrypted key files. The resulting encrypted key files will be
output as source code that can be incorporated into the project files as encrypted keying data wrapped using
the UFPK and W-UFPK.

¢ UFPK (sample.key)

o W-UFPK (sample.key_enc.key)

e Public key file for root CA certificate signature verification
o Client certificate key pair file

The following shows the procedure for generating encrypted key files.
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1. Start the Security Key Management Tool that has already been installed.

In the Security Key Management Tool app, open the Wrap Key tab. Then, open the Key Type tab, and

then select the RSA radio button and 2048 bits, public.

B Security Key Management Tool - O X |
File View Help

Overview Generate UFPK Generate KUSIP UPDATE

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

Key Type ey Data

! DLM-SSD () TDES
KUK I ®)RSA 2048 bits, public v I
(UJAES 1128 bits D secp256r1, public

() ARCA O HMAC |SHA256-HMAC

Wrapping Key

® UFPK UFPK File :

Browse..
W-UFPK File : Browse...
J KUK
)"
(®) Generate random value
(0 Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF
Output
Format: CSource ~ | File : Browse...
Key name :

Generate file

Figure 2-38 Wrapping Public Keys by Using the Security Key Management Tool
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2. Register UFPK and W-UFPK files.
In the Key Data tab, in the Wrapping Key area, select the UFPK radio button. Then, click the Browse
button for both the UFPK File and W-UFPK File fields, and then respectively specify the UFPK file
(sample.key) and W-UFPK file (sample.key_enc.key) that you created in 2.4.5.1.
In the IV area, select the Generate random value radio button. A random value is generated.

% Security Key Management Tool - O >
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

(®) File

) Raw oo

WfaEEinE Key

®) UFPK UFPK File : Chworkspace\key\sample key Browse...
W-UFPK File ; | C\workspace\key\sample.key_enc.key Browse...

KUK

v

(®) Generate random value

() Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

Output

Format: € Source ~ | File: Browse...

Key name :

Generate file

Figure 2-39 Specifying the UFPK and W-UFPK Files
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3. Generate the public key data for verifying the signature of the root CA certificate.

In the Key Data tab, select the File radio button. Then, click the Browse button, select PEM key data
(*.pem), and then select the following file as the key pair file for root CA signature verification (in PEM

format):
/key_crt_sig_generator/ca-sign-keypair-rsa2048/rsa2048-public.pem

In the Output area, select a file named encrypted_user_rsa2048_ne_key in any folder of your choice in

the File field. Similarly, in the Key name field, enter encrypted_user_rsa2048_ne_key.

Then, click the

Generate file button. The public key data for verifying the signature of the root CA certificate will be

generated.

The string encrypted_user_rsa2048_ne_key (specified in the File and Key name fields) is hard-coded

in the source code, and should therefore not be changed.

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

o)

I-.i_:- File workspace\key_crt_sig_generator\ca-sign-keypair-rsa2048\rsa2048-public.pem Brawse...l

() Raw

Wrapping Key

(®) UFPK. UFPK File : Chworkspace\key\sample key Browse...
W-UFPK File : | C\workspace\key\sample.key_enc.key Browse...

(KUK

v

®) Generate random value

(O Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

Output

Format: C Source ~ | File : Chworkspace\encrypted_user_rsa2048_ne_key.c Browse...

Key name : |encrypted_user_rsa2048 _ne_key

I Generate file I

B Key datafile * |
« v P workspace » key_crt_sig_generator » ca-sign-keypair-rsa2048 v 3]
Organize = New folder - 1 9
= pC A Name Date modified Size
# 3D Objects £ rsa2048-private.pem 10/10/2023 3:48 PM CMS (S/MIME) File
B Desktop I £ rsa2048-public pem 10/10/2023 3:48 PM MS (S/MIME) File I
# Documents
4 Downloads
D Music
&= Pictures
_l Videos
23(C)Windows ¢ 3
File pame: . I PEM key data (*.pem) vI
| Open Cancel
E Security Key Management Tool - O x ‘
File View Help

Figure 2-40 Generating Public Key Data for Verifying the Signature of the Root CA Certificate
When the “OPERATION SUCCESSFUL” message appears at the bottom of the tool window, generation is

complete.
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4. Generate the public key for the client certificate.
Before performing this step, make sure that you rename the file in the /key_crt_sig_generator /client-
rsa2048 folder as follows:
Before the change: device1-private.pem.key
After the change: device1-private.pem
Open the Key Type tab, and then make sure that the RSA radio button and 2048 bits, public are
selected in the same way as in step 1.
Open the Key Data tab again, and then select the File radio button, click the Browse button, select PEM
key data (*.pem), and then select the device1-private.pem file, which is the client certificate key pair file
(in PEM format) that you renamed.
In the Output area, select a file named encrypted_user_rsa2048_ne_key2 in any folder of your choice
in the File field. Similarly, in the Key name field, enter encrypted_user_rsa2048_ne_key2. Then, click
the Generate file button. The public key data for the client certificate will be generated.
The string encrypted_user_rsa2048_ne_key2 (specified in the File and Key name fields) is hard-coded
in the source code, and therefore should not be changed.

B | Key data file % |
« . workspace > key_crt_sig_generator 5 dient-rsa2048 v O
Organize * New folder - ' ] e
" Name Date modified

= My PC: JPN-5CG3( a odifi :

J 3D Objects | & devicet-private pem 5/26/2023 5:10 PM CMS (S/MIME) File |

I Desktop

# Documents

¥ Downloads

J* Music

&= Pictures

E Videos

24 (C) Windows v £ >
File pame: | device1-private pem W I PEM key data (*.pem) > I

Open Cancel
B Security Key Management Tool - O x ‘
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

Key Typg

(®) File Chworkspace\key_crt_sig_generator\client-rsa2048\device 1 -private pem Browse... I

i) Raw JCCDDEEFF -
DDEEFF

JEEFF

MNCCEL

<

Wrapping Key

®) UFPK UFPK File : Chworkspace\key\sample key Browse...
W-UFPK File : | Chworkspace\key\sample key_enckey Browse...
) KUK
w
®) Generate random value
(O Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF
Output

Format: C Source ¥ | File: Chworkspace\encrypted_user_rsa2048_ne_key2.c

Key name : | encrypted_user_rsa2048_ne_key2

I Generate file I

Figure 2-41 Generating the Public Key for the Client Certificate

When the “OPERATION SUCCESSFUL” message appears at the bottom of the tool window, generation is
complete.
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5. Generate the private key for the client certificate.
Open the Key Type tab, and then select the RSA radio button and 2048 bits, private.

Helx
Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE
Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update
Key Type Key Data
DLM-55D ) TDES

O KUk @) RSA | 2048 bits, private v
| __.’ AES 128 bits ECC secp256r1, public
() ARC4 (O HMAC |SHA256-HMAC
Wrapping Key
®) UFPK. UFPK File : Chworkspace\key\sample.key Browse...

W-UFPK File : | Chworkspace\key\sample key_enc key Browse...
) KUK
v

Figure 2-42 Private Key for the Client Certificate
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Open the Key Data tab again. Select the File radio button, click the Browse button, select PEM
key data (*.pem), and then select the /key_crt_sig_generator /client-rsa2048/device1-
private.pem file, which is the client certificate key pair file (in PEM format) that you renamed.

In the Output area, select a file named encrypted_user_rsa2048_nd_key in any folder of your
choice in the File field. Similarly, in the Key name field, enter encrypted_user_rsa2048_nd_key.
Then, click the Generate file button. The private key data for the client certificate will be generated.
The string encrypted_user_rsa2048_nd_key (specified in the File and Key name fields) is hard-
coded in the source code, and therefore should not be changed.

B Key data file X ‘
€T workspace » key_crt_sig_generator 3 client-rsa2048 v 5] Search client-rsa2048
Organize ~ New folder - L )
L s ifie
N My PC: JPN-5CG3( Name Date modified
B 3D Objects I £ devicel-private.pem 5/26/2023 5:10 PM CMS (S/MIME] File I
B Desktop
# Documents
¥ Downloads
J“ Music
== Pictures
i Videos
24 (C)Windows v ¢ >
File pame: | device1-private.pem v I PEM key data (*.pem) v I
I Open Cancel
B Security Key Management Tool — [m} * ‘
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

I (o) File Chworkspace\key crt_sig generator\client rt:'52048\devicel private. pem Browse... I

(_) Raw 0011223

£ 3 I€>

) Random - Output File Browse

Wrapping Key
(® UFPK UFPK File : Chworkspace\key\sample key Browse...
W-UFPK File : | C\workspace\key\sample key_enc key Browse...
KUK
v

®) Generate random value

() Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

Output

Format: C Source “ | File - Chworkspace\encrypted_user_rsa2048_nd_key.c Browse...

10000 Key name : encrypted_user_rsa2048_nd_key

I Generate file I

Figure 2-43 Wrapping Private Keys by Using the Security Key Management Tool

When the “OPERATION SUCCESSFUL” message appears at the bottom of the tool window, generation is
complete.
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6. Now you have the following six generated encrypted key files. Save these files in the
sample_azure_iot_embedded_sdk/src/userdata_tsip folder in the sample project. Overwrite the files
existing in the folder with the new files.

e encrypted_user_rsa2048 ne_key.c
e encrypted_user_rsa2048 ne_key.h
e encrypted_user_rsa2048 ne_key2.c
e encrypted_user_rsa2048_ne_key2.h
e encrypted_user_rsa2048_nd_key.c
e encrypted_user_rsa2048_nd_key.h

This completes the procedure for preparing the basic project files. Section 3 describes how to configure
settings on Microsoft Azure Portal and then register Azure-related setting values, and section 4 explains how
to build and run the project.
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3. Operations on Microsoft Azure Portal

The operations that you will need to perform on Microsoft Azure in order to run the sample project described
in this document are explained below. The sample project uses IoT Hub Device Provisioning Service (DPS)
to connect to an Azure IoT hub.

3.1 Preparations for Connection to Azure loT Hub (Azure Portal)

3.1.1 Creating an loT Hub

Perform the preparations necessary for connection to Microsoft Azure. Follow the instruction in 3.1, Azure
Preparation (3.1.1 and 3.1.2), in the application note Visualization of Sensor Data using RX65N Cloud Kit
and Azure RTOS to create an loT hub. The procedure described in this document connects to the lIoT hub
via DPS, so it is not necessary to create a device as described in 3.1.3, Create an loT Device.

3.1.2 Creating an loT Hub Device Provisioning Service (DPS) Instance
Follow the instruction on the page linked to below to create a new loT Hub Device Provisioning Service
instance.

https://learn.microsoft.com/en-us/azure/iot-dps/quick-setup-auto-provision#create-a-new-iot-hub-device-
provisioning-service-instance

After creating the new DPS instance, follow the instructions on the page linked to below to link the loT hub to
the Device Provisioning Service instance.

https://learn.microsoft.com/en-us/azure/iot-dps/quick-setup-auto-provision#link-the-iot-hub-and-your-device-
provisioning-service-instance

This completes the procedure for creating an loT hub and DPS instance.

3.1.3 Device Provisioning Using the loT Hub and DPS Instance

The steps for performing device provisioning using the newly created loT hub and Device Provisioning
Service (DPS) instance are described below.

1. On the Azure Portal home page, click All services — Internet of Things category — Azure loT Hub
Device Provisioning Services. On the list of Azure loT Hub Device Provisioning Services that is
displayed, select the DPS instance created as described in 3.1.2, Creating an IoT Hub Device
Provisioning Service (DPS) Instance.

All services

Azure loT Hub Device Provisioning Services = - X
Renesas Electronics Corporation

- Create 03 Manage view '-1__-‘ Refresh  + Export to CSV 5 Open query

Filter for any field... Subscription equals all Resource group equals all Location equals all +v Add filter
Showing 1to 1 of 1 records. | No grouping e ‘ | List view '
D Name T Type Ty Resource group T Location Ty Subscription Ty
& | I Azure 10T Hub Device Provisi.. = PEE T Japan East oT_Hub

Figure 3-1 List of DPS Instances
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2. On the menu panel of the selected DPS instance, click Manage enroliments. The Manage enroliments
page is displayed.

Home > Azure loT Hub Device Provisioning Services >

@ arura-samirardps 2 %

Azure loT Hub Device Provisioning Service (DPS)

[0 search | « — Move v [il] Delete () Refresh

& Overview
B Activity lo A\ 10T Hub and Device Provisioning Service are updating their TLS cartificates with a new Microsoft Certificate Authority (CA) chained under a new CA root — DigiCert
vie9 Global G2 Root. You will need to take action to ensure your devices can continue to connect. See here for details.

R Access control (IAM)

¢ Tags A Essentials JSON View
2 Diagnose and solve problems Resource group (move) Service endpoint
By LT ) TRt (=1 o '|'\-#'azure—devwces—pmwswoning.ne(
Settings Status Global device endpoint
Active lobal.azure-devices-provisioning.net
Quick Start 9 P 9
Location ID Scope
Shared access policies Japan East LUH EEL
4 Linked IoT hubs Subscription (move) Pricing and scale tier
loT_Hub S1
e Subscription ID Automatic failover enabled
R
Tags (edit)

N .
-% Manage allocation polic
° 9 poley Click here to add tags

2N Nabaardinn

Figure 3-2 Managing DPS Enroliments

3. On the Manage enroliments page, click Individual enrollments tab — Add individual enroliment to
display the Add enrollment page.

Home > Azure loT Hub Device Provisioning Services > « = = =11 m ]

2y Aare-epiminac=lps< | Manage enrollments » % X
Azure loT Hub Device Provisioning Service (DPS)
P Search « Enrollment groups Individual enroliments
& Overview View, add, and edit individual enrollments. Learn more
& Activity log
-+ Add individual enroliment J( Refresh
fa  Access control (IAM)
@ Tags ‘ A2 enter enrollment ID
2 Diagnose and solve problems
m Registration ID 1 Attestation Enabled Created Last u...

Settings

Quick Start

Shared access policies
& Linked loT hubs
A Certificates
@ Manage enrollments

“% Manage allocation policy

Figure 3-3 Manage enroliments Page

4. On the Add enrollment page, configure settings for the DPS instance. Enter the following items. When
no value is specified, use the default setting.
1. On the Registration + provisioning tab, configure the following settings.
e For Attestation mechanism, specify X.509 client certificates.*"
¢ Click the folder icon =1 to the right of Primary certificate file and select the client certificate file.
The client certificate file is device1-certificate.pem.crt, created as described in 2.4.3(1) 5. The file
name extension must be PEM or CER, so first copy the client certificate file to a folder of your
choice and rename it to device1-certificate.pem before selecting it. When the file has been
selected, the Common Name specified in the certificate is displayed under Primary certificate
file. After configuring settings, click the Next: loT hubs > button.
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Note: 1. If Symmetric key is selected, you will also need to specify an ID of your choice for Registration
ID and specify a symmetric key in the project.

Home » Azure loT Hub Device Provisioning Services > . wl= | Manage enrollments >

Add enrollment

Registration + provisioning loT hubs Device settings Review + create

Attestation

Attestation is the process of verifying a device's identity during registration. Devices must attest their identity using the
enrollment’s selected attestation mechanism.

Attestation mechanism *

I $.509 client certificates “ I

X.509 certificate settings

Using client X.509 certificate attestation, Device Provisioning Service verifies a device's certificate against enrollment
certificates. Enrollments may have one or two certificates. Uploaded certificates must share a commaon name.

| device1-certificate.pem I il X
Common name: TSIP_sample_test
Secondary certificate file

B X

Registration ID
Each registerad device is assigned unique registration 1D in Device Provisioning Service. The ID format will vary by attestation
mechanism.

@ The registration |0 will match the subject common name on selected certificates.

Provisioning status
You can enable or disable this enrollment from provisioning and reprovisioning devices.

Enable this enrollment

Reprovision policy
Provisioned devices may trigger requests to be reprovisioned. Reprovision policy specifies whether to reprovision the device and
how handle the device's existing state data.

Reprovision palicy

| Reprovision device and migrate current state “

Figure 3-4 Add enroliment: Registration + provisioning
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2. On the loT hubs tab, enter the name of the IoT hub to be used for device provisioning under Target

loT hubs. After configuring settings, click the Next: Device settings > button.

Home > Azure loT Hub Device Provisioning Services » N =| Manage enrollments >

Add enrollment

Registration + provisioning loT hubs Device settings Review + create

Target loT hubs

You can specify a set of linked 10T hubs where device(s) will be provisioned. If no 16T hubs are selected, devices may be
provisioned in any linked 1aT hub.

Lagat ol Lol

mmm ® - mmoE o 37ure-devices.net

Add link to laT hub

Allocation policy

Allocation policy determines which target loT hub a device is assigned when provisioned. The default allocation policy is
configured under 'Manage allocation policy.”

Allocation policy *

O Static

@ Evenly weighted distribution
O Lowest latency

O Custom (use Azure Function)

| < Previous | Mext: Device settings > |

Figure 3-5 Add enroliment: loT hubs
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3. On the Device settings tab, specify the Device ID.
It is not necessary to enter a setting for device ID because the Common Name registered in the
primary certificate file as described in 2.4.3(1) is already set as the device ID. If you wish to specify a
different device ID, enter it under Device ID. After configuring settings, click the Next: Review +
create > button.

Home > Azure loT Hub Device Provisioning Services > s s momm - n Manage enrollments >
Add enrollment

Registration + provisioning loT hubs Device settings Review + create

Device ID
You can optionally specify the name assigned to a provisioned device. If no value is specified, the device ID will match the
enrollment registration ID.

I |TS\P_sampIe_tsst ‘ I

loT Edge
loT Edge enabled devices can run Docker-compatible modules to perform additional work.

D Enable |oT Edge on provisioned device

Device tags

Device tags annotate devices with queryable properties and can be used to find or manage devices. You can specify tags to
assign when z device is provisioned. Tags must be valid JSON.

Device tags *

1 {r

‘ = Previous |I‘ Next: Review + create » ‘I

Figure 3-6 Add enrollment: Device settings

4. On the Review + create tab, check the registered settings and, if there are no problems, click the
Create button.

Home > Azure loT Hub Device Provisioning Services > "8 . ", ™" ™ Jla § Manage enrcllments >

Add enrollment
.

Registration + provisioning loT hubs ~ Device settings  Review + create

Registration + provisioning

Attestation mechanism X.509 client certificates

Registration ID TSIP_sample_test

Enrollment enabled Yes

Reprovision paolicy Reprovision device and migrate current state
IoT hubs

Allocation policy Evenly weighted distribution

Target loT hubs - = azure-devices.net

Device settings

Device ID TSIP_sample_test
loT Edge Not enabled
Initial twin

1 {

2 "tags": {},

3 "properties": {

Create < Previous

Figure 3-7 Add enroliment: Review + create
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5. When the settings have been successfully saved, the newly created DPS instance is added to the list

under Registration ID on the Individual enroliments tab.

Home > Azure loT Hub Device Provisioning Services > m mmm mmm:

==_| Manage enrollments = # -

g Service (DPS)

o AL AT T
Azure loT Hub Device Pr

¢ Enrollmentgroups  Individual enrollments
& Overview
@ Overview View, add, and edit individual enrollments, Learn mare
W Activity log N
+ Add individual enrollment () Refresh
fa Access control (JAM)
¢ Tags | £ enter enrollment ID ‘
£ Diagnose and solve problems
D Registration ID T Attestation Enabled Last ..
Settings
I ] TsiP_sample test %.500 client certificates < Yes 5/30/2023, 6., 5/30/2.. I
Quick Start

Figure 3-8 DPS Registration ID List

This registration ID is the Common Name registered on the client certificate used. (If a user-defined
device name was registered, the registered device name is used.) Make a note of the registration ID for
later use because you will need to specify it in the project source code. In addition, clicking the
registration ID displays Enrollment details, as shown below. The Enrollment details page is empty
immediately after enrollment, but the details will be displayed once the DPS instance begins to function

and completes enrollment on the loT hub.

Home » == "1 = Manage enrollments

Enrollment details

=t IR
Enroliment ID TSIP_sample_test Registration status Unassigned
Created 6/6/2023, 10:43:23 AM GMT+9 Assigned loT hub -
Last updated 6/6/2023, 10:43:23 AM GMT+9 Device ID
Last assigned

Figure 3-9 Enrollment details

This completes setting configuration on the Azure Portal.
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3.2 Microsoft Azure Communication Settings
Configure settings in the sample project source code prepared as described in section 2.

3.2.1 Azure loT Settings

Open the file src/sample_config.h in the sample_azure_iot_embedded_sdk folder of the sample project,
and configure the following settings.

(1) Parameter Settings
Define operating parameters for encryption, etc., in sample_config.h as shown below.

Table 3-1 Parameter Settings

Setting Value
Parameter Setting Value in Sample Remarks

SEL_CIPHER_SUITE 0: TLS_ECDHE_RSA WITH 0
_AES 128 CBC_SHA256 (default)
: Select cipher suite

1
SEL_DEVICE_AUTH 0: Symmetric key 1
1: X.509 self-signed certificate
2: X.509CA signed certificate (not

supported)

SEL_DPS 0: 10T hub connection 1
(no DPS connection)
1: DPS connection + loT hub

connection
SEL_TSIP_TLS_RSA_WITH | O: Not specified by client Hello 0 Setting has no
_AES_128 CBC_SHA message effect when
1: Specified by client Hello message SEL_CIPHER _
SEL_TSIP_TLS_RSA_WITH | 0: Not specified by client Hello 0 SUITE = 0.
_AES_256_CBC_SHA message
1: Specified by client Hello message
SEL_TSIP_TLS_RSA_WITH | O: Not specified by client Hello 0
_AES_128 CBC_SHA256 message
1: Specified by client Hello message
SEL _TSIP_TLS RSA WITH | 0: Not specified by client Hello 0
_AES_256_CBC_SHA256 message
1: Specified by client Hello message
SEL_TSIP_TLS ECDHE_RS | 0: Not specified by client Hello 0
A WITH_AES 128 CBC_SH message
A256 1: Specified by client Hello message
it
#include “platform.h” — i

TP PR T TP ===
#define SEL_CIPHER_SUITE ° 8:TLS_EC
#define SEL_DEVICE_AUTH 1 8:5ym

[}

#define SEL_TSIP_TLS_RSA_WITH_AES_128_CBC_SHA
#define SEL_TSIP_TLS_RSA_WITH_AES_256_CBC_SHA
#define SEL_TSIP_TLS_RSA_WITH_AES_128_CBC_SHA256
#define SEL_TSIP_TLS_RSA_WITH_AES_256_CBC_SHA256

e e

#endif /* SEL_CIPHER_SUITE *

#endif /* BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED */

Figure 3-10 Parameter Settings in sample_config.h
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(2) Azure loT Hub DPS Authentication Information
Define in sample_config.h the Azure 1oT hub DPS enrollment information created as described in 3.1.

[1] #define ENDPOINT: Service endpoint of connection target DPS

[2] #define ID_SCOPE: ID scope of connection target DPS

[3] #define REGISTRATION_ID: Registration ID of connection target DPS

[4] #define DEVICE_SYMMETRIC_KEY: Primary key of connection target DPS*!

Note: 1. The primary key only needs to be defined when Symmetric key was selected for Attestation
mechanism during DPS enroliment.

Enter values in the above macros between quote marks (" "), as shown below.

il *sample_config.h
111
112 /* Required when DPS is used.
113 - #ifndef ENDPOINT
114 #define ENDPOINT [1] I".'I-'- =" " ol s azure-devices-provisioning.net” I
115 #endif /* ENDPOINT */

117 - #ifndef ID_SCOPE
#define ID_SCOPE [2]
#tendif /* ID_SCOPE */

= #ifndef REGISTRATION_ID
// Begin Modify for TSIP

#define REGISTRATION_ID
- */#if ( SEL_DEVICE_AUTH == @ )
#define REGISTRATION_ID
- #elif ( SEL_DEVICE_AUTH == 1 )
#define REGISTRATION_ID [3] |r1sip_sample test” |
- #elif ( SEL_DEVICE_AUTH == 2 )
#define REGISTRATION_ID
#endif

/ End Modify for TSIP

#endif /* REGISTRATION_ID */
#endif /* ENABLE_DPS_SAMPLE */
* Optional SYMMETRIC KEY.

= #ifndef DEVICE_SYMMETRIC_KEY

: - — — - .
#define DEVICE_SYMMETRIC_KEY [4] I""I-'I.FI-I R TS
#tendif /* DEVICE_SYMMETRIC_KEY */

Figure 3-11 Authentication Information Settings in sample_config.h

Confirm the above authentication information on the Azure Portal. On the Azure home page, select the DPS
instance created as described in 3.1.2, then copy of setting values from the various pages shown and paste
them into the source code. [1] Service endpoint and [2] ID Scope can be displayed by selecting the DPS
instance and clicking Overview on the menu panel.

Home >

@' HAIH=RHITINAREI 2 A X
*”" Azure IoT Hub Device Provisioning Service (DPS)

\ O Search \ « — Move ~ [i] Delete () Refresh

B Activity log A\ 10T Hub and Device Provisioning Service are updating their TLS certificates with a new Microsoft Certificate Authority (CA) chained under a new CA root - DigiCert

Global G2 Root. You will need to take action to ensure your devices can continue to connect. See here for details.

R Access control (IAM)

@ Tags A Essentials JSON View
2 Diagnose and solve problems Resource group (move) Service endpoint
) T e e o [1] o R .-'gure—dewces—provwswonmﬁ.net'
Settings Status Global device endpoint
Quick start Active global.azure-devices-provisioning.net
Location 1D Scope
Shared access policies Japan East [2]
# Linked loT hubs Subscription (move) Pricing and scale tier
loT_Hub s1
A Certificates Subscription ID Automatic failover enabled
& Manage enrollments 416e6f23-8be2-4c0f-bb9b-9b765909799f Yes
-3 Manage allocation policy Tags (edit)

Click here to add tags

Figure 3-12 DPS Overview Page
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[3] Registration ID can be displayed by referring to the Registration ID list after selecting the DPS instance.

Home » Azure loT Hub Device Provisioning Services » m smm csmm "
%y Aodr .Ar ra -=.| Manage enrollments  # » - X
Azure loT Hub Device Provisioning Service (DPS)
¢ Enrolimentgroups  Individual enrollments
&
& Overview View, add, and edit individual enroliments. Learn more
& Activitylog

+ Add individual enrollment '17) Refresh  [i]
pp_ Access control (IAM)

¢ Tags | £ enter enrollment ID
/? Diagnose and solve problems

D Registration ID 1 Attestation Enabled Created Last u...
Settings

\:‘ TSIP_sample_test [3] %.509 client certificates ~ Yes 5/30/2023, 6. 5/30/2..
& Quick Start

Figure 3-13 DPS Registration ID List

[4] Primary key only needs to be defined when Symmetric key was selected for Attestation mechanism
(SEL_DEVICE_AUTH defined as 0). Copy the Primary key from the Enroliment details page for a DPS
registration ID with Attestation mechanism set to Symmetric key. This setting is not necessary when
Attestation mechanism is set to X.509 client certificates.

Home > L L L DN | Manage enrollments »

" Enrollment details

Enrollment 1D TSIP_sample_test_sym Registration status Assigned
Created 5/31/2023, 11:03:43 AM GMT+2 Assigned loThub = = w » = = .azure-devices.nst
Last updated 5/31/2023, 11:03:43 AM GMT+0 Device 1D TSIP_sample_test_sym
Last assigned 6,/1/2023, 2:26:02 PM GMT+9
Registration + provisioning loT hubs Device settings
Attestation

Attestation is the process of verifying a device's identity during registration. Devices must attest their identity using the enrcliment's
selected attestation mechanism.

Attestation mechanism *

Symmetric key

Symmetric key settings
Using symmetric key attestation, device and Device Provisioning Service share a primary and secondary key. Keys may be
automatically generated or manually entered.

Primary key *

4] |l

[orererrreeresmrerereommeee e remeeeee oo =] ® 1l b

Registration ID
Each registered device is assigned unigue registration |10 in Device Provisioning Service, The ID format will vary by attestation mechanism.

Registration ID =

| TSIP_sample_test_sym

| Provisioning status
You can enable or disable this enrollment from provisioning and reprovisioning devices.

Enable this enroliment

Figure 3-14 Enrollment details Page when Attestation Mechanism is Symmetric Key
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(3) Connection Information When Not Using DPS

If no DPS connection is used, you will need to register a device on the 10T hub. Follow the steps in 3.1.3,
Create an loT Device, in Visualization of Sensor Data using RX65N Cloud Kit and Azure RTOS to register a
device manually. In addition, you will need to configure IoT hub settings as described in step 8 of 3.2,
Software Preparation, in the above document. Configure the following IoT hub setting in the sample project.

e HOST_NAME
e DEVICE_ID
o DEVICE_SYMMETRIC_KEY (when using a symmetric key)

Also, refer to Table 3.1, Parameter Settings, and configure the SEL_DPS parameter for no DPS
connection.

thl *sample_config.h
@ /* Copyright (c) Microsoft Corporation. All rights reserved.
1
- #ifndef SAMPLE_CONFIG_H
#define SAMPLE_CONFIG_H

#ifdef _ cplusplus
6 extern "C" {
#endif

#include "platform.h”
#if ( BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED == true )

T T N el ol el ol el ol ol o

#define SEL_CIPHER_SUITE 2 // @:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (default),
=l 23 SEL_UEVICE_AUTH T BT MMEC e, T .007 ooIT oigrer to)tificate, 2:X.
B 24 #define SEL DPS -] // ©:DPS Not Connect, 1:DPS Connect I

th *sample_configh >

86 /* Required when DPS is not 1

87 f be picked from device connection string which is of format : HostName=<hostl>;Device
88 set to «

89 set to <de

98 _KEY can o <keyl>

91

s "gu;m g = = g pogazure-devices.net” |
e —

#ifndef DEVICE_ID

96 { Begin Modify for TSIP

98 #define DEVICE_ID

100 - #if ( SEL_DEVICE_AUTH == @ )

181 #define DEVICE_ID "TSIP_sample_test_sym"

182 - ==1)

183 #define DEVICE_ID "TSIP_sample_test" I

104 e =

185 #define DEVICE_ID

196 #endif

187 // End Modify for TSIP

J.BS #endif /* DEVICE_ID */

Figure 3-15 Settings when Not Using DPS

3.2.2 |IP Address Settings

When Ethernet-based communication is performed with the default settings of this sample project, DHCP is
used for network connection. If the DHCP function is disabled on the router to which the target board is
connected, configure settings as follows.

Open the file src/main.c in the sample_azure_iot_embedded_sdk folder, and add the line #define
SAMPLE_DHCP_DISABLE.

Open the file src/main.c in the sample_azure_iot_embedded_sdk folder, and enter values for IP
address, default gateway, DNS server address, and subnet mask.

If you use the CK-RX65N+RYZ014A (Cellular) board, you must specify the settings according to the SIM
card you use. The procedure for specifying these settings is described later.
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1. In the sample_azure_iot_embedded_sdk folder, activate sample_azure_iot_embedded_sdk.scfg,
and then open the Components tab.

2. In the tree view on the left of the tab, under the RTOS Library folder, click to open the ewf node.

3. On the right of the tab, for the property named The SIM operator APN, set the access point of the SIM
card you use.

4. Save the file (sample_azure_iot_embedded_sdk.scfg), and then click the Generate Code button at the
top right of the window to generate code.

15¢ sample_azure_iot_embedded_sdk.scfg e i
[
. > =
Software component configuration Genmﬁ Code [Fenerate Report
Components pxg % ©. - + & v Configure @
L Property Value
type filter text v @ Configurations
e. r sci rx il # Enable compilation of debug code 4| Enable
v (& Timers # Enable verbose logging Disable
& remt # Enable checking of function parameters /| Enable
v = Middleware # EWF logging function demo_printf
+ & Generic # EWF usage with Azure Netxduo ¥ Enable
13, r byteq | # Specify SCI channel used for communication with - 6
v [ RTOS # Specify the port of the RTS terminal Port0
v (& RTOS Kernel # Specify the pin of the RTS terminal 2
& threadx # Specify the port of the RESET terrninal Portd
v (& RTOS Object # Specify the pin of the REST terminal 5
@ azurertos_object # Changes the output format of the reset signal sent Active high
v [ RTOS libran, # The SIM PIN for the modem "0000"
| L: The SIM operator APN “globaldata.iot” I
S fiex The modem context L used 1
& netxduo < >
@ netxduo_addons | Macro definition:EWF_CONFIG_SIM_APN *
v v

Overview Board | Clocks | System | Components | Pins Interrupts

Figure 3-16 Setting the Access Point

3.2.3 Client Certificate Format Selection

By default, the RSA certificate type is enabled. ECDSA certificates are not supported by the sample project
described in this document. The relevant definition is located in
src/userdata_tsip/r_trust_certificate_data.h in the sample project folder.

Lh r_trust_certificate_data.h x
44
42 # Includes <«System Includes> , "Project Includes"

-3
ur

#include "platform.h™
® Exported global variables (to be accessed by other files)

- #if ( BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED == true )

Wor @ 0o

#include "r_tsip_rx_if.h"

(= o2 Py - oea [N o . o

|#define TSIP_CLIENT_CERTIFICATE_TYPE  R_TSIP_TLS_PUBLIC_KEV_TYPE_RSA2048 /7 rsa ]

R Y

#define TSIP_CLIENT_CERTIFICATE_TYPE R_TSIP_TLS_PUBLIC_KEY_TYPE_ECDSA_P256 // ECDSA

AT VT LT A LUt U s
o o 1 b o

o

Figure 3-17 Client Certificate Format Selection
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4. Building and Running the Project

Build the project created as described in sections 2 and 3. Before building the project, make sure to confirm
the items described in section 4.1.

4.1 Items to Confirm Before Building the Project

4.1.1 Settings for Renesas Starter Kit+ for RX65N-2MB

In the project of Renesas Starter Kit+ for RX65N-2MB, make sure that true is set for the following macro in
the sample_azure_iot_embedded_sdk/src/smc_gen/r_config/r_bsp_config.h file. This macro is used for
decision of whether to perform TSIP processing. If false is set, manually change it to true.

#define BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED

Note that the above setting is reset to false when you generate new code.

4.1.2 Setting for Code Generation During Build

In this sample project, as described above, changes may have been made to some settings in files
generated by Smart Configurator, depending on the board. Such additional settings may be lost when you
generate new code. Therefore, perform steps 1 to 3 below to prevent all the source files from being
regenerated when building or cleaning the project.

1. In e? studio’s Project Explorer view, right-click the target project and select Properties from the context
menu.

Team >

Compare With >
Replace With
M Systemn Explorer
Bl Command Prompt
Configure >
I Properties Alt+Enter I

Figure 4-1 Context Menu of Project
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2. On the Properties dialog box, select Builders from the menu panel on the left. Then select SC Code
Generation Builder and click the Edit button.

a Properties for sample_azure_iot_embedded_sdk O = ‘
type filter text Builders = v ¥
] S Configure the builders for the project:
Builders [
C/C++ Build b SC Code Generation Builder New..
C/C++ General ¥ laap CO T Bun e
Import...

Git [] [ushScanner Configuration Builder

Project Natures [sbMISRA-C In-editor Checker
Project References S
Renesas QE —
Run/Debug Settings

Security Key Management T

Down

@ Apply and Close Cancel

Figure 4-2 Properties Dialog Box of Project

3. On the Configure Builder dialog box, uncheck all the boxes and click the OK button. Then click the
Apply and Close button on the Properties dialog box.
Configuring these settings will prevent unintended code generation.*"

& Configure Builder >

Run this builder:

[] After a "Clean”
[ During manual builds

[[] During auto builds

[[] During a "Clean”

Figure 4-3 Configure Builder Dialog Box

Note: 1. If you actually want to trigger automatic code generation, click the Generate Code button in Smart
Configurator.
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4.2 Building the Project

Select Project — Build All to build the project. Note that a warning message appears at this time, but this
does not indicate a problem.

After the build finishes, connect the target board to the PC and router as shown in Figure 2.1. Then select
Run — Debug — 2 Renesas GDB Hardware Debugging to start debugging.

Also, if you connect J12 on the CK-RX65N board to a PC with a USB cable, you can monitor the operating
status using a terminal emulator program such as Tera Term. When you connect J12 to the PC, a port is
registered in Windows Device Manager. Configure the settings of the terminal emulator program using the
newly registered COM port number and connect to the target board. Configure the serial port communication
settings as follows.

Baud rate: 115,200 bps
Data bits: 8

Stop bits: 1

Parity: None

When you run the project, device registration (provisioning) on the IoT hub is performed via a DPS
connection. After registering the device on the loT hub via the DPS connection, a connection is established
to the 10T hub and a message is output via MQTT.

The sample program reports the operating status as serial output to the terminal emulator, as shown in the
example screenshot below. Check the text displayed in the terminal emulator to confirm the following.

[1] Successful connection to DPS
[2] Successful connection to 10T hub by DPS
[3] Successful connection to registered device ID

T COM4 - Tera Term VT - O X

Figure 4-4 Example Output to Terminal Emulator
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4.3 Confirming Connection to Microsoft Azure

You can confirm the connection to Microsoft Azure, and confirm that uploaded data was successfully sent to
the Azure cloud, by using Azure IoT Explorer (preview). Refer to 3.5, Communication confirmation by Azure
loT Explorer in Visualization of Sensor Data using RX65N Cloud Kit and Azure RTOS for details.

In Azure loT Explorer (preview), click < connection target loT hub > — < registration ID >, then click
Telemetry on the menu panel and click the Start button.*" If received data appears below Receiving
events..., sending and receiving of messages is working properly.

3 Azure IoT Explorer (preview)
File Edit View Window Help

Azure loT Explorer

Settings

(preview)

Home > pa == en sn = =nJd== > Devices > TSIP_sample_test > Telemetry

= ] Show system properties [i] Clearevents {} Simulate a device

@ Device identity
Telemetry Yeu can monitor telemetry that the device sends to the loT hub
[ Device twin

Consumer group ©
[ Telemetry

Specify

»C Direct method .
enqueue time

= Cloud-to-device message
& Module identities

&7 10T Plug and Play components (@ Receiving events.

i

“hody” |
“Messaze 107: 35

“Thu Jun 01 2023 17:27:22 GHT+0900 (BZZE8%)"7,

ZenaueuedT iy

proverties : | .
Tarapertyl”: Tvalued
eropertyB”: “yval usl

Figure 4-5 Confirming Reception of Telemetry Messages in Azure loT Explorer

Note: 1. When reception starts after clicking the Start button, the display changes to a Stop button as
shown in the screenshot.

4.3.1 Checking Registration Status

To confirm that a device is successfully registered on the loT hub via DPS connection, proceed as described
below.

Select the connection target DPS in Azure Portal, click Manage enrollments on the Settings menu, and
select the Individual enrollments tab to display a list of registration IDs. Click the connection target
registration ID to display the Enroliment details page for the device.

Home [l

% drd-Hrd ur=dp | Manage enrollments = x

Azure loT Hub Device Provisioning Service (DPS)

A search ‘ « Enrollment groups Individual enroliments

) Overview
@ Overview View, add, and edit individual enroliments. Learn mare

B Activity log N
+ Add individual enrollment () Refresh
A Access control (IAM)

¢ Tags ‘ D enter enroliment ID
£ Diagnose and solve problems
D Registration ID 7 Attestation Enabled Created Last u...
Settings
D X.509 client certificates “ Yeg 6/6/2023,10=...  6/6/20.
Quick start
Shared access policies D TSIP_sample_test_sym Symmetric key ~ Yes 5/31/2023, 1... 5/31/2..

Linked IoT hubs

H

A certificates

I & Manage enrollments I

BN Manage allacation policy
&> Networking

Dronartiac

Figure 4-6 List of Registration IDs
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The registration status is displayed on the Enrollment details page for the device. Here you can confirm the
loT hub to which the DPS instance is assigned and the device ID.

| Home > smm m ool | Manage enrollments >

Enrollment details

L] L I
Enrollment ID TSIP_sample_test Registration status Assigned
Created 6/6/2023, 10:43:23 AM GMT+9 Assigned loThub  pggm= g g ==, m,.azure-devices.net
Last updated 6/6/2023, 10:43:23 AM GMT+9 Device ID TSIP_sample_test
Last assigned 6/6/2023, 11:10:39 AM GMT+9
Registration + provisioning loT hubs Device settings
Attestation

Attestation is the process of verifying a device's identity during registration. Devices must attest their identity using the
enrcliment’s selected attestation mechanism.

Attestation mechanism =

X.509 client certificates

X.509 certificate settings
Using client X.509 certificate attestation, Device Provisioning Service verifies a device's certificate against enrollment
certificates. Enrallments may have one or two certificates. Uploaded certificates must share a common name.

Primary certificate

Figure 4-7 Enrollment details Page

4.3.2 Checking the Device

Confirm that the device has been added to the loT hub registered on the DPS instance as described in 4.3.1.
On the Azure Portal home page, select the loT hub registered on the DPS instance, then click Devices
under Device management on the menu panel. A list of devices is displayed, with the connected device
newly added to it.*’

Home > » mmwm =n B L
@ A= re-pdmdre bk a3 | Devices 2 x - x
IoT Hub
< View, create, delete, and update devices in your loT Hub. Learn more
S Overview : 3
oh Overview  Add Device == Editcolumns () Refresh [ Find devices using a query
& Activity log
’ ¥ enter device ID Types:All - Add filter
Ra Access control (IAM)
€ Tags
D Device ID Type Status Last st... Authentication type c2D .. Tags
& Diagnose and solve problems
SIP_sample_te: ce - cigne 9 Certifi
Events D TSIP_sample_test loT Device Enabled Self-signed X509 Certificate 0

Device management
B Devices
& 0T Edge

% Configurations + Deployments

Figure 4-8 loT Hub Device List

Note: 1. If the device has not connected even once it will not appear in the list.
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5. Appendix

5.1 Details of the Security Key Management Tool

For details of the Security Key Management Tool, refer to the applicable document (downloadable from the
following website):

https://www.renesas.com/jp/ja/software-tool/security-key-management-tool

5.2 TLS Communication Performance Using TSIP Driver

For reference, Table 5-1 lists examples of handshake times when establishing a TLS connection and
application data transfer speeds after a TLS connection is established using the Renesas Starter Kit+ for
RX65N-2MB. The MCU'’s internal timer was used to measure transfer times when uploading 4 KB of data
and downloading 1 MB of data. Five sets of transfers were performed, and the average times were
calculated. In these examples, using the TSIP driver reduced the handshake time when establishing a TLS
connection from 2.73 seconds to 0.34 seconds, boosted the upload transfer rate from 4.46 Mbps to

24.82 Mbps, and boosted the download transfer rate from 5.34 Mbps to 27.03 Mbps.

Table 5-1 Examples of TLS Communication Speeds Using TSIP Driver

Cipher Suite Block Cipher NetX Duo*! NetX Duo w/ TSIP*2
TLS RSA WITH_AES 128 CBC_SHA | 128-bit AES-CBC | Connection: Connection:
2.73 seconds 0.34 seconds

Up: 4.46 Mbps Up: 24.82 Mbps
Down: 5.34 Mbps | Down: 27.03 Mbps

Notes: System clock (ICLK): 120 MHz
TSIP operating clock (PCLKB): 60 MHz
1. NetX Duo: Software processing
2. NetX Duo: with TSIP: Using TLS APIs of TSIP driver
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6. Revision History

Description
Rev. Date Page Summary
1.00 Aug. 31, 2023 — First edition issued.
1.10 Dec. 14, 2023 1,31 Added explanation for RX72N (Envision kit) compatibility.
1,9,13 Update IDE/Azure RTOS/RDP/OpenSLL version.
5 Modification of TLS flow with TSIP diagram
14-19 Added instructions on obtaining the root CA certificate
DigiCert Global Root G2.
20 Added instructions for setting the root CA certificate to be
used.
24 Add DigiCert files to list.
24,35 Added explanation of key data used for wrapping generated
by script.
2.00 Jan. 23, 2024 1 Added the “Important Notice” section.
1,2,8 Added descriptions with addition of target boards.
Added a description of support for CK-RX65N+RYZ014A
(Cellular), Renesas Starter Kit+ for RX65N-2MB, and CK-
RX65N Cellular. (This document basically provides
information about CK-RX65N.)
2,9 Updated the version of IDE/Azure RTOS/RDP.
2,579, Changed the key generation tool to the Security Key
24,25,29, Management Tool.
30,34-41
7,24,25, Modified terms of the key generation tool with the adoption of
29,30, the Security Key Management Tool.
32-34
10 Deleted the “tool” folder from the project folder because the
distribution method was changed with the change of the key
generation tool.
19 Eliminated the need for setting or selecting the root CA
certificate because all existing certificates are now verified.
19 Added a description of the default files provided in the sample
project so that root CA certificates can be registered.
22 Added “DigiCertGlobalRootG2.cer” in the “ca” folder.
23 Added a procedure for changing the file name of the root CA
certificate in DER format.
23,41,52 Edited paths because the folder that stores configuration files
was changed to “userdata_tsip”.
29,30, Added a description of how to use the Security Key
34-40 Management Tool.
51,52 Added a description of the procedure for setting the access
point when using the CK-RX65N+RYZ014A (Cellular) board.
53 Deleted the NetXDuo Addons settings from the
“nx_secure_port.h” file because they are now included in a
patch file.
53 Added a procedure for checking the macro settings when
using the Renesas Starter Kit+ for the RX65N-2MB board.
58 Changed a sentence so that the user is informed of the
documents that provide detailed information about how to use
the Security Key Management Tool.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vin (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between ViL (Max.) and Vi (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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