ENESAS Application Note

RX23W Group

Firmware update over the air sample program

Introduction

This application note describes a sample program that implemented OTA (Over The Air) firmware update
using the Bluetooth® Low Energy wireless communication that operates on the RX23W Group.

Target Device
RX23W Group

Related Documents

RX23W Group Target Board for RX23W Quick Start Guide(R20QS0014)

RX23W Group User’'s Manual: Hardware (R0O1UH0823)

RX23W Group Bluetooth Low Energy Protocol Stack Basic Package User's Manual(RO1UW0205)
RX23W Group BLE Module Firmware Integration Technology Application Note(RO1AN4860)
RX23W Group Bluetooth Low Energy Profile Developer's Guide Application Note(R0O1AN4553)
RX23W Group Bluetooth Low Energy Application Developer's Guide(RO1AN5504)

RX23W Group Sample Program for Highspeed Communication (RO1AN5437)

The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc. and any use of
such marks by Renesas Electronics Corporation is under license. Other trademarks and registered
trademarks are the property of their respective owners.
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Firmware update over the air sample program

1. Introduction

The OTA firmware update sample program can update the firmware of RX23W with one of the following
configurations using the Bluetooth Low Energy wireless communication. Refer to “2 Run the sample

program” for more detalils.

® Transfer firmware from Android smartphone to RX23W to be updated

® Transfer firmware from iOS smartphone to RX23W to be updated
® Transfer firmware from RX23W with Windows PC to RX23W to be updated

The RX23W firmware can be updated in any of the following programs. Refer to “3 OTA firmware update
feature” for more information on the OTA firmware update feature.

® User application only

® Both user application and Bluetooth Low Energy protocol stack

Refer to “4 Create an OTA update project” for how to create firmware for the RX23W that supports OTA

firmware updates.

1.1 Package structure

Table 1.1 shows the package configuration of the OTA firmware sample program.

Table 1.1 Package structure of OTA firmware sample program

r01an5910xx0111-rx23w-otafwup
| ble_sample_tbrx23w_ota_client.zip
| ble_sample_tbrx23w_ota_server.zip
| r01an5910ej0110-rx23w-otafwup.pdf
| r01an5910jj0110-rx23w-otafwup.pdf
|
F—Android
\ FWU_Client.apk
\ FWU_Client.zip

\

—ios

\ FWU_Client.zip
\

—ProjectSetting

| | section.esi

|
—service
F—json
Renesas_OTA_Reset_Service_Client.json
Renesas_OTA_Reset_Service_Server.json
Renesas_OTA_Service_Client.json
Renesas_OTA_Service_Server.json

|

|

|

|

|

—service api
r_ble_otac.c
r_ble_otac.h
r_ble_ota_resetc.c
r_ble_ota_resetc.h
r_ble_ota_resets.c
r_ble_ota_resets.h

—PythonApplication

OTA Client sample project
OTA Server sample project
Application note (English)
Application note (Japanese)

FWU_Client application package file
FWU_Client project file

Project file for iOS version FWU_Client

OTA Server section information export file

QE for BLE Renesas OTA Reset Service file for client
QE for BLE Renesas OTA Reset Service file for server
QE for BLE Renesas OTA Service file for client

QE for BLE Renesas OTA Service file for server

QE for BLE Renesas OTA Service client service API

QE for BLE Renesas OTA Reset Service client service API

QE for BLE Renesas OTA Reset Service server service API

RO1AN5910EJ0111 Rev.1.11
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—r_ble_ota
| r_ble_ota_config.h
|
—downloader
| r_ble_ota_dl_cmt_driver.c

BinaryFileReader.py Binary read script
CommandExecuter.py Script to process commands
ClientDeviceCommunication.py OTA Client packet analysis script
FirmwarelnfoReader.py Firmware information read script
main.py Python Application main script
port.json Comport configuration file
SerialCommunication.py Serial communication script
Userlinterface.py Input/Output script

—Difference

| F—ota_sample_Version1.11_src_diff Source code difference of sample firmware v1.11 for update

| | }—r_ble ota

[ ] | r_ble_ota_config.h

| | L—smc_gen

[ ] —Config_BLE_PROFILE

[ app_main.c

[ ] gatt_db.c

[ ] gatt_db.h

| ] r_ble_bas.c

[ ] r_ble_bas.h

]

| —ota_sample_Version1.12_src_diff Source code difference of sample firmware v1.12 for update

|

|

|

|

|

|

F—FwWU Client Firmware file for OTA update

—ota_sample_Version1.10

| firmware.bin

| firmware_information.json

|

—ota_sample_Version1.11

| firmware.bin

| firmware_information.json

|

—ota_sample_Version1.12
firmware.bin
firmware_information.json

\
\
\
\
\
\
\
\
\
—SampleFirmware
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\

—mot
ble_sample_tbrx23w_ota_client.mot ROM file of OTA client sample program
ble_sample_tbrx23w_ota_server.mot ROM file of OTA server sample program
—Tool
CompareFirmware.py Firmware comparison script
RO1AN5910EJO0111 Rev.1.11 Page 6 of 104
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2. Run the sample program

This chapter describes the procedure for executing the OTA firmware update sample program. In this
sample, the program for RX23W (OTA Server) that is updated by the firmware update by OTA and the Client
program (FWU_Client) that updates it are provided. FWU_Client is available in three versions: Android
version, iOS version, and Python version that uses a PC and another Target Board. Firmware update can be
executed with one of the following configurations.

® Transfer firmware from Android smartphone to RX23W to be updated
® Transfer firmware from iOS smartphone to RX23W to be updated
® Transfer firmware from RX23W with Windows PC to RX23W to be updated

In this sample, a firmware file (firmware.bin) and a JSON-formatted firmware update information file
(firmware_information.json) are used as the update firmware. These files are stored in the [Project Name]
_Version [Application Version] folder. The configuration of the update firmware folder (project name:
ota_sample, application version: 1.10) is shown below.

FWU Client
—ota_sample_Version1.10
| firmware.bin

| firmware_information.json

Figure 2.1 Structure of update firmware folder

The following three firmware are included as sample OTA firmware updates.

Table 2.1 OTA firmware sample

Firmware Description

ota_sample_Version1.10 This is the firmware to be updated.

The application has an LED Switch Service (LSS) *.
ota_sample_Versionl.11 Firmware for updating user applications.

Add the Battery Information Service to the GATT database.
ota_sample_Version1.12 Firmware that updates the Bluetooth LE communication part.
Adds the feature to blink the LED on the target board while
downloading the firmware.

*LED Switch Service is a demo service included in the BLE FIT Module.

In the execution of this sample program, the update procedure for the user application only is shown. It is
possible to update application and Bluetooth LE communication part by the same procedure.

By executing this sample program, version 1.10 will be updated to Version 1.11. Battery Information Service
(BAS) is added to the GATT Database.

2.1 Operation environment
The environment required for the operation of the OTA firmware update sample program is shown.

RO1AN5910EJ0111 Rev.1.11 Page 7 of 104
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Table 2.2 Operating environment of sample program

Environment Conditions
RX23W evaluation board Target Board for RX23W 2 units (*1)
Compiler C/C++ Compiler for RX Family V2.08.01
Integrated development Renesas e? studio 2021-07
environment
Host PC Windows 10
Script interpreter Python 3.7.3
Smartphone Android 8.0.0 or later
i0S14.0 UL &
Smartphone development Android Studio 4.1.1
environment Xcode 12.5.1
*1: 2 units when transferring firmware from the RX23W OTA Client, 1 unit when transferring firmware from a
smartphone
RO1AN5910EJ0111 Rev.1.11 Page 8 of 104
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2.2 OTA Server setup
This section shows how to set up OTA Server to run this sample. Write the Version 1.10 firmware to the
Target Board for RX23W using the Renesas Flash Programmer.

2.2.1 Write Firmware to Target Board for RX23W

Write the firmware file "ble_sample_tbrx23w_ota_server.mot" containing LSS to Target Board for RX23W.
Use the Renesas Flash Programmer (RFP) to write the firmware to the RX23W.

When writing the firmware, switch ESW1-2 on the Target Board for RX23W to ON and connect the ECN of
the micro-B connector to the PC as shown below.

Figure 2.2 Target Board in Debugging Mode

Launch the RFP and select "File">"Create New Project ..." from the menu.

£ Renesas Flash Programmer V3,

File | Device Information  Hel

| Mew Project.. Ic

Open Project...

Save Project

Figure 2.3 Create RFP new project

RO1AN5910EJ0111 Rev.1.11 Page 9 of 104
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In the Create New Project dialog, set the following and click the "Connect" button.
® Microcontroller: RX200

Project name Any name

Location: Any location
Communication tool: E2 emulator Lite
Communication interface: FINE

Power: Do not supply

¢ Create New Project — X

Project Information

Microcontroller: Ra00 V
Project Name: |tbrx23w |
Praject Falder: |C:¥ Uzers¥uzername¥Documents¥ Renesas Flal Browse..

Communication

Tool: | E2 emulator Lite  « Interface: |FINE ~

Tool Detailz.. Mum: AutoSelect Power: Mone

Connect Cancel|

Figure 2.4 Create new project

Since the server device sample (ble_sample_tbrx23w_ota_server) uses a data flash, it is necessary to delete
the information written to the data flash to prevent malfunction. The following screen capture shows to delete
all data flash and code flash in RFP.

s Renesas Flash Programmer V3,06.02 (Free-of-charge Edition) -
File  Device Information  Help

Operation Operation Settingz  Block Settings  Flash Options  Connect Settings  Unique Code

Cammand Erase Optiohz
Erase Erase All Blocks -
Frogram Program & “erify Cptions
Werify Erase Before Program
[] Proeram Flash Options Werify by reading the device
[] Werify Flash Options

[ Checksum Checksum Type

32bit additive method

Fill with 0=FF
[] CGode Flash / User Boot Error Settings
[] Data Flash Enable address check of program file

Figure 2.5 Settings for delete all data flash and code flash(Operation settings tab)

RO1AN5910EJO111 Rev.1.11
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£ Renesas Flash Programmer ¥2.06.02 (Free-of-charge Editicn) - ped
File  Device Information  Help

Operation  Operation Settings  Block Settings  Flagh Options  Connect Settings  Unique Code

Region Start End Size  FEraze PV A
Code Flazh 1 MFFFE0000 0=FFFFFFFF  H12 K
Diata Flash 1 (00100000 0=00101FFF 8K

Figure 2.6 Settings for delete all data flash and code flash(Block Settings tab)

Go to the Operation tab, select the mot file and press the “Start” button to write the firmware.

s Renesas Flash Programmer V3.06.02 (Free-of-charge Edition) - it
File  Device Informaticn  Help
Operation  Operation Settings  Block Settings  Flash Options  Gonnect Settines  Unique Gode

Project Infarmation

Current Project: thrx2 8w rpj
Microcontroller: Rx200 Series Endian: | Little ~

Program File

C¥ble_zample_tbrx23w_ota_server mot || Browse.. |

GRG-32: BOETCABS

Flash Operation
Eraze >> Program >> Werify

Start

Figure 2.7 Write firmware screen

RO1AN5910EJ0111 Rev.1.11 Page 11 of 104
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Finally, connect your PC to CN5 connector with a micro B type USB cable and change emulator switch (2 of
ESW1) to OFF as shown in Figure 2.8.

DlanRIBo! o O

“OIL._ == |O)|r3
Figure 2.8 Target Board in Running Mode

If you connect to the OTA Server program using the GATTBrowser of the smartphone application, you can
confirm that the LED Switch Service is running as shown below.

8o

&  Services DISCONNECT

Yl'ﬂf

feachb7a-db63-4cal-8ae2-1611c8269165
¥

$8831926-5605-4267-2b01-b4%68eSefcel
S 157-5 s ab01-b40ESabes

Figure 2.9 Connection with GATTBrowser

The smartphone application GATTBrowser is available on Google Play.

https://play.google.com/store/apps/details?id=com.renesas.ble.gattbrowser

For details on GATTBrowser, refer to the application note below.

https://www.renesas.com/document/apn/gattbrowser-android-smartphone-application-instruction-manual

RO1AN5910EJ0111 Rev.1.11 Page 12 of 104
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2.3 Update by FWU_Client for Android

2.3.1 Installation of application

Install FWU Client on your smartphone. For Android devices, transfer the application package file
"FWU_Client.apk" to your smartphone and install it.

2.3.2 Firmware file transfer

Transfer the ota_sample_Version1.11 folder to your smartphone as shown in Figure 2.10. Create a “FWU
Client” folder in the internal storage of your smartphone, and copy ota_sample_Version1.11 in the "FWU
Client" folder of this sample package.

Internal Storage:\FWU Client
—ota_sample_Version1.11
| firmware.bin
| firmware_information.json

Figure 2.10 File structure of smartphone application

FWU_Client gets a folder that matches the project name (set by BLE_ OTA_PROJECT_NAME) of the
connected OTA Server. FWU_Client selects the latest version information and executes the update. If you
transfer ota_sample_Version1.12, FWU_Client update both application parts and Bluetooth LE
communication parts.

RO1AN5910EJ0111 Rev.1.11 Page 13 of 104
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2.3.3 Firmware update procedure
2.3.3.1 Operation procedure of smartphone application

When you start FWU_Client, the device search screen will be displayed.
L] © ® G [)92% MM 2:41PM

FWU Client N stop

Available Devices

FWU-DEV

DF3C31:¢

Figure 2.11 Device search screen
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Tap OTA Server (device name: FWU-DEV) to connect*. After establishing the connection, the firmware
information of the connected OTA Server is displayed on the device information screen. Updatable sections
and versions are displayed at the bottom of the screen.

* |f the key information held by the smartphone and the OTA Server key are different, you may not be able to
connect. If the connection fails, delete the OTA Server key information held on the smartphone device and

try again.

% (4 [ 93% M) 2:35PM

FWU Client DISCONNECT

INFO

Swipe down to fetch version information

Device name FWU-DEV

Device address DF:3C:31:5D:08:D9

Connection state Connected
Application version 1.10
Downloader version 1.10
Relocator version 1.00
BLE protocol stack 2.20

version

FWU Client version 1.1.4

Updates
Application version 1.11 available

Figure 2.12 Device information screen
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Swipe the screen to move to the Application update screen. On the update screen, the firmware information
of the device to be updated and the firmware information that can be updated are displayed. If the section is
updatable, the update button will turn blue, but if there is no firmware to update, the update button will be
disabled. When updating application parts and the Bluetooth LE communication part, open the PROTOCOL
STACK tab.

MmO £ Gy [ 100% M8 3:23 PM

FWU Client DISCONNECT

APPLICATION

Swipe down to fetch version information

Current version 1.10

Available version 1.11

APPLICATION UPDATE

Figure 2.13 Application update screen
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Tap the APPLICATION UPDATE button to start the update. The progress is displayed on the progress bar.
Details being updated are displayed on the LOGS tab.

Depending on the communication environment, it takes about 2 to 5 minutes to update the application

section.

.. £ @ [ 93% M 2:36 PM

FWU Client

APPLICATION

Swipe down to fetch version information

Current version 1.10

Available version 1.11

Transferring firmware

Figure 2.14 Update screen being updated
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If the update is successful, OTA Server to be updated will be restarted. The FWU Client returns to the device
search screen. If a problem occurs during the update, the cause will pop up and the device search screen

will be displayed.

n L3 92% M) 2:37 PM

Device Rebooting!

\ Reconnect in 9 seconds to
check FW upgrade status

Figure 2.15 Screen when update is completed
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2.3.3.2 How to check the update

Connect to OTA Server on the device search screen and check the OTA Server firmware version information
on the device information screen.

. 3 C [ 92% M) 2:38 PM

FWU Client DISCONNECT

INFO

Swipe down to fetch version information

Device name FWU-DEV

Device address DF:3C:31:5D:08:D9
Connection state Connected
Application version 1.11

Downloader version 1.10

Relocator version 1.00

BLE protocol stack 2.20
version

FWU Client version 1.1.4

Figure 2.16 Confirmation of update completion
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Connect OTA Server from the GATTBrowser and confirm that the Battery Information service has been
added.

o % (G [ 92% M 2:38 PM
¢  Services DISCONNECT
FWU-DEV

DF:3C:31:5D:08:D9 Youl
Status: CONNECTED -39
BONDED

Service Changed
Properties: Indicate

feacbb7a-db63-4ca1-8ae2-f611c8269f65
7753002f-34e9-4a65-904e-5636fbfcec23
Properties: Write

1b7eea33-19bf-44e0-ba37-3fa621bbb0d7
Properties: Read

aaa509c¢9-7a50-458¢-99dd-dc33e2¢2d90c
Properties: Read

58831926-5f05-4267-ab01-b4968e8efcel
58837f57-5f05-4267-ab01-b4968e8efcel
Properties: Notify

5883c32f-5f05-4267-ab01-b4968e8efcel
Properties: Read Write

Battery Service

Battery Level
Properties: Read Notify

RENESAS

Figure 2.17 Confirmation of adding Battery Information Service

2.3.4 Confirmed device
The Android devices that have been confirmed to work are as follows.

Table 2.3 Confirmed device

Product manufacturer Device name Android Version
ASUS ZenFoneb 8.0.0
ASUS ZenFone4 8.0.0
SHARP SH-M05 8.0.0
RO1AN5910EJ0111 Rev.1.11 Page 20 of 104
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2.4 Update by FWU_Client for iOS
To install FWU_Client, you need to enroll in the Apple Developer Program. Go to Apple's official website

(https://developer.apple.com).
2.4.1

Installation of application

Open the FWU_Client project (FWU_Client.xcodeproj) in Xcode.

Set the Team and Bundle identifiers for your environment from the Signing & capabilities tab of your project.
Connect your iOS device and select iOS Device from the project scheme. Press the Build button to launch

the application.

@ Xcode File FEdit View Find Navigate Editor

> 7 bluetooth
> data

> = profile

> T utils

> constant

>~ model
> © BluetoathDeviceControl
- AppDelegate.swift
. SceneDelegate swift
~ ScanViewController.swift
Main_storyboard
5 Assets.xcassets
LaunchScreen.storyboard
= Info.plist
= BLEDevice.swift
? . Products

> L Frameworks

K I_Client
I Build button s
T ClentRelease.entie. PROJECT

B FWU_Client

TARGETS

+ (Eriter O + -

180w =13

Product Debug Source Control  Window  Help

Scheme

enersl  Signing & Capsbiities  ResourceTags  Info  BuidSettings  Buid Phasss  Build Rules
+ Capabilty | All Release
Signing

Automatically manage signing

FWU_Client

@
O"g B8« 7 @080 0 ¢

Figure 2.18 Project Setting Screen in Xcode

2.4.2 Firmware file transfer

There are two ways to transfer the update firmware to your iOS device:

® Transfer from Finder or iTunes.

® Transfer from iCloud

Firmware stored in FWU_CLIENT can be checked from the iOS "Files" app.

RO1AN5910EJ0111 Rev.1.11
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No SIM = 18:57 -
<{ FWU_Client  FWU Client (@)
Q Search

ota_sample_Version1.12

18:57 - 2 items

ota_sample_Version1.10

18:57 - 2 items

ota_sample_Versionl.11

2021/08/21 - 2 items

3 items, 52.89 GB available

a -—

Recents Browse

Figure 2.19 Confirmation of update file by "Files" app

2.4.2.1 Transfer from Finder or iTunes

Connect the PC and iOS device wired. Drag and drop and forward the “FWU Client” folder to the
FWU_Client app area of the Finder or iTunes Files tab. The “FWU Client” folder contains the folder that
contains firmware.bin and firmware_information.json, which is the update firmware

® Finder File Edit View Go Window Help

AirDrop l _hone Manage Storage...
iPhone 8 - 57.33 GB (54,39 GB Available) - 73% @D+
Recents ==

Applications General Music Movies TV Shows Podcasts Audiobooks Books Photos | Files Info
Deskto
Name size Date Modified

P
Documents
Downloads

Sep 13, 202117:21
iCloud Drive
BLEZF(@R-- (X ) BackfForward Firmware
Favorites

ILA @ AirDrop f ]
- j * © Recents L ﬁl
=7 = A Applications

= Desktop
(3 Documents

@ Downloads

iCloud
& iCloud Drive

Locations

O BLESFER- =

Tags
® 7Lt

180" =80 @8- 0a0@ 0

Figure 2.20 Transfer of update firmware using Finder.
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2.4.2.2 Transfer from iCloud

Access the iCloud of Apple ID registered on the iOS device. Upload the FWU Client folder to any directory on
iCloud.

® Finder File Edit View Go Window Help

Back/Forward  iCloud Drive View Group By Share Edit Tags  Action Search

@ Airdrop
@ Recents .

A Applications

Shortcuts
= Desktop —
[ Documents

@® Downloads

—

FWU Client

iCloud
& iCloud Drive

@& Network

Tags
® JLA

FWU Client

’. Applications
Desktop
Documents

Downloads
loud
iCloud Drive

Network

g1

B0 =SB0 e @8- "c@OBAC

Figure 2.21 Transfer file to iCloud

From the "Files" app of the iOS device, access iCloud and check the file for update. Tap the download button
and store it on the device.

No SIM & 18:14 -
< Back ota_sample_Versiom. @
Q Search
firmware.bin .
10:27 - 524 KB
= firmware_information.json
= 10:27-1k8

2 items, 4.89 GB available on iCloud

o -

Recents Browse

Figure 2.22 Download File from iCloud to Device
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Launch FWU_Client. Tap iCloud Update from the + button and select the transferred firmware folder for

transferred.
FWUClient -, Scan D

Cancel E$ Done
Unknown De\  Filter
e = Access will be granted to
Version Information "ota_sample_Version1.11" on iCloud Drive.
Unknown De\

2F3B682B-B954- Setings % iCloud Drive
Unknown De

8A7058F5-E8D8] Cloud Update FWU Client

Unknown Device ota_sample_Version1.10

TA75ABF4-9CC9-150A-E683-6E4F4A4AA3SF

Unknown Device ota_sample_Version1.11

869BEF2C-0EAE-1CF0-71F5-79BE0662EFF4 i
ota_sample_Version1.12

Unknown Device
4544DC2C-90B5-A999-9B97-16E208C82008 @ Shortcuts

Unknown Device D On My iPhone
6C523B3B-E7E7-B654-DD43-AFC6C34A3E15

Unknown Device
727730DB-C4C8-3D8F-6B5F-9FCI5F746B1E

Unknown Device
01A74D9C-D627-4975-6A15-DB2EDF94BD16

Unknown Device
1AB2E957-A766-292E-0D3A-F5E92DDIF6A7

LInknown Nevice

Figure 2.23 Copy from iCloud to FWU_Client area

The selected firmware folder is copied to the FWU_Client app area. This operation can be performed after
the connection device information screen. Please see Section 2.3.

2.4.3 Firmware update procedure

The way to perform the update is the same as the Android version. The update time of the application part by
the iOS version FWU_Client is about 30 seconds. This version of OTA Server performs Indication of Service
Changed Characteristic after connection to delete the I0S GATT Database cache. Because the iOS version
GATTBrowser should disconnect when receiving the service changed characteristic indication, use the
Android version GATTBrowser to check the update.

2.4.4 Confirmed device
Table 2.4 Operation confirmation device

Device name iOS Version
iPhone 8 14.7.1
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2.5 Update by FWU_Client for Python

Python version FWU_Client uses the PC and Target Board for RX23W to provide OTA Server firmware
updates. This section provides setup and update instructions for the following programs included in this

sample package:
® Python Application Program (Python Application)
® OTA Client program (ble_sample_tbrx23w_ota_client)

Python Application
(Windows PC)

Command Line Interface Python Application
(UART) PythonApplication.exe

Bluetooth Low Energy

OTA Server OTA Client
(ble_sample_tbrx23w_ota_server) <:"> (ble_sample_tbrx23w_ota_client)
48

< ZbogaasesRsREg.

< Zbogaases RRsEE: g 2 z
arget Board for RX23W

arget Board for RX23W

Figure 2.24 Communication Architecture using a PC and another Target board for RX23W

2.5.1 OTA Client RX23W setup

For the setup procedure of the peer RX23W, refer to the procedure described in “2.2 OTA Server setup” and
write the OTA Client firmware file "ble_sample_tbrx23w_ota_client.mot". OTA Client receives update

firmware from Python Application running on a PC.

2.5.2 Python Application setup
Perform Python Application requires a pySerial module. Install using pip etc.

Edit "port.json” in the Python Application folder and set the port number of the OTA Client device.

7| portjson - ATEE -
TrR) E\EE S0 FZFV ALTH

“oort”: " EGHIET
“haudrate : 115200

2iT. 135

O

bes

Figure 2.25 Port number setting in port.json
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2.5.3 Firmware update procedure

Launch "main.py". Execute the commands shown in the red frame in order. Enter the BD address of the OTA
Server to be used in the blue frame "df:3c:31:5d:08:d9 1" of the conn command. It will be displayed on the
“BD ADDRESS” and “BD Address Type” after scanning.

of ma i h.

Figure 2.26 Python Application execution screen
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2.5.3.1 How to confirm the completion of the update

Run the conn command again and connect to the OTA Server. Make sure that Application Version has been
updated.

ication Activate

ROBESE e S e
oeriarrort Closing. ..

Figure 2.27 Confirmation of Update Completed
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Connect from GATTBrowser and check the addition of Battery Service

< Services DISCONNECT

m £ G [ 92% MM 2:38 PM

FWU-DEV
DF:3C:31:5D:08:D9
Status: CONNECTED
BONDED

Yaul
-39

Service Changed
Properties: Indicate

feacbb7a-db63-4ca1-8ae2-f611¢8269f65
7753002f-34e9-4a65-904e-5636fbfcec23
Properties: Write
1b7eea33-19bf-44e0-ba37-3fa621bbb0d7
Properties: Read
aaa509c¢9-7a50-458¢-99dd-dc33e2¢2d90c
Properties: Read

58831926-5f05-4267-ab01-b4968e8efcel
58837f57-5f05-4267-ab01-b4968e8efcel
Properties: Notify

5883c¢32f-5f05-4267-ab01-b4968e8efcel
Properties: Read Write

Battery Service

Battery Level
Properties: Read Notify

RLRENESAS

Figure 2.28 Confirmation of adding Battery Information Service
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3. OTA firmware update feature

This chapter details the OTA firmware update function of OTA Server provided by the sample program. This
sample realizes firmware update by OTA using three independent programs and a boot loader. The BLE
Protocol Stack is shared by the user application and the firmware receiver (downloader).

BLE Protocol Stack

Relocator
Program

Downloader
Program

Bootloader

Figure 3.1 Software overview of OTA firmware update feature

® User application
The user application is a Bluetooth LE application during normal operation.

® Downloader
The downloader uses the BLE protocol stack to receive the update firmware from the OTA Client. The
downloader holds the received firmware in the code flash.

® Relocator
The relocator writes to the correct area for executing the firmware received by the downloader.

® Bootloader
The bootloader reads the flag information of the boot program written to the data flash and executes the

program.
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The OTA firmware update feature of this sample has two update modes: application-only update and
Bluetooth LE communication section and application update. The following is a simplified diagram of the

firmware update by OTA.

Code Flash

Application

BLE protocol stack
and Downloader

Relocator and
Bootloader

Code Flash

Application

Receive and rewrite

BLE protocol stack
and Downloader

Relocator and
Bootloader

Figure 3.2 Update only the application section

New
BLE protocol stack
and Downloader

BLE protocol stack
and Downloader

Receive and rewrite

Rewrite

Relocator and
Bootloader

New
Application

BLE protocol stack
and Downloader

Relocator and
Bootloader

New
BLE protocol stack
and Downloader

Relocator and
Bootloader

New
Application

Receive and rewrite

New
BLE protocol stack
and Downloader

Figure 3.3 BLE protocol stack section and application section update

Relocator and
Bootloader

The BLE protocol stack section can be updated by sharing the application section as a temporary section
when updating the BLE protocol stack.
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The following are three programs transition diagrams for updating the firmware by OTA sever. The user
application starts updating from the OTA client using the Renesas OTA Reset Service on GATT. The
downloader uses the Renesas OTA Service to receive the firmware for updates from the OTA client. The
downloader launches the relocator and relocates the firmware to the correct section on the code flash. After
that, in the case of updating only the application, start the user application. In the case of updating the BLE
protocol stack, launch the downloader again and receive the application section.

Rewriting completed
(Updated Downloader section)

o Relocator
User Applicaition |:|I> ::> Program

Update start Completion of receiving
updated firmware

Downloader
Program

Rewrite completed (Updated Application section)

Figure 3.4 Activate programs transition diagram during firmware update
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3.1 System structure
Shows the system structure of the OTA firmware update sample program.

Uszar Application

Application Loader ‘ Diowrnloader

Eootloader

Relocator

oTA
Utility Medule

BsP
FIT Module

BLE
FIT Mo dule

Flash
FIT Moduke

Figure 3.5 System structure of OTA firmware update sample program

See below for details on the FIT module used by the OTA firmware update feature.

® RX Family Board Support Package (BSP) FIT Module

https://www.renesas.com/document/apn/rx-family-board-support-package-module-using-firmware-

integration-technology

® RX23W Group BLE FIT Module
https://www.renesas.com/document/apn/rx23w-group-ble-module-firmware-integration-technology-

application-note

® RX23W Group Flash FIT Module
https://www.renesas.com/document/apn/rx-family-flash-module-using-firmware-integration-technology

Table 3.1 Package structure of OTA firmware sample program

Peripheral functions Detail ‘ Purpose of use

Bluetooth Low Energy - Perform OTA firmware update sequence

Data Flash Block 1 Retention program flag information for bootloader

CMT Channel 0 Timeout monitoring during OTA firmware update sequence.
Used in downloader. Does not limit its use in user applications.
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3.2 Section layout

Figure 3.6 shows the ROM/RAM section configuration of the OTA firmware update sample program. Each
program is placed in separate sections on the code flash to support self-programming capabilities. RAM uses
section overlay functions to share the area of 0x00001404 to 0x0O000BAOO with each program.

O0xFFF8 0000
O0xFFF8 0800

0xFFFB 2000

OxFFFE 3800
O0xFFFE 4000

OxFFFF 8000
OxFFFF 8800

OxFFFF C000

OXFFFF FFFF

ROM 512KB
(1 Block =2KB)

C$VECT

APP_HEADER

Application
(C*D*W*,L,P)

FWDL_HEADER

BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

} 2KB

- 198KB

- 198KB

80KB

14KB

16KB

Variable Vector Table
Section

Application Section

Downloador Section

Variable Vector Table
Temporary Section

Standard Library
Section

BLE Specific Data
Section

Data Flash Backup
Section

Relocator Section

0x0000 0000
0x0000 0004

0x0000 1404

0x0000 8A00

0x0000 E000

0x0000 E400

0x0001 0000

RAM 64KB

Call Stack
(su,sl)

Application
(B_X,R_X,B,R)

BLE Protocol Stack
(BLE_X)

Standard Library
(SL_X)

Bootloader(BL_X)
Flash FIT(RPFRAM)

} 5KB

29KB
-

- 21KB

1KB

7KB

Figure 3.6 ROM/RAM section layout of OTA firmware update sample program
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3.3 Firmware update operation
The OTA firmware update feature can be updated in any of the following operation modes.

® Application update mode: User application only

® BLE protocol stack update mode: Both user application and Bluetooth Low Energy communication
section

3.3.1 Application update mode

The operation sequence of application update mode is shown. In this mode, the application section and
variable vector table section are updated. The downloader writes the application section portion of the
updated firmware to the application section and the variable vector table to the C$VECT_BACKUP section.
The relocator is relocated from the C$VECT_BACKUP section to the C$VECT section. The relocator then
launches the application program.

C$VECT C$VECT C$VECT L —
APP_HEADER APP_HEADER APP_HEADER

New Application
(C*,D*,W*L,P)

New Application
(C*,D*W~,L,P)

New Application
(C*,D*W*,L,P)

FWDL_HEADER FWDL_HEADER FWDL_HEADER

BLE Protocol Stack BLE Protocol Stack BLE Protocol Stack

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

C$VECT_BACKUP

Standard Library
(SL_XXX)

_DF_BACKUP

BLE_SPECIFIC_DATA

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

(BLE_XXX) (BLE_XXX) (BLE_XXX)
Downloader Downloader Downloader
(FWDL_XXX) (FWDL_XXX) (FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

L T

Downloader mode Relocator mode

The downloader keeps the received variable vector table data The relocator writes the contents
in RAM. Application data is written to the application section for of CSVECT_BACKUP to C$VECT
each firmware block size. After the application data writing is section.

completed, the variable vector table data is written to the

C$VECT_BACKUP section.

Figure 3.7 OTA firmware update (update only user application)
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3.3.2 BLE protocol stack update mode
The operation sequence of BLE protocol stack update mode is shown. The downloader writes the BLE
protocol stack and downloader to the Application section, writes the variable vector table to the
C$VECT_BACKUP section, and the relocators relocate them to the Downloader and C$VECT sections,
respectively. Then launch the updated downloader and enter application update mode.

CS$VECT
FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

New Downloader
(FWDL_XXX)

FWDL_HEADER

BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

C$VECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER
Bootloader(BL_XX)

Relocator(RL_XX)
Flash FIT(PFRAM)

L

C$VECT

FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

New Downloader
(FWDL_XXX)

FWDL_HEADER

BLE Protocol Stack
(BLE_XXX)

Downloader
(FWDL_XXX)

CSVECT_BACKUP

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

e

Downloader mode

The downloader keeps the received variable vector table
information in RAM. The BLE protocol stack and downloader
data is written to the Applicaiton section. After writing to the
Applicaition section is completed, the variable vector table

CSVECT

CS$VECT

FWDL_HEADER

New
BLE Protocol Stack
(BLE_XXX)

New Downloader
(FWDL_XXX)

New Application
(C*,D*W*L,P)

C$VECT

CSVECT

APP_HEADER

APP_HEADER

APP_HEADER

FWDL_HEADER

FWDL_HEADER

New Application
(C*,D*W*L,P)

New Application
(C*,D*,W*,L,P)

New
BLE Protocol Stack
(BLE_XXX) «

New
BLE Protocol Stack
(BLE_XXX)

FWDL_HEADER

FWDL_HEADER

New Downloader
(FWDL_XXX)

New Downloader
(FWDL_XXX)

New
BLE Protocol Stack
(BLE_XXX)

New
BLE Protocol Stack
(BLE_XXX)

C$VECT_BACKUP

C$VECT_BACKUP

New Downloader
(FWDL_XXX)

New Downloader
(FWDL_XXX)

CSVECT_BACKUP

C$VECT_BACKUP [——

Standard Library
(SL_XXX)

Standard Library
(SL_XXX)

BLE_SPECIFIC_DATA

BLE_SPECIFIC_DATA

Standard Library
(SL_XXX)

Standard Library
(SL_XXX)

_DF_BACKUP

_DF_BACKUP

BLE_SPECIFIC_DATA

BLE_SPECIFIC_DATA

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

S

Relocator mode

The relocator writes the contents of
C$VECT_BACKUP to C$VECT
seticon. Also write the contents of
the Applicaiton section to

RL_HEADER
Bootloader(BL_XX)

Relocator(RL_XX)
Flash FIT(PFRAM)

L

_DF_BACKUP

_DF_BACKUP

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

J

Downloader mode

The downloader keeps the received variable vector table data
in RAM. Application data is written to the application section for
each firmware block size. After the application data writing is

RL_HEADER

Bootloader(BL_XX)
Relocator(RL_XX)
Flash FIT(PFRAM)

[

Relocator mode

The relocator writes the contents
of CSVECT_BACKUP to C$VECT
section.

completed, the variable vector table data is written to the

data is written to the CSVECT_BACKUP section. C$VECT_BACKUP section.

the Downloader section.

Figure 3.8 OTA firmware update (BLE protocol stack update mode)

3.4 Profile specifications

In OTA firmware update, communication is performed using the following two GATT services. The MTU size
is assumed to be 247 bytes to reduce the update time.

® Renesas OTA Reset Service

® Renesas OTA Service

The Renesas OTA Reset Service is used by embedding it in the user application. This service provides
firmware version information and project information to the OTA Client. It also provides a function to switch to
downloader by OTA.

Renesas OTA Service is used in downloader. This service defines the extraction of firmware information and
the transfer destination of the update firmware.
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3.4.1 Renesas OTA Reset Service
Table 3.2 Service overview

Service Name

Renesas OTA Reset Service Primary Service | feacbb7a-db63-4cal-8ae2-f611c8269f65
Characteristic Name Property Permission  Description
Virtual Reset Button Write Only | Encryption | 18byte, Reset Code 7753002f-34€9-
Characteristic (18 bytes strings) 4a65-904e-
5636fbfcec23
Project Information Read Only | Encryption | variable length Project Name 1b7eea33-19bf-
Characteristic (20 bytes strings) 44e0-ba37-
3fa621bbb0d7
Version Information Read Only | Encryption | Version information (8 byte) aaab509c9-7a50-
Characteristic 458c-99dd-
dc33e2c2d90c

3.4.2 Renesas OTA Service
Table 3.3 Service overview

Service Name

Renesas OTA Service Primary Service | 9d5998f8-105b-4691-92be-4b1b4d3ee8bb

Characteristic Name Property Permission  Description

Data Control Write, Encryption | Characteristic for exchanging 629c8ef7-aad2-

Characteristic Indication information with the server 4f1e-8330-
when the client sends the fe832961b926

firmware. The first byte is the
command. The following is the
data corresponding to the

command.
Data Transfer Write Encryption | Used when receiving 13561280-ecb3-
Characteristic Without Firmware. Send the firmware 4691-9ab0-
Response corresponding to the address 33649c7e03db

shared by the Data Control
Characteristic command.
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3.4.3 Data format

Table 3.4 shows the error codes used by Renesas OTA Reset Service and Renesas OTA Service.

shows the OTA commands executed by Data Control Characteristic. All integer types are specified by Little

Endian.

Table 3.4 Error codes used by Renesas OTA Service and Renesas OTA Reset Service

Error Code Description

OTA ERROR INVALID ADDRESS
(0x81)

This error code occurs in the following cases.
° When executing the Firmware Download Start command, the start addresses of
the sections sent and received by OTA Server and Client do not match.

OTA ERROR INVALID LENGTH
(0x82)

This error code occurs in the following cases.

° The size specified when executing the section update command exceeds the
section

[ Different from the specified size

OTA ERROR CHECK SUM
(0x83)

This error code occurs in the following cases.

L] The checksum sent by the Client and the checksum calculated by the OTA
Server are different when the Firmware Download End and each Update End
command are executed.

OTA ERROR RESET CODE
(0x84)

This error code occurs in the following cases.
® The Reset Code written to the Virtual Reset Button Characteristic does not match
that of the OTA Server.

OTA ERROR PROJECT INFORMATION
(0x85)

This error code occurs in the following cases.
L] The project name sent in the Project Information Request does not match when
the Variable Vector Update Start command is executed.

OTA ERROR INVALID SECTION
(0x86)

This error code occurs in the following cases.
L] In each Update Start or Update End command, the section start address does not
match that of the OTA Server.

OTA ERROR INVALID VERSION
(0x87)

This error code occurs in the following cases.

L] When the version information specified in the Version Information Request
cannot be updated when the Application Update Start and BLE Downloader Start
commands are executed.

OTA ERROR INVALID CMD

This error code occurs in the following cases.

(0x90) L] When the OTA Server is in a state where it does not accept the executed
command.
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Command name

Table 3.5 Data Control characteristic commands

Data structure

Description

(0x01)

VariableVectorTableUpdateStart

0-3byte: Variable vector table start address
4-7byte: Variable vector table size

Starts sending firmware data for the variable

vector table.

VariableVectorTableUpdateEnd
(0x02)

0-3byte: Variable vector table start address
4-7byte: Variable vector table size
8-11byte: Checksum

Notifies that the transmission of the firmware
data of the variable vector table is completed.
A checksum of the sent firmware data is sent
to check the validity of the firmware.

ApplicationUpdateStart
(0x03)

0-3byte: Application section start address
4-7byte: Application section size

Start checking the section information of the
application section and sending the firmware
data.

Firmware data is sent after the Firmware
Download Start command.

ApplicationUpdateEnd
(0x04)

0-3byte: Application section start address
4-7byte: Application section size
8-11byte: Checksum

Notifies that the transmission of firmware data
in the application section has been completed.
A checksum of the sent firmware data is sent
to check the validity of the firmware.

BLEDownloaderUpdateStart
(0x05)

0-3byte: Downloader section start address
4-7byte: Downloader section size

Start checking the section information of the
downloader section and sending the firmware
data.

Firmware data is sent after the Firmware
Download Start command.

BLEDownloaderUpdateEnd
(0x06)

0-3byte: Downloader section start address
4-7byte: Downloader section size
8-11byte: Checksum

Notifies that the downloader section firmware
data has been sent.

A checksum of the sent firmware data is sent
to check the validity of the firmware.

FirmwareDownloadStart
(0x07)

0-3byte: Download target section start address
4-7byte: Download target section size

The firmware data of the download target
section specified by each Update Start
command is sent by dividing it into the size
(firmware block) specified by this command.

FirmwareDownloadEnd
(0x08)

0-3byte: Download target section start address
4-7byte: Download target section size
8-11byte: Checksum

Notifies that the firmware data specified by the
Firmware Download Start command has been
sent.

ProjectinformationRequest
(0x09)

0-18byte: Project name to be updated

Sends the project name of the firmware that
the Client updates. The OTA Server sends the
Project Information Response command after
receiving this command.

ProjectinformationResponse
(0Ox0A)

0-18byte: OTA Server project name

Responds to the firmware project name written
to the OTA Server.

VersionInformationRequest
(0x0B)

0-1byte: Application section version
2-3byte: Downloader section version
4-5byte: Relocator section version
6-7byte: BLE Protocol Stack version

Sends firmware version information that the
Client updates. The OTA Server sends the
Project Information Response command after
receiving this command.

VersioninformationResponse
(0x0C)

0-1byte: Application section version
2-3byte: Downloader section version
4-5byte: Relocator section version
6-7byte: BLE Protocol Stack version

Responds to the firmware version information
written to the OTA Server.
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3.5 OTA communication sequence

The OTA Server receives and updates the firmware according to the following sequence. The OTA Client
and smartphone application (FWU_Client) execute this sequence.

® User application

In the user application, check the version information and project name, and switch to the downloader
program. The communication sequence is shown below.

OTA Server

(user Application) Client Device

Advertising

Create Connection

&
<

Respond to connection

Service Discovery & Paring

A

Project Information Characteristic
P Read Request

<

Project Information Characteristic
Read Response

Version Information Characteristic
L, Read Request

<

Version Information Characteristic
Read Response

Y

Check firmware information

=

Vertual Reset ButtonCharacteristic
Write Request

A

Validate Reset Code<

alt [Reset Code matches]

Write Response

\ 4

Disconnect

Y

Switch to Downloader

[Reset Code mismatch]

Error Response
(Reset Code Error (0x84))

Y

Disconnect

A

Figure 3.9 Program switching sequence using OTA Reset Service in user application
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® Downloader
Downloader receives firmware for application section updates or downloader section updates. For both
updates, the variable vector table is downloaded first, followed by the reception of the specified section.
The communication sequence is shown below.

OTA Server... Client Device

Advertising

y
>

Create Connection

<
<

Respond to connection

y
>

Service Discovery & Paring(If necessar...

A

Write Data Control Characterist...

&
<

Write Response

Y

Indication...

>
Confirmation

&
<

Write Data Control Characterist...

&
<

Write Response

Y

Indication...

N
. . 2
Confirmation

&
<

Write Data Control Characteristic...

A

Project name verification

Write Response

N
>
Write Data Control Characterist...
<
Write Response
>
loop
[Until 1KB transmission... Write Without Response...
<
Checksum verification Write Data Control Characterist...
<
Write Response
>
Write Data Control Characterist...
<
Checksum verification
Write Response N
>

Proceed to update application section or
update downloader section
I I

Figure 3.10 Receiving variable vector table
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OTA Server

(Downloader Mode) Client Device

| From updating the variable vector table

Write Data Control Characteristic
Application Update Start

Validate version information

Validate section start address
Validate section size

Write Response

Y

loop J

Until all application data
has been sent Write Data Control Characteristic
Firmware Download Start

Send the section address and
block size specified in
Application Update Start

A

Validate download start address
Validate buffer size

Write Response

A4

|
IOL) Write Without Response Send MTU-3 bytes in order
Until the size specified Data Transfer Characteristic from the address specified

in Firmware Download Start Firmware Binary Data in Firmware Download Start
has been sent |

A

Validate received size
Validate start address
Validate checksum <

Write Data Control Characteristic
Firmware Download End

Write Response

Disconnect N
Write to CodeFlash < ”
White List Advertise N

Connect & Service Discovery &Encryption

< Increment the transmission
start address by the block size

Write Data Control Characteristic
Application Update End

A

Validate section start address
Validate section size
Validate checksum for CodeFlash

Write Response

Y

Disconnect

Y

Write the received variable
vector table to CodeFlash

Switch to Relocator
in Application Update Mode

VANWA

Figure 3.11 Receive application section
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OTA Server
(Downloader Mode)

Client Device

| From updating the variable vector table

Write Data Control Characteristic
BLE Downloader Update Start

Validate version information

Validate section start address
Validate section size

A

Write Response

Y

loop

Until all downloader section data
has been sent

Write Data Control Characteristic
Firmware Download Start

Validate download start address
Validate buffer size

A

Write Response

Y

Send the section address and
block size specified in
BLE Downloader Update Start

loop J

Until the size specified
in Firmware Download Start

Write Without Response
Data Transfer Characteristic
Firmware Binary Data

has been sent

A

Send MTU-3 bytes in order
from the address specified
in Firmware Download Start

Validate received size
Validate start address

Write Data Control Characteristic
Firmware Download End

Validate checksum

A

Write Response

Y

Disconnect

Write to CodeFIash<

Y

White List Advertise

3>
>

Connect & Service Discovery &Encryption

<
<

Increment the transmission
start address by the block size

Write Data Control Characteristic
BLE Downloader Update End

Validate section start address
Validate section size
Validate checksum for CodeFlash

A

\Write Response

Y

Disconnect

Write the received variable
vector table to CodeFlash

Switch to Relocator
with Downloader Update Mode

Y

Figure 3.12 Receive downloader section
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If an inappropriate value is written to the Data Control Characteristic, OTA Server returns an Error Response.
If the Client Device receives a check sum error for the Firmware Download End command, Client Device can
start over with the Firmware Download Start command. If any other Error Response is received, the Client
Device disconnects from the OTA Server and ends the update.

3.6 Switching startup programs

To switch the startup program, write the flag information of the execution program in the two areas of Data
Flash and Code Flash, and reset the MCU. By writing the flag information in two independent areas, it
protects from the operation stop due to the power cutoff. The switching sequence of the startup program is
shown below.

o
v

CRC calculation

|

Write to Code Flash
(_DF_BACKUP section)

Successful writing
to Code Flash

( Write to Data Flash ]

|

‘ Reset MCU }(7

Figure 3.13 Startup program switching process

The flag information of the startup program is shown below.

Table 3.6 Startup program flag information
Parameters Type Description

cre uintl6_t This is the result of CRC calculation for
the area from activate_mode to the end
of unique_code.

Used to validate flag information.

activate_mode e _ble ota_activate_mode_t Specify the startup program.
status_info st_ble ota_dataflash_status_t Information parameters to pass to the
source - e_ble_ota_activate_mode _t startup program.
code - e_ble_ota_status_t - source: Program information that

was being executed
- code: Information to pass to the
startup program

unique_code[12] uint8_t It is defined to provide redundancy in the
data when calculating the CRC.
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3.7 Bootloader

The bootloader selects the OTA Server boot program based on the flag information of the executable
program held in Data Flash. The bootloader realizes the following two functions.

® Reading the flag information of the startup program and checking the validity
® Program execution based on flag information

The flow chart of the boot loader is shown below.

Read flag information on
Data Flash
CRC calculation and
verification

Read _DF_BACKUP section
on Code Flash
CRC calculation and
verification

Abort by executing
R_BLE_OTA_TrapError()

User Application Relocator

Validate flag information

Downloader

4 4

Yes
Write _DF_BACKUP section
to Data Flash

Succeeded in writing
to Data Flash

Yes
Reset the MCU

Figure 3.14 Bootloader flowchart

Read main function address
in FWDL_HEADERR section

Read main function address
in APP_HEADER section

Read main function address
in RL_HEADERR section

Call main function

The flag information of the startup program is written in two places in the _DF_BACKUP section of Data
Flash and Code Flash so that it will not be erased by power interruption during writing.

Read the flag information of Data Flash, calculate the CRC, and check if it matches the flag information. If
the CRCs do not match, read the DF_BACKUP section and validate with the CRC. If the CRC in the
_DF_BACKUP section matches, copy the flag information in the _DF BACKUP section to Data Flash and
Reset. If the CRC in the _DF_BACKUP section does not match, it becomes infeasible and calls the
R_BLE_OTA_TrapError function to stop the program.

After checking the validity of the Data Flash flag information, read the startup information and execute the
main function of each program described in the HEADER section of each section. The user application main
function is called via the application_loader function in the r_ble_ota_app_loader.c file.
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3.8 Relocator
3.8.1 Program Operations

The relocator relocates the firmware received by the downloader from the firmware temporary retention
section to the correct section. The type of firmware that the downloader wrote to the firmware temporary hold

section is included in the flag information written to Data Flash.

The operation flowchart of the relocator is shown below.

l

Read flag information on
Data Flash

BLE Protocol Stack Update Mode

Read update mode

Application Update Mode

Y

e N
[ Relocation of ] Relocation of

variable vector table variable vector table

Y

Relocation of
Downloader section

(

Abort by
R_BLE_OTA_TrapError()

A

A\ J
No
Succeeded in rewriting N
CodeFlash 'L
Y
Succeeded% No
CodeFlash
Switch mode to Switch mode to
User Application Downloader

Figure 3.15 Relocator flowchart

When updating the application section, the firmware temporary retention section and the application section
match, so only the variable vector table is relocated. When updating the downloader section, relocate the
variable vector table and the firmware temporary retention section to the downloader section.

After relocating the firmware, in the case of an application update, set the program to be executed next to the
user application, and in the case of updating the downloader section, set the program to be executed next to

the downloader.

RO1AN5910EJ0111 Rev.1.11
Apr.12.22 RENESAS

Page 45 of 104



RX23W Group Firmware update over the air sample program

3.8.2 Operation when power is cut off

The relocator relocates the variable vector table and the program in the downloader section. The relocator
does not change the section before rewriting. Therefore, even if a power loss occurs during the relocation,
the sequence shown in Figure 3.15 will be executed from the beginning.
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3.9 Downloader

In the downloader, the OTA Server receives the update firmware from the Client. For the downloader, refer
to "3.3 Firmware update operation" and "3.5 OTA communication sequence".

When the OTA Server switches from the user application to downloader, the user application will not run until
the update is complete.

3.9.1 Bluetooth LE operation

The downloader acts as a GAP Peripheral and advertises, including the UUID of the Renesas OTA Setvice,
at 30msec intervals. The downloader Advertise settings are implemented in r_ble_ota_ble_interface.c.
During the downloader operation, the MCU is reset at the following timing.

® When 10 seconds have passed since the start of Advertising

® When there is no writing to Data Control Characteristic for 10 seconds after connecting from Central

® When disconnected from Client

3.9.2 Bonding information management

The downloader does not keep the pairing information in the non-volatile area. Uses the bonding information
in the non-volatile area written by the security library of app_lib.

The downloader registers in the Resolving List based on the pairing information in the non-volatile area, but
at the time of pairing, the IRK and address of the opposite device are not registered in the Resolving List. If
you use an RPA device, be sure to bond it while the user application is running.

3.9.3 Writing to Code Flash

The downloader writes the received firmware to Code Flash for each firmware block size. The variable vector
table is written to the variable vector table backup section, and the firmware of the application section and
downloader section is written to the firmware temporary retention section.

Since Code Flash cannot be read while writing Code Flash, the Bluetooth LE connection is disconnected,
and writing is performed.

3.9.4 Operation when power is cut off

If a power outage occurs while the downloader is running, OTA Server will run the downloader again.
Resume the update sequence from the beginning of Figure 3.10 Receiving variable vector table, even if the
firmware is in the process of being downloaded.
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3.10 User application
The user application is the application part by OTA Server. It will be started after the update by OTA.

3.10.1 Switching to downloader

To initiate an OTA firmware update from a user application, switch the startup program running to
downloader.

To switch to downloader by OTA, use Renesas OTA Reset Service. The switching sequence from the user
application to the downloader is shown below.

. Write Request toVirtual Reset Button Characteristic

|

Validate Reset Code match]

Mismatch

Reset Code comparison

Send Error Response
OTA Error Reset Code (0x84)

Registration of GATTS
callback function

A 4

Send Write Reseponse

|

Disconnect from Client

|

Switch to downloader mode
and reset MCU

N

Figure 3.16 Relocator flowchart

3.10.2 Sample program user application

The OTA Server included in this package implements the Peripheral sample included in the Application
Developer's Guide(R0O1AN5504) in the user application part.
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4. Create an OTA update project

This chapter shows how to add OTA update functionality to an existing user project. In this sample, only
"Balance Library" of BLE Protocol Stack is supported. It is assumed that the BLE FIT module has been

added to the existing project.

4.1 Add source code (r_ble ota)
Copy the “r_ble_ota” folder from the sample OTA Server project “ble_sample_tbrx23w_ota_server” to an

existing project.

& Includes
s 3 5o

v [= r_ble_ota
v = apploader
[ r_ble_ota_app_loader.c
v % bootloader
[ r_ble_ota_bootloader.c
v [&; downloader
w = r_ota_ble_app_lib
@ r_ble_ota_ble_interface.c
[1] r_ble_ota_ble_interface.h
[ r_ble_ota_ble security.c
@ r_ble_cta_ble_security.h
[ r ble_ota_gatt_db.c
@ r_ble_ota_gatt_db.h
[ r_ble_ota_buffer_manager.c
@ r_ble_ota_buffer_manager.h
[ r_ble_cta_dI_cmt_driver.c
@ r_ble_ota_dl_cmit_driver.h
[ r_ble_cta_downloader.c
w &’5 relocator
@ r_ble_ota_relocator.c
v 22 utility
@ r_ble_ota_check_param.c
[R] r_ble_cta_check_param.h
@ r_ble_ota_crc.c
[R] r_ble_ota_cre.h
@ r_ble_ota_firmware_information.c
[g r_ble_cta_flash_driver.c
@ r_ble_ota_flash_driver.h
@ r_ble_ota_reset.c
[R] r_ble_cta_reseth
@ r_ble_ota_stdlib_table.c
|E| CreatelsonFile.py
r_ble_ota_bin_genelator. bat
[B] r_ble_ota_config.h
@ r_ble_ota_header.h

[ smc_gen

Figure 4.1 r_ble_ota folder
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Register the path of the copied folder in the existing project. Right-click on the project and add the r_ble_ota
and r_ble_ota / downloader folders to the "C/C ++ Settings"-"Tool Settings"-"Compiler"-"Source"-"Find
Include Files Folder (-include)" please.

"${workspace_loc:/${ProjName}/src/r_ble_ota}"

"${workspace_loc:/${ProjName}/src/r_ble_ota/downloader}"

Properties for ble_sample_tbre23w_ota_server O x
type filter text Settings - v -
Resource
~
Builders
~ CfC++ Build Cenfiguration: |HardwareDebug [ Active ] ~ | | Manage Configurations...
Build Variables
Environment
Legging &) Tool Settings Taolchain  Device & Build Steps Build Artifact Binary Parsers €3 Error Parsers
Settings
Stack Analysis ~ B3 Common Include file directories (-include) & 8
Tool Chain Editor & cru
~
C/C++ General & PIC/PID
MCU (# Miscellaneous
Project References « B3 Compiler
Renesas OF ~ (¥ Source _sci_nd}
Run/Debug Settings @ Advanced f4{PrajName}/src/smc_gen/r_sci_ne/src}”
T k‘T  Object rojName}/src/smc_gen/r_bsp}"
asl 3_95 %"a Jec rojNamel}/src/smec_gen/r_irg_nd"
Validation (22 List rojName}/src/smc_gen/r_irg_nd/src}"

~ (2 Optimization rojMame}/src/smc_gen/r_gpio_nd"
(8 Advanced k | roJ:Na\'r\e‘,e’srce’smc_genf’r_gpio_rxf’src‘,"
& Output A Al o I
(# MISRA C Rule Check -
@ Miscellaneous
2 User
~ [ Assembler
@ Source
(22 Object
@ List
@ Cptimization
# Miscellaneous
@ User
~ B3 Linker
~ (# Input
@ Advanced

B
v (2 Output Macro definition (-define) &

@ Advanced } { ¥

@ Apply and Close Cancel

Pre-include files (-preinclude) &

Figure 4.2 Add include path

4.2 Section division settings

Divide the program into sections that support the OTA firmware update feature. Set the following two items in
e? studio.

1. Create section (-start)
Change the settings of "C/C ++ Settings"-"Tool Settings"-"Linker"-"Section"-"Section (-start)".

Divide the section area as shown in Figure 4.3. By importing the “ProjectSetting\section.esi” file included with
this package, you can generate a section layout similar to the OTA Server sample program.

If you want to extend the application section, change the start address of FWDL_HEADER and change the
following macro inr_ble_ota_heade.h to an appropriate value.

BLE_OTA_APPLICATION_SECTION_SIZE
BLE_OTA_TEMPORALY_SECTION_SIZE
BLE_OTA_DOWNLOADER_SECTION_SIZE

The RAM used by the downloader and relocator programs is section-overlaid on the RAM area used by the
user application.
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Section Viewer

x

Address

Section Name

Overlay1

Overlay2

{ 0x00000004

SU

000001404

0x0000BA00

0% 0D00EDOD

0x0000EA00

0xFFF80000
OxFFF80800

0xFFFB2000

0xFFFE3800
0xFFFE4000

OxFFFFB000
OxFFFF&500
OxFFFFCO00

OxFFFFFFE0
OxFFFFFFFC

I
B_1
R

B2
Rz

B

R

BLE_B*
BLER*

SL_B*

SLR*

BL_B"

BLR
RPFRAM
CSVECT
APP_HEADER
ca

[

FWDL_HEADER

BLEC*
BLED*
BLEW"
BLEL®
BLE_P*
FWDL_C*
FWDL_D*
FWDL_W*
FWDL_L*
FWDL_P*

_CSVECT_BACKUP

SL_TABLE
sLc
5D
SLW*
sLL*
sL_pr

BLE_SPECIFIC_DAT...

_DF_BACKUP
RL_HEADER
C$DSEC
C$BSEC
BLC

BLD
BLW*
BLL*

BL_P*

RLC

RL_D*
RLW*
RLL*

RL_P"
PFRAM
EXCEPTVECT
RESETVECT

FWDL_B~
FWDL_R*

RL_B*
RLR*

Add Section
MNew Overlay
Remove Section
Move Up

Move Down

[ Override Linker Script

Import...

Export...

Re-Apply

OK | | Cancel

Figure 4.3 Section settings
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24
25
26
27
28
29
30
31
32

54

62
63

/* OTA Configuration */

/* Application Main Function */
#define MAIN_FUNCTION app_main

/

/* Project Information */

/* BLE_OTA_PROJECT_NAME length < 18%/
#define BLE_OTA_PROJECT_NAME "ota_sample”

/* BLE_OTA PROJECT_NAME length = 18*/
#define BLE_OTA_RESET_CODE "inge9ubled9hy4tljn"

/* Downloader Mode Device Name */
#define BLE_OTA_DOWNLOADER_DEVICE_NAME "FWU-DEV"

/* Version Information */

#define BLE_OTA_APPLICATION_MAJOR_VERSION (exe1)
#define BLE_OTA_APPLICATION_MINOR_VERSION (exeA)
#define BLE_OTA_DOWNLOADER_MAJOR_VERSION (exe1
#define BLE_OTA_DOWNLOADER_MINOR_VERSION (exe

#define BLE_OTA_RELOCATER_MAJOR_VERSION (exe1)
#define BLE_OTA_RELOCATER_MINOR_VERSION (exee)

[ R - - U ORI
#define BLE_OTA _STDLIB_SECTION_SIZE (ex00014000)
/* Downloader Firmware Block Size */

#define BLE_OTA_DL_FW_BUFFER_SIZE (0x4000)
#define BLE_OTA DL_CVECT_BUFFER_SIZE (1024)

* Memory Configuration */
/* Data Flash*/
#define BLE_OTA_DATAFLASH_BLOCK_LENGTH (1024)
#define BLE_OTA_USE_DATAFLASH_START_ADDRESS (@x20100420)

Figure 4.4 r_ble_ota_config.h settings
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2. Setting the section that maps from ROM to RAM

Change the settings of "C/C ++ Settings"-"Tool Settings"-"Linker"-"Section"-"Section (-start)". Add a ROM-to-
RAM mapping for each program is shown in Figure 4.5.

BL_D_1=BL_R_1
BL_D 2=BL_R_2
RL_D=RL_R
RL_D_1=RL_R_1
RL_D_2=RL_R_2
FWDL_D=FWDL_R
FWDL_D_1=FWDL_R_1
FWDL_D_2=FWDL_R_2
SL_D=SL_R

SL_D _1=SL_R 1
SL_D _2=SL_R 2
PFRAM=RPFRAM

Properties for ble_sample_thne23w_ota_server
type filter text Settings
Resource
Builders
v C/C++ Build
Build Variables
Environment
Logging ) Tool Settings  Toolchain Device 4 Build Steps
Settings
Stack Analysis v & Common

Configuration: |HardwareDebug [ Active ]

Build Artifact Binary Parsers @ Error Parsers

The specified section that outputs extemally defined symbols to the file (-fsymbol)

~ | | Manage Configurations..

£

Tool Chain Editor @ ceu
C/C++ General 2 PIC/PID
MCU (& Miscellaneous
~ & Compiler
v (% Source
Run/Debug Settings (58 Advanced
Task Tags (% Object
Validation 2% List
(% Optimization
(8 Advanced
(2 Output
(2 MISRA C Rule Check
(3 Miscellaneous
(5 User
v B Assembler
& Source
(2 Object

Project References
Renesas QF

<

(8 List

(2 Optimization Section alignment (-aligned_section)

£

(2 Miscellaneous
(5 User
v 5 Linker
v Input
(8 Advanced
~ (& Output
(# Advanced
(8 List
(2 Optimization
(2 Section
(i Symbol file
(5 Advanced
(% Subcommand file
(£ Miscellaneous
(B User
~ B Library Generator
(2 Mode

<

(3 Standard Library

(2 Object

(% Optimization

(8 Advanced D_1=R_1

(% Miscellaneous D_2=R2

(5 User BLE_D=BLE_R

v 1§ Converter BLE_D_1=BLER_1
(2 Output
(8 Hex format
(3 CRC Operation
(% Miscellaneous
(8 User

ROM to RAM mapped section (-rom)

<

RL.D_2=RLR2
PWDL_D=FWDL_R
FWDL_D_1=FWDL_R_1
FWDL_D_2=FWDL R_2

SLD2=5LR2
PFRAM=RPFRAM

Restore Defaults Apply

@ Apply and Close Cancel

a8 8k

Figure 4.5 ROM to RAM mapped section settings
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4.3 Standard library settings
The standard library will not be updated by OTA. The library to be used is written to the firmware in advance.

Select the library to use in the Library Generator settings of “Tool Settings”.

B8 Properties for src ] x
| Settings & EaTy
Resource
w /C++ Build
Settings Configuration: |HardwareDebug [ Active] ~ | | Manage Configurations...

Toel Chain Editor
CfC++ General . [ Exclude resource from build
Run/Debug Settings

B3 Tool Settings

~ B3 Common Library configuration (-lang) |89 i
i)
@ cru runtime: Runtime routines (-head=runtime)
& PioPD [ ctype.h (C89/C99): Character classificati ti head=ctype)
(& Miscellancous ctype.h (C89/C98): Character classification routines (-head=ctype)

v % Compiler [ math.h (C89/C98): Numerical calculation library (-head=math)

v @ Source [ mathth (C89/C99): Numerical calculation library (float type function) (-head=mathf)
@ Advanced [ stdarg.h (C89/C99): Variable argument functions (-head=stdarg)

(2 Object stdio.h (CB9/C99): Input/Output (-head=stdio)
= List

stdlib.h (C&9/C98): General purpose library features (-head=stdlib)

~ (¥ Optimization
=y string.h (C&9/C99): String handling operations (-head=string)

(2 Advanced

2 Output [Tios (EC++): Input/Qutput streams (-head=ios)

@ MISRA C Rule Check new (EC++): Memory allocation and deallecation routines (-head=new)
@ Miscellanecus [ complex.h (EC++): Complex number operations (-head=complex)

(2 User [ string (EC++): String manipulation operations (-head=cppstring)

w B3 Assembler
2 Source

@ Object
@ List [Jinttypes.h (C99): Integer type format operations (-head=inttypes)

[ complex.h (C99): Complex number operations (-head=C99_complex)
[ fenw.h (C99): Floating point operations (-head=fenv)

(& Optimization [Jwcharh (C99): Wide character operations (-head=wchar)
(# Miscellaneous [Jwetypeh (Co9): Wide character classification routines (-head=wctype)
2 User

~ @) Library Generator
@ Mode
@ Standard Library
(2 Object

~ (2 Optimization
(& Advanced

@ Miscellanecus

Enable all

2 User
Restore Defaults Apply
Figure 4.6 Standard library selection
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The OTA Server program provides a dedicated section for deploying the standard library. In the Library
Generator object settings, set the section as follows:

B8 Properties for s O x
type filter text Settings N i
Resource
w C/C++ Build
Settings Configuration:  HardwareDebug [ Active ] ~ | | Manage Configurations...

Tool Chain Editor
C,-C-v:+ General . [ Exclude resource from build
Run/Debug Settings

3 Tool Settings

@ Advanced

@ Output Section name of literal area (-section=L) |5|~_L
(& MISRA C Rule Check

@ Miscellaneous Section name of switch statement branch table area (-section=W) SLW
(5 User [ Allecates uninitialized vanables to 4-byte boundary alignment sections t-nDstu!t 3]

~ &y Assembler [ Allocates initialized variables to 4-byte boundary alignment sections (-nostuff=D)

~ & Common ${workspace_loc:/${ProjName}/${ConfigName}}
& cpu
- ; Creates a functional cutdown version of I/O functions (-nofloat/-simple_stdio) |No ~
& PIC/PID
(5 Miscellaneous [ Generate re-entrant library (-reent)
v B c\:mpner Check memory smashing on relessing memory [-secure malloc)
v (2 Source Section name of program area (-section=P) [sp |
(2 Advanced
(2 Object Section name of constant area (-section=C) | SLC |
& List Section name of initialized data area (-section=D) [sLp |
v (& Optimization
Section name of uninitialized data area (-section=B) | SLB |

(% Source [C] Allocates const qualified variables to 4-byte boundary alignment sections (-nostuff=C)
2 Object
& List

@ Optimization Adjustment for instruction in branch (-neinstalign/-instalign4/-instaligng) None -

[ Allocates switch statement branch tables to 4-byte boundary alignment sections (-nostuff=W)

@ Miscellanecus O Suppress DIV, DIV and FDIV instruction generation (-nouse_div_inst)
@ User

~ B Library Generator
& Mode
@ Standard Library
(£ Object

v (& Optimization
@ Advanced

2 Miscellaneous
@ User

Restore Defaults Apply

@ Apply and Close Cancel

Figure 4.7 Standard library section name settings

The OTA Server program stores all the functions defined in the standard library in an array so that changes
in the program do not change the placement of the standard library in code flash.

In “r_ble_ota/utility/r_ble_ota_stdlib_table.c”, enable the macro definition corresponding to the standard
library to be used.

[€) r_ble_ota_stdlib_table.c 52 = B
2 ®* DISCLAIMERL] ~
19
208 #idefine BLE_OTA_SL_STRING_EMABLE
21 #define BLE_OTA_SL_STDIO_ENABLE
22 #define BLE_OTA_SL_STDLIB_ENABLE
3
4 @ //#define BLE_OTA_SL_CTYPE_ENABLE
25 //#define BLE_OTA_SL_MATH_ENABLE
6 //#define BLE_OTA_SL_MATHF_ENABLE
27 //#define BLE_OTA_SL_CTYPE_ENABLE
28 //#define BLE OTA SL SETIMP ENABLE
9 //#define BLE_OTA_SL_COMPLEX_ENABLE
30 //#define BLE_OTA_SL_FENV_EMNABLE
31 //#define BLE_OTA_SL_INTTYPES_EMNABLE
32 //#define BLE_OTA_SL_WCHAR_ENABLE
33
34 #pragma section D SL_TABLE
35
36 ~ #ifdef BLE_OTA_SL_CTYPE_ENABLE
37 #include <ctype.h>
38 volatile const veid *ctype_table[] = w
Figure 4.8 Enable the standard library to use
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4.4 Update firmware output settings

The update firmware used in this sample program consists of a json file that describes firmware information
such as section information and a binary firmware file (.bin).

"r_ble_ota_bin_genelator.bat" will generate a hex file (binary format) (firmware.bin) from the load module file
(.abs) file generated by the CCRX compiler.

In addition, "r_ble_ota_bin_genelator.bat" extracts the firmware information required for OTA updating from
the generated execution binary file (.bin) and linkage list file (.map), and creates a
"firmware_information.json" file. Since python script is executed from the batch file, please pass the

execution path of python.

Build
e2stduio

h 4

h 4

S |

300¢.abs file

R — :

S ¥
s map file

| —

Past-Build
(r_ble_ota_bin_genelator.bat)

Convert file
(CCRX command)

u.|
>

firmware.bin

reate Jzon file script
(CreateJsonFile_py)

firmware_
inform ation_json

Figure 4.9 Output of update firmware file

Change the Post Build Steps setting to run the batch file after the build.

.\src\r_ble_ota\utility\r_ble_ota_bin_genelator.bat

Resource
Builders
v C/C++ Build

Build Variables
Environment
Logging
Settings
Stack Analysis

C/C++ General
<]
Project References

Run/Debug Settings

Task Tags
Validation

/\
@

Tool Chain Editor

B8 Properties for ble_sample_tbr23w_ota_server

Settings

Configuration:  HardwareDebug [ Active] -
i) Tool Settings Toolchain Device . Build Steps

Pre-build steps

Command(s}:

Build Artifact Binary Parsers 3 Error Parsers

Manage Configurations..

[-#src¥eme_gen¥_ble_r23wlib¥ble it lib_selectorbat

ost-bulld steps
Command(s):

\ . ¥src¥r_ble_ota¥utility¥r_ble_ota_bin_genelatorbat

Restore Defaults Apply
Apply and Close Cancel

Figure 4.10 Registering a batch file for post build

| Files required for F/W update
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Also, change the linker settings to write the map information of the object to the linkage list file (.map).

E Properties for ble_sample_tbr23w_ota_server m] X
type filter text Settings - - -
Resource
Builders <
w C/C++ Build Configuration: |HardwareDebug [ Active ] ~| | Manage Configurations...
Build Variables
Environment
Logging & Tool Settings Toolchain D - bt =
Settings
Stack Analysis ~ 3 Common [ Generate list file (-list)
Tool Chain Editor & Specify listfile features (-show) |Specify all contents ~
C/C++ General (&2 PIC/PID L )
MCU (# Miscellaneous
Project References ~ B Compiler
Renesas QF ~ (2 Source
Run/Debug Settings @ Advanced
Task Tags (2 Object
Validation 22 List

Lo refunion member in
~ (2 Optimization

@ Advanced

(& Output Output the relocation attribute (-s
@ MISRA C Rule Check Output function list (-show=CFI)
@ Miscellanecus
(2 User

~ &3 Assembler

@ Source

(2 Object

(22 List

@ Optimization

@ Miscellanecus

(2 User

@ Apply and Close Cancel

n listin a module (-

ow=relocation_attribute)

Figure 4.11 Linkage list file (.map) generation settings

For the two created files, the "FWU Client" folder and the [Projectname] _Version [Application Version] folder
will be created in the folder with the build configuration name (e.g. HardwareDebug) after the build is
completed.

I Project Explorer i3 0 E v
v =S ble_sample_tbrx23w_ota_server [HardwareDebug]
ﬁ_ﬁ' Binaries
ml Includes

2 src
w [= HardwareDebug

v [= FWU Client
w = ota_sample_Mersion1.00

firmware_informaticn.json

A [ute

= firmware. bin

Figure 4.12 Output of OTA update compatible firmware file
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4.4.1 Firmware information JSON file properties

The OTA Firmware Update Sample Program uses a JSON-formatted firmware update information file that
contains the firmware project name, version information, and section information, in addition to the firmware

binary file generated for the RX23W.

The information contained in the JSON file is shown in Table 4.1.

OTA Server program version and section information can be found in "r_ble_ota_firmware_information.c".
Make sure that the description in the JSON file matches the contents of the source code.

Table 4.1 Contents of the firmware update information JSON file

Property ‘ Default Value ‘ Description
ProjectName ota_sample The project name. The OTA Client identifies
the OTA Server based on this property.
ResetCode inge9ubled9hy4tlin | The value to write to the Virtual Reset Button
of the OTA Reset Service.
MajorApplicationVersion 0x01 The major version of the application.
MinorApplicationVersion 0x00 The minor version of the application.
MajorDownloaderVersion 0x01 The major version of the downloader.
MinorDownloaderVersion 0x00,0x01 The minor version of the downloader.
MajorRelocatorVersion 0x01 The major version of the relocator.
MinorRelocatorVersion 0x00 The minor version of the relocator.
MajorBLEProtocolStackVersion 0x02 The major version of the BLE protocol stack.
MinorBLEProtocolStackVersion 0x00 The minor version of the BLE protocol stack.

Sectioninformation

Describes the section allocation of memory
for each program.

The top property is the starting address of
each section.

The size property is the section size actually
used by the program

The max property is set to the size specified
by the section size macro.

VariableVectorTableSection

top-OxFFF80000
size-0x00000400
max-0x00000400

Variable vector table section layout
information.

ApplicationSection

top-OxFFF80800
size-0x00020000
max-0x00031800

Application section layout information.

DownloderAndProtocolStackSection

top-OxFFFB2000
size-0x00026800
max-0x00031800

Downloader section layout information.

VariableVectorTableBackupSection

top-OxFFFE3800
size-0x00000800
max-0x00000800

Placement information for the temporary write
section of the variable vector table.

StandardLibrarySection

top-OxFFFE4000
size- 0x00007800
max- 0x00014000

Standard library section layout information.

SwapTemporarySection

top-OxFFFF8000
size-0x00004000
max-0x00004000

Reserve section layout information.

SwapSection

top-OxFFFFC000
size-0x00004000
max-0x00004000

Relocator section layout information.
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4.5 Flash FIT module settings

While rewriting the code flash Since access to the code flash is prohibited, writing to the code flash is
executed by placing the instruction code in RAM.

The OTA Server program uses the Flash FIT module to rewrite the code flash. Change the following settings
of the Flash FIT module to enable RAM execution of the Flash FIT module.

® Encode code flash programming: Includes code to program ROM area.

ig’:f ble_sample_tbrx23w_ota_serverscfg i3 = 8

Software component configuration % §

Components B = - Configure

T Property Value

~ & Configurations
& o L P Lo

v (= Startup # Enable code flash pregramming Includes code to program ROM area
v [= Generic = il comple

W rbsp # Enable BGO/Non-blocking code flash operation: Forces ROM API function to block until completed.
v [= Drivers

v [= Interrupt
%" rirg_m
v [= I/OPorts
% r_gpio_rx
v [= Low power consumption
'f- r_lpc_m
v [= Memory
g: r_flash_rx
v [= Communications
ﬁ: r_sci_m
v [= Timers
‘:v r_cmi_rx
v [= Middleware
v [= Generic
f“ r_ble_qge_utility
%" r ble_m23w
g: r_byteq
v (= Application
~ [= Communications

& Config_BLE_PROFILE

type filter text

# Enable code flash self-programming Programming code flash while executing in RAM.

Figure 4.13 Flash FIT module settings

Press the code generation button on the upper right to reflect the settings.
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4.6 Addition of Renesas OTA Reset Service

Add the Renesas OTA Reset service to the GATT database to check the firmware version information and
switch to the downloader while the user application is running.

Register the service from QE for BLE to the GATT database. Click the Import button and specify the included
JSON file (Renesas_OTA_Reset_Service_Server.json) to add it.

Configure

BLE Custom Profile

v [P Profile
5 [Server,Client] GAP Service
5 [Server] GATT Service MName: | Renesas OTA Reset Service |
o 5 [Server] Renesas OTA Reset Service
C Virtual Reset Button
C Project Information Abbreviation: | ota_reset |
C Version Information
S [Server] LED Switch Service

Server [ Client

UUID:|feacbb?a—db63—4ca1—8ae2—f611-:8269f65 128 bits

Description: | |

Encryption
|:| Authorization
Unauthentication

Aux Properties:

[ GAP Service
[0 GATT Service

Included:
[ LED Switch Service

o || XK

Name Code

Error Codes:

Figure 4.14 Import OTA Reset Service

After adding the service, execute code generation.

5 =
Generate Code JGenerate Report
Configure @
BLE Custom Profile
EEERS Import
Profile  Peripheral Central
~ P Profile ] (O Central @) Peripheral
S/ [Server, Client] GAF Service Applied Standard Profiles:
S [Server] GATT Service - -
5 [Server] Renesas OTA Reset Service LED Switch Profile
5 [Server] LED Switch Service
Figure 4.15 Execute Generation Code
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The files in the smc_gen\Config_BLE_PROFILE folder will be overwritten. The file before overwriting is
stored in the trash folder. If you need the original source code, copy and restore files other than gatt_db.c /
gatt_db.h.

Bl Project Explorer S Y § = O
w [—= ble_sam ple_tbrx23w_ota_server [HardwareDeln
% :j:;?' Binaries
% IB'_].I Includes

w [ sre
» [= r_ble_ota

3 ET ble_sampl _ota_servernc

w = 2022-03-25 -21

w [= Config_BLE_PROFILE
[c] app_main.c
[ gatt_db.c
[€] gatt_db.h
[€] r_ble_gaps.c
[g] r_ble_gaps.h
[ r_ble gats.c
€] r_ble_gats.h
E| r_ble_lss.c
@ r_ble_Iss.h

» [= general

5 = r_ble_m23w

¥ = r_bsp

w23 r burken

Figure 4.16 Copy user programs in trash folder
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4.7 Assignment of source code to each section

Assign each program to the section set in “4.2 Section division settings”. In e2 studio, you can specify the
section where the program is placed for each source code folder. Right-click the folder from the project
explorer, select Properties to open the menu screen, and specify the section of each program from the items
of "C/C ++ Build"-"Settings"-"Compiler"-"Object".

Place the following folders and files in the bootloader section (BL_ *).
r_ble_ota/bootloader
r_ble_ota/utility
smc_gen/general
smc_gen/r_flash
smc_gen/r_bsp
<ProjectName>.c (Place the main function called from the BSP module in BL_* sections)

Properties for bootloader

type filter text Settings
Resource
w (/C++ Build
Settings Configuration: |HardwareDebug [ Active ] b e onton st
Tool Chain Editor
C/C++ General X [ Exclude resource from build
Run/Debug Settings

B Tool Settings

~ 83 Common $fworkspace_loc:/${ProjName}/${ConfigName}}
& v Cutputs debugging information (-debug/-nodebug)

# pIC/PID

(# Miscellaneous

v i Compiler Section name of constant area (-section=C) [eLc
~ (& Source

@ Advanced

(% Object Section name of uninitialized data area (-section=B8) |BL_B

@ List

~ (2 Optimization
(2 Advanced Section name of switch statement branch table area (-section=W) | BL_W

Section name of program area (-section=F) | BL_P

Section name of literal area (-section=L) |BL_L

|
|
Section name of initialized data area (-section=D) |BL_D |
|
|
|

(& Output [_[Allocates uninitialized variables to 4-byte boundary alignment sections (-nostuff=E)
(2 MISRA CRule Check | pjigcates initialized variables to 4-byte boundary alignment sections (-nostuff=D)
@ Miscellaneous
(5 User

w B Assembler
2 Source Adjustment for instruction in branch (-noinstalign/-instalign4/-instaligng) | Nene
=] l g 9 g

[[] Allocates const qualified variables to 4-byte boundary alignment sections (-nostuff=C)

[ Allacates switch statement branch tables to 4-byte boundary alignment sections (-nostuff=\W)

(£ Object [ Suppress DIV, DIVL and FDIV instruction generation (-nouse_div_inst)
@ List
(# Optimization
(2 Miscellaneous
(2 User
~ 8 Library Generator
@ Mode
(% Standard Library
(# Object
~ (2 Optimization
(2 Advanced
(# Miscellaneous
@ User

Cutput character code (-outcode) iUTF-8 code ~

Restore Defaults Apply

@' Apply and Close Cancel

Figure 4.17 Specifying the bootloader section

RO1AN5910EJ0111 Rev.1.11 Page 62 of 104
Apr.12.22 RENESAS



RX23W Group Firmware update over the air sample program

Place the following folders in the Downloader section (FWDL_ *).

r_ble_ota/downloader

B Properties for downloader [m} *
Settings v T
Resource
w C/C++ Build
Settings Configuration: |HardwareDebug [ Active ] ~ | | Manage Cenfigurations...
Tool Chain Editor
C/C++ General

[ Exclude resource from build
Run/Debug Settings

3 Tool Setti ngs

~ 8 Common Output file directory {-output=obj) ${workspace_loc:/${ProjName}/${ConfigName}}
i
@ [7]Qutputs debugging information (-debug/-nodebug)
(& PIC/PID -
{5 Miscelaneous Section name of program area [-section=P) [FwoLp |
~ BB Compiler Section name of constant area (-section=C) |FWDL_C |
i 5
v E \iurce Section name of initialized data area (-section=D) |FWDL7D |
22 Advanced
(% Object Section name of uninitialized data area (-section=B) [FwoL B |
0
(£ List X Section name of literal area (-section=L) |FWDL_L |
v (& Optimization
@ Advanced Section name of switch statement branch table area (-section=W) | FWDL_W |
(2 Output T Allocates uninitialized variables to 4-byte boundary alignment sections (-nostu#=B)

(28 MISRA C Rule Check
(2 Miscellaneous

v B Assembler [[J Allocates switch statement branch tables to 4-byte boundary alignment secticns (-nostuff=\W)

[[] Allocates initialized variables to 4-byte boundary alignment sections (-nostuff=D)
[[] Allocates const qualified variables to 4-byte boundary alignment sections (-nostuff=C)

(& Source Adjustment for instruction in branch (-noinstalign/-instalign4/-instaligns) | Mone ~
(% Object
@ List
(2 Optimization
(2 Miscellaneous
@ User
~ B Library Generator
& Mode
@ Standard Library
@ Object
~ (# Optimization
(22 Advanced
@ Miscellaneous
(2 User

dsu ppress DIV, DIVU and FDIV instruction generation (-nouse_div_inst)
Qutput character code (-outcode) UTF-8 code ~

Restore Defaults Apply

® Apply and Close Cancel

Figure 4.18 Specifying the downloader section
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Place the following folders in the Relocator section (FWDL_ *).

r_ble_ota/relocator

B8 Properties for relocatar O X
Settings - B
Resource
v /C++ Build
Settings Configuration: | HardwareDebug [ Active ] ~ | Manage Configurations...
Tool Chain Editor
C/C++ General

. [ Exclude resource from build
Run/Debug Settings

& Tool Settings

~ [ Common Output file directory [-output=obj) ${workspace_loc:/${ProjName}/${Confighame}}
=
& cru [] Qutputs debugging information (-debug/-nodebug)
= PI/PID
@ Miscellaneous Section name of program area (-section=P) |RL_P ‘
~ &3 Compiler Section name of constant area (-section=C) |RL7C ‘
s g,
-4 \;LME Section name of initialized data area (-section=0) |RL,D ‘
(2 Advanced
@ Object Section name of uninitialized data area (-section=B) |RL_B ‘
5 |
= Lm_ o Section name of literal area (-section=L) |RL_L ‘
~ (B Optimization
& Advanced Section name of switch statement branch table area (-section=\W) [Ri_w |
2 Qutput |_[Allocates uninitialized variables to 4-byte boundary alignment sections (-nostuff=B)

@ MISRA C Rule Check
2 Miscellaneous

B User
v ® i;embler [] Allocates switch statement branch tables to 4-byte boundary alignment sections (-nostuff=\W)

[] Allocates initialized variables to 4-byte boundary alignment sections (-nostuff=D)
[ Allocates const qualified variables to 4-byte boundary alignment sections (-nostuff=C)

2 Source Adjustment for instruction in branch (-noinstalign/-instalign4/-instaligng) | None v
2 Object
32 List

(5 Optimization ‘Output character code (-outcode) UTF-8 code ~

Csu ppress DIV, DIV and FDIV instruction generation (-nouse_div_inst)

(2 Miscellaneous
@ User

~ @ Library Generator
(= Mode
@ Standard Library
(22 Object

v @ Optimization
@ Advanced

@ Miscellaneous
@ User

Restore Defaults Apply

® Apply and Close Cancel

Figure 4.19 Specifying the relocator section
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4.8 Editing dbsct.c

In the RX family, including the RX23W, RAM is initialized by the __ INITSCT function when the
microcontroller starts. The __INITSCT function refers to the _DTBL table and BTBL to initialize RAM. Modify
this table to initialize the bootloader and standard library RAM at boot time.

These variables are defined in the following files of the BSP FIT module.

src\smc_gen\r_bsp\mcu\all\dbsct.c

& FOYIIRTIRT0-5- 2

v = ble_sample_tbrx23w_ota_server [HardwareDebug]

==

[} Includes
w B sre

= r_ble_ota

w &; smc_gen

(&= Config_BLE_PROFILE
2% general
= r_ble_m23w
v 2L rbsp
= board
= doc
v = mcu
v = all
[ dbsct.c
[ lowhl.e
[B] lowlvlh
[2] towsrc.c
[h] lowsre.h
meu_locks.c
[ r_bsp_common.c
@ r_bsp_common.h
[ r_bsp_cpu.c
[4] r bsp_interrupts.c
[H] r bsp_interrupts.h
[ r_bsp_lecking.c
[€] r_bsp_mecu_startup.c
@ r_bsp_mcu_startup.h
r_bsp_software_interrupt.c
m r_bsp_software_interrupt.h
[H] r_rtos.h
[H] r_re_compilerh
@ r_re_intrinsic_functions.c
@ r_r_intrinsic_functions.h
[H] r typedefs.h
|| resetprg.c
[ sbrk.c
[B] sbrk.h
|=| dbsct.c.bak
2= m23w
(W platform.h
= readme.txt
= r_byteq
&= rcmt_nc
= r_config
@7’ r_flash_rx
= r_gpio_rx
= rirg_m
= rlpo_m
= r_pincfg

(=9

™

/* Section start */

=g el R ]

¥ =8 (€ dbsct.e 22

-~ 7
71 /* Section start */
72 #pragma section C C3DSEC
73
74 extern st_dtbl_t const _DTBL[] = {
75 = #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT
76 { __sectop("sL_D_8"), _ secend("SL_D_8"), _ sectop("SL_R 8") },
77 { __sectop("BL D _8"), _ secend("BL_D 8"), _ sectop("BL_R 8") },
78 #endif
79 { __sectop("BL_D"), _ secend("BL_D"), _ sectop("BL_R") },
1] { __sectop("BL_D_2"), _ secend("BL_D_2"), _ sectop("BL_R_2") },
81 { __sectop("BL_D_1"), _ secend("BL_D_1"), _ sectop("BL_R_1") },
82 { __sectop("sL_D"), _ secend("SL_D"), _ sectop("SL_R") },
a3 { __sectop("sL D 2"), _ secend("SL_D 2"), _ sectop("SL_R 2") },
a4 { __sectop("SL D 1"), _ secend("SL_D 1"), _ sectop("SL R 1") }
8 - #if (BSP_CFG_RTOS_USED == 4) && (BSP_CFG_RENESAS_RTOS_USED == RENESAS_RIGHBPX)
-1 21 __sectop("DRI_ROM"), _ secend("DRI_ROM"), _ sectop("RRI_RAM") }
8 #endif /* Renesas RIGBEPX */
B
B
9
a
9

#pragma section C C3BSEC

extern st_btbl_t const _BTBL[] = {

- #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT
{ __sectop("BL_B_8"), _ secend("BL_B_8") },
{ __sectop("sL B 8"), _ secend("SL_B_8") },

#endif

{ __sectop("BL_B"), _ secend("BL_B") },

{ __sectop("BL_B_2"), _ secend("BL_B_2") },

{ __sectop("BL_B_1"), _ secend("BL_B_1") },

{ __sectop("sL_B"), _ secend("SL_B") },

{ __sectop("sL_B_2"), _ secend("SL_B_2") },

{ __sectop("SL_B 1"), _ secend("SL_B_1") }

|- #if (BSP_CFG_RTOS_USED == 4) &R (BSP_CFG_RENESAS RTOS USED ==

+{ __sectop("BRI_RAM"), _ secend("BRI_RAM") }

#endif /* Renesas RIGBGV4E */

RENESAS RIGEE

s

9 /* Section start */
118 #pragma section
112 - #if (BSP_CFG_RTOS_USED == 4) &R (BSP_CFG_RENESAS_RTOS_USED == RENESAS_RIG@PX)
113 #pragma section C (5
114 #endif /* Renesas RIGB@PX */
115
116 —#if e
117 = /* CTBL prevents excessive output of L1188 messages when linking.
118 Even if CTBL is deleted, the operation of the program does not change. */
119 uint8_t * const _CTBL[] = {
120 __sectop("C_1"), _ sectop("C_2"), _ sectop("C"),
121 = #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING_POINT
122 _ sectop("C_38"),
123 #endif

__sectop(™W_1"), _ sectop("W_2"), _ sectop("W")

b

#endif

/* Preprocessor directive */
#pragma packoption

-
PRR R R RN R MR R
RN Y

Figure 4.20 Edit dbsct.c

Then disable the CBTL table and remove the diff to the relocator section. Deleting this table has no effect on
the executable file.

[ dbsct.c 2
112
113
114
115
116
117
118
119
120
121
122
125
124
125
126
127
128

170

~#if (BSP_CFG_RTOS_USED == 4) && (BSP_CFG_RENESAS_RTOS_USED
#pragma section C CS
#endif /* Renesas RIGOAOPX */

RENESAS_RI&8E

| #if ©

[P /* CTBL prevents excessive output of L1108 messages when linking.
Even if CTBL is deleted, the operation of the program does not change. *

uint8_t * const _CTBL[] = {
__sectop("C_1"), _ sectop("C_2"), _ sectop("C"),

|- #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATING POINT
__sectop("C_8"),

#endif
__sectop("W_1"), _ sectop("W_2"), _ sectop("W")

¥
ifl

/* Preprocessor directive */
#pragma packoption

Figure 4.21 CBTL disabled
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4.9 r_ble_ota configuration settings

OTA Server behavior, section information and version information are set in r_ble_ota_config.h. The items to

be set are shown in Table 4.2.

Table 4.2 r_ble_ota configuration options

Macro name

BLE_OTA_DEBUG_PUTS

Default Value

Description

Specify the name of the function to output the log of
update event information in downloader. If it is an
empty macro, no log output will be performed.

MAIN_FUNCTION app_main Specifies the main function of the user application.
The argument and return type will be void type.
BLE_OTA_PROJECT_NAME “ota_sample” Set the firmware project information. The maximum 18

bytes strings. Used to validate whether the firmware is
to be updated.

Note: This config is set when creating a project. Do
not change when updating the firmware.

BLE_OTA_RESET CODE

"inge9ubled9hy4tljn"

The value to write to the Virtual Reset Button of the
OTA Reset Service. Specify with a fixed 18 strings.
Note: This config is set when creating a project. Do
not change when updating the firmware.

BLE_OTA_DOWNLOADER_DEVICE_NAME “FWU-DEV” Sets the device name in downloader.
The values set in this macro are used as the GAP
Service Device Name Characteristic and the
COMPLETE NAME in advertisement scan response
data.
Note: recommend similar values to applications.
BLE_OTA_APPLICATION_MAJOR_VERSION 0x01 Sets the major version of the application section.
BLE_OTA_APPLICATION_MINOR_VERSION 0x0A Sets the minor version of the application section.
BLE_OTA_DOWNLOADER_MAJOR_VERSION 0x01 Sets the major version of the downloader section.
Change when updating the BLE protocol stack or
downloader in the downloader section.
BLE_OTA_DOWNLOADER_MINOR_VERSION 0x0A Sets the minor version of the downloader section.
Change when updating the BLE protocol stack or
downloader in the downloader section.
BLE_OTA_RELOCATER_MAJOR_VERSION 0x01 Sets the major version of the relocator section.
Change when updating the relocator program or
bootloader program in the relocator section.
BLE_OTA_RELOCATER_MINOR_VERSION 0x00 Sets the minor version of the relocator section.
Change when updating the relocator program or
bootloader program in the relocator section.
BLE_OTA_APPLICATION_SECTION_SIZE 0x31800 Sets the size of the application section.
(198KB)
BLE_OTA_TEMPORALY_SECTION_SIZE 0x31800 Sets the ROM size that temporarily section the
(198KB) firmware received by the OTA Server.
Set the same value as
BLE_OTA_APPLICATION_SECTION_SIZE.
BLE_OTA_DOWNLOADER_SECTION_SIZE 0x31800 Sets the size of the downloader section.
(198KB)
BLE_OTA_RELOCATER_SECTION_SIZE 0x4000 Sets the size of the relocator section.
(16KB)
BLE_OTA_STDLIB_SECTION_SIZE 0x14000 Sets the size of the standard library section.
(80KB)
BLE_OTA_DL_FW_BUFFER_SIZE 0x4000 Sets the maximum firmware block size received in
downloader.
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Macro name Default Value Description
BLE_OTA DL_CVECT_BUFFER_SIZE 0x0400 Sets the buffer size when receiving a variable vector
table. No changes are required.
BLE_OTA_DATAFLASH_BLOCK_LENGTH 0x0400 Sets the data flash block size.
No changes are required.
BLE_OTA_USE_DATAFLASH_START_ADDRESS | 0x00100400 Sets the start address of the data flash block used to
switch programs.
BLE_OTA_CODEFLASH_BLOCK_LENGTH 0x0800 Set the minimum rewrite size of the code flash of the
microcomputer to be used.
BLE_OTA_CODEFLASH_START_ADDRESS 0xFFF80000 Set the start address of the MCU to be used.
BLE_OTA_CODEFLASH_SIZE 0x00080000 Set the size of the code flash of the MCU to be used.
(512KB)
BLE_OTA_RAM_START_ADDRESS 0x00000000 Set the RAM start address of the MCU to be used.
BLE_OTA_RAM_SIZE 0x00010000 Set the RAM size of the MCU to be used.
BLE_OTA_TRAPERROR_LED_ENABLE Set whether to enable LED blinking when an
irreversible error occurs. If this macro is disabled, the
LED control for error will be disabled.
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4.10 User application modification

In this chapter, the main function of the user application is set to the boot loader. Set the section of RAM to
initialize before launching the user application.

4.10.1 Main function settings

The OTA Server program implements a boot loader for program switching. Call the bootloader_main function
before executing the user's main function.

@ ble_sample_rx23w_ota_serverc &3

3 @* FILE : ble_sample_rx23w_ota_server.c|]
#include "r_smc_entry.h”

void main{void);
extern void bootloader_main(void);

12
1z

F
i

void main({void)

bootloader_main();

}

W0 s O e

Figure 4.22 setting main function
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4.10.2 User application main function registration and initialization section settings
The main function of the user application is executed via the application_loader function. Set the user's main
function in the MAIN_FUNCTION macro in r_ble_config.h.

[W] r_ble_ota_config.h &2
@ * DISCLAIMER[]

S Jt=0 N

= #ifndef R_BLE_OTA_CONFIG_H
#define R_BLE_OTA_CONFIG_H

#define BLE_OTA_DEBUG_PUTS

[ I O Y iy

'* OTA Configuraticn */

/¥ Applicatdign Madin Fupctiop *7

tdefine MAIN FUNCTION app main |
/7 Project Intormation ~/

/* BLE_OTA_PROJECT_NAME length < 18%/
#define BLE_OTA_PROJECT_NAME "ota_sample”

/* BLE_OTA_PROJECT NAME length = 18%/
#define BLE_OTA_RESET_CODE "ingedubleddhy4tlin"

L e B I T o R R R R e
= ® M 0D O '

oo R

Figure 4.23 Setting user main function to bootloader.

The user application is called from the application_loader function in the r_ble_ota_app_loader.c file.

The application_loader function performs RAM initialization. If your application wants to use a section other
than the default, change the initialized_ram function.

[€] r_ble_ota_app_loaderc 1 =
2 ®* DISCLAIMER[]
19
20 #include <string.h>
21 #include "r_ble_ota_header.h"
22 extern void MAIN_FUNCTION(veid);
23
24 “static void initialized_ram(void)
25 {
26 memcpy(__sectop("R_1"),_  sectop("D_1"),_ secsize("R_1"))
27 memcpy(__sectop("R_2"),_  sectop("D_2"),_ secsize("R_2"));
28 memcpy(__sectop("R"™),__ sectop("D"),_secsize("R"));
30 memset(_ sectop("B"), 0x08, _ secsize("B"));
31 memset(  sectop("B_1"), 0x08, _ secsize("B_1"));
32 memset(_ sectop("B_2"), 0x08, _ secsize("B_2"));
33
34 -~ #ifdef BSP_MCU_DOUBLE_PRECISION_FLOATIMNG_POINT
35 memcpy(__sectop("R_8"), _ sectop("R_8") ,_secsize("R_8"));
36 memset(_ sectop("B_8"), _ sectop("B_8") , secsize("B_8"));
37 #endif
38 3
39
e ~wvoid application_loader(void)
1 it
2 initialized _ram()};
3 MAIN_FUNCTION();
i
Figure 4.24 r_ble_ota_app_loader.c
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4.11 Addition of Renesas OTA Reset Service
Implement the following process in the user application to perform OTA firmware update by FWU_Client.

1  Switching process to Renesas OTA Reset Service and downloader.
2 Implementation of bonding.

3 Indication processing of Service Changed Characteristic of GATT Service (only when using iOS)

4.11.1 Switching process to Renesas OTA Reset Service and downloader

The Renesas OTA Reset Service is used by FWU_Client to read the firmware project name and version
information and switch the program to the downloader.

Add the following functions to the user application.
® Setting a value for each characteristic of Renesas OTA Reset Service

® Match confirmation when writing Reset Code and switching process to downloader.

All of this is implemented in the r_ble_ota_resets.c file that comes with the package. You can add processing
by replacing this file in the project with the one in the bundled package.

Replace the files r_ble_ota_resets.c and r_ble_ota_resets.h generated by QE for BLE with the files with the
same name included in this package.

File to be replaced:
${ProjectName\smc_gen\Config_ BLE_ PROFILE\r_ble_ota_resets.c
${ProjectName}\smc_gen\Config_ BLE_ PROFILE\r_ble_ota_resets.h

The file included in the package:
r01an5910xx0111-rx23w-otafwup\ProjectSetting\service\service api\r_ble _ota_resets.c

r01an5910xx0111-rx23w-otafwup\ProjectSetting\service\service api\r_ble_ota_resets.h

To enable this function, implement the empty ota_resets_cb function and execute the
R_BLE_OTA_RESETS Init function before executing R_BLE_Execute in app_main.c. Please refer to the
app_main.c file of this sample (ble_sample_tbrx23w_ota_server) for the detailed implementation method.

#include "r_ble_ota_resets.h"

void ota_resets_cb(uintl6_t type, ble_status_t result, st_ble_servs_evt_data_t *p_data)

{
}

/* Initialize Renesas OTA Reset Service server API */
R_BLE_OTA_RESETS Init(ota_resets_cb);

Figure 4.25 Example of adding Renesas OTA Reset Service to app_main.c

r_ble_ota_resets.c sets the g_ble_ota_project_info variable and the version information of each HEADER
section in the GATT database when the Read Request comes to Project Information Characteristic and
Version Information Characteristic, respectively. This process is implemented in the following functions
respectively.

static void ble_ota_resets_Project_info_read_req_cb(const void *p_attr, uintl6_t conn_hdl)
static void ble_ota_resets_version_info_read_req_cb(const void *p_attr, uintl6_t conn_hdl)

These functions are registered in each characteristic definition variable.
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/* Project Information characteristic definition */
static const st_ble servs_char_info_t gs_project_info_char = {

.start_hdl = BLE_OTA_RESETS_PROJECT_INFO_DECL_HDL,
.end_hdl = BLE_OTA_RESETS_PROJECT_INFO_VAL_HDL,

.char_idx = BLE_OTA_RESETS_PROJECT _INFO_IDX,

.app_size = sizeof(st_ble_seq_data_t),

.db_size = BLE_OTA_RESETS_PROJECT_INFO_LEN,

.decode = (ble_servs_attr_decode_t)decode_st_ble seq_data_t,
.encode = (ble_servs_attr_encode_t)encode_st ble seq_data_t,

.read_req_cb ble ota_resets_Project_info_read_req_cb,

1

/* Version Information characteristic definition */
static const st_ble_servs_char_info_t gs_version_info_char = {

.start_hdl = BLE_OTA_RESETS_VERSION_INFO_DECL_HDL,
.end_hdl = BLE_OTA_RESETS_VERSION_INFO_VAL_HDL,

.char_idx = BLE_OTA_RESETS_VERSION_INFO_IDX,

.app_size = sizeof(st_ble_ota_resets_version_info_t),

.db_size = BLE_OTA_RESETS_VERSION_INFO_LEN,

.decode = (ble_servs_attr_decode_t)decode_st_ble_ ota_resets_version_info_t,
.encode = (ble_servs_attr_encode_t)encode_st_ble_ota_resets_version_info_t,
.read_req_cb = ble_ota_resets_version_info_read_req_cb,

3

Figure 4.26 Registration of callback function of Read Request of r_ble_ota_resets.c

Inr_ble_ota_resets.c, check the Reset Code match in the Write Request event to the Virtual Reset Button
Characteristic. When the Reset Code matches, disconnects from the opposing device in the Write Comp
event. After that, user application is reset to downloader.

By calling the R_BLE_OTA_SwitchModeReset function implemented in “r_ble_ota/utility/r_ble_ota_reset.c”,
you can switch to downloader with any trigger in the user application. The usage of the
R_BLE_OTA_SwitchModeReset function is shown below. Read the current settings from DataFlash and
specify the downloader in activate_mode. The R_BLE_OTA_SwitchModeReset function writes the startup
program flag information to the non-volatile area and resets the MCU.

st_ble_ota_dataflash_info_t data_flash_info;

R_BLE_OTA_FLASH_DRIVER_Open();
R_BLE_OTA_FLASH_DRIVER_ReadDataFlash(&data_flash_info);
R_BLE_OTA_FLASH_DRIVER_Close();

data_flash_info.activate_mode = BLE _OTA_ACTIVATE_MODE_DOWNLOADER;
data_flash_info.status_info.code = BLE _OTA STATUS_SUCCESS;
data_flash_info.status_info.source = BLE _OTA ACTIVATE _MODE_APPLICATION;

R_BLE_OTA_SwitchModeReset(&data_flash_info);

Figure 4.27 Example of using R_BLE_OTA_SwitchModeReset
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Access to the code flash is prohibited while the R_BLE_OTA_SwitchModeReset function is running. When
an interrupt occurs, access to the code flash occurs via the vector table. If any interrupt is expected to occur,
set interrupt disable in r_ble_ota_resets gatts cb inr_ble_resets.c.

st _ble ota dataflash _info_t data_flash_info;
R_BLE_OTA_FLASH_DRIVER_Open();

R_BLE_OTA_FLASH DRIVER ReadDataFlash(&data flash_info);
R_BLE_OTA_FLASH_DRIVER_Close();

data_flash_info.activate_mode = BLE _OTA_ACTIVATE_MODE_DOWNLOADER;
data_flash_info.status_info.code = BLE_OTA _STATUS_SUCCESS;
data_flash_info.status_info.source = BLE OTA ACTIVATE MODE APPLICATION;
R_BSP_InterruptsDisable();

R_BLE_OTA_SwitchModeReset(&data_flash_info);

Figure 4.28 Example for disabled interrupts

r_ble_ota resets.c registers one GATT Server callback function in the host stack of R_BLE_API. Set the
number of registered GATTS callback functions to the number used by the user application + 1 or more. In
app_main.c generated by QE for BLE, it is set to the maximum value BLE_GATTS_MAX_CB (15).

/* GATT server initialization parameters */
static st_ble_abs_gatts_init_param_t gs_abs_gatts_init_param =

{

.p_cb_param
.cb_num

gs_abs_gatts_cb_paranm,
BLE_GATTS_MAX_CB,

}s

Figure 4.29 Setting the number of registered callback functions

4.11.2 Implementation of bonding

The pairing information is read from the Data Flash specified by the security library of app_lib of the OTA
Server BLE Protocol Stack running in the downloader and used, but the non-volatile area of the pairing
information is not rewritten. Therefore, it is recommended to perform bonding in the user application.

Please use the security library of app_lib of BLE Protocol Stack to keep the pairing information in Data Flash
while the user application is running.

For details on how to use the security library, refer to Chapter 5.2 “Security Data Management” of the
"Bluetooth Low Energy Protocol Stack Basic Package User's Manual (RO1UWO0205)" and “Bluetooth Low
Energy application developer’s guide (RO1AN5504) Section 9 Security”.

4.11.3 Indication processing of Service Changed Characteristic of GATT Service

The iOS device caches some of the information about Bluetooth devices to BD address. The information to
be cached also includes the structure of GATT Database.

The OTA Server has another GATT Database in the downloader program execution, and you need to delete
cache information to perform update operation.

To delete the cache of GATT Database, send the Indication of Service Changed Characteristic of GATT
Service. When using the iOS version FWU-Client, implement it so that Service Changed Characteristic can
be indicated after connection.

RO1AN5910EJ0111 Rev.1.11 Page 72 of 104
Apr.12.22 RENESAS



RX23W Group Firmware update over the air sample program

uintlé_t cccd = 0;
R_BLE_GATS_GetServChangedCliCnfg(p_data->conn_hdl, &cccd);
if((cccd & BLE_GATTS_CLI_CNFG_INDICATION) == BLE_GATTS_CLI_CNFG_INDICATION)
{
st_ble_gats_serv_changed_t serv_changed;
serv_changed.start_hdl = 0x0000;
serv_changed.end_hdl = oxffff;
R_BLE_GATS_IndicateServChanged(p_data->conn_hdl, &serv_changed);

Figure 4.30 Service Changed Characteristic Indication

In this sample, the Indication is sent immediately after the Indication is permitted by the Client Characteristic
Configuration Descriptor (CCCD) of the Service Changed Characteristic.
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5. Update firmware settings

If the source code is changed and the firmware is changed, the version information of the corresponding
section will be updated. It is recommended that the application version be incremented each time the
firmware is changed.

This OTA sample program uses the XXX_VERSION macro inr_ble_ota_config.h to determine whether the
firmware can be updated. If the version information is inconsistent, it will not work properly after updating.

A script (CompareFirmware.py) that determines whether the update firmware can be updated is provided in
the Zip package of this application note. You can check the firmware difference using this script. Specify the
path of the directory of the folder that contains the firmware information in the run-time argument of the
script.

Execution example:

$> python CompareFirmware.py “ota_sample_Version1.10” “ota_sample_Version1.11”

After execution, the number of differences in each section and the comparison result will be displayed.

= ? = = = =T : = = W

Figure 5.1 CompareFirmware.py execution screen

The meaning of the result is as follows.

Table 5.1 CompareFile.py comparison results

RE ‘ Description

APPLICATION_UPDATE_MODE There is a firmware diff only in the application section. This
firmware can be updated in application update mode.
DOWNLOADER_UPDATE_MODE There is a firmware diff between the application section and the

downloader section. This firmware can be updated in BLE
protocol stack update mode.

FIRMWARE_ERROR There is a diff in the standard library section or the relocator
section. This firmware cannot be updated by OTA.
FIRMWARE_INFORMATION_ERROR | Section information in json file does not match.
NO_REQUIRED_UPDATE The diff for each section shown in the json file does not exist.
This firmware does not need to be updated.
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6. Android application FWU_Client project

This section simply describes how to build and debug the smartphone application FWU_Client on Android
Studio. For more detail to Android Studio, see the Android Developer site (https://developer.android.com/).

6.1 How to build

FWU_Client was developed in Android Studio Version 4.1. Select Open from the Android Studio menu and
select the FWU_Client folder in the package to open the project. Select “Build’-“Make Project” on the menu

bar to build.

File Edit View MNavigate Code Analyze Befa(tDngn Tools VCS Window Help

FWU_Client app

Y Androidv €3 T | & —
g
< app
& " A Gradle Scripts
&
-
5
=
2
i
£
2
=
=
2
-
I
i=T70D0 M Terminal = Database Inspector
O Gradle build finished in 26 5 381 ms (7 minutes ago)

6.2 How to debug

@ Profiler

FWU Client - Android Studio = (m]

jec Ciri+Fo  PIEREav I = -
Make Module FWUClient.app'

Run Generate Sources Gradle Tasks

™ | Rl - e

Select Build Variant...

Build Bundle(s) / APK(s) >
Generate Signed Bundle / APK...
Analyze APK...

Deploy Module to App Engine...

Edit Build Types...

Edit Flavors... N

Jouble Shift

Edit Libraries and Dependencies...
Clean Project
Rebuild Project dome

Drop files here to open

A, Build = f:Logcat Q) Event Log

Figure 6.1 Build menu

I, Layout Inspector
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JojeInw o

Enable USB debugging in the developer options for Android devices. When you connect an Android device

with USB debugging enabled to your PC, the debug device list is displayed. Select "Run"-"Debug'app

the menu bar to start debugging.
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Figure 6.2 Debug menu
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6.3 Correspondence to API specification change of Android 10.0

The Android version FWU_Client uses APIs that have been changed in Android 10.0 to read files. File
access is now prohibited to the path of the directory acquired by the following API. Use the
ACTION_OPEN_DOCUMENT_TREE intent etc. to retrieve access to the firmware folder from the user.

(utils/FlleUtils.java line 39) Environment.getExternalStorageDirectory()

In addition, the necessary privileges for scan execution of Bluetooth LE are enhanced. About permission
check, please fix the following.

(bluetooth_device_scan/BluetoothDeviceScanActivity.java line 480,482)
ACCESS_COARSE_LOCATION — ACCESS_FINE_LOCATION
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7. FWU_Client for iOS

This section describes the development environment of smartphone app FWU_Client for iOS.

7.1 Operation Confirmation Environment
Indicates the operation check environment.

Table 7.1 10S version FWU_Client Operation Confirmation Environment

category ‘ Environment

IDE Xcode 12.5.1

Operation device iPhone 8 i0S 14.7.1

Develop device MacBook Air (M1,2020)
macOS Big Sur version 11.2.3

7.2 Debug
See section 2.4.1.

7.3 i0OS GATT Database Cache Function

The iOS device caches some of the information about Bluetooth devices to BD address. The information to
be cached also includes the structure of GATT Database. iOS version FWU_Client waits for Service
Characteristic Indication to ensure that the OTA Server GATT Database is detected.
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FWU-Client

connect

i0S

Connection Request

OTAServer

Connection Request,

A

didConnect

A

cccd 0x02

Write Request
Service Changed Characteristic

Write Response

A

Service Changecd Characteristic

Indication

A

didModifyServices

&
)

discoverServices

didDiscoverServices

Service Discovery

)
g

Service Discovery|

A

A

Read and Display OTAServer Information

Figure 7.1 Sequence chart when connecting iOS version FWU_Client
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8. FWU_Client for Python

8.1 System Configuration

Python version FWU_Client consists of a program OTA Client for RX23W and Python Application to control
OTA Client. OTA Client uses Bluetooth LE to update OTA Server firmware. Python Application transfers
update firmware using the application packet defined by OTA Client. The firmware transfer path
communicates using the command line interface (CLI) of app_lib provided by BLE FIT Module.

Python Application receives control commands and performs firmware updates.

Python Application
(Windows PC)

Command Line Interface Python Application
(UART) PythonApplication.exe

Bluetooth Low Energy
OTA Server

OTA Client
(ble_sample_tbrx23w_ota_server) <:> (ble_sample_tbrx23w_ota_client)

hogaases. fss

arget Board for RX23V

A bogaasea.fass

aret ard for R23\\
Figure 8.1 system configuration diagram
8.2 Control Command

Python Application in Python version FWU_Client receives the command in Table 8.1 and performs the OTA
Server firmware update.
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Table 8.1 Python Application Command List

timeout (s) OTA Client runs a scan for Timeout time.
scan_mode scan_mode
filter_type 0: all device
filter_data 1: filter_type and filter_data
2: Renesas OTA Reset Service UUID
3: Renesas OTA Service UUID
example:
scan50
scan 51 9 FWU-DEV
conn timeout (s) Connect OTA Server and read the firmware information.
bd_address example:

addr_type [public:0,random:1]

conn 5 74:90:50:FF:FF:FF O
conn 5 DF:3C:31:5D:08:D9 1

update Update_mode [app,ble]

Firmware_directory_path

OT Client starts updating OTA Server devices connected by
the conn command.

example:
update app C:\FWU Client\ota_sample_Version1.11
update ble C:\\FWU Client\ota_sample_Version1.12

disconn None OTA Client disconnects the connection with the connected
device
exit None Terminate Python Application
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8.3 Operation Sequence of Each Command

This Chapter shows the operation sequence at each command execution of the Python version FWU_Client.
See Section 8.4.2 for more information on packets between OTA Client and Python Application.

8.3.1 scan command

The scan command scans the peripheral Bluetooth LE device and displays the data in the advertisement
packet. The red letters in the figure indicate the packet between the OTA Client and the Python Application.

User

Python Application OTACIlient

OTAServer

scan command

QisplayAdvertise Data

Device Scan Packet

Packet Confirm Packet

A

Scan Start

>

<&

Advertise Packet

Advertise Report Packet

A

Advertise Packet

isplayAdvertise Data

R

A

Advertise Report Packet

A

isplay Scan End

Timeout
e
Scan End Report

A

1%}
)

Figure 8.2 scan command execution sequence

8.3.2 conn command

The conn command connects to the OTA Server and reads and displays the firmware information. If you
connect to a non-OTA Server, OTA Client will be disconnected. If the key information of OTA Client is
different from that of OTA Server, delete the key information of OTA Client and disconnect. The red letters in
the figure indicate the packet between the OTA Client and the Python Application.
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User

Control Device
(Python Application)

OTAClient

conn command

Device Connect Packet

Packet Confrim Packet

OTAServer

Connection Request

N
1q

Connection Established

< 1q

MTU Change Request

N
1q

MTU Change Response

Service Discovery

3!
1q

Service Discovery)

alt

Display OTAServer Information

[Discovered OTAReset Service]

Connection State Report Packet

Read Project Information

Insufficient Encryption or|
Insufficient Authentication

<

Start Encryption or
Start Paring

Y

Encryption Changed

N

Read Project Information Char

g

Read Response

Read \ersion Information Char

1q

Read Response

Display OTAServer Information

[Discovered Renesas OTAService]

Connection State Report Packet

A

ProjectinformationRequest

Insufficient Encryption or|
Insufficient Authentication

<

Start Encryption or
Start Paring N

Encryption Changed

<

ProjectinformationRequest

ProjectinfomationResponse

<

\ersionInformationRequest

\ersionInformationResponse

<

Display Error

Connection State Report Packet

Disconnect

Figure 8.3 conn command execution sequence
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8.3.3 disconn command

The disconn command disconnects from the OTA Server. The red letters in the figure indicate the packet
between the OTA Client and the Python Application.

Control Device

User (Python Application)

OTAClient OTAServer

disconn command

Device Disconnect Packet

alt [Connectng to OTAServer

Packet Confirm Packet

A

Disconnect

Connection State Report

A

Display Disconnect
)

[Not Connectiong]

Packet Confirm Packet

&
<

Display Error (Error State)
)

Figure 8.4 disconn command execution sequence
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8.3.4 update command

The update command executes the OTA update sequence for the OTA Server shown in Section 3.5. Get the
firmware from the Python Application each time OTA Client send a firmware block. The red letters in the
figure indicate the packet between the OTA Client and the Python Application.

User

update command

(Python Application)

Control Device OTAClient OTAServer

Update Start Packet

alt

isplay Error(Packet Error Code)

[Not Connecting]

Packet Confirm Packet

A

AT

[In Connecting]

Packet Confirm Packet

A

loop loop [Firmware Block]
P Frimware Request Packet

OTA Update Sequence

A

<

Firmware Response Packet

Y

Write Response for|

| Display Update Progress

Update Progress Report Packe

_FirmwareDownloadEndCommand

A

 Display Update Succcess

Update Progress Report Packe

Write Response for
UpdateEndCommand

A

A

Figure 8.5 update command execution sequence
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8.3.5 exit command

The exit command is a command to exit the Python Application.

User

exitcommand

Control Device
(Python Application)

OTAClient

>Close Serial Port

and
Teminate

Figure 8.6 exit command execution sequence

OTAServer
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8.4 OTA Client

OTA Client has firmware update function for the OTA Server. OTA Client provides the update functionality by
application packets defined in Section 8.4.2. The Device that controls OTA Client by application packet is
called as a “Control Device”.

In this sample, Python Application is implemented as an OTA Client “Control Device”.

8.4.1 Block Diagram
OTA Client consists of three modules and main modules that use it.

Figure 8.7 shows a block diagram.

Main Module
(client_main)
A I E
Y
Bluetooth Connection Update Execution Control Device Control Device
timer Manage Module Module Communication Module<€—» Communication Module
< (ble_conn) (update_sequencer) (ctrl_dev_comm) (ctrl_dev_comm_packet)
) ! {
Y
r_ble_ota_resetc Control Device
r_ble_otac Communication Module
A (ctrl_dev_driver)

] l

Profile Common

Command Line
Interface

A
v A\ 4

BLE Protocol Stack

Figure 8.7 OTA Client block diagram.
Describes the functionality of each module.
1. Bluetooth connection management module (ble_conn)
Ble_conn scan, connects to the OTA Server device and read project information.
2. Update execution module (update_sequencer)
Update_sequencer updates the firmware of the connected OTA Server.
3. Control Device Communication Module (ctrl_dev_comm, ctrl_dev_comm_packet,ctrl_dev_driver)
Ctrl_dev_comm notifies the main module to receive application packets defined in Section 8.4.2.

Ctrl_dev_comm_packet implements data structures and serialization functions, and deserialization
functions of application packets defined in Section 8.4.2.

Ctrl_Dev_Driver notifies Ctrl_Dev_COMM for application packet data received from any communication
path. This sample receives application packets using the BLE FIT Module's app_lib's command line
interface function.

4. Main Module(client_main)

client_main uses the three modules above to provide OTA Server firmware updates. Main module
initialize and set communication parameters each module.
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8.4.2 Application Packet
OTA Client defines application packets for searching peripheral devices, connections to update devices, and
executing connection device firmware update sequences. Control devices and OTA Client perform data

communication with packets defined below

OTA Client Communication Packets have the following data structures. N depends on the communication
path. N is 70-255 bytes. The checksum field is a value obtained by adding packet data bytes from the packet
type code by one byte.

Packet type Packet data checksum

code

1byte N byte lbyte
Each packet data and operation are as follows.

Packet Name Device Scan Packet type 0x01

code

Sender Control Device

Client OTA Client filters advertisement packets on the specified data. OTA Client

Behavior runs a scan for a specified amount of scan time.

Device scan results are notified in Advertisement Report packets.

Packet data

Packet type Scan time Filter data Filter data Filter data Checksum
code (sec) type length
lbyte lbyte 1lbyte 1lbyte N byte lbyte
Packet Name | Device Connect Packet type 0x02
code

Sender Control Device
Client OTA Client connects to the specified Bluetooth LE device.
SRS The result of the connection is notified in the Connection state report packet.
Packet data
Packet type Timeout BD Address Address type: Checksum
code (sec) 74:50:90:ff.00:ff random 0x01

- public 0x00

0x74,0x50,0x90,0xff,0x00,0xff
lbyte lbyte 6byte lbyte lbyte
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Packet Name Device Disconnect Packet type 0x03
code
Sender Control Device
Client The OTA Client disconnects from the connected device.
Behavior

Packet data

Packet type Checksum

code

lbyte lbyte

Packet Update Start Packet type code 0x04
Name

Sender Control Device

Client OTA Client performs a firmware update sequence for the connected device. Select
Behavior application update mode or BLE protocol stack update mode in update mode field.

During the update, the OTA Client sends update progress packets and firmware request

packets.

Packet data

Packet type | Update mode Start Address for Length | Start Address for Length for
code 0X00: Variable Vector for Application section Application
' Table section Variable Section
Application Update Vector (byte)
) Table
Ox01: section
BLE protocol stack (byte)
update
1lbyte lbyte 4byte 4byte 4byte 4byte
Start Length for Version Project | Reset Firmware | Checksum
Address for | Downloader Information | Name | Code Block
Downloader | section size
section (byte) (KB)
4dbyte 4byte 6byte 18byte | 18byte | lbyte lbyte
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Packet Name | Firmware Response Packet type | Ox05
code

Sender Control Device
Client This packet responds to the firmware request packet notified by the OTA
Behavior Client. Sends firmware of the address and size specified in the firmware

request packet.
Packet data
Packet type Firmware Firmware | Firmware data Checksum
code Request Data

number length
lbyte lbyte lbyte N byte lbyte
Packet Name | Error Confirm Packet type 0x06

code

Sender Control Device
Client Packets sent when the checksums of packets notified by the OTA Client do
Behavior not match
Packet data
Packet type Response Packet Checksum
code Packet Error Code

Code
1lbyte lbyte lbyte 1lbyte
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Packet Name | Advertise Report Packet type 0x81
code
Sender OTA Client
Client The response to the device scan packet. Notifies to the control device the
Behavior device found by the scan.

Packet data

Packet type BD Address BD Address type Advertise | Advertise | Checksum
code random:0x01 Data Data
' Length
public:0x00
lbyte 6byte lbyte lbyte N byte 1 byte
Packet Name | Scan End Report Packet type 0x82
code
Sender OTA Client
Client Notifies the control device that the scan is complete.
Behavior

Packet data

Packet type Checksum

code

lbyte lbyte

Packet Connection State Report Packet type | 0x83
Name code

Sender OTA Client

Client Notifies the information of the connected Bluetooth LE device.
Behavior

Packet data

Packet type | Connection state BD Project | Version Executing
code OX00" SUCCESS Address Name | Information program in
' connected OTA

0x01: failed Server
0x02: read failed 0x00: user
0x03: timeout application
0x04: UUID not ggsvlril vader
match
0x05: disconnected

lbyte lbyte 6byte 18byte | 8byte lbyte

Checksum

lbyte
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Packet Name Update Progress Report Packet type 0x84
code

Sender OTA Client
Client Notifies the control device of the progress of the OTA Server firmware
Behavior update.

Periodically sent to the control device during the update sequence.

Packet data
Packet type Update State Update | Updati | Number | Number | Checksu
code OX00: SUCCESS failed ng of sent of total m
' reason Firmw | blocks. blocks.

0x01:in updating are

0x02: update failed 2ddres
1lbyte lbyte 1lbyte 4byte 1lbyte 1lbyte 1lbyte
Packet Name | Firmware Request Packet type 0x85

code

Sender OTA Client
Client Request the control device for the firmware required for the update.
Behavior
Packet data
Packet type Firmware Start Address Length Checksum
code Request

Number
1lbyte 1lbyte 4dbyte 1lbyte 1lbyte
Packet Name | Packet Confirm Packet type 0x86

code
Sender OTA Client
Client Returns a response to device search, device connection, device
behavior disconnection, and update start packets.
Packet data
Packet type Response Packet Error Checksum
code packet Code Code
lbyte lbyte lbyte lbyte
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Table 8.2 Packet Error Code List

Packet Error Code Error Code Name Error Reason

0x00 Success Success

0x01 Parameter Error Argument error.

0x02 Status Error OTA Client is not accepting
packets.

0x03 Checksum Error Checksum mismatch

0x04 Invalid Error Others

8.4.3 Communication with command line interface

The OTA Client of this sample communicates with the control device using the Command Line Interface
provide by BLE FIT Module. The control device enters the 1-byte data as a 2-byte string. For example, the
command structure when executing connection request command is as follows:

ota ctrl 02745090ff00ff0054

Packet transmission to control devices uses the CLI R_BLE_CLI_Printf function. One byte data is displayed
with "app:" first as a two-character string. For example, firmware data request packet is output as follows
when OTA Client requests a firmware of 0xFOByte from the firmware's OxFFF80000 address

app:84010000f8ff0fsB

Communication paths that send and receive application packets are implemented in

r_ble_ota cl_ctrl_dev_drive.h. By changing this implementation, you can exchange application packets in
your own communication path. Implement the functions defined in r_ble_ota_cl_ctrl_dev_drive.h. In addition,
the binary data of the packet received from the communication path is notified to the callback function
passed by the R_BLE_OTA CL_CTRL_DEV_DRIVER_Init function.
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8.4.4 Correction Point for app_lib

OTA Client has Corrected some of the app_lib provided by BLE FIT Module to handle the OTA Server GATT
Database change and to be able to communicate Command Line Interface. The fixes and reasons for
modifications are as follows.

Table 8.3 Correction Point for app_lib
Fix points ‘ Reason Switching Macro

src/r_ble_rx23w/ap | Extends maximum one line size in CLI. BLE_OTA_CLI_CONFIG

p_lib/cli/r_ble_cli.c Stop echo back when executing CLI command.

src/r_ble_rx23w/ap
p_lib/cli/r_ble_cli.h

src/r_ble_rx23w/ap | Add GATT Database Initialization Function. BLE_OTA_SERVC_CONFIG
p_lib/profile_cmn
/r_ble_servc_if.h

8.4.5 Using High Speed Communication Sample Program

OTA Client uses the Flow Control API of the high-speed Communication Sample Program to transfer
firmware to OTA Server. For a high-speed communication sample program, please refer to the following
documents.

® RX23W Group High-Speed Communication Sample Program (RO1AN5437)

8.4.6 Notes
® Slow Period implemented in scan parameter in r_ble_ota_cl_client_main.c are set zero.

® OTA Clients cannot connect to multiple OTA Servers at the same time.
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8.5 Python Application

Python Application controls OTA Client based on control commands. Python Application acts as an OTA
Client control device. The Python Application feature provides control OTA Client by application packet and
control command interface.

8.5.1 Block Diagram
Python Application consists of seven modules. Figure 8.8 shows a block diagram of each module.

main »SerialCommunication

Y ¢

Userlnterface » CommandExecuter

BinaryFileReader,
FirmwarelnfoReader

A

A 4

ClientDevice
Communication

Figure 8.8 Block Diagram for Python Application

The functions of each module are as follows.
® main.py
This module parse and run the SERIAL port settings and the entered commands.
® SerialCommunication.py
This module sends and receive packet data with the OTA Client using the PySerial module.
® UserlInterface.py
Standard | / O wrapper layer.
® CommandExecuter.py

This module creates an application packet from the parameters of the input control command and
execute the sequence shown in Chapter 0.

® ClientDeviceCommunication.py

This module defines data structures in chapter 8.4.2 and Implemented serialization functions of
application packets.

® BinaryFileReader.py, FirmwarelnfoReader.py

This Module read the firmware.bin file and firmwarelnfo.json file of the update firmware each.

8.5.2 Log Outputs

Python Application outputs the display content of the user interface and the communication history of the
application packet to a text file.
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Table 8.4 Logs output by Python Application

Filename Contents

AllSerialLog.txt Application packet communication history.
UserlnterfacelLog.log User Interface Command Log
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9. Modification from Version 1.00

9.1 Implement Service Changed Characteristic for user applications

In this sample, the Service Changed Characteristic Indication is performed after writing Service Changed
Characteristic CCCD.

9.2 Update FIT version

BLE FIT Module version has been changed from 2.11 to 2.20. In addition, the version of the FIT module of
the General-Purpose Input / Output Driver (GPIO) included in the OTA Client and OTA Server projects has
been changed from 3.70 to 3.90.

9.3 Modification Source Code in OTA Server
Version 1.10 updates some of the OTA Server source code.

r_ble_ota/downloader/r_ble_ota_ble_app_lib/r_ble_ota_ble_interface.c

® InR_BLE_OTA_GATTS_IndicateDataControl function, changed to call R_BLE_GATTTS_Indication in
the function.

® Added BLE_OTA_DOWNLOADER_DEVICE_NAME defined by r_ble_ota_config.h to Advertise Packet
as << Complete Device Name >>

® Changedto set BLE_ OTA DOWNLOADER_DEVICE_NAME in the Device Name characteristic of GAP
Service of GATT Database for Downloader.

® Added the process to perform Indication of Service Changed Characteristic when writing CCCD of
Service Changed Characteristic of GATT Service.

r_ble_ota/downloader/r_ble_ota_downloader.c

® Changedthe R_BLE _OTA_GATTS_IndicateDataControl function that was executed in the
BLE_OTA_DL_CMD_PROJECT_INFORMATION_REQUEST and
BLE_OTA_DL_CMD_VERSION_INFORMATION_REQUEST events in the
r_ble_ota_dl_data_control_cmd_handler function to be executed in the
BLE_OTA DL _EVENT_DATA_CONTROL_WRITE_COMP event of the r_ble_ota_dl_event_handler
function.

r_ble_ota/r_ble_ota_config.h
® Device Name added a macro for setting
smc_gen/app_main.c

® Added the process to perform Indication of Service Changed Characteristic when writing CCCD of
Service Changed Characteristic of GATT Service.

smc_gen/r_ble_gats.h
® Added event enumeration for CCCD of Service Changed Characteristic of GATT Service.
smc_gen/r_ble_ota_resets.c

® Added Open / Close processing of R_BLE_OTA_FLASH_DRIVER before and after calling
R_BLE_OTA_FLASH_DRIVER_ReadDataFlash.
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10. Limitations and Notes

The OTA firmware update sample program has the following limitations and notes.

® BSP and FLASH FIT modules are placed in sections that are not subject to update, so OTA firmware
cannot be updated. Therefore, do not change the BSP and FLASH settings before and after updating
the firmware.

® The maximum size of the Downloader section where the BLE protocol stack and downloader are placed
is less than or equal to the size of the Application section (default 198KB).
The OTA firmware update sample program assumes that the user application is a Peripheral.

® |f you change the BLE FIT module configuration, you need to update the BLE protocol stack /
downloader / application.

® |f the data flash block specified by BLE_CFG_EN_SEC_DATA inr_ble_rx23w_config.h does not have
the IRK information of the remote device and the remote device uses RPA, the firmware update cannot
be continued if the RPA of the remote device changes. Make sure to enable remote IRK requests in the
pairing parameters and perform pairing in user application.

® Once you switch to downloader, you cannot start the user application until the application update is
completed.

® This version does not support MCU power saving mode in downloader.

® In this version, BLE library settings are supported only for Balance type.

® BGO (background operation / interrupts) Mode of Flash FIT module cannot be used.

® The version of the CCRX compiler cannot be changed.

® Android version FWU_Client sets the MTU size to 247.

® The Android version of FWU_Client uses the API modified in Android 10.0 to read files. When using
Android 10.0 or later, change the code referring to Chapter 6.3.
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11. Check items when updating fails

11.1 When return Error Response from OTA Server
1  When BLE_OTA_ERROR_CODE_RESET_CODE_ERROR (0x84)

This error occurs when the ResetCode is different between FWU_Client and OTA Server. If this error
occurs, check the firmware_infomation.json file in the update firmware. Make sure that the value of
"ResetCode" in this file matches that of OTA Server.

2 When BLE_OTA_ERROR_CODE_INVALID_ADDRESS (0x81) or
BLE_OTA_ERROR_CODE_INVALID_CMD (0x90)

This error occurs when the update sequence is inconsistent between FWU_Client and OTA Server. The
OTA Server will reset if disconnected during the update sequence. There is a possibility that the error
will not occur due to the improvement of the communication environment.

Also, if the OTA Server application uses the watchdog timer (WDT), a WDT reset can occur while the
downloader is running. You can switch from the user application to the downloader via a software reset,
but on the RX23W series, the software reset does not stop the WDT. Clear the WDT count in the
downloader's main loop.

11.2 When it stops immediately after the update starts

When it stops immediately after the update sequence starts, it is possible that the reconnection after
switching from the user application to the downloader has failed.

If the value of “ResetCode” in the firmware_information.json file is “000000000000000000”, it is highly
possible that the application switching process is not implemented. Replace the service API file of OTA
Reset Service according to "Section 4.11.1 Switching process to Renesas OTA Reset Service and
downloader".

If an interrupt occurs when switching an executable program, an illegal read to the code flash during code
flash rewriting may occur and the operation may stop. If an interrupt occurs, set interrupt disable by referring
to "Section 4.11.1 Switching process to Renesas OTA Reset Service and downloader".
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11.3 When using the code generator function of Smart Configurator

Additional configuration and implementation are required to use the code generator functions of Smart
Configurator. Figure 11.1 shows an example of the code generator function. When code is generated using
this function, a function call to the application section occurs while the boot loader is running. Therefore, it
may not work properly after updating the firmware.

& New Component O X

Software Component Selection |

Select component from those available in list

Category |All ~
Function |All v
Fiter |
=

Components Short Mame Type Version &

H# 8-Bit Timer Code Generator [ 1.9.0

B Buses Code Generator 1.10.0

H# CRC Calculator Code Generator 1.10.0

B Clock Frequency Accuracy Measuremen.. Code Generator 1.10.0

B Comparator Code Generator 1.81

H# Compare Match Timer Code Generator 220

mCumplemEntary PWM Mode Timer Code Generator 1.10.0

H# Continuous Scan Mode $12A4D Code Generator 1120

i D/A Converter Code Generstor [ 1.10.0

£ DMA Controller Code Generator 170

H# Data Operstion Circuit Code Generator 1.10.0

B Data Transfer Controller Code Generator 1.10.0

H# Event Link Controller Code Generator 180

EEGrUup Scan Mode 51240 Code Generator 1.11.0

H# 12C Master Mode Code Generator 1110

B 12C Slave Mode Code Generator 1.10.0

-3 Interrupt Controller Code Generator 220 v
Show only latest version

Hide items that have duplicated functionality

Description

This software compenent generates two units (unit 0, unit 1) of an on-chip &-bit timer (TMR) medule that comprise
two 8-bit counter channels, totaling four channels,

Download the latest FIT drivers and middleware

Configure general settings...

@' < Back MNext > Cancel

Figure 11.1 example code generator function
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This section describes what to do when using this function. This guide uses an 8-bit timer as an example.

Fia Project Explorer ES Y § = 0
v == ble_sam ple_tbrx23w_ota_server [HardwareDeln
ff' Binaries
it Includes
w 2 src
= r_ble_ota

w [ smo_gen
o Config BILE PROEIE

v = Config_TMRO
[£] Config_TMRO_user.c
[£] Config_TMRO.c
[ Config_TMRO.h

W g general

[£] rcg_hardware_setup.c

[h] r_cg_macrodriverh
[A] rcg_tmch

[A] r_cg_userdefine.h

[£] r_smc_cge_userc

[€] r_smc_cgec

[n] r_smc_cgeh

[R] r_smc_entrgh

[£ r_smec_interrupt.c

[B] r_smc_interrupt.h

Figure 11.2 Generated folder structure by code generation function
First, disable the function call in the application section while the bootloader is running. Disables the code

generation function part of the program generated in the R_Systeminit function in the
general\r_cg_hardware_setup.c file. Add a yellow highlight area.
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void R_Systeminit(void)

{

/* Enable writing to registers related to operating modes, LPC, CGC, software
reset and LVD */

SYSTEM.PRCR.WORD = OxA50FU;

/* Enable writing to MPC pin function control registers */
MPC.PWPR.BIT.BOWI = 0QU;
MPC.PWPR.BIT.PFSWE = 1U;

/* Write © to the target bits in the POECR2 registers */
POE.POECR2.BYTE = ©x00U;

/* Initialize clocks settings */
R_CGC_Create();

#if o0
/* Set peripheral settings */
R_Config TMRO_ Create();
#tendif

/* Register undefined interrupt */

R_BSP_InterruptWrite(BSP_INT_SRC_UNDEFINED_ INTERRUPT,(bsp_int_cb_t)r_undefined_exc
eption);

/* Disable writing to MPC pin function control registers */
MPC.PWPR.BIT.PFSWE = 0QU;
MPC.PWPR.BIT.BOWI = 1U;

/* Enable protection */
SYSTEM.PRCR.WORD = @xA500U;

Figure 11.3 Disable Code Generation

Next, implement a register setting function in app_main.c that has the same function as the R_Systeminit
function for the user application. Here, the function name is R_Systeminit_App. Here, implement it in the
app_main.c file. There are two processes to add.

® Include configuration header files

® Implementation of R_Systeminit_App function (no need to call R_CGC_Create function and
R_BSP_InterruptWrite function)
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#include "Config TMRO.h"

void R_Systeminit_App(void)
{

/* Enable writing to registers related to operating modes, LPC, CGC, software
reset and LVD */

SYSTEM.PRCR.WORD = ©xA50FU;

/* Enable writing to MPC pin function control registers */
MPC.PWPR.BIT.BOWI = 0QU;
MPC.PWPR.BIT.PFSWE = 1U;

/* Write © to the target bits in the POECR2 registers */
POE.POECR2.BYTE = ©x00U;

/* Set peripheral settings */
R_Config_TMRO_Create();

/* Disable writing to MPC pin function control registers */
MPC.PWPR.BIT.PFSWE = 0QU;
MPC.PWPR.BIT.BOWI = 1U;

/* Enable protection */
SYSTEM.PRCR.WORD = ©xA500U;

Figure 11.4 Header inclusion and implementation of R_Systeminit_App function

Finally, call the R_Systeminit_App function immediately after calling the R_BLE_Open function in the
app_main function. You will lose access to the application section while the bootloader is running.

void app_main(void)

/* Initialize BLE */
R_BLE_Open();

/* Hint: Input process that should be done before main loop such as calling
initial function or variable definitions */
/* Start user code for process before main loop. Do not edit comment generated
here */

/* Add System Init */

R_SystemInit_App();

/* Configure CommandLine */
R_BLE_CLI_Init();

Figure 11.5 Example of calling R_Systeminit_App in app_main function
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12. Appendix

12.1 OTA firmware update time (reference value)
Shows the update time of the included sample firmware.

Updating Version Update Size iPhone8 ZenFone 4
(i0S) (Android)

Versionl.10 to Version 64KB 20(sec) | 29 (sec) 160 (sec)

111 Application Section: 64KB

Version1.10 to Version 218KB 70(sec) | 97 (sec) 450(sec)

1.12

Application Section:64KB
Downloader Section:154KB
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21 Add FWU_Client for iOS in section 2.4.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Vi (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Notel)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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