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Introduction

This document describes sample software for running Gateway, which converts the BACnet communication
protocol for Building Automation (BA) to OPC UA, on the RZ/N2L.

Target Device
RZ/N2L Group
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List of Abbreviations and Acronyms

In this document, the terms below are defined as follows:

Terms Description

FSP Flexible Software Package

RSK Renesas Starter Kit

BA Building Automation

BACnet Building Automation and Control Networking

B-SS BACnet Smart Sensor

ASHRAE American Society of Heating, Refrigerating and Air-Conditioning Engineers
ANSI American National Standards Institute

BIBB BACnet Interoperability Building Blocks

API Application Program Interface

APDU Application Layer Protocol Data Unit

OPC UA Open Platform Communications Unified Architecture
XML Extensible Markup Language

Related documents

Document Type

Document Title

Document No.

Data Sheet RZ/N2L Group Datasheet RO1DS0397EJ****
User’s Manual RZ/N2L Group User's Manual: Hardware RO1UHOQ955EJ****
User’s Manual Renesas Starter Kit+ for RZ/N2L User’s Manual R20UT4984EG™****
Application Note RZ/N2L Group TCP/IP IwIP Sample Program Package RO1ANG588EJ****
Application Note RZ/N2L BACnet Sample Software RO1ANG789EJ****
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RZ/N2L Group BACnet to OPC UA Gateway Sample Software

1. Overview

1.1 Abstract

OPC UA, which enables interoperability of industrial applications, is becoming widely used not only in factory
automation (FA) but also in various industries. OPC 30030, a companion spec to OPC UA and BACnet, the
major communication protocol for Building Automation (BA), has been developed, and interoperability across
industries has been started.

This document describes the sample software configuration and its usage to realize Gateway between OPC
UA and BACnet on RZ/N2L, which is the RZ processor for industrial networks.

t Tools

Deve\opmen

Fig. 1-1 RSK+ for RZ/N2L

The sample software described in this document is for the Gateway, an interface device that connects
different protocol devices.

Therefore, as shown in Fig. 1-2, the operation test in this document uses an application on a PC as the OPC
Client, and RZ/N2L BACnet Sample Software (r01an6789xx0101-rzn2l-bacnet) as the BACnet server on the
other end of the network. For the convenience of explanation, the Gateway described in this document is
referred to as B-GW, and the BACnet server on the other side is referred to as B-SS.

Also, the sample software includes code to generate BACnet pseudo data so that it can be evaluated with a
single RZ/N2L RSK board.

Subject of this document

RZ/N2L BACnet to OPC UA Gateway RZIN2L BACnet Sample Software
Sample Software

Fig. 1-2 Subject of this document and test setup
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1.2 Operating Environment

1.2.1

Software Environment

The operating environment of this sample software is shown in Table 1-1

Table 1-1 Operating Environment

Category Name Version Link &%

RZ/N2L BACnet Sample

sample software Package

IDE e2studio 22.10.0 https://www.renesas.com/document/sw Included with e2studio
s/e-studio-and-rzn2l-fsp-installer installer

Flexible FSP 1.1.0 Included with e2studio

Software installer

Package

GNU Arm GCC V9.3.1.20200408 Included with e2studio

Embedded Toolchain N installer

Toolchain

OPC UA Client UaExpert 1.6.3 OPC UA Clients - Unified Automation

Tool (unified-automation.com)

Packet analyzer Wireshark 4.0.7 Wireshark - Download

(*1). V10.3.1.20210824 is also installed when installing e2studio, but we recommend using V9.3.1.20200408.

1.2.2 Hardware Environment

This sample software is tested under the hardware environment of Table 1-2.

Table 1-2 Hardware Environment

Name Type Name Maker Link Note

Renesas Starter RTK9RZN2L0S00 Renesas Electronics www.renesas.com/rskrzn2| RSK Board

Kit+ for RZ/N2L 000BE 2pcs

Air Velocity Sensor usS082- Renesas Electronics US082-FS3000EVZ - Air Renesas Quick

Pmod™ Board FS3000EVZ Velocity Sensor Pmod™ Board Connect loT
(Renesas Quick-Connect loT) |
Renesas
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2. Hardware configuration

This section describes the hardware configuration of executing the sample software.

2.1 RSK Board Settings
When executing the sample software, configure the RSK board settings in Fig. 2-1

o The boot mode is NOR Flash ROM boot mode.
. Use SD-RAM as external memory
. Ethernet port 2 (ETH2) is not available on the RSK board with the settings.

CN22 CN21 CN20
e il

o
o
cn2a [l BHcne

J9 ETH2 ETHO ETHA1
Open : J-Link OB '
Short : Ext-Emulator or

w/o one S
" 10
i 9
CN12 - e L a I ey 7
RS-485 I Lo o ‘
CN32 -CHll i S T : ' :
CN31 -CHll ‘ ‘S B ]
J25 R na : 2
PMOD-3A > 1z ' ofike] 74 22 ON OFF
(UART) . el ’ ; oo
| : oo SwW4
4 o olz 8
CN29 CN27 R : i v Tog 7
ERE RS v ; | °
:-: 5 < = : = = 4
CN25 Tog [ g : B i 3
] i i) 00 o2 RENESAS :
RST RSK+RZ/N2L C
J26 = PFL : g ¥
3 < o 2 ON OFF
PMOD-2A/6A ol T i —
: : ; e 3 10
: z‘ 3 2 > 9
= - 8
CN17 Bl i / Gl Ve : R e AN \ é
& o 2
- : g - 5666600000 451
v TR S am 3
2 ! ; A een. A ue 1
O A & ON OFF

CN5 : USB Type-C :5V DC-IN

Fig. 2-1 Board Configuration

Each switch and jumper setting is shown in Table 2-1 and Table 2-2. The red text indicates differences from
the RSK board settings for the BACnet sample software (r01an6789xx0101-rzn2l-bacnet).

Table 2-1 DIPSW Settings

DIPSW Setting Description
SW11 1 ON Enable LED_RED?2 signal
2 OFF
RO1ANG6963EJ0100 Rev.1.00 Page 7 of 76
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3 OFF
4 OFF Enable RS485_RX signal
5 ON
6 OFF Disable P21_5, M2_VP, CAN_RX, ADTRG. P01_7
7 OFF
8 OFF
9 OFF
10 OFF
SW4 1 ON 16bit Bus boot mode (NOR Flash ROM Boot)
2 OFF
3 ON
4 ON JTAG Authentication by Hash is disabled
5 OFF -
6 OFF Enables signals other the trace. (Motor, RS485, etc.)
(TRACE_OPTION_SEL=H)
7 OFF Enables external bus. (BSC_OPTION_SW=H)
8 OFF Enable SW3 (general purpose DIPSW)
SW8 1 OFF Enable LED_GREEN
2 ON
3 OFF
4 ON Enable LED5
5 OFF
6 OFF Enable RS485_DE
7 ON
8 OFF Disable P02_2, IRQ4, CAN_TX
9 OFF
10 OFF
Table 2-2 Jumper Settings
Jumper Setting Description
J9 open When using the J-Link® OB
short When using the external emulator or not using the emulator
CN31 2-3short RS485 Half Duplex
CN32 2-3short RS485 Half Duplex
CN20 1-2short When using 3 ports in the same PHY mode
CN21 1-2short When using 3 ports in the same PHY mode
CN22 1-2short When using 3 ports in the same PHY mode
CN24 1-2short Connect 3.3V Power rail to VCC1833_3. (Using External Bus)
CN8 2-3short Select QSPI Serial Flash (QSPI_CS)
CN29 1-2short USB Serial (UART_USB_RX)
CN27 1-2short HyperRAM (IC41)
CN25 1-2short Other than the SHOST interface. (Trace, SPI, external bus)
CN17 1-2short Use 3.3V for VCC1833_2 (disable ETH2)
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2.2 Pmod™ Connection

In the sample software, Renesas Quick Connect IOT air velocity sensor (US082-FS3000EVZ) is connected
to J26 of RZ/N2L RSK board and input a sensor signal for the B-SS (BACnet Smart Sensor).

To support Pmod™ Type 6A (Extended 12C), connect E2 and E3 of the RSK board (solder bridge) and cut
E23 and E24 (trace cut) as shown in Fig.2-2

EB

H++H

72628
\

Fig.2-2 Pmod™ Type6A(12C)
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3. Sample Software

This chapter describes the structure and usage of the sample software.

3.1 Folder structure

The folder structure of the sample software is shown below. As a guide, the bolded text indicates folders
containing files that users will customize with this sample software.

RZN2L_OPC_BGW_V1.0.0

|
—BACNETOSS

| —bacnet

—OPC_UA_SERVER
F—rzn

| F—arm

| | “——CMSIS_5

| F—aws

| | L—amazon-freertos
| F—board

| | L—rzn2l_rsk

| —fsp

F—rzn_cfg

| F—aws

| —fsp_cfg
| —bsp
F—rzn_gen
—script

—src

—user

—oss

|  }—amazon-freertos

| —wip

—renesas
—application
F—module

—oss_deps

BACnet Open Source Software
BACnet Protocol Stack

Open62541 , BACnet related OPC UA files

Rz

ARM

CMSIS

AWS

FreeRTOS

Board

RZ/N2L Renesas Starter Kit
Flexible Software Package
Configuration

AWS

FSP

Board Support Package
Generated files

Linker Script

User Thread Entry
User files

Other OSS

AWS_0SS

IwlP_OSS

Renesas common files

User IwlP application, orcreature
User module
IwlP OSS dependencies

Fig.3-1 Folder Structure
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3.2 Boot Sequence
Describes the boot procedure and memory allocation.

The boot mode of the sample software is 16-bit bus NOR flash boot mode. The figure below shows the BSP
tag in the Smart Configurator.

Q workspace_FSP110_NORboot_sample_GWS - RZN2L_BACnetBGW_V100/configuration.xml - e studic — m] x
File Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help
45. Debug RZN2L_freeRTOS_LwlP Debug_Flat - | ® &R~ [@i% e ¥t - Qi - - @
A RS @@ L~ Blvtocd v |t Q i@ |[E e 15 Debug
[ Project Explorer < = B [ Iwip_port main.c [g] startup.c [£] main.c TF [RZN2L_BACnetBGW \100] FSP Configuration = 8 ox| = 8
&, 8 i §
= %7 ¢ |Board Support Package Configuration o s
v is FgNZL_BACnetBGW_VmO A Generate Project Content || o oo
3, Binaries » | | active editor
@)l Includes Bl Restore Defaulf || 42 provides an
2 BACNETOSS : : otz
(B OPC_UA_SERVER EER S AT
[.‘9 rn Board Details
= fa/aws FSP version: | 1.1.0 ~ § i .
rzn_cig Renesas Starter Kit+ for RZ/N2L CPU Board (16-bit bus
2 rzn_gen Board: RSK-+RZN2L (16-bit bus NOR flash buu@ <[] NORash boot mode)
2 src
[ user/oss/amazon-freerto Device | ROAO7GOBAMOIGBG =]
12 user/oss/lwip
2 user/renesas
&= Debug RTOS: FreeRTOS v
R
E elease < 5
(= ren <ty B 85P | Clocks | Pins| Interrupts | Event Links | Stacks| C t
[‘L—b script ummary OCKs Ins | Interrupts | bvent Links ICKS omponents
‘1’_:’ user {2l Problems | @ Console 3 | Properties @ AV—k-7571%- [ AY-+-¥Za7l =% bi -@‘ [ ~f-= 08
s2f configuration.xml RZ/N FSP
[E] rReA07GO2aMOBGEG. pinc
2 ran_cfg.txt
= RZN2L_FreeRTOS_LwiP D ¥
< >
https://www2.renes...positeContentxm| I =1 © <D

Fig.3-2 Boot mode

After downloading the program to the flash memory, the board operates independently by pressing the
RESET button on the RSK board or turning the power ON without a debugger connection. You can still

connect the debugger for evaluation. However, if jumper 9 (J9) of the RSK board is shorted, the debugger (J-
Link OB) cannot be connected.

J10; USB-micro
{J-Link OB}
J9
Cpen: Hlink OB
Short : else

Fig.3-3 J9

RO1ANG963EJ0100 Rev.1.00
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This is the Smart Configurator screen showing the terminal settings (Pins tag) of the NOR flash memory
device. No changes are required because they have already been configured.

When 16-bit bus NOR flash boot mode is selected, the pin settings for address buses A0-A20 are made
automatically, however, if the program size is 2 MB or larger, the pin settings for A21-A25 must be made
individually in BSC. In this sample project, the settings have already been made and need not to be

changed.

£¥ *[RZN2L_BACnetBGW_V100] FSP Configuration X =8
(D Conﬂguratlon Generate Project Content
Select Pin Configuration m Export to CSV file 7| Configure Pin Driver Wamings
‘ RSK+RZM2L Generate data:
Pin Selection = = |% PinConfiguration =} Cycle Pin Group
|T-,-|:e filter text ‘ Name Value Lock  Link &
Connectivity:sPl a Pin Group Selection Mixed
¥ Connectivity:USB_HS Qrzniianliieis
Connectivity:XSPI v Input/Qutput
# Debug:TAG/SWD A0 None L
DebugiTRACE Al P2 gl
Delta sigmalF:DSMIF A2 v Pos2 |
v v ExBusBSC A2 v Pos. o L=
A4 # POs0 i =)
InterruptIRQ AS s poaT w: =
¥ System:CGC A8 v Poas — =
System:MBXSEM A7 v Pots A v
 System:SYSTEM As v P 2l =
TRGADC A3 ¥ Po40 I = =
TimerCMTW At0 ¥ P37 'LIT =
Tiemer DT v A1 ] o =)
< Alz + P035 il =3
e gy [ = A3 + POO_1 ol =)
ETHEE BTES o v Pesa r =
Summary | BSP | Clocks | Pins | Interrupts| Ever A5 v PO2_3 [ =) ]
Al6 ¥ PO2_2 T =
A7 ¥ PO21 o =)
AlB ¥ POz e =)
Al9 ¥ PO1_7 [ =3
A20 + PO16 i =3
A1 « P14 ol =)
A2z < P47 T =)
A23 ¥ P150 T =
A4 ¥ P15_1 ou =)
A5 ¥ P15 2 B =)
- None
BS# ¥ P14 4 & =3
CAS# + D010 ou =)
CKE + POl T =)
Ko v PO4_1 e =3
Csor None
csa None
53¢ < P45 T =)
Css# None
Do ¥ P21 ou =)
DI ¥ P12 ool )
D2 ¥ P23 [l E)
D3 v P214 T =
D4 ¥ P25 o =)
Ds ¥ Pai6 ool =)
D& ¥ P27 [Tl E)
D7 v P22.0 & =3
D& ¥ P22 & >
Do ¥ P222 T =)
D10 v P23 a =
D1 v p7 ou =)
Di2 ¥ P24 0 B =)
D13 o P24.1 [ =3
D14 ¥ P24 2 & =3
Dis + D000 ou =)
RAS# ¥ Po07 [l >
- None
RD_WR# + PO0_3 i =3
WAITE « POp_4 [ =)
DOMLL < P0O1_S [ =3
DOMLU ¥ PO1_4 T =
< 2>

Fig.3-4 BSC Pin Configuration
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The order of memory writing in the boot sequence is shown in the writing order column in Fig.3-5. For an

overview of (1) through (5), see Section =7 —! BTN AN A,

Address Memory Content Length writing order remarks
0x00000000 intvec(64B) Internal
0x00000040 ATCM Unused 0x00020000 | 128KB (3) tightly coupled memory
0x00000100 hal_entry, ROMdata
0x00020000 Reserved area - -
0x00100000 Unused Internal
0x00102000 BTCM Loader program(24KB) 0x00020000 | 128KB (2) tightly coupled memory
0x00108000 stack(60KB)
0x00120000 Reserved area - -
0x10000000 SYSTEM_RAM Baody of program and data | 0x00180000 | 1.5MB 4) Cached system RAM
0x10180000 Reserved area - -
0x30000000 | SYSTEM_RAM_MIRROR Unused 0x00180000 | 1.5MB
0x30180000 Reserved area = =
0x40000000 | xSPI0_CS0_SPACE_MIRROR Unused 0x04000000 | 64MB
0x44000000 | xSPI0_CS1_SPACE_MIRROR Unused 0x04000000 | 64MB
0x48000000 | xSPI1_CS0_SPACE_MRROR Unused 0x04000000 | 64MB
0x4C000000 | xSP1_CS1_SPACE_MRROR Unused 0x04000000 | 64MB
0x50000000 CS0_SPACE_MIRROR Unused 0x04000000 | 64MB
0x54000000 CS2_SPACE_MIRROR Unused 0x04000000 | 64MB
0x58000000 CS3_SPACE_MIRROR Unused 0x04000000 | 64MB
0x5C000000] CS5_SPACE_MIRROR Unused 0x04000000 | 64MB
0x60000000 xSPI0_CS0_SPACE Unused 0x04000000 | 64MB
0x64000000 xSPI0_CS1_SPACE Unused 0x04000000 | 64MB
0x68000000 xSPIM1_CS0_SPACE Unused 0x04000000 | 64MB
0x6C000000 xSPI1M_CS1_SPACE Unused 0x04000000 | 64MB
0x70000000 Parameters for the loader(76B)
0x7000004C CS0 SPACE Loader program(24KB) 0x02000000 | 32MB M 256M bits NOR Flash
0x7000604C - Body of program and data
0x 72000000 Unused 0x02000000 | 32MB
0x 74000000 CS2 _SPACE Unused 0x04000000 | 64MB
0x78000000 CS3 SPACE Body of program and data | 0x02000000 | 32MB (5) 256M bits SDRAM
0x7A000000 - Unused 0x02000000 | 32MB
0x7C000000 CS5 SPACE Unused 0x04000000 | 64MB

Fig.3-5 Memory layout
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3.3 OPC UA Stack

3.3.1 OPCUA

OPC UA was developed by the OPC Foundation as an open communication standard to realize secure and
reliable data exchange for various industries including the industrial automation field. OPC Classic, the
predecessor of OPC UA, was Windows-based, but OPC UA is now multi-platform and able to run on various
platforms from Windows systems including cloud computing to RTOS for field devices.

This sample software implements the open source open62541 protocol stack on FreeRTOS, which is
provided as sample software for RZ/N2L.

3.3.2 Information Model

To achieve interoperability among vendors and industries, OPC UA provides a unified data model called the
Information Model in xml file format. It includes built-in models commonly used in OPC UA, companion
models used by each industry or organization, and vendor-specific models that can be customized by each
vendor. (Fig. 3-6)

In this sample software, the .xml file of the information model is converted to C language code. For details,
please refer to chapter 5.1.

]‘Opc.Ua.BACnet.NodeSetZ.me

| Built-in Information Model

pc.Ua.Xml.NodeSet2.xml

Fig. 3-6 Information Model

(1) Opc.Ua.Xml.NodeSet2.xml

It provides the "Meta Model", which is a set of rules for describing the OPC UA information model, and the
"Built-in Information Model", which is the basic information model of OPC UA described by the Meta Model.

In this sample software, the following versions are applied.

The OPC UA XML version 1.05.01 (UA-Nodeset/XML/Opc.Ua.Xml.NodeSet2.xml at
d1bb6a22125bd7cd986272b1ee98a18a91d76fff - OPCFoundation/lUA-Nodeset - GitHub)

(2) Opc.Ua.BACnet.NodeSet2.xml

This is one of the information models defined for each industry segment according to companion
specifications, and is a companion information model for BACnet, a communication protocol for building
automation.

(OPC UA Companion Specification : OPC 30030: BACnet)
In this sample software, the following versions are applied.

bacnet XML version 2.0 (UA-Nodeset/BACnet/Opc.Ua.BACnet.NodeSet2.xml at
d1bb6a22125bd7cd986272b1ee98a18a91d76fff - OPCFoundation/lUA-Nodeset - GitHub)
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3.3.3 Open62541

This sample software adopts the open source open62541 as the protocol stack for the OPC UA server. For
more information on Open62541, refer to the following Link.

open62541

(1) Version
Base version of open62541 in this sample software is the following.
Base Version :v1.3.4-564-gb7e5e49f3
(commit b7e5e49f32d00490be74c2eacef892c7fbd0be60)
(2) License
The license terms for the Open62541 are MPL v2.0.

Please refer https://www.mozilla.org/en-US/MPL/2.0/ for more information and comply with the license terms
and conditions.

(3) open62541 files

To run Open62541 in the environment of freeRTOS + LwlIP, the method to generate open62541.c and
open62541.h files using CMake as described in the following link is applied

Building open62541 — open62541 1.3.0-dirty documentation

For more information, please refer to chapter 5.1 in the Appendix.

3.3.4 Restrictions
The released version V1.0.0 of this sample software has the following restrictions.

v" Not supported for security certificates.

v Not supported for NTP client. (It is possible to obtain UTC time by Time Synchronization Method.)
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3.4 BACnhet Stack

BACnet (Building Automation and Control Network) is the major communication protocol for Building
Automation (BA) standardized in ASHRAE/ANSI Standard 135. Air conditioning, lighting, disaster prevention,
access control, etc. can be integrated to control and monitor buildings.

BACnet devices are classified into different profiles according to their function and application, such as
operator or controller. Major profiles include the central monitoring profile B-OWS (BACnet Operator
Workstation), the controller profile B-BC (BACnet Building Controller), and the profile for various sensors B-
SS (BACnet Smart Sensor). In addition, there are also B-RTR (BACnet Router) and B-GW (BACnet
Gateway) profiles for relaying between different communication protocol devices as Miscellaneous profiles
that can be used in combination with the above-mentioned controller profiles.

This sample software realizes a Gateway (B-GW) between BACnet and OPC UA and consists of two device
profiles, B-GW and B-BC. B-GW maps properties of objects defined in BACnet to node variables defined in
OPC UA according to OPC UA's Companion Specification OPC 30030: BACnet. The B-GW forward access
requests from OPC UA clients to BACnet server equipment (in this case, B-SS sample software) in
BACnet/IP networks, and then forwards responses from the BACnet server to the OPC UA client.

Details on how to build and start the B-SS sample software are described in the application note
(RO1ANG6789EJ****). Refer to Section 5. BACnet I/P Communication in the application note.

3.4.1 BACnet Protocol Stack

BACnet Protocol Stack (bacnet-stack) is an open-source stack for the BACnet communication protocol. This
sample software is a port of BACnet Protocol Stack to RZ/N2L.

Base Version : eb36033f (Commits on Jan 18, 2023)

GitHub - bacnet-stack/bacnet-stack: BACnet Protocol Stack library provides a BACnet application layer,
network layer and media access (MAC) layer communications services.

3.4.2 License

The license terms for the BACnet Protocol Stack are GPL with exception license. The original text is
transcribed below for reference. Please refer BACnet Protocol Stack download | SourceForge.net for more
information and comply with the license terms and conditions.

This BACnet protocol stack implementation is specifically designed for the embedded BACnet appliance,
using a GPL with exception license (like eCos), which means that any changes to the core code that are
distributed are shared, but the BACnet library can be linked to proprietary code without the proprietary code
becoming GPL. Note that some of the source files are designed as skeleton or example or template files, and
are not copyrighted as GPL.

The text of the GPL exception included in each source file is as follows:

"As a special exception, if other files instantiate templates or use macros or inline functions from this file, or
you compile this file and link it with other works to produce a work based on this file, this file does not by
itself cause the resulting work to be covered by the GNU General Public License. However the source code for
this file must still be made available in accordance with section (3) of the GNU General Public License."
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3.4.3 Specifications
3.4.3.1 Restrictions

This sample software supports the gateway (B-GW) device profile defined in the BACnet standard. It also
includes some B-BC controller device profile features, but does not meet the requirements for standard B-BC
device profiles in the BACnet specification and is not supported in this version.

B-BC will be supported in the next version or later. Please refer to Chapter 5.2 for the support status of B-BC
in this version.

3.4.3.2 BACnet Revision
The protocol version and revision of the BACnet stack used in this sample software are as follows
+ BACnet standard Protocol Version : 1

+ BACnet standard Protocol Revision : 22

The BACnet standard document (ANSI/ASHRAE Standard 135-2020) indicates version 1 and revision 22.

The define value of the ported open-source stack revision is 24, but the objects added in revisions 23 and 24
are not supported and changed to 22 in this release, as shown below.

BACNETOSS\bacnet\bacdef.h
#define BACNET _PROTOCOL_REVISION 22

3.4.3.3 Service

The sequence of BACnet stack implemented in the sample software is service driven. Interoperability of
BACnet devices is provided by the connection between users and providers via services (Whols, |-Am,
ReadProperty, etc.).

There are two types of services: Unconfirmed and Confirmed. In the unconfirmed type, the provider does not
return an Ack for the service requested by the user. On the other hand, confirmed type will return an Ack.

Users of the sample software mean the following.
It corresponds to a client that connects to BACnet server through the BACnet /IP protocol.
Providers mean the following.

It corresponds to a server that connects to BACnet clients through BACnet /IP protocol.
The B-GW running this sample software is a user to other providers (B-SS) in the BACnet internetwork.
However, it could also be a provider to other users in the BACnet Internetwork.

The services implemented in the sample software are as follows.

Table 3-1 Implemented Services in the sample software

BACnet service Initiate’ Execute?
Who-Is v v
I-Am v v
Who-Has v v
I-Have v v
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BACnet service Initiate’ Execute?
ReadProperty v v
WriteProperty v v

DeviceCommunicationControl

ReinitializeDevice

AtomicReadFile

AtomicWriteFile

TimeSynchronization

UTCTimeSynchronization

SubscribeCOV

ConfirmedCOVNotification

UnconfirmedCOVNoatification

ReadPropertyMultiple

ReadPropertyConditional

ReadRange

WritePropertyMultiple

GetAlarmSummary

GetEventinformation

GetEnrollmentSummary

AcknowledgeAlarm

ConfirmedEventNotification

UnconfirmedEventNotification

UnconfirmedTextMessage

ConfirmedTextMessage

AddListElement

RemovelListElement

CreateObject

DeleteObject

UnconfirmedPrivateTransfer

ConfirmedPrivateTransfer

VTOpen

VTData

v is applicable, blank is not applicable.

VTClose

1. Send a BACnet service request or notification.

2. Execute the BACnet service and send a response (if a confirmed service is requested).
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The following is an overview of the implemented services

Table 3-2 Implemented services in the B-SS sample software

BACnet service

Description

Who-Is

Who-Is service is used by BACnet users to know which other BACnet devices are sharing
the network. Who-Is service is a broadcasted, unconfirmed (does not require an Ack)
service.

I-Am

I-Am service is intended to respond to Who-Is service requests. However, |-Am service
requests are broadcast transmissions that can be sent anytime. Receipt of Who-Is service
request need not be preceded.

Who-Has

Who-Has service is used by BACnet users to identify BACnet devices with specific objects.
Who-Has service is a broadcasted, unconfirmed type of service.

I-Have

I-Have service is available to respond to Who-Has service requests. However, I-Have
service requests can be issued at any time. Receipt of Who-Has service requests need not
be preceded; I-Have service is sent broadcast and is an unconfirmed type of service.

ReadProperty

ReadProperty service is used by BACnet users to request the value of one property of one
BACnet object; the BACnet provider responds with Ack and returns the result.

WriteProperty

WriteProperty service is used by BACnet users to change the value of a specified property
of one of the BACnet objects. BACnet provider responds with an Ack. If you want to restrict
the write access to a specified property, an error with "Error Class" PROPERTY and "Error
Code" WRITE_ACCESS_DENIED is returned.

3.4.3.4 Object

A BACnet device consists of a set of objects. An object is represented by an object type and an instance
number from 0 to 4194303, which is called an object ID. However, the number 4194303 means invalid and is

not used.

The device itself is also an object and is defined in Device object; the object ID of the device is called the
device ID. Each BACnet device is required to have a Device object.

Furthermore, objects consist of a set of properties of various data types, and a BACnet device accesses
hardware to read and write these properties.

The implemented Objects of the sample software is as follows.

Table 3-3 Implemented Objects in the sample software

BACnet object type Object ID Implementation

Accumulator

Analog Input Analog Input, 0 v
Analog Input, 1 v

Analog Output

Analog Value

Averaging

Binary Input

Binary Output

Binary Value

Calendar
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BACnet object type

Object ID

Implementation

Command

Device

Device, 12

Event Enroliment

File

Group

Life Safety Point

Life Safety Zone

Loop

Multi state Input

Multi state Output

Multi state Value

Notification Class

Program

Pulse Converter

Schedule

Trend Log

Access Door

Event Log

Load Control

Structured View

Trend Log Multiple

Access Point

Access Zone

Access User

Access Rights

Access Credential

Credential Data Input

CharacterString Value

DateTime Value

Large Analog Value

BitString Value

OctetString Value

Time Value

Integer Value

Positive Integer Value

Date Value

DateTime Pattern Value
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BACnet object type Object ID Implementation

Time Pattern Value

Date Pattern Value

Network Security

Global Group

Notification Forwarder

Alert Enroliment

Channel

Lighting Output

Network Port

NetworkPort,1 v

Binary Lighting Output

v is applicable, blank is not applicable, and “Not available” is restriction of this sample software version.

Outlines of the implemented object types are as follows.

Table 3-4 Outlines of the implemented object types

BACnet Object Type Description
Analog Input Analog Input object has properties that represent analog inputs from hardware.
Device Binary Value object has properties that represent two states, ACTIVE or INACTIVE, resident in

the memory of the BACnet device.

Network Port

The Network Port object has properties that represent the network configuration of the BACnet
device; BACnet devices must have at least one Network Port object.

3.43.5 BIBB

BIBB (BACnet Interoperability Building Blocks) defines a set of services that apply to interoperating BACnet
devices. "A" and "B" devices are defined, with the "A" device representing the BACnet user and the "B"
device representing the BACnet provider.

BACnet standard (Annex L) defines various device profiles that describe the characteristics of each device,
such as B-SS (BACnet Smart Sensor), B-BC (BACnet Building Controller), B-OWS (BACnet Operator
WorkStation) and else. B-GW in this sample software have "B" characteristics.

The implemented BIBB of the sample software is as follows.

Table 3-5 Implemented BIBB of B-GW device profile

BIBB Class BIBB BACnet Service Initiate’ Execute? B_GV\./ 8
Standardized
DataSharing DS-RP-B ReadProperty v v
DS-WP-B WriteProperty v v
Device & DM-DDB-B Who-Is v v
Network
Management I-Am v v
DM-DOB-B Who-Has v v
I-Have v 4
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B-GW
i itiatal 2
BIBB Class BIBB BACnet Service Initiate Execute Standardized?
GW-EO-B The B device provides access to data and functionality in non- v
BACnet devices.

v is applicable, blank is not applicable.

1. Sends a BACnet service request or notification. However, the B-SS does not send service requests, only notifications.

2. Execute the BACnet service and send a response (if a confirmed service is requested).
3. BIBBs which is defined as normalized for B-GW in ANNEX L of BACnet standards.

Outlines of the implemented BIBB in the B-SS sample software is as follows.
Table 3-6 Outlines of the implemented BIBB

BIBB Description
DS-RP-B Device B returns one property value to device A.
DS-WP-B Device B writes value from device A to one property.
DM-DDB-B Device B responds to the identification request from Device A.
DM-DOB-B Device B responds to an identification request from Device A with the specified object.
DM-RD-B Device B responds to the reinitialization request from Device A.
GW-EO-B B devices provide access to the data and functionality of non-BACnet devices; B devices contain the data
and functionality of other devices through BACnet objects and services.
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3.5 Installation of Development Environment

3.5.1 e2studio
3.5.1.1 Install

Download the version listed in Table 1-1 and install it on your PC. The latest version has a downloadable

installer that includes FSP, e2studio, and the GCC toolchain as a single package.

+ Double-click the downloaded “setup_rznfsp_v1_1_0_e2s v2022-10.exe”.

ﬁ 26% Extracting

Cancel

- Select Users

Fig.3-7 e2studio Install (1)

Renesas Installer

{;‘ Select which users to install for

—» All Users
nstall for all users on this computer
Requires Administrator permissicns

—> Current user
nstall for only

Parts may require Administrator permissicns

— Cancel installation

Fig.3-8 e2studio Install (2)
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+ Select Install Type

[N Renesas RZ/N Flexible Software Package (FSP) w1.1.0 with e* studio 2022-10 Setup

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup

=

O X

AYA=M-54F

Select Install Type:

(] |'—;|\-| Quick Install

\*_/ Default installation of &* studio, FSP & GCC ARM Embedded

(7" Custom Install
W=/ Custom installation of e° studio, FSP & GCC ARM Embedded

w202212160219

User: All Users < Back MNext =

AVA=

Cancel

- Select Install folder

Fig.3-9 e2studio Install (3)

BN Renesas RZ/M Flexible Software Package (F5P) v1.1.0 with €? studic 2022-10 Setup

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e’ studio 2022-10 Setup

(e

O e

) w52

A VA= FALI M OEEFTEELE.

EE..

’D‘Xf‘—ﬂv%ﬁﬁ' 1 C¥Renesas¥rzn¥e?studio_v2022-10_fsp_v1.1.0

BREVINIITE. TTEAYVA-NEh TVET.

1 7A-NOFEE

AIAR=IFDYTRILIT
= Renesas e2 studio v22.10.0.R20221013-1357
+ Java Runtime v11.0.0

» Renesas FSP Smart Configurator Core v8.10.0.w20220026-0845
= GCC for Renesas RZ Build Support v22.10,0.w20220216-0746

= Ranarar BT Cammmnnn 37 1000030730015 1147

v202212160219

User: All Users < Back

1A=

Cancel

Fig.3-10 e2studio Install (4)
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+ Check and Click “Next”

[EN Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with &° studio 2022-10 Setup

O X
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup &ﬂ

£37% ROVIMIITENESRATRSL TGS L.
@ S48V Renesas e2 studic License Terms and Conditions for RENESAS e2 studio ~
E OpenlDK License Agreems

. This Renesas e2 studio license agreement ("Agreement”) is between
ARM DS-5Toolchain Integ) | entity on whose behalf you are entering into this Agreement
Renesas FSP for RZ/N w1.1) |["Client") and Renesas Electronics Corporation, a Japanese company
GNU ARM Embedded 9.2.| |with its registered office at 3-2-24, Toyosu, Koto-ku, Tokyo 135-

| |0061, Japan ("Renesas"). YOU SHOULD READ THIS AGREEMENT
GNU ARM Embedded 8.3. |0 pe uﬁv, AS IT CONSTITUTES A BINDING CONTRACT BETWEEN
GCC ARM A-Profile (AArcl |- [ENT AND REMESAS,
Renesas Common Library | |The Renesas IDE Software (defined below) is intended for
commercial use by a company or corporation only and is not
designed, developed or produced for any private use or purpose. If
you are an individual, or you intend to install the Renesas IDE
Software on behalf of an individual, or the Renesas IDE Software is
expected to be used for a private purpose directly or indirectly, you
should click "Ne" on the installer.
Otherwise, by clicking the "l accept” button or other button or
mechanism designed to acknowledge agreement to the terms of an
electronic copy of this Agreement. or by installing. accessing. or

MyItarrEsnnEtRSLET. Print all...

£ > L

V202212160219 User: All Users < Back rvridin Cancel

Fig.3-11 e2studio Install (5)

+ Click “Install”

[Z4 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022-10 Setup O x
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup @

£57F SEET0Y5LBEUTPNADYI- MY T, ROSHIERENET :
SV

M AF-b- A2 TN-T: |Renesas RZ¥N v1.1.0 |
@ Y3a-bavhk & FIANEETR)

v202212160219 User: All Users < Back Next > A=l Cancel

Fig.3-12 e2studio Install (6)
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[E% Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studic 2022-10 Setup m] *
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e studio 2022-10 Setup \
RZ
k572 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022104 VA= LN 3ETHEES
B
FMEUA
Ya-khyh | = |
. I

@ varns. | ==

v202212160219 User: All Users < Back Mext > WLl

Fig.3-13 e2studio Install (7)

+ Click “OK”
E! sas RZ scka S Setup O ® |
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e” studio 2022-10 Setup \
RZ |
t372 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with * studio 2022-10004 VA= LA'R TLELE.
F{EYR OKEIUyILTRLTES.
PE i Pl

[ Launch ez studio?
[ View Release Motes?

@ - [] View What's New?

View Renesas FSP User Manual?

A A=

wIDUYT
Renesas FSP: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0
Renesas FSP User Manual: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0
GCC ARM Embedded: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0¥toolchains¥gee arm¥
9 20159g4 |
GCC ARM Embedded: C:¥Renesas¥rzn¥e2studio v2022-10 fsp v1.1.0¥toclchains¥gee arm¥ I
5 2020q2

V202212160219 User All Users < Back Mext » Cancel

Fig.3-14 e2studio Install (8)
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3.5.1.2 Project start-up
(1) Unzip package

First, unzip the archived package of this sample software (RZN2L_OPC_BGW_V***.zip) and store it in
arbitrary folder. Because e2studio cannot recognize project properly if file path is too long in the folder
hierarchy, place it in shorter path. Also, do not use multi-byte character, such as Japanese, in the folder path.

(2) Execute e2studio
Execute "e2studio.exe" to start e2studio in the following folder (default case) installed:

\Renesas\rzn\e2studio_v2022-10_fsp_v1.1.0\eclipse¥e2studio.exe

Renesas
rzn

e2studio_v2022-10_fsp_v1.1.0

eclipse | > cenfiguration

fsp_documentation dropins

internal features

toolchains p2

uninstall plugins
readme
runtimes

| | .eclipseproduct
| ] artifacts.xmil

I @ e2studio.exe
| e2studio.ini
(5] ezstudioc.ene
& notice.html

Fig.3-15 Launch project (1)

(3) Import Project
Enter any workspace directory and click “Launch”.

&) & studio Launcher >

Select a directory as workspace

e” studio uses the workspace directory to store its preferences and development artifacts.

Workspace: \}| Ce¥lsers¥ XXM ¥e2_studio¥workspace_FSP110_NCRboot_sample_GW6 e Browse...

[] Use this as the default and do not ask again

» Recent Workspaces

Fig.3-16 Launch project (2)
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Select the toolchain “GNU ARM Embedded — 9.3.1.20200408”

Toolchain Integration

(D) New toolchains available for integration

J-LFI-U0EE
Y-NF-y-547
v [w] GNU ARM Embedded

1IAR=N 102

[./] GMU ARM Embedded - 10.3.1.20210824 C:¥Program Files (x86)¥GMU Armn Embedd
I [./] GMU ARM Embedded - 8.3.1.20200408 C¥Program Files (x86)¥GNU Arm Embedd I

Select all

Deselect all

MEEEC Y- F-v0EE EEHiTD

Cancel

Fig.3-17 Launch project (3)

- Select “Import existing projects”

EY @ Welcome X

RENESAS

Welcome to e2 studio

Create a new e studio C/C++ project Get an overview of the features

Import existing e? studio projects from the filesystem Go through tutorials

or archive

Try out the samples
Download and import sample projects from Renesas i P
website

Find out what is new

Review the IDE's most fiercely contested preferences

Open a file from the filesystem

Quickly getting familiar with the tool

8} workspace_FSP110_sample_B-S5_airspeed - € studio - o X
File Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help
@ || No Launch Configurations won | o = | &~ &~
@vﬁ?vﬁv@v@rjv = %@\é}&|¢;-q-%vi§wvum%@ R - ¥ 1 - v| #

Q g ||ERoc

F A==

#mLusast x
Ol ap® 09— RET HiBYET.

2 {0 ASA-T1-2 HBYET.

SEREIIETUYILTES.
66%) .

Smart Browser Nofific..n Startup: (i

=

v

Fig.3-18 Launch project (4)
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Click "Browse” at “Select root directory” and enter the project folder to be imported.
Check the “Copy projects into workspace” checkbox to copy the import project.

& Import O X
Import Projects —
Select a directory to search for existing Eclipse projects. / A,»J

I (®) Select root directory: | C¥Users¥XXKXKONK ¥e2_studic¥workspace_FS « | Browse...

() Select archive file:

Projects:

Browse...

[/] RZN_ZL FreeRTOS lwlP (C:¥Users¥1>(}3{>t)0{)t ¥ 5tudio¥wc>rkseace F

J Select All

£

Deselect All

Refresh

Options
[]Search for nested projects

I [~ Copy projects into workspace I

Working sets

[JAdd project to working sets

@

[ ] Close newly imported projects upon completion
[JHide projects that already exist in the workspace

New...

Select...

o ]| conce

Fig.3-19 Launch project (5)

Click “Finish” in Fig.3-19 to display the following and click “Yes To All”.

& Question

Yes Yes To All

Ne Mo Te All Cancel

Fig.3-20 Launch project (6)
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B mport o X
Import Projects 0
Select a directory to search for existing Eclipse projects. / /
A
Select root directory: | C¥Users¥ XX ¥e2_studio¥workspace_ FS Browse...

Select archive file:

REN2L_FreeRTOS_jwiP (C:¥Users¥XXXKXX¥e2 studio¥workspace F | Gelact All
Deselect All
Refresh
< 2
Options
Search for nested projects
pon completion
Hide projects that already exist in the workspace
Working sefs
Add project to working sets New...
Select..,

C¥Users¥T1768836%2_studio¥workspace_FSP110_sample_B-SS¥RZN2L_FreeRTOS wIP¥Debug¥

| (]
@ Finish

Cancel

Fig.3-21 Launch project (7)

+ When the project import is complete, the following will be displayed. The subsequent sections will be

explained in chapter 4.3.1.

# Detug
w | o

B Project Explorer x
BE T

a workspace_FSP110_ NORboot_sample_GW - &’ studio
File Edit Source Refactor Mavigate Search Project RenesasViews Run  Window Help

&
B
8

=% RZN2L_OPC_BGW_V1.0.0 [Debug]

| &7 ‘@'%'.ﬁv%
R R ®
Q %" [ C/C++ | 4F Debug

= B = B

w | |[E7] RZN2L_OPC BGW V1.0.0 Debug v

BB Qilk- <
- | r#

o -
o= Outline

There is no active editor
that provides an outline.

[#2 Problems | & Console 3 |[C] Properties @ A¥—1-759%— [ 29-k-vZ27lk 3 Debug
-

15 RZNZL OPC BGW V1.0.0

Fig.3-22 Launch project (8)
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3.56.2 UaExpert

UaExpert is an OPC UA client tool. In this document, it is used to connect to the OPC UA server (B-GW) to
access the object nodes of B-SS in the BACnet /IP network.

Download the version listed in Table 1-1 from the website and install it on your PC. Before downloading, you
must register on the Unified Automation website and activate your account. All content is provided free of
charge, but by downloading or installing the software from this web page, you automatically accept the
Unified Automation Software License Agreement (SLA). For license terms for software and information,
please refer to the following link.

https://www.unified-automation.com/products/sdk-overview/licenses.html#c341

Please check the above conditions of use before usage.

G 6] https://www.unified-automation.com/downloads/opc-ua-clients.html

[:! Unified :
Bl rweoristin

Home ‘ Solutions | Products | Services ‘ Downloads ‘ Support | Partners |
| | 1 | | | |

O pownloads OPC UA Clients — Downloads

© Documentation
UaExpert
© Online Documentation SDKs

© Online Manual for Tools UaExpert is a full-featured OPC UA Client which is capable of several OPC UA Profiles and
© CMake Troubleshooting fEaRiES
© Build Instructions OpenSSL

© OPC UA Quickstart Guide

© Ruild Tnstructions SNKs

Fig.3-23 UaExpert

3.5.3 Wireshark
Wireshark is a free network protocol analyzer. Download and install Wireshark from the link in Table 1-1.

<~ O 3  https//www.wireshark.org/download.html

We're now a non-profit! Support open source packet analysis b

[ S .
WIRESHARK News SharkFest Get Acquaintedv  Get Help v Dev

Download Wireshark

The current stable release of Wireshark is 4.0.4. It supersedes all previous releases.

v Stable Release: 4.0.4
Windows Installer (64-bit)
28 Windows PortableApps® (64-bit)
@& macOS Arm 64-bit.dmg
& macOS Intel 64-bit.dmg

</> Source Code

» Old Stable Release: 3.6.12

» Documentation

Fig.3-24 download Wireshark

RO1AN6963EJ0100 Rev.1.00 Page 32 of 76
Jul.31.2023 RENESAS



https://www.unified-automation.com/products/sdk-overview/licenses.html#c341

RZ/N2L Group BACnet to OPC UA Gateway Sample Software

4. Operation check

4.1 Connection

Fig.4-1 shows a connection diagram when running the sample software. Connect the Ethernet cable, J-Link
OB debugger, and 5V DC cables to the RZ/N2L RSK board. As shown in the figure, when connecting board
for B-SS, connect the air velocity sensor to the J26 connector on the board.

Note that the hardware settings (jumpers and DIP SW) for the B-GW board and the B-SS board are different.
Please refer to chapter 2.1 for details. ETH2 (Ethernet2) connector on board for B-GW cannot be used.
When using the debugger J-Link OB on the RSK board, open J9 and connect the USB Micro cable.

OPC UA Server
Wireshark BACnet /IP Client BACnet /IP Server
Iresnar
e2studio IP: 192.168.10.100  Ethernet Cable IP : 192.168.10.101
e? studio USB-Micro *J’IO ) g g
=4 (J-Link OB) _ i gy

J9 : Open =]

— ' o
OPC UA Tool , S
(UaExpert) \_’ -

OPC UA Client
IP : 192.168.10.20

) ™

USB Type-C ,CNS RZ/N2L RSK RZ/N2L RSK
5V DC-IN

Fig.4-1 OPC UA - BACnet /IP Hardware Diagram

4.2 |IP Address Settings

Set the address of the Ethernet on the PC that serves as the OPC UA Client.
Click on settings in Windows StartE.. Configure the IP address as follows.
Settings > Network and Internet > Change adapter options > Ethernet

>Properties > Internet Protocol Version 4 (TCP/IPv4) > Properties

Gitems 1 item selected

Fig.4-2 network connection
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

‘You can get IP settings assigned automatically if your netwark supports
this capability, Otherwise, you need to ask your network administrator
For the appropriate IP settings.

(O Obtain an IP address automatically
(@) Use the Following IP address:

IP address: EEEEEES
Siret mask B
- |

Dbtain DNS server address automatically
(®) Use the following DS server addresses:

Preferred DNS server:

validate settings upon exit Advanced...

Fig.4-3 TCP/IPv4 properties

The IP address of the RSK board set in the B-GW sample software is 192.168.10.100. The IP address of the
PC needs to be set to 192.168.10.XXX. In this document, 192.168.10.20 is used.
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4.3 Start Project

First, import the project as described in section 3.5.1.2.

4.3.1 Build Configurati

on

Select the project name in the Project Explorer window, then open Properties in the Project menu.

ErEE-E®

B Project Explorer ¢

&

T
v

5 RZN2L_OPC_BGW_V1.0.0

¢C =5 RZN2L_OPC BGW V1.0.0 [Debugl D

2 F
0 iten

Dest

Q workspace_FSP110_NORboot_sample_GW - &’ studic

Open Project
Close Project
Open FSP Configuration
o Build All
Build Configurations
Build Project
Build Working Set
Clean...
Build Automatically
Build Targets
C/C++ Index
e INToERFEREER
Change Device

Change Toolchain Version

%  C/C++ Project Settings
Properties

Cerl+Alt+B

Ctrl+B

Alt+D

Cerl+ Alt+P

File Edit Source Refactor Mavigate Search Project RenesasViews Run  Window Help

»

»

T3t~ @ AV-h-¥ZaFl

ESOUrCe

Path

— [m] >
i=<J> v | - {S ¥ | ég
- - - | ’
Q @ ||[moc
= 0O |g= Outline X = B8

There is no active editor that
provides an outline,

Location Type

“h

Fig.4-4 Open project properties

Select GNU C in Languages from the #Symbols tag in C/C++General > Paths and Symbols.

(1) Evaluation with a single RSK board

To evaluate the B-GW RSK board alone without connecting the B-SS RSK board, change
#WITHOUT_B_SS BOARD in Symbol to 1. Click "Edit..." to make changes

This allows to generate pseudo sensor input values inside the B-GW which are originally read from the B-SS,
and read them from the PresentValue node of the Analoglnput,0 object of the B-GW, which is explained in

Chapter 4.5.

(2) Evaluation with two RSK boards
To connect another RSK board for B-SS, change #WITHOUT_B_SS BOARD in Symbol to 0 as shown in

Fig. 4 5.

Click "Apply and Close" to apply the settings. Click "Yes" on the pop-up dialog.
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| type filter text

Resource
Builders
C/C++ Build
w C/C++ General
Code Analysis
Documentation
File Types
Formatter
Indexer
Language Mappings
MISRA-CIT45 - FI97)
Preprocessor Include Pat
MCu
Project Natures
Project References
Renesas QF
Run/Debug Settings
Task Tags
Validation

Q Properties for RZN2L_OPC_BGW_V1.0.0

Paths and Symbols

Configuration:

Debug [ Active] ~

@ Includ Library Paths [ Source Location @ References

Manage Configurations...

Languages

Assembly

Symbol Value
# UA_ARCHITECTURE_FREERTOSLWIP

# BACAPP_PRINT_ENABLE

# BACDL BIP 1
# IPADR1 192
# IPADR2 168
# IPADR3 10
# IPADR4 100
# MAX_TSM_TRANSACTIONS 10
# OPEN62541_FEERTOS_USE_OWMN_MEM

# PRINT_ENABLED 1
# UA_ENABLE AMALGAMATION

# USR_DEBUG_PRINT 1
# WITHOUT_B_S5_BOARD @

Add...

Delete

Export

@ "Preprocessor Include Paths, Macros etc.” property page may define additional entries

Show built-in values

Eﬁ' Import Settings...

G Export Settings...

Restore Defaults

D ——
‘ Apply and Close ' Cancel
—_——

Apply

Fig.4-5 Change #WITHOUT_B_SS_BOARD

Q Paths and Symbols

[ Remember my decisicn

Changes made will not be reflected in the index until it is rebuilt. Do you wish to
rebuild it now?

— o~
Yes '

No

4.3.2 Build

Fig.4-6 Click YES

Select the project name in the Project Explorer window and click "Clean..." in the Project menu.
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Q workspace_FSP110_NORboot_sample_GW - &” studic — ] x
File Edit Source Refactor Mavigate Searcnesas‘u’ia«-s Run  Window Help
@ Open Project L. L=? o | B v Q - @ ég
Close Project
Bi~E~ @ i@~ ) I ~ B - + - v| !
o Open FSP Configuration
Q B||mEuc
g Build All Ctrl+Alt+B
i Project Explorer ) ) = O |g= Outline x = 0
Build Configurations >
Build Project Cirl+B There is no active editor that
=% RZN2L_OPC_BGW_V1.0.0 [Debug] ] ] provides an outline.
Build Working Set b
Build Automatically
Build Targets ]
C/C++ Index >
FATDEEBEEES Alt+D
] -Foutf— L AV-F-VZaF g =
L F Change Device 759~ B Av-h-¥2a7) v § =8B
0 ten Change Toolchain Version 1
Desc esource Path Location Type
% (/C++ Project Settings Ctrl+Alt+P
Properties
Updates Available X
Updates are available for your software.
| Click to review and install updates. E
Set up Reminder options
125 RZN2L_OPC_BGW_V1.0.0 & N[ T

Enable the followings in the pop-up dialog and click "Clean" to start all builds.

Fig.4-7 Open project Clean...

Clean m}
&

Clean discards all build results and states. The next time a build cccurs the selected

projectsuill be rebuilt from scratch.
Clean all projects

>

125 RZN2L_BACnhet_BSS_V1.0.0

e
tarta build immediately
Build the entire workspace,
(O Build only the selected projects

e ———

C o= ]

—_—

Cancel

Fig.4-8 clean and rebuild

4.3.3 Debug Configurations
After confirming that the build result is 0 errors, select the project name in the Project Explorer window and
click Debug Configurations... in the Run menu. Ignore the warning message that appears.
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Q workspace_FSP110_MORboot_sample_GW - e’ studio — O e

File Edit Source Refactor MNavigate Search Project RenesasVidow Help

@ - Mo Launch Configurations Renesas Debug Tools > | mifig | B/ @
AR C R Bpiw B iR R Run Cri+Fl |0 - Bl 40 CF oy O v | [
i})@ Debug F11 Q = | %Cfc++
Fia Project Explorer g Run History 2 = B |B5= Outline X = B8
jﬁ 7 8 RS ’ There is no active editor that
¢ Tl,g RZN2L_OPC_BGW_V1.0.0 [Debug] Run Cenfigurations... provides an outline.
Debug History ¥
%5 Debugh >
Breakpoint Types ¥
Toggle Breakpoint Ctrl+Shift+B
|®] Problems | B Console X Toggle Line Breakpoint L = H
Toggle Watchpoint L 4F <'=-==>| 1= ;| = [EI| =B
(CDT Build Console [RZMN2L_OPC_ Toggle Method Breakpoint |
text data bss - .
1723158 14234714 2965 O NP All Breakpoints .@.elf .
Remove All Breakpoints
18:56:47 Build Finished. ms )
% External Tools >
v
< >
jon] IR
Fig.4-9 Open Debug Configurations...
Operations when starting the debugger for the first time after importing a project
Only when importing a project and launching the debugger for the first time, the following operations should
be performed.
+  Create RZN2L_OPC_BGW_V*** Debug[local]
Select Target Device
Debut Tool Settings
See the following explanation of the above.
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a. Create RZN2L_OPC_BGW_V*** Debugllocal]
Double click on Renesas GDB Hardware Debugging to generate RZN2L_OPC_BGW_V*** Debug[local]

&) Debug Configurations O X
Create, manage, and run configurations @
[# . ‘ =RV Configure launch settings from this dialog:
[type filter toxt | - Press the ‘New Configuration’ button to create a configuration of the selected type.
C/C++ Application - Press the 'New Prototype’ button to create ...configuration prototype of the select e,
PP Press the 'Mew Prototype’ b fig prototype of the selected typ
/C++ Remote Applicati
7E EIASE;U::;D € Application 1O - Press the 'Export’ button to export the selected configurations.
ardware Debuggin =| - Press the 'Duplicate’ button to copy the selected configuration.
GDB Hard Debugging P he 'Dupl * b py the selected config

GDB OpenOCD Debugging

[£7] GDB Simulator Debugging (RHEs0)
5 Java Applet 7 - Press the ‘Filter' button ta configure filtering options.
[T Java Application

1 Launch Group
m -

3 - Press the 'Delete’ button to remove the selected configuration.

- Select launch configuration(s) and then sel...ink Prototype’ menu item to link a prototype.

enesas GDB Hardware Debugging

- Select launch configuration(s) and then sel...k Prototype’ menu item to unlink a prototype.

- Select launch configuration(s) and then sel...es' menu item to reset with prototype values,

[c*] Reness TrETOTDEBTggIng (RA, RL7E)
Edit or view an existing cenfiguration by selecting it.
Configure launch perspective settings from the 'Perspectives’ preference page.
< >

Filter matched 12 of 14 items

"
)

Debug Close

Fig.4-10 Debug Configurations(1)

b. Select Target Device

Click on the Debugger tag in the displayed dialog and select Target Device.

Q Debug Configurations a X

Create, manage, and run configurations @
EeEXIEY - Name: [RZN2L_QPC BGW_V1.0.0 Debug _ |
‘type filter text ‘ [El Mai Startup [ Common | %~ Source
[€] C/C++ Application

[£] C/C++ Remote Application Debug hardware: |J-Link ARM | Target Devici RQAO?GUMMM

= EASE Script
[£] GDB Hardware Debugging GDB Settings Connection Settings Debug Tool Settings
[£] GDB OpenOCD Debugging

[ GDB Simulator Debugging (RH850}

GDB Connection Settings

3 Java Applet ® Autostart local GDB server Host name or IP address: localhost
[T Java Application @Gz e S GDB port number: 61234
£ Launch Group Connection timeout (s): 30 ~
Z Remote Java Application
GDB

GDB Command: |arm-none-eabi-gdb

[ 5tep Mode

Filter matched 13 of 16 items Revert Apply

Fig.4-11 Debug Configurations(2)
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Select ROA07G084M04 and click OK.

e} o x

Device Selection

You can filter devices by regular
EXPression

Search Device

Device

v REZ
RZ/A1
RZ/M1
RZ/T1-M
RZ/A2
RZ/G1IM
RZ/G1E

v RZ/RZ
ROAOTGOB4MO4
ROADTGOBAMOE

EC-1

(?;' Cancel

Fig.4-12 Debug Configurations(3)

c. Debug Tool Settings

Click the Debut Tool Settings tag and write 400 at Operating Frequency [MHZz].

Click on "Debug" to start the download. Continue to Fig.4-16 for instructions.

Q Debug Configurations

Create, and run confi

FeEX BT~

Neme: [RZN2L_OPC_BGW_\1.0.0 Debug

‘type filter text

‘ B Maln_ # Startup | ] Common| - Source

C/C++ Application
[E] ¢/C++ Remote Application
5 EASE Script
[E] GDB Hardware Debugging
[£] GDB OpenQCD Debugging
[ GDB Simulator Debugging (RH850)
1 Java Applet
[ Java Application
# Launch Group
Z. Remote Java Application
~ [ Renesas GDB Hardware Debugging
%5 * RZN2L_OPC_BGW_V1.0.0 Debug [locall
7 Renesas Simulator Debugging (RX, RL78)

Filter matched 13 of 16 items

@

Debug hardware: |J-Link ARM v~ Target Device: [[ERTLEOEZIN0NE | ..

GDB Settings Connection Settings\Qebug Tool Settings

v Semihosting
Semihosting breakpoint address

v RTOS
RTOS Integration in Debug View Yes
RTOS Debugging - Large Number of Threads. No
v System

Allow caching of flash contents Yes
w Time Measurement
Run Break Time Measurement Yes
400.000

Count Every Core Cycle
Operating Frequency [MHz]

Revert

Apply

Close

4.3.4 Debug

Fig.4-13 Debug Configurations(4)

The download procedure after completing the build is shown below.

At the second and subsequent debugger launches, click the Run menu with the project name selected in the
C/C++ view. Place the cursor on "Debug As" and click on "Renesas GDB Hardware Debugging".
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B} workspace FSP110_NORbaot_sample GW - & studio - O 4
File Edit Source Refactor MNavigate Search Project RenesasVie indow  Help
Renesas Debug Tools > E
Run Ctrl+F11
Debug F11
>
Run Histary There is no active editor that
Run As > provides an outline.
Run Cenfigurations...
[ Includes
{2 BACNETOSS ’
{2 OPC_UA_SERVER 3 [c9 1GDB OpenOCD Hardware Debugging (DSF)
& rzn Debug Configurations... [ 2GDB Simulator Debugging (RH850)
2 rzn_cfg/aws
8 rzn_gen Breakpoint Types
[ Toggle Breakpoint Ctrl+Shift+B

[ user/oss/amazon-freertos/libraries

Toggle Line Breakpoint
2 user/oss/lwip 2= I:m - _P "
B userfrenesas Toggle Watchpoint
(= Debug Toggle Method Breakpoint
[= rzn_cig ‘& Skip All Breakpoints
2 seript Remove All Breakpoints
[ user
- . N
2 configuraticn.xml ) Problems | & Console q External Tools Pl =7
[F1 ReA07GOBAMOBGEG. pincfy = -
< > X% BEREE 25

2 RZN2L_OPC_BGW_V1.0.0 & i

Fig.4-14 Run menu Debug As

Download the program to NOR flash memory. (It will take a few minutes.)

@ workspace FSP110_NORboot_sample_GW - RZN2L_C R - O x
| File Edit Source Re Search Project RenesasViews Run Window Help
|=;3: Debug v||E| RZN2L_OPC_BGW_V1.0.0 Debug ‘ = @~ K|~ Fig-a- -G }
[ ARE T B PIBE RS2 R HF - A bR~ IF DS -G~
Q BB
= B |[g startup.c X =0 Cutline X = 4|
=] <‘§‘> '1?‘ § __asm volatile ( - B laz W, \S o % i
c Tomov @, #8 An” : i
= IE{NEL_OPC_BGW_VI‘O‘O [Debug] ~ " 1, $BxFB7F \n" H Prefetch_HandIer(.\.rolc ~
ﬁ. Binaries " movt rl, #¥8x2fa \n” + Abort_Handler(void) :
hill Includes "software_loop: " ++ Reserved_Handler{voi
_loop
72 BACMETOSS " adds r@, #1 hn” ++  FlQ_Handler{void) : vc
3 OPC_UA_SERVER gmp. re, rl n @5 g fiq stack: uinte
e " bne software_loop \n" 5 . .
72 rn “memory” ) ; f®° g_irg_stack : uintg_[]
& rzn_cfgfaws i * ®5 |_abt_stack: uints [
g #endif @ g
2 rzn_gen S #if 1 # ° g_und_stack : uinte_t[
g &9
2 src __asm volatile { Fid 5 g sys_stack: uintd,
[ user/ossfamazon-freertos/libraries SEGGER. J-Link V7.82d - Flash download (15616 KB) Fd § g_svec_stack: uintd_t
172 user/oss/lwil # 5 g_heap: uintg
i P i P
¢ user/renesas Compare _ 539. 16142z ® _ Vectorsivoid
= Debug ® system_init{void) : voi
Er ] 0000
= rzn_cfg rase = @ stack_init(void) : void ¥
(= script Program & Yerify 0% 0000s >
&= user = H
S5 - nnfinnration vl Comparing range 0xF02A0000 - b7 O2EFFFF (1 26 KE) 15142s
> gnm|am@@@|"a'ﬁ't
=% RZN2L_OPC_BGW_V1.0.0 2] | | | Launching RZN2L_OPC_B..ebug: (£7%) | WM 7y = n | |

Fig.4-15 Download

Click Switch to change to debug view.
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& Confirm Perspective Switch x

h  This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for
displaying the debug stack, variables and breakpoints.

Switch to this perspective?

] Remember my decision

e
=) =

Fig.4-16 Perspective Switch

The CPU automatically extracts the loader program included in the download data to the BTCM. After

extraction, it breaks in system_init() at the beginning of the initialization on the loader program.

+ In case of operating the RSK board alone without using the debugger, turn off the board power supply,

disconnect the debugger cable, and then turn on the board power supply again.

When using the debugger, click the "reset" % jcon and then "resume" 0> after switching to the Debug

screen.

ﬁ workspace_FSP110_NORboot_sample_GW - RZN2L_OPC_BGW_V1.0.0/rzn/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - & studie -

File Edit Source Refactor Mavigate Search Project Renesas Views Run  Window Help
# Debug ~ | | B RZN2L_OPC_BGW V1.0.0 Debug - | B ﬂ% - & g’ - g %
‘& CRE - SR G % - pEiwif-fr-oaerorm

Q E | B+ |45 Debug

%5 Debug ¢ = ‘ i 8 = O | [g starup.c ¥ = B8 w=v % Bm..‘f ”; = 0
v E| RZNzL_OPC_BGW_V1.0.0 Debug [Renesz 5 299 @9102000 __asm volatile ( ~ =] <L=\> l? g
~ 5 RZN2L_OPC_BGW_V1.0.0.¢lf [1] [con 308 moy. ro, ¥ v 125 RZN2ZL_OPC_BGW_V1.0.0 [Debug]
w o Thread #1 1 (single core) [core: O oL movy rl, #exferf b oo " -
_ k 382 movt rl, #ex2fa 3 Binaries
_ = system_init() at startup.c:299 303 "software_loop: [ Includes
g arm-none-eabi-gdb (7.8.2) 384 adds re, #1 3 BACNETOSS
s/ Renesas GDB server (Host) 385 omp ré, rl FI'S OPC_UA_SERVER
386 bne  software_locop e
- . - &2 rzn
387 ti memory™); -
388 #endif (8 rzn_cfg/faws
389 = #if 1 [ rzn_gen
310 @9le2018 __asm volatile ( 2 src
311 atem_init: [ user/oss/amazon-freertos/libraries/
312 " ldr r@, =bsp_atcm_init = Joss/lwi
313 blx re v - userros wip v
< > < >
B Conscle X |} Registers [i) Debug Shell ] Problems [ Debugger Console @ A¥-t-F571— (] Memory = O
- BEzEE -
RZM2L_OPC_BGW_¥1.0.0 Debug [Renesas GDB Hardware Debugging] [pid: 18]
< 3
=% RZN2L_OPC_BGW_V1.0.0 [l T
Fig.4-17 Break at system_init()
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After completing initialization,

to return to the running state.

the loader program stops at the beginning of main(), Then, click "resume" =

Q waorkspace_FSP110_NORboot_sample_GW - RZN2L_OPC_BGW_V1.0.0/rzn_gen/main.c - &’ studio - [} x
File Edit Source Refactor Mavigate Search Project RenesasViews Run  Window Help
5 Debug [ RZN2L_OPC_BGW_\1.0.0 Debug = &K B Fd®® | %
o (o ® ot 32 o Bt Qo il i o BEi® i E-slomo oy
Q '\ | 0E C/C+= %5 Debug
%@Dehug 3 = ‘ i § = 8 [ startup.c B main.c x = B @=V %B|F5P x 1 = O
v E{IgNZL,OPC,BGW,VLD.D Debug [Renesz = int main(void) ~ = <§> l? 3
~ s RZMZL_OPC_BGW_V1.0.0.elf [1] [cors T v 15 RZN2L OPC_BGW V1.0.0 [Debug] o
w o Thread #1 1 (single core) [cDrE I R—ESP—CMH—?hTE?dTFOUHt:P - ;5? Binaries
= main() at main.c:82 0x103b82 ST = ’ il Includes
pol arm-none-eabi-gdb (7.8.2) /* Create semaphore to make sure commen ind LB BACMETOSS
s/ Renesas GDB server (Host) . g_fs?_cUmmuﬂ_initialized_semaphure = 78 OPC_UA_SERVER
= #if configSUPPORT_STATIC_ALLOCATION FB
xSemaphoreCreateCountingSts &= rn
o #else (2 rzn_cfg/aws
xSemaphoreCreateCounting ( 2 rzn_gen
#endif [ src
iSﬁ ’ 2 user/oss/amazon-freertos/libraries/
= #if configSUPPORT_STATIC_ALLOCATION v ?i “59”:055”"‘"” v
L4 > < >
B Console X |} Registers [i) Debug Shell ] Problems [EJ Debugger Console @ AY-t-F571— (1 Memory = B
BEREE 200
RZM2L_OPC_BGW_V1.0.0 Debug [Renesas GDB Hardware Debugging] [pid: 18]
< >
0:00103b82 @ ons @ PMU o
3 || Writable Smart Insert 82:1:3488 L
Fig.4-18 Break at main()
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4.4 BACnet to OPC UA Gateway Communication

Launch UaExpert

Open Windows Start menu and B cick UaExpert

B UaEspert
B HANGELOG

‘ Libxml2_License

i OpenS5L License

‘ Qt_License
i QWT_License

B reapme

B8 UnifiedAutomation Software Licens...

Website

Add OPC UA server

Click ® on the tool bar in UaExpert.

Open the Advanced tab, set the Endpoint Url to "opc.tcp://192.168.10.100:4840", select Anonymous. Check
"Connect Automatically" and then click OK at the end.

Fig.4-19 Launch UaExpert

Froject

U.«y’".ﬁ!ﬁ X% oie O

A

Project

B Servers
~ [@ Documents

3 Data Access Bl Add Server ?

Address

Space

GConfiguration Mame [B-Gil

PRI Store Default

Connect Autematically

Fig.4-20 UaExpert Add server
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When the OPC UA server, namely the B-GW, is connected, an indicator icon is displayed in the Project
window to show that the B-GW is connected. @ BACnet-Client-Mapping displayed under the Object tree in
the Address Space window is an object of B-GW.

An object called BACnet-Server-Mapping also appears below it, accessing the object node of the BACnet

device connected to the B-GW.

. Unified Automation UaExpert - The
File View Server Document 5S¢

DPBBO +

Project

v [ Project

. I.
v [0 Dorments

A Data Access View

Address Space
#4  Mo Highlight

|Z) BACnet-Client-Mapping

BACTEL-Server-Mapping

Fig.4-21 UaExpert OPC UA server connection

4.4.1 TimeSynchronization Method

The TimeSynchronization method sets the UTC time to the B-GW. The setting time is applied to the
timestamp internally in the B-GW. After correcting the received UTC time to the local time, it is forwarded to

the BACnet server device with local broadcast.

Select Root>0Objects>BACnet-Client-Mapping>OBJECT_INTERNETWORKTYPE>TimeSynchronization in
the Address Space window, right-click and select “Call...”.

Address Space 5 X
3 Mo Highlight -
I3 Root

v |2 Objects

Q I BACnet-f_Iient-Mappiné >
% ADD_OBJECT_TREE
e OBJECT DEVICE
~ g OBJECT_INTERNETWORKTYPE

W GetDeviceldList
W NetworkScan

© TanslaleBALnetid: ## Rebrowse
Y iject_Anang_Input_

% Object_Analog_Input_

&% Object_Analog_Value_0

Fig.4-22 UaExpert OPC UA TimeSynchronization Method call(1)
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Set the UTC time in the dialog displayed and click “Call”.

Correct the UTC time to the local time of your time zone. For example, in the case of TOKYO JAPAN, UTC
time is the result of subtracting 9 hours from the local time.

Hame

Time

Value

. Call TimeSynchrenization on OBJECT_INTERNETWORKTYPE

DataType

< 2023-07-24T08: 2815 I | 5| UtcTime__—>

Description

Fig.4-23 UaExpert OPC UA TimeSynchronization Method call(2)

Confirm that the method ends successfully and click “Close”.

Name

Titne

WValue

. Call TimeSynchroenization on OBJECT_INTERMETWORKTYPE

DataType

2023-07-24T08:2815.0002

5| UtcTime

Description

call 1

GCloze D
M

Fig.4-24 UaExpert OPC UA TimeSynchronization Method call(3)

The following wireshark log shows the above methods CallRequest and CallResResponse.

M 1-435km

30181 17:28:08.182741
30185 17:28:13.157167

Destiatin
192.168.10.20 opcta
192.168.10.100  Opcta

Sowce
192.168.10.100
152.165.10.20

30151 17:28:15.189355
30192 17:28:18.191953
30194 17:25:15. 254628
30196 17:28:18.306412
30200 17:28:23.31285¢
30201 547

192.168.10.20  192.168.10.108  OpeUs
192.168.10.200  192.168.10.20

of arbitrary length (962)

Four byte encoded fumeric (9x1)

ype: DateTime (ex0d)
Sl 24, 2023 17:28:15.000000000 B (FEEY)

8uRRS

838422803
888533

223888888
28828888k 5|

8858
838

© 7 wreshak A= Aoh 1VUSEIpeapre.

Packets: 31281  Displayec 11608 (37750

Proie: Default.

Fig.4-25 UaExpert OPC UA TimeSynchronization Method call(4)
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4.4.2 NetworkScan Method

The NetworkScan method obtains IP addresses and device instance numbers for other devices connected to
the network to which the B-GW is connected.

Select Root>0bjects>BACnet-Client-Mapping>OBJECT _INTERNETWORKTYPE> NetworkScan in the
Address Space window, right-click and select “Call...”.

Address Space 5 X
43 Mo Highlight
I Root
v I Objects
v |2 BACnet-Client-Mapping
% ADD OBJECT_TREE
o OBJECT_DEVICE
v @ OBJECT_INTERNETWORKTYPE
v GetDeviceldList

£
nc

v
W TranslateB-

% Object_Analog_nput_0

Fig.4-26 UaExpert OPC UA NetworkScan Method cali(1)

Set the followings in the dialog that appears
« Wait TimelnSeconds : Set the I-Am response wait time from other devices in seconds.

- ApplyRange : Check to enable search range setting for connected devices. If disabled (unchecked), all
device instances range 0~ 4194303 are searched.

- DeviceRangelLow : If search range is enabled, set the minimum instance number of the connected device.

+ DeviceRangeHigh : If search range is enabled, set the maximum instance number of the connected
device.

After setting the above, click "Call”.

. Call NetworkScan on OBJECT_INTERNETWORKTYPE ? X
Name Value DataType Description
‘WaitTimelhSeconds Ulnt32

fpplyRange L] Boolean

DeviceRanegeLow 0 Ulnt32

DeviceRaneeHigh ( 200 Ulnt32

Name Value DataType Description

DeviceAddressBindings . BaseDataType
MaxAPDUlengthccepted (I | [ Ukaz
SeementationSupported I:l .. BACnetSegmentation
“Wendorldentitier I:l . Untl6

Fig.4-27 UaExpert OPC UA NetworkScan Method call(2)
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Confirm the method completes successfully and click on L of DeviceAddressBindings in Output Arguments.
This example shows B-SS detected, connected device IP: 192.168.10.101, device instance number: 100.

. Call NetworkScan on OBJECT_INTERNETWORKTYPE ? x

Name  Value " DataType Description B value X
Wiait TimelSeconds Ulnts2

ApplyRangs Boolean Name Value &
DeviceRaneeLon D v UInt32 Array[5100]
DeviceFarecHieh 200 Unta2 [o] 192

I [ 168

Name DataType [2 10

DeviceAddressBindings  [0.0.0.0.0.0.000.00.0.00,.(0 . YpaseDataTope B 101

MaxAPDULengthAccepted [lick . to display value Ut32 [4 100
SegmentationSupported  flick ' 1o display value BAChetSeementation [s] 0

VendorTdentifier Jick " to display value UInt16 [l 0
Sl M o
B o

L

Slose) Close |

Fig.4-28 UaExpert OPC UA NetworkScan Method cali(3)

The following wireshark log shows the above methods CallRequest and CallResResponse.

A 1-%3ukn - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4@ RE R &= 1 Eaaqmo
[ [opeua or bacnet X] -+
Mo, Time Source Destination Protocol Length  nfo ~
37166 18:59:21.989327 192.168.10.100  192.168.10.20 opcua 128 UA Secure Conversation Message: ReadResponse
| 37170 18:59:26.879916 192.168.10.20 192.168.10.100 OpcUa 164 UA Secure Conversation Message: CallRequest
i 37171 18:59:26.681955 192.168.18.168  192.168.18.255 BACnet-APDU 68 Unconirmed-REQ who-Is & 268
| 37172 18:59:26.082203 192.168.10.101  192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,100
37174 18:59:26.994321 192.168.18.20 192.168.18.100 OpcUa 162 UA Secure Conversation Message: ReadRequest
37195 18:59:27.889932 192.168.10.100  192.168.10.20 opcua 98 UA Secure Conversation Message: CallResponse v
< >
Frame 3717¢: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits) on inter| 74 98 56 18 8 ed 7c c2 6 Ic
Ethernet II, Src: TP-Link_lc:9a:fe (7c:c2:c6:1c:9a:fe), Dst: RenesasE_18:f3:ed (74:|| 9010 @@ 96 7a dc 40 €0 80 €6 00 00
Internet Protocol Version 4, Src: 192.168.10.28, Dst: 192.168.18.100 g: gg ;g ;1 éé gg ig g; g: ﬁg
: ;;:G;m;i:;:; E:::::ilPrutucol, Src Port: 64961, Dst Port: 4849, Seq: 27775, Ack: 14| 08 06 61 0 06 08 &b 09 o0 6
<8 €2 @4 @1 9 ac 43 fb 7 cd
Message Type: MSG @3 51 35 d3 2d ce 86 7c 87 15
Chunk Type: F o0 €7 90 00 00 f ff ff ff 10
Message Size: 110 @1 @6 9@ 60 2 @2 06 71 B8e 01
SecureChannelld: 1 @0 00 0 67 @1 80 00 06 ©1 @1 07 08 60 00 00 07
Security Token Id: 1 <3 86 09 92
Security Sequence Number: 130
Security RequestId: 133
v Opcua Service : Encodeable Object
Typeld : Expandediiodeld
v CallRequest
RequestHeader: RequestHeader
v MethodsToCall: Array of CallMethodRequest
Arraysize: 1
v [@]: CallMethodRequest
v ObjectId: Nodeld
. 8016 = EncodingMask: Numeric of arbitrary length (ex2
Namespace Index: 2
Identifier Wumeric: 182601
~ MethodId: Nodeld
. 8801 = EncodingMask: Four byte encoded Numeric (@xl
Namespace Index: 2
Identifier Numeric: 7823
v InputArguments: Array of Variant
ArraySize: 4
v [e]: Variant
Variant Type: UInt32 (@x@7)
UInt32: 1
v [1]: Variant
Variant Type: Boolean (8x81)
Boolean: True
~ [2]: Variant
variant Type: UINt32 (@xe7)
UInt3z: @
~ [3]: Variant
variant Type: UInt32 (@xe7)
UInt3z: 209
< >
O 7 wireshark A =k 11081 peapne Packets: 37243 - Displayed: 13505 (35.3%) Profile: Detfault

Fig.4-29 UaExpert OPC UA TimeSynchronization Method call(4)
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4.4.3 Write property Method
Write property method changes the property values of the B-SS device object connected over BACnet.

Select Root>0bjects>BACnet-Client-Mapping> Write property in the Address Space window, right-click and

select “Call...”.

Address Space
Mo Highlight

=) Root
v |0 Objects
~ I BACnet-Client-Mapping

% ADD_OBJECT_TREE

&% OBJECT_DEVICE

e OBJECT_INTERNETWORKTYPE
&% Object_Analog_Input_0
&% Object_Analog_Input_1
@ Object_Analog_Value_0
@& Object Analog Value 1
&% Object_Binary_Output_0
&% Object_Binary_Output_1
e Object_Binary_Value_0

&% Object_Binary_Value_1

&% Object_Multi_State_Value_0
&% Object_Multi_State_Value_1
& Positive_Interger Malue 0
&% Positive_Interger_Value_1

~ | BACnhet-Server-Mapping

& READ OBIECT TREE

2% Write prope

o Server

% read property

9 Frfimmes ’

Set the followings in the dialog displayed.

Fig.4-30 UaExpert OPC UA Write property Method call(1)

Table 4-1 Write property Method Input Arguments(1)

Input Arguments Property Object_Type
Analoglnput | AnalogValue | BinaryOutput BinaryValue MultiStateValue PositivelntegerValue

DEVICE_ID 100
OBJECT_TYPE 0 2 4 5 19 48
OBJECT_INSTANCE Oor1 Oor1 Oor1or2or3 Oor1 Oor1 Oor1
PROPERTY_ID Present_Value 85 85 85 85 85 85
PRIORITY 1~16
TAG 4 4 9 9 2 2
OBJECT_VALUE 0.0~ 0.0~ Oor1 Oor1 1or2or3 0~4294967295

Table 4-2 Write property Method Input Arguments(2)

Input Arguments Property Object_Type
Device
DEVICE_ID 100
OBJECT_TYPE 8
OBJECT_INSTANCE 100
Apdu_Timeout 11

PROPERTY_ID

- Number_Of_ Apdu_Retries 73
PRIORITY 1~16
TAG 2
OBJECT_VALUE 1~ 0~
(Recommended value) (6000) 3)
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DEVICE_ID : Device instance number of the B-SS.

OBJECT_TYPE : The input is the value defined in BACNETOSS\bacnet\bacenum.h

OBJECT _INSTANCE : Instance number of each object.

PROPERTY_ID : The input is a value defined in BACNETOSS\bacnet\bacenum.h

PRIORITY : The priority for writing the same property across multiple clients, where 16 is the lowest
priority and 1 is the highest priority.

TAG : Data type of the property value defined in BACNETOSS\bacnet\bacenum.h

OBJECT_VALUE : The set value for the property.

The following example writes B-SS device 100, AnalogOutput,0 object, Present_Value property, priority 16,
data type Enumerated, and set value Active(1).

B Call Write property on BACnet-Server-Mapping

Wirits property

Hame

device_id
QBJECT_TYFE
QBJECTINSTANCE
PROFERTY_ID
PRiority

TAG

OBJECT WALUE

Name
BOOLEAN WALUE

UMNSIG INT WALUE
INTEGER WALLE
REAL WALLUE
DOUELE WALUE

Value DataType

<[> —
[

' 1] i Ulnt32

D I
16 i UInt32

qg
Q

Load file.. | String

Load file.. | String

Value DataType

Boolean

| Umntaz

| 132

| Float

| Double

OCTANT STRING WALLUE [ | || [Save as.. | ByteString

GHAR STRING WALUE

STRING WALUE
EMNUM WALLE

| sByte

[ e sviee

| Intaz

Description
device_id
QOBJECT_TYFE
QOBJECT_INSTANGE
FROFERTYID
priority

TAG
OBJECT_WALUE

Description
BOOLEAN VALUE

UNSIG INT WwALUE
INTEGER WALLUE
REAL WALUE
DOUBLE WALLUE
OCTANT STRING
WALLE

CGHAR STRING
WALUE

STRIMG WALUE
ENUM WALUE

D o

Fig.4-31 UaExpert OPC UA Write property Method call(2)
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Check for successful completion and Output Arguments as follows

The readback value represents Active(1), which has the same data type Enumerated as the set value.

B Call Write property on BACnet-Server-Mapping ? x

Write property

Input Areuments

MName Value DataType Description
device _id [100 | umtaz  device id
OBJECT_TYPE [ | Ttse OBJEGT_TYPE
OBJECTIMSTAMGE [0 | Umtas  OBUECTINSTAMGE
PROPERTY.ID 85 | Ttse PROPERTY.ID
PRicrity [18 | umta2  priority

TAG [s ][] [Loadfile..| Swine TG

OBJECT VALUE ] Load file.. | String  OBJEGT VALUE

BOOLEAN VALUE Boolean  BOOLEAN VALUE
UNSIG INT VALLE [ | umtsz  UnsIG INT vaLUE
INTEGER VALLE [ | sz INTEGER VALLE
REAL VALUE [ | Float REAL VALUE

|

DOUBLE WALUE | Double DOUBLE WALLUE

OGTANT STRING VALUE [ | [.] [Saveas..| ByteString g el o 1PN
CHAR STRING

CHAR STRING VALUE | | sByte VaLUE

STRING WALLE [ ][] [Save as. | String STRING VALUE

ENUM WALLE Q) | mta2 ENUM WALUE

=

Fig.4-32 UaExpert OPC UA Write property Method call(3)
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The following wireshark log shows the above methods CallRequest and CallResResponse.

& A-Fak 1 - o X
Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
_iNc RESea=2=F 45 aaan
|. |Dpcua or bacnet '} +
Na Time Source Destination Protocol Length  Info -
45413 20:44:44,326707 192.168.10.20 192.168.10.100 OpcUa 162 UA Secure Conversation Message: ReadRequest
45414 29:44:44 328663 192.168.10.180 192.168.18.20 OpcUa 128 UA Secure Conversation Message: ReadResponse
45418 20:44:48.652223 192.168.10.20 192.168.10.100 OpcUa 198 UA Secure Conversation Message: CallRequest
i 45419 28:44:48.712625 192.168.10.180 192.168.18.255 BACnet-APDU 68 Unconfirmed-REQ who-Is
i 45478 28:44:458.712977 192.168.18.181 192.168.1@.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,168
i 45421 28:44:48.713358 192.168.10.160 192.168.18.255 BACnet-APDU 68 Unconfirmed-REQ who-Has binary-output,®
' 45423 28:44:458.723148 192.168.10.181 192.168.1@.255 BACnet-APDU 71 Unconfirmed-REQ i-Have device,10@ binary-output,®
45424 28:44:45.745894 192.168.10.188 192.168.18.28 OpcUa 143 UA Secure Conversation Message: CallResponse w
< >
Security RequestId: 1458 ~ 74 98 5@ 18 f9 ed 7c c2 chb 1lc 9a fe BB 6@ 45 @0 t:-P | E
v OpcUa Service : Encodeable Object @0 b8 B5 @3 48 B2 50 86 ©0 0O @ a8 Pa 14 cB aB ®
TypeId : ExpandedNodeld @a 84 fd cl 12 eB 98 el @e 1b @@ @4 17 Ba 59 18 d JP
v CallRequest @4 22 96 73 @@ 8@ 4d 53 47 45 90 @8 8@ 8@ @l ea 5--M5 GF
d @@ 22 Bf @8 22 B2 as @5 @8 8@ aa @5 8@ 8@ @l aa
RequestHeader: ReguestHeader €3 @2 @4 @1 B0 ae 43 b 7 cd B4 a6 79 Bc dB 3d c yo o=
v MethodsToCall: Array of CallMethodRequest 83 51 35 d3 2d 75 4e @8 48 24 be d9 @1 e7 54 @F  -QS--uN. @ .-T
Arraysize: 1 @e e7 0@ @b 8@ ff ff ff +f 1@ 27 00 00 00 @0 @@ '
w [@]: CallMethodRequest @1 98 9@ @8 Bl BZ d9 27 @3 8l 60 @c 8P 00 88 57 ) W
v ObjectId: Nedeld 72 69 74 55 28 7@ 72 6f 7@ 65 72 74 79 ©7 @@ 88 rits pro perty
8881 = EncodingMask: Four byte encoded Numeric (8x1) 86 67 64 00 00 B0 06 64 00 0O B0 @7 0O 60 00 BO d
Namespace Index: 2 @6 55 9@ @0 2@ ©7 10 22 090 90 Oc @1 8P 0@ P9 39 u 9
pac ;. ac @1 02 @8 88 31 1
Identifier Numeric: 18201
~ MethodId: Nodeld

8811 = EncodingMask: String {8x3)
Namespace Index: 1
Identifier String: Write property
w TInputArguments: Array of Variant
ArraySize: 7
[8]: Variant
Variant Type:
UInt32: 1lee
w [1]: Variant
Variant Type:
Int32: 4
v [2]:
Variant Type:
UInt3z: @
~ [3]: variant
Variant Type:
Int32: 85
~ [4]: Variant
Variant Type:
UInt32: 1g
w [5]: Variant
Variant Type:
String: 9
v [B]:
Variant Type:
String: 1

<

UInt32 (@x87)

Int32 (8x086)

Variant
UInt32 (@xer)

Int32 (8x85)

UInt32 (8x87)

String (@x@c)

Variant
String (@xec)

< 2>
O 7 wireshark A —#Fy b 110581 peapne

Profile: Default

Packets: 46042 - Displaved: 16305 {35.4%)

Fig.4-33 UaExpert OPC UA Write property Method call(4)
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4.4.4 Read property Method
Read property method reads the property values of the B-SS device object connected over BACnet.

Select Root>0bjects>BACnet-Client-Mapping> Read property in the Address Space window, right-click and
select “Call...”.

fAddress Space 5 X
4 | Mo Highlight
D Root
v I Objects
~ | BACnet-Client-Mapping
% ADD_OBJECT_TREE
¢ OBJECT_DEVICE
&% OBJECT_INTERNETWORKTYPE
&% Object_Analog_Input_0
&% Object_Analog_Input_1
&% Object_Analog_Value_0
&% Object_Analog_Value_1
&% Object_Binary_Output_0
&% Object_Binary_Cutput_1
&% Object Binary Value 0
&% Object Binary Malue 1
&% Object Multi_State Value 0
&% Object Multi_State Value 1
&% Positive_Interger Value 0
&% Positive Interger Value 1
~ | BACnet-Server-Mapping
% READ_OBJECT_TREE

& y Cerver 3+ Rebrowse
© Types RN

= Wiswe

Fig.4-34 UaExpert OPC UA Read property Method call(1)

Set the followings in the dialog displayed.
Table 4-3 Reaed property Method Input Arguments(1)

Input Arguments Property Object_Type
Analoglnput | AnalogValue | BinaryOutput BinaryValue MultiStateValue PositivelntegerValue
DEVICE_ID 100
OBJECT_TYPE 0 2 4 5 19 48
OBJECT_INSTANCE Oor1 Oor1 Oor1or2or3 Oor1 Oor1 Oor1
PROPERTY_ID Present_Value 85 85 85 85 85 85

Table 4-4 Reaed property Method Input Arguments(2)

Input Arguments Property Object_Type
Device
DEVICE_ID 100
OBJECT_TYPE 8
OBJECT_INSTANCE 100
Apdu_Timeout 11
PROPERTY_ID -
- Number_Of Apdu_Retries 73

DEVICE_ID : Device instance number of the B-SS.

OBJECT_TYPE : The input is the value defined in BACNETOSS\bacnet\bacenum.h
OBJECT _INSTANCE : Instance number of each object.

PROPERTY_ID : The input is a value defined in BACNETOSS\bacnet\bacenum.h

The following example reads B-SS device 100, Analoginput,0 object, and Present_Value property.
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B Call read property on BACnhet-Server-Mapping ? x
read property

Input Areuments
Name Value DataType Description

OBJECT_TYFE (U Int32 OBJECT_TYFE
OBJECT INSTANCE (I] Ulnt32 OBJEGT INSTANCE
FROFERTY_ID st Int32 FROFERTY_ID

Hame Value DataType Description
BOOLEAM WALUE Boolean BOOLEAM WALUE

UNSIG INT WALUE [l umts2 UNSIGINT VALUE
INTEGER VALUE [ INTEGER VALUE

REAL VALUE | Fleat REAL VALUE
DOLIBLE WALUE [ ] bouble  DOUBLE WALLE
OCTANT STRING VALLE [ | [ .| |Save as..| ByteStrine Og[fhT STRING
CHARSTRING VALUE [ |siyte Sl
STRING WVALUE ] Sove as.. | Strine STRING VALUE
ENUM WALUE [ ENUM VALUE
obj WALUE D ht32 obj WALUE

T D o=

Fig.4-35 UaExpert OPC UA Read property Method call(2)

Check for successful completion and Output Arguments as follows.

The readback value represents a read value of the same data type REAL_VALUE (float) as the set value.

B call read property on BACnet-Server-Mapping ? x

read_property

Name Value DataType ption

bevie Uz DEVIEID
OBJEGT_TYPE [ OBJEGT_TYPE
OBJEGT INSTANGE o | uma OBJEGT INSTANGE

PROPERTY.ID Int3? PROPERTY.ID
MHame Value DataType Description
BOOLEAN VALUE Boolan  BOOLEAN VALUE

UNSIG INT VALUE [ UINSIG INT WALLE
INTEGER VALUE I INTEGER VALUE

REAL VALUE | <HIED>) | Fioat REAL VALLIE
DOUBLE VALUE [ |Double  DOUBLE VALUE
OGTANTSTRING VALUE [ | .| [Save as..| ByteString g/ p o 1HNG
GHARSTRINGVALUE [ |sBye  OHARSTRING
STRING VALUE [ |2 [Baveas..] String STRING WALUE
ENUM WALUE I ENUM VALUE
obj WALLE Int3? obj VALLE

Sweeeeded
=

Fig.4-36 UaExpert OPC UA Read property Method call(3)
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The following wireshark log shows the above methods CallRequest and CallResResponse.

SecureChannelld: 2
Security Token Id: 7
Security Sequence Number: G566
Security RequestId: 666
~ OpcUa Service Encodeable Object
Typeld ExpandedNodeld
% (allResponse
ResponseHeader: ResponseHeader
% Results: Array of CallMethodResult
ArraySize: 1
w [8]: CallMethodResult
StatusCode: @xB808808088828 [Good]
InputArgumentResults: Array of StatusCode
InputArgumentDiagnosticInfos: Array of DiagnosticInfo
+ OutputArguments: Array of Variant
ArraySize: 18
[@]: Variant
[1]: Variant
[2]: variant
v [3]: Variant
Variant Type: Float (&x8a)
Float: @.551917
[41:
[51:
[6]:
[71:

Variant
variant
variant
variant

[8]: Variant

[9]: Variant

DiagnosticInfos: Array of DiagnosticInfo

< >

& Rk - O X
Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
Hae RE ] &= 8= B G 8
|' |opcua or bacnet '] +
Na. Time Source Destination Protocol Length  Info ~
|-' 14938 11:44:47.283842 192.168.18.20 192.168.1@.100 OpcUa 188 UA Secure Conversation Message: CallReguest
i 14939 11:44:47.285916 192.168.18.1688 192.168.18.255 BACnet-APDU 6@ Unconfirmed-REQ who-Is
i 14948 11:44:47.286168 192.168.18.181 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,188
' 14941 11:44:47.286188 192.168.18.168 192.168.18.255 BACnet-APDU 6@ Unconfirmed-REQ who-Has analog-input,8
| 14942 11:44:47.288898 192.168.18.168 192.168.10.28 Opcla 144 UA Secure Conversation Message: CallResponse
' 14943 11:44:47.296385 192.168.18.181 192.168.18.255 BACnet-APDU 98 Unconfirmed-REQ i-Have device,18@ analog-input,@
14947 11:44:58.868358 192.168.18.28 192.168.18.168 Opcla 162 UA Secure Conversation Message: ReadRequest
14948 11:44:58.878337 192.168.18.168 192.168.18.28 Opcla 128 UA Secure Conversation Message: ReadResponse
14954 11:44:55.831987 192.168.18.28 192.168.18.188 Opcla 162 UA Secure Conversation Message: ReadRequest
14955 11:44:55.833854 192.168.18.168 192.168.18.28 Opcla 128 UA Secure Conversation Message: ReadResponse
M1ANEA 11 .AC.AR DNAASA 101 1S9 Aa An 107 1£9 An 16 Pt AL MR T o A e Bn PomdAlama + 5
< >
Frame 14942: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on inter 7c c2 c6 1c 9a fe 74 98 58 18 9 =d 98 92 45 @0 t. P E
Ethernet II, Src: RenesasE_1@:¥9:ed (74:99:50:18:¥9:ed), Dst: TP-Link_lc:9a:fe (7c: 8@ 82 @4 c4 B0 98 £ 66 20 eJ 0 ad 0a 64 O al d
Internet Protocol Version 4, Src: 192.168.18.188, Dst: 192.163.18.20 23 é‘; ;; ES ;g g‘é 22 2; 22 Z: ;7 ;; ;; ‘;g gg ég o e ar 2
e . K . . e a a b
Tr‘ansmlfslon Control Protocol, Src Port: 484@, Dst Port: 59892, Seq: 165584, Ack: § 50 08 67 GO OO OO 9a 02 D 0O 9a B BB OB Ol 0O
pgl CECELE ERUER FrRIizaEii cb 82 78 91 d5 fb al be o9 @1 d8 4a BF B0 @O 09 p J
Message Type: M5G 8@ 8@ @8 ff ff ff F B0 00 82 0l €8 28 00 00 26
Chunk Type: F ee ee f £f ff ff £Ff ff ff Ff @a €0 22 00 B0 B0
Message Size: 9@ 88 8a 72 4a Bd 3T 08 8D 0O BE 98 B8 FFf Ff Ff FF pl-?

O 7 wireshark_f —H33k 11SMKJ81 peapng

Packets: 15359 + Displayed: 4945 (32.2%)

Profile: Default

Fig.4-37 UaExpert OPC UA Read property Method call(4)
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4.4.5 ADD/READ_OBJECT_TREE Method
The ADD_OBJECT_TREE method creates an object tree for the B-SS device.

Add target objects to the tree in order to read multiple objects at once (instead of reading them out one by
one like the Read property method).

The object types to be read in batch in this version are as follows

Analoglnput, BinaryOutput, MultiStateValue AnalogValue, Binarylnput, PositivelntegerValue

<Restrictions>
The following object types are not supported for batch read in this version

Device, AnalogOutput, BinaryValue

Select Root>0bjects>BACnet-Client-Mapping> ADD OBJECT TREE in the Address Space window, right-
click and select “Call...”.

Address Space F X
4 No Highlight
I2) Root
v [ Objects
v |3 BAG

~—— ¥+ Reb
&% OBIECT DEVICE S
& GBJECT_INTERNETW(

& Object_Analog_Input_0

Fig.4-38 UaExpert OPC UA ADD_OBJECT_TREE Method cali(1)

Set the followings in the dialog displayed, then click "Call".

B Call ADD_OBJECT _TREE on BAChet-Client-Mapping ? X

ADD OBJECT_TREE

Mame Value DataType Description

DEVIGEID GE_D Unt3?2  DEVISEID

orrser () | T3 OFFSET

FOLDER NAMEqE 55 _DEVIGE_100 2 Load file. | String FOLDER NAME

Glose

Fig.4-39 UaExpert OPC UA ADD_OBJECT_TREE Method call(2)

DEVICE_ID : Device instance number of the B-SS targeted. In the example, 100 is set.
OFFSET : A value for internal use of B-GW. 1~255 to be selected. In the example, 1 is set.
FOLDER_NAME : Name of the B-SS object tree. In the example, it is set to B_SS_DEVICE_100.
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Select Root>0bjects>BACnet-Server-Mapping in the Address Space window, right-click and select

“Rebrowse”.

Address Space B X
2 Mo Highlight -
I=) Root

v [0 Objects

~ [ BACnet-Client-Mapping
v ADD OBJECT_TREE
&% OBJECT_DEVICE
v @i OBJECT_INTERNETWORKTYPE
w GetDeviceldList
% NetworkScan
% TimeSynchronization
W TranslateBACnetlds
e Object_Analog_Input_0
&% Object Analog Input_1
@ Object_Analog_Value_0
W Object_Analog_Value_1
&% Object_Binary_Cutput_0
% Object_Binary_Output_1
@& Object Binary Value 0
&% Object_Binary_Value_1
e Object_Multi_State_Value_0
&% Object Multi_State Value 1
e Positive_Interger_Value_0

Fig.4-40 UaExpert OPC UA ADD_OBJECT_TREE Method call(3)

Expand Root>0Objects>BACnet-Server-Mapping in the Address Space window to see the object tree that

was added.

=3 EVICEJDG.....

% READ OBJECT_TREE
% Write property
% read property

Fig.4-41 UaExpert OPC UA ADD_OBJECT_TREE Method call(4)

Expand the added object tree.

v i) BACnet-Server-Mapping
~ |3 B_5S_DEVICE_100

e OBJECT_DEVICE
& Object_Analog_Input_0
& Object_Analog_Input_1
&% Object_Analog_\alue 0
&% Object_Analog_Value_1
@& Object_Binary_Qutput_0
g Object_Binary_Output_1
& Object_Binary_Output_2
& Object_Binary_Output_3
&% Object_Binary_Value_0
&% Object_Binary_Value_1
&% Object_Multi_State_Value_0
&% Object_Multi_State_Value_1
g Positive_Interger_Value_0
& Positive_Interger_Value_1

Fig.4-42 UaExpert OPC UA ADD_OBJECT_TREE Method call(5)
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Expand each object in the object tree and drag and drop the Present_Value node into the Data Access View
window. In the figure, only Object_Analog_Input_0 is expanded, but expand all objects and drag and drop
each Present_Value. However, Device objects indicated as OBJECT_DEVICE are excluded.

The initial value of Present_Value for each object is displayed in the Value column of the Data Access View
window.

Froject & x| Data Access View

~ 3 Project #  Server Node Id Display Name Value Datatype Source Timestamp  Server Timestamp  Statuscode
~ [ Servers 1 B-GW MNS1|Numeric|51759 Present Value 0 :57.. 57. Good
2y B-GW 2 B-GW NS1Numeric|51765 Present Value 0 Good
3 B-GW NS2INumeric|51771 Present Value 0 Good
~ A Documents 3 BQW NsaNumenclsizry Present Value o Good
. s - Z|Numeric|51786 Present Value false o
B Data Access View [ B-GW NS2|Numeric|S1796 Present Value false Good
7 B-GW MNS2INumeric|51806 Present Value false Good
Giciclies skoh ace) X8  B-GW NS2Numeric|51816 Present Value false Good
5 [No Hiehlight -] |9 B-GW HNE3|Numeric|51823 Present Value false Good
10 B-GW NS2INumeric|51830 Present Value false Good
& Object_Binary_Value_1 ~| |11 B-GW MNS2|Numeric|51837 Present Value 0 Good
- e = i 12 B-GW MNS2INumeric|51843 Present Value 0 2 Good
&% Object_Multi_State_Value 0, 13 -GW MNS3|Numeric|51849 Present Value 0 2 g :06:27. Good
& Object_Multi_State Value 14 B-GW NSzINumeric|51855 Present Value O Ulnt3z i 620 : 620 Good

&% Positive_Interger_Value_g#

/
% Status_Flags

@] Object_Analeg_Input_1
& Object_Analog_ Value_0
&% Object_Analog Value_1
&% Object_Binary_Output_0
&% Object_Binary_Output_1
& Object_Binary_Output_2
| Object_Binary_Cutput_s
%) Object_Binary_Value_ 0
| Object_Binary_Value_1
&% Object_Multi_State_Value 0
% Object_Multi_State_Value_1
& Positive_Interger_Value_0
| Positive_Interger_Value_1

% READ OBJECT TREE

% Write property

@ read property

Fig.4-43 UaExpert OPC UA ADD_OBJECT_TREE Method call(6)

Call READ_OBJECT_TREE method.

~ |2 BACnet-Server-Mapping
~ [ B_SS_DEVICE_100

o OBJECT_DEVICE
@ Object_Analog_Input_0
&% Object_ Analog Input_1
@& Object_Analog_Value 0
% Object_Analog_Value_1
@& Object_Binary_Output_0
&% Object_Binary_Cutput_1
@& Object_Binary_Output_2
&% Object_Binary_Output_3
&% Object_Binary Value 0
@ Object_Binary_Value_1
&% Object_Multi_State Value 0
@ Object_Multi_State_Value_1
&% Positive Interger Value 0

v Wnite property

y 2 Rebrowse
W read property
S Server

Fig.4-44 UaExpert OPC UA READ_OBJECT_TREE Method call(1)
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Set 1 to the next dialog and click “Call”. The B-GW internally makes a ReadProperty service request to the
B-SS, and the result of the response from the B-SS is reflected in the value in the Value column. Thus, the
value is updated each time the READ_OBJECT_TREE method is called with read_object_tree=1 set. Since
it does not automatically read the data in succession, call the READ_OBJECT_TREE method before reading
the data.

B Call READ_OBJECT_TREE on BAChet-Server-Mapping ? X

READ OBJEGT_TREE

Input Arguments

Hame Value DataType Description

P
read_objec:t_tree(l 1 ) nt32 read_object_tree

=

D G

Fig.4-45 UaExpert OPC UA READ_OBJECT_TREE Method call(2)

After the B-SS object has been successfully read, check the Value column in the Data Access View window.

B Call READ_OBJECT_TREE on BACnet-Server-Mapping ? *

READ OBJECT_TREE

Input Arguments

Hame Value DataType Description

read_object_tree |I | Int32 read_object_tree

Succeeded

Data Access View

#  Server MNode Id Display Name Value Datatype Source Timestamp Server Timestamp  Statuscode
1 B-GW N51IMumeric|51759 Present Value 0.543459 Float 13:10:10.641 13:10:10.641 Good
2 B-GW MN51|Mumeric|51765 Present Value 0 Float 12:57:30.642 12:57:30.642 Good
3 B-GW N52|Mumeric|51771 Present Value 234,567 Float 12:58:50.643 12:58:50.643 Good
4 B-GW NS52IMumeric|51777 Present Value 765.432 Float 12:58:50.645 12:58:50.645 Good
5 B-GW M52|Mumeric|51786 Present Value true Boolean 12:58:50.648 12:58:50.648 Good
6 B-GW N52|Mumeric|51796 Present Value true Boolean 12:58:50.649 12:58:50.649 Good
7 B-GW MS2|Mumeric|51806 Present Value true Boolean 12:58:50.651 12:58:50.651 Good
8 B-GW M52|Mumeric|51816 Present Value true Boolean 12:58:50.653 12:58:50.653 Good
9 B-GW MS52|Mumeric|51823 Present Value true Boolean  13:07:40.655 13:07:40.655 Good
10 B-GW MS2|Mumeric|51830 Present Value true Boolean 13:07:40.657 13:07:40.657 Good
11 B-GW MNS2|[Mumeric|51837 Present Value 2 Ulint32 12:58:50,659 12:58:50.659 Good
12 B-GW NS52|Mumeric|51843 Present Value 3 Ulnt3z  12:58:50.661 12:58:50.661 Good
13 B-GW NS2|Mumeric|51849 Present Value 100 Ulnt32 13:07:40.763 12:07:40.763 Good
14 B-GW NS2IMumeric|51855 Present Value 200 Ulnt32 13:07:40.965 13:07:40.965 Good

Fig.4-46 UaExpert OPC UA READ_OBJECT_TREE Method call(3)
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4.5 Evaluation with a Single Board

This section describes the means to check OPC UA server operation with a single board without a B-SS
board connected. See chapter 4.3.1(1)for the build procedure.

After building, execute the TimeSynchronization method described in section 4.4.1 at first.

Air velocity sensor input values that are originally read from the B-SS can be pseudo-generated inside the B-
GW and read from the PresentValue node of the Analoglnput,0 object of the B-GW.

As shown in the following figure, drag and drop the Root>Objects>BACnet-Client-
Mapping>Object_Analog_Input_0>Present_Value node in the Address Space window to the Data Access
View window to change the value in the Value column.

The value repeatedly changes in the range of 0.0[m/sec]~7.23[m/sec] according to the air velocity sensor
specification.

Project 5 X Data Access VYiew
~ [3 Project #  Server MNode Id Display Name Walue Datatype Source Timestamp Server Timestamp Statuscode
hd D Servers 1 B-GW NS1Mumeric|51764 Present Value 0981186 Float 14:2%:19.267 14:2%19.267 Good
(b B-GW 2 B-GW NS1|Mumeric|51770 Present Value 0O Float 13:31:59.336 13:31:59.336 Good
3 B-GW NS2|Numeric|51779 Present Value true Boolean  14:21:09.461 14:21:09.461 Good
» D Documents 4 B-GW MNS2|Mumeric|51789 Present Value true Boolean  14:21:09.462 14:21:09.462 Good
£ Data Access View 5 B-GW NS2[Numeric|51799 Present Value true Boolean 14:21:09.464 14:21:09.464 Good
3 B-GW NS2|Mumeric|51809 Present Value true Boolean  14:21:09.466 14:21:09.466 Good
Add 5 a x| |7 B-GW NS2|Mumeric|51816 Present Value 1 Ulnt32 14:21:09.468 14:21:09.468 Good
J55 S0 8 B-GW NeoIMymericlo1822 Present Value 1 Ulnt 14:21:00470 14:21:00.470 Good
| Mo Highlight N ] B-GW  NST1INumeric|51645 Present Value 1.43944 Float 14:58:23.014 14:5823.014 Good |
[ Root ~
v ) Objects
~ |2} BACnet-Client-Mapping
% ADD OBJECT_TREE
&% OBJECT_DEVICE
&% OBJECT_INTERNETWORKTYPE
v @& Object Analog Input 0
@ Object_ldentifier l
@ Status Flags
Fig.4-47 B-SS pseudo input value reading
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5. Appendix

5.1 File Generation of open62541

The OPC UA stack of this sample software uses the open source open62541. To run Open62541 in a
freeRTOS + LwIP environment, the following link recommends an approach to generate open62541.c and
open62541.h using CMake, which is also used in this sample software.

Building open62541 — open62541 1.3.0-dirty documentation

This chapter describes the procedure for generating open62541 and BACnet information models as files for
e2studio execution in a Windows 10 environment. Here Window 10 version 1903 or later (OS Build
19044.2965) is used, in which WSL2 is executable.

5.1.1 Linux environment Setup

Set up a Linux environment to run CMake. In this document, we will run CMake on a Linux (Ubuntu 18.04)
environment installed using WSL2 with reference to the following linked pages.

(Reference) Manual installation steps for older versions of WSL | Microsoft Learn

1) Launch PowerShell as Administrator. Search PowerShell > right-click > Run as Administrator

2) Enter the following command to enable the Windows Subsystem for Linux.
dism.exe /online /enable-feature /featurename:Microsoft-Windows-Subsystem-Linux /all
/norestart

The operation completed sfully.
o E] fonline /enable-feature /featurename:VirtualMachinePlatform /all /norestart

Deployment Imag ng and Management tool
Version: 1@.0.19841.8.

Image Version: 10.8.19244.2965

feature(s

Fig.5-1 Microsoft-Windows-Subsystem-Linux

3) Enter the following command to enable the virtual machine platform feature:
dism.exe /online /enable-feature /featurename:VirtualMachinePlatform /all /norestart

The operation comp s ully.
PS C:\WINDOMW > di fonline /enable-feature [featurename:VirtualMachinePlatform fall /norestart

and Management tool
[Version: 10.0.19041.844

Image Version: 10.8.19044.2965

Fig.5-2 VirtualMachinePlatform

4) Restart your PC and complete the WSL installation.
5) Download and run the WSL2 Linux kernel update package for x64 machines below.
WSL?2 Linux kernel update package for x64 machines
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8 Windows Subsystem for Linux Update Setup - X

Completed the Windows Subsystem for Linux
Update Setup Wizard

: Click the Finish button to extt the Setup Wizard.

Fig.5-3 wsl_update_x64.msi

6) Run the following command to set WSL 2 as the default version.
wsl --set-default-version 2

7) Download Linux distribution. Here download Ubuntu 18.04 below.
Ubuntu 18.04

8) Go to the folder containing the downloaded file and execute the following command.

Add-AppxPackage .\app_name.appx

9) Double-click Ubuntu_1804.2019.522.0_x64.appx to install.

- o x
Ubuntu 18.04 LTS £/ YAM-IWLETH? [ goey
Microsoft Store 7J1) .(3
FfT7E: 23596F84-C3EA-4CDE-ATDF-550DCE37BCDO L ﬂ
{373 1804.2019.522.0
- IRTOYATA VY-AEERT
0]

Fig.5-4 Ubuntu Install

10) Set the Linux username and password.
(Reference) Set up a WSL development environment | Microsoft Learn

) Ubuntu 18.04 LTS - ] x

l'ing

rname does not need to match wour Windows username.

Fig.5-5 UNIX username

5.1.2 Install CMake
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11) Execute the following Linux command to update apt-get

sudo apt-get update

¢$ sudo apt-get update
ubuntu.com/ubuntu bionic InReleas
updates InRel

k8]
[2717 kB]
kB]

3 http://archive._ubuntu.c

http: i

http:// security/unive
6 http: curi ntu. com/i ioni curity/multive

http: i
8 http:

restricted amd64 Packages [1
icted T latio [187
kages [1914 kB]

-backpor
ionic-back
-backpor
nic-backps

Fig.5-6 apt-get update

12) Execute the following Linux command

sudo apt-get install git build-essential gcc pkg-config cmake python

udo apt-get install git build ntial gec p cmake python
Done

Don
automatically installed and is no lo r required
libfreetype6
se 'sudo

a cpp cpp-7 dpl
diff-perl libalgorithm- r1 libalgorithm-
1ibc6 1libc6-dev libccl ilkrtss libdpk

ring gr+-multilib gr+-7-multilib g
-multilib lib
bg libcil
1 git-email git-gui g

dbg -multilib aut
dbg libitml
ibquadmath-dbg git-da
iawiki git-svn 1

Fig.5-7 install
If the following screen appears during the process, select OK.

@ sern-scID: -

Configuring libssli.1:ondsd |

There are services installed on your systes which need to be restarted when certain Libranies, such as libpam, Libc, and libssl, are upgraded.

Since these restarts may cause interruptions of service for the systen, you will normally be prompted on each upgrade for the list of services

you wish to restart. You can choose this option to avoid being prompted; instead, all necessary restarts will be done for you automatically so
you can avoid being asked questions on each library upgrade

Restart services during package upgrades without asking?

<es>

Fig.5-8 restart
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13) Execute each of the following commands.

sudo apt-get install cmake-curses-qui # Needed for CMAKE GUI
sudo apt-get install libmbedtls-dev # For encryption

sudo apt-get install liburcu-dev # For multithreading

sudo apt-get install check # For unit tests

sudo apt-get install python-sphinx graphviz # For doc generation

sudo apt-get install python-sphinx-rtd-theme # For doc's style

Fig.5-9 install

5.1.3 Open62541 File Generation
14) Clone open62541 to any folder

git clone https.//qithub.com/open62541/open62541.qit

Fig.5-10 git clone

15) Go to /open62541 directory and check out the specific version (here, version v1.3.4-564-
gb7e5e49f3).

git clone https.//qithub.com/open62541/open62541.qit
cd open62541/

git log -1
git checkout b7e5e49f32d00490be74c2eacef892c7fbd0be60
git submodule init

git submodule update
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state. You can lc around, make e:

ou may
Example

ne submodules

indle/MQTT-C.git)

137ce@ec5d703cbad”

.noreply.github.com>

Fig.5-11 git submodule

16) Open the Linux folder from File Explorer. Confirm that CMakeLists.txt is present in
/home/(username)/open62541 directory. Copy the following four patch files obtained by unzipping
patch_open62541.zip attached to the sample software to this directory.

include-bacnet-xmls.patch
CMakelLists.txt.patch
Opc.Ua.NodeSet2.Reduced.xml.patch

datatypes_dataaccess.txt.patch

Name
_| AUTHORS

| azure-pipelinesyml

v O Linux
v L Ubunw-1804

bin
_| CHANGELOG
boot 8 CMakeListstxt
dev | CODE_OF_CONDUCT.md
etc | CONTRIBUTING.md
v home eppcheck-suppressions:txt
v i 7] CPPLINT.cfg

_| FEATURES.md
_| 1SSUE_TEMPLATE.md

v open6254l

.azure-pipelines

ot 7 LICENSE
_| LICENSE-CCO

i | READMEmd

arch 2 OpcUaNodeSet2.Reduced.xml patch

debian % CMakelLists.txt.patch

deps. # include-bacnet-xmls.patch

Fig.5-12 Copy patch files

17) Execute patch commands below in /open62541 directory
patch -p1 < include-bacnet-xmls.patch
patch -p1 < CMakelLists.txt.patch
patch -p1 < Opc.Ua.NodeSet2.Reduced.xml.patch
patch -p1 < datatypes_dataaccess.txt.patch
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patching fi
patching fi
patching fi
patching fi
patching fi

patching fi

Hunk #1

Hunk #2

Hunk #3 cee
Hunk #4 succeedec

Fig.5-13 patch command

18) Compile the library according to the standard procedures of the cmake project. Create
/open62541/build directory and run cmake . (Some items will be Failed, but there is no problem.
(Some items will be Failed, but that is not a problem.)

mkdir build && cd build

cmake ..

-- works

6.7") found components: Interpreter

d - Success

rted

“ted - Success

Fig.5-14 cmake

19) Execute the following command to start the ccmake setting window.

ccmake ..

20) Change the settings as follows, and after executing [c] to configure, close it by [q] to quit without
generating.
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|2 25000353 @REL-0063060; ~/test6/open62541/build

Fig.5-15 ccmake

21) Execute the following command to make in the /open62541/build directory. The make process will
finish with an error, but it does not matter.

make -j

Fig.5-16 make

22) After "make -j" is completed, execute each of the following commands.
find ./ -type f -exec sed -i -e 's/fields\.unsigned\;/fields\.unsignedValue\;/g' {} \;
find ./ -type f -exec sed -i -e 's/fields\.boolean\;/fields\.booleanValue\;/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.enum\;/fields\.enumValue\,/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.enum)/fields\.enumValue)/g' {} \;
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find ./ -type f -exec sed -i -e 's/fields\.boolean)/fields\.booleanValue)/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.unsigned)/fields\.unsignedValue)/q' {} \;
find ./ -type f -exec sed -i -e 's/fields\.signed)/fields\.signedValue)/q' {} \;

find ./ -type f -exec sed -i -e 's/enum\;,/enumValue\;/q' {} \;

find ./ -type f -exec sed -i -e 's/boolean\;,/booleanValue\,/q' {} \;

find ./ -type f -exec sed -i -e 's/unsigned\;/unsignedValue\;/q' {} \;

find ./ -type f -exec sed -i -e 's/signed\;/signedValue\,/q' {} \;

Fig.5-17 substitution command

23) Confirm that the following files are generated in /opn62541 and /src_generated/open62541
directories.

open62541.c

open62541.h

types_bacnet _generated.c
types_bacnet_generated.h
types_bacnet_generated handling.h
Namespace_bacnet_generated.h
Namespace_bacnet_generated.c

Bacnet_nodeids.h

- cmake

Fig.5-18 Generated Files
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24) Create a folder in the IDE project and import the generated files into the project as shown in the
figure. Where OPC_UA_SERVER is the file created under the e2studio project.

w (=% RZN2L_OPC_BGW V1.0.0 [Debug]

q‘f Binaries

kil Includes

(2 BACNETOSS

~ 2 OPC_UA_SERVER

bacnet_nodeids.h
common.h
\.c| namespace_bacnet_generated.c
namespace_bacnet_generated.h
|t open&2541.c
open&2541.h
types_bacnet_generated_handling.h
\.¢| types_bacnet_generated.c
types_bacnet_generated.h

B rzn

[ rzn_cfg/aws

[ rzn_gen

[ src

(2 user/oss/amazon-freertos/libraries/3rdparty/lwip_osal/src

[ user/oss/lwip

2 user/renesas

= Debug

(= rzn_cfg

(= script

(= user

{5 configurationml

=| rzn_cfg.bxt
= RZN2L_OPC_BGW_V1.0.0 Debug.jlink

Fig.5-19 Import

5.1.4 Changes in Generated Files

Several changes have been made to the open62541 files generated by this procedure. A summary is given
below.

1. Open62541.c
The open62541.c is modified during integration to avoid namespace mismatch and merging BACnet

namespace with the default application namespace as in below Fig.5-20

include the following code snippet to merge bacnet namespace in application
for(size_ti=0; i< UA_TYPES_BACNET_COUNT; ++i) {
if(UA_Nodeld_equal(&UA_TYPES_BACNET][i].typeld, typeld))

return &UA_TYPES_BACNET]i];

Replace the following
value->value.data = booleanValue; to value->value.data = boolean;

Comment the following code snippet to avoid hamespace mismatch between application namespace and

bacnet namespace.

/fif(n1->namespacelndex I= n2->namespacelndex)
/' return (n1->namespacelndex < n2->namespacelndex) ? UA_ ORDER LESS : UA_ ORDER_MORE;
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The nodeset compiler uses python script the order in which the nodes are created are not specific.

—— |DADocuments\generated files\open62541.c v 5~ | [DADocuments\integrated files\open62541.c Vv E -8
=] 7/27/2023 4:07:06 PM 5,911,553 bytes C,C++,C#, ObJC Source ¥ UTF-8 ¥ UNIX 7/27/2023 2:32:08 PM 4,471,487 bytes C,C++,C#,0bjC Source ¥ UTF-8 ¥ PC
[EF TERED LINES A 4815 FILTERED LINES R
> @ /* Aswin */

//merging bacnet namespace with the default application namespace
for(size_t i = @; i < UA_TYPES_BACNET_COUNT; ++i) {
if(UA_NodeId_equal(&UA_TYPES_BACNET[i].typeld, typeId))
return 8UA_TYPES_BACNET[i];

b
5] FILTERED LINES 5] 276 FILTERED LINES
= <&@ /* Aswin */
//to avoid namespace index mismatch after patching
if(n1->namespaceIndex != n2->namespaceIndex) //if(n1- Index != n2- Index)
return (nl->namespaceIndex < n2->namespaceIndex) ? UA_ORDER_LESS : UA //  return (ni- Index < n2- Index) ? UA_ORDER_LESS :
— e B 9 FILTERED LINES
= @
— 16558 FILTERED LINES 5! 16598 FILTERED LINES
=S value->value.data = booleanValue; @ value->value.data = boolean;
Bz assaabuTERED UNES = ssrLTEREOUNES

Fig.5-20 difference in open62541.c

2. Open62541.h
NO CHANGES

3. bacnet_nodeids
NO CHANGES

4. types_bacnet_generated_handling.h
NO CHANGE

5. Namespace_bacnet_generated.c
UA TYPES->UA TYPES BACNET

&UA_TYPES->&UA_TYPES BACNET
78LU->80LU

78LU is macro for optional node

80LU is macro for Mandatory node

To enable optional node to mandatory nodes like network scan, reinitialization ,time synchronization method
and include them in Object folder In address space above change is made.

~

o
opertyStates_8, &UA_TYPES_BACNET[UA_ s BACNET _BACNETPROPERTYSTATES]) ; > opertyStates_0, &UA_TYPES[UA TvPES, BACNETPROPERTYSTATES]),

sTeee

171
enode_ns_1_i_6029 EACnetPr‘oper‘tyState &UA TYPES_BACNET[UA_TYPES_BACNET_BA/ enode_ns_1_i_6029 BACnetPr‘oper‘tyStates G &UA \_TYPES[UA_TYPES_BACNETPROPERTYST
NE

= Date_©, &UA_TYPES[UA_TYPES BACNETDATE]),

@

Date_©, &UA_TYPES_BACNET[UA_TYPES_} BACNET BACNETDATE])
LINES

dayOfMonth = (UA_Int32) 1; dayOfMonth = (UA_Int32) 1_1;

@

enode_ns_1_i_106215_BACnetDate_@, &UA TYPES BACNET[UA_TYPES_BACNET_BACNETDATE enode_ns_1_i_106215_BACnetDate_0, &UA TVPES[UA TYPES_BACNETDATE]);

stination_0, &UA_TYPES_BACNET[UA_’ TYPES BACNET _BACNETDESTINATION]); stination_0, &UA_TYPES[UA_TYPES BACNETDESTINATION]),

@

NES
enode_ns_1_i_6201_ EACnetDestlnatlon G &UA TYPES _BACNET[UA_TYPES_BACNET_BACNE enode_ns_1_i_6201_| BACnetDestlnatlcn B &UA TVPES[UA TYPES_BACNETDESTINATION])

@

e
UA_NODEID_NUMERIC(ns[1], 7016LU), UA ! NDDEID NUMERIC(ns[G], 37LU), UA_EXPANDED| | <3 UA_NODEID_NUMERIC(ns[1], 7616LU), UA NODEID, _NUMERIC(ns[@], 37LU), UA_EXPANDED

o
UA_NODEID_NUMERIC(ns[1], 7015LU), UAL DEID _NUMERIC(ns[0], 37LU), UA_EXPANDEDI  <» UA_NODEID_NUMERIC(ns[1], 7615LU), UA _NUMERIC(ns[@], 37LU), UA_EXPANDED

stination_@, &UA_TYPES_BACNET[UA_’ TYPE INATION]);

BACNET _BACNETDESTINATION]); stination_0, &UA_TYPES[UA_TYPES_| BACNET

@

enode_ns_1_i_6206_ EACnetDestlnatlon G A TYPES _BACNET[UA_TYPES_BACNET_BACNE

@

enode_ns_1_i_6206_BACnetDestinatior

UA_TYPES[UA_TYPES_BACNETDESTINATION])
948 FILTERED LINE: D LINES
te o, &UA_TVPES_EACNET[UA_TVPES_BA ET_BACNETDATE]);
2 Nes

@

te_0, BUA_TYPES[UA_TYPES_BACNETDATE]
2F

@

yofMonth = (UA_Int32) 1; yofMonth = (UA_Int32) 1 1;

enode_ns_1_i_6240_BACnetDate_0, &UA_ TVPES BACNET[UA TYPES_BACNET_BACNETDATE])

839 FILTERED LINES =

enode_ns_1_i_6240_BACnetDate_6, &UA TYPES[UA TYPES_BACNETDATE]);

ClientCOV_@, &UA_TYPES_BACNET[UA_TYPES_| BACNET. _BACNETCLIENTCOV]); = ClientCOV_@, &UA_TYPES[UA_TYPES BACNETCLIENTCOV]),
enode_ns_1_i 18522‘8 BACnetClientCOV_8, &UA_TYPES_BACNET[UA_TYPES_BACNET_BACNE ,, enode_ns_1_i_106228_BACnetClientCOV_8, &UA_TYPES[UA_TYPES_BACNETCLIENTCOV]);

15451: 60 Identifier < > 15451: 60 Identifier < >

=)UA_Variant_setScalar(&attr.value, -variablenode_ns_1_i_106228_BACnetClientCOV_, -&UA_TYPES_BACNET[UA_TYPES_BACNET_BACNETCLIENTCOV]);
K=UA_Variant_setScalar(8attr.value, -variablenode_ns_1_i 106228 BACnetClientCOV_, -8UA_TYPES[UA TYPES_BACNETCLIENTCOVI);

PN PN C PN PN 2PN PN G PN PN PN PN PN PN C PN C PN PN G

PP PgPgPgPg P PoPg Py

Fig.5-21 difference in namespace_bacnet_generated.c
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6. Namespace_bacnet_generated.h
Remove types_bacnet_generated.h since open62541.h is included.

[ 12 FILTERED LINES |} 12 FILTERED LINE:
= #include "types_bacnet_generated.h’| 1 //#include "types_bacnet_generated.h"
= QFITERFD NES = FiTeRe

Fig.5-22 difference in namespace_bacnet_generated.h

7. types_bacnet_generated.h
Remove #include "types_generated.h"

B 5 FILTERED LINES
© #include "types_generated.h’| kel

Fig.5-23 difference in types_bacnet_generated.h

8. types_bacnet_generated.c
Remove the included types_generated .h and include open62541.h

, e
> #include "types_bacnet_generated.h” < #include "openéP541.h"
; FILTE s E

Fig.5-24 difference in types_bacnet_generated.c
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5.2 B-BC Device Profile (Reference)

Indicates the support status of the B-BC device profile in this sample software version. The "Not available" in
the subsequent tables does not meet the requirement in this version. They will be supported in the next
version or later.

Table 5-1 BACnet Service implementation status required for B-BC

BACnet Service Initiate’ Execute?
Who-Is v 4

I-Am v v
Who-Has v 4
I-Have v 4
ReadProperty v v
WriteProperty v v
DeviceCommunicationControl Not available
ReinitializeDevice Not available
AtomicReadFile Not available
AtomicWriteFile Not available
TimeSynchronization Not available
UTCTimeSynchronization

SubscribeCOV

ConfirmedCOVNotification

UnconfirmedCOVNotification

ReadPropertyMultiple Not available Not available
ReadPropertyConditional

ReadRange Not available
WritePropertyMultiple Not available Not available
GetAlarmSummary

GetEventInformation Not available

GetEnrollmentSummary

AcknowledgeAlarm Not available
ConfirmedEventNotification Not available
UnconfirmedEventNotification Not available

UnconfirmedTextMessage

ConfirmedTextMessage

AddListElement

RemovelListElement

CreateObject
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BACnet Service Initiate’ Execute?

DeleteObject

UnconfirmedPrivateTransfer

ConfirmedPrivateTransfer

VTOpen

VTData

VTClose

v is applicable, blank is not applicable, and “Not available” does not meet the requirements.

1. Sends a BACnet service request or notification. However, the B-SS does not send service requests, only notifications.

2. Execute the BACnet service and send a response (if a confirmed service is requested).

Table 5-2 BACnet Object implementation status required for B-BC

BACnet Object Type Object ID Implementation

Accumulator

Analog Input Analog Input, 0 v

Analog Input, 1 Not available

Analog Output

Analog Value Analog Value, 0 Not available
Analog Value, 1 Not available

Averaging

Binary Input

Binary Output Binary Output, 0 Not available
Binary Output, 1 Not available

Binary Value Binary Value, 0 Not available
Binary Value, 1 Not available

Calendar

Command

Device Device, 12 Not available

Event Enroliment

File

Group

Life Safety Point

Life Safety Zone

Loop

Multi state Input

Multi state Output

Multi state Value Multi state Value, 0 Not available

Multi state Value, 1 Not available
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BACnet Object Type

Object ID

Implementation

Notification Class

Not available

Program

Pulse Converter

Schedule

Not available

Trend Log

Not available

Access Door

Event Log

Load Control

Structured View

Trend Log Multiple

Access Point

Access Zone

Access User

Access Rights

Access Credential

Credential Data Input

CharacterString Value

DateTime Value

Large Analog Value

BitString Value

OctetString Value

Time Value

Integer Value

Positive Integer Value

Positive Integer Value, 0

Not available

Positive Integer Value, 1

Not available

Date Value

DateTime Pattern Value

Time Pattern Value

Date Pattern Value

Network Security

Global Group

Notification Forwarder

Alert Enroliment

Channel

Lighting Output

Network Port

Not available
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v is applicable, blank is not applicable, and “Not available” does not meet the requirements.

Table 5-3 BIBB implementation status required for B-BC

BACnet Object Type

Object ID

Implementation

Binary Lighting Output

BIBB Class BIBB BACnet Service Initiate' Execute? Stan?j;Br;ze &
DataSharing DS-RP-A,B ReadProperty v v v
DS-WP-A,B WriteProperty v v v
DS-RPM-A,B ReadPropertyMultiple Not available Not available v
DS-WPM-A,B WritePropertyMultiple Not available Not available v
Alarm & Event AE-N-I-B ConfirmedEventNotification Not available 4
Management
UnconfirmedEventNotification Not available v
AE-ACK-B AcknowledgeAlarm Not available v
AE-INFO-B GetEventinformation Not available v
Scheduling SCHED-E-B WriteProperty Not available Not available v
ReadProperty Not available v
Trending T-VMT-I-B ReadRange Not available v
T-ATR-B ConfirmedEventNotification Not available v
UnconfirmedEventNotification Not available v
ReadRange Not available v
Device & DM-DDB-A,B Who-Is v v v
Network
Management I-Am 4 4 4
DM-DOB-A,B Who-Has v v v
I-Have v v 4
DM-DCC-B DeviceCommunicationControl Not available v
DM-TS-B TimeSynchronization Not available v
DM-RD-B ReinitializeDevice Not available 4
DM-BR-B AtomicReadFile Not available v
AtomicWriteFile Not available 4
ReinitializeDevice Not available v

v is applicable, blank is not applicable, and “Not available” does not meet the requirements.
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General Precautions in the Handling of Microprocessing Unit and
Microcontroller Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor
devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the
level at which resetting is specified.

Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal
elements. Follow the guideline for input signal during power-off state as described in your product documentation.

Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal
become possible.

Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal
produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vin (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the
input level is fixed, and also in the transition period when the input level passes through the area between ViL (Max.) and Vi (Min.).

Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these
addresses as the correct operation of the LSl is not guaranteed.

Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use

of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.

3. Nolicense, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics

or others.

4. You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
5. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
6. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.
"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home
electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key

financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.

7. No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.

8. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such

specified ranges.

9. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

10. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance

with applicable laws and regulations.

11. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

12. ltis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
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