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Transmission Reception [Mot of Cut CirleX
[Recommended but recommended] = Y m
opticnal] [B Copy Ctrl+C
Paste Chrl=y ":I} g_uartd UART Driver
Delete Delete _‘[r_ on r_sci_uart
Mon-secure Callable - Tt
Tmport... @
e-%_ Fxport x
B 8. 2 NSC Bk

23 AeRETHEANRT R

LB RS AP AEZ2 4T H Vi il NSC UKENFEF . FSP ¥4 B2 A2 45 H Hhic B k224 v] 8 F 6 BT He
BB IRENFEF APIZE BLAR T BR 2L

FH P A2 A3 ERAP BR BN SEREAE P — B e SE B NIR B, 0 R P
2.3.1 IR 81 0 39 5 P B A0 42 1 T 5 1)

A BRI GRS K 2 A NS i AN p ctrl Ml p cfg S8 1ERNEAR, PRI R H0K 2 T B s ) $2
I LR bl 25 K 1 0 2 2 4 XIS

BSP_CMSE NONSECURE ENTRY fsp err t g uartO_open_guard (
uart ctrl t *const p api ctrl, uart cfg t const *const p cfg) {

/* TODO: add your own security checks here */

FSP_PARAMETER NOT USED(p_api ctrl);
FSP_PARAMETER NOT USED(p_cfg) ;

return R SCI UART Open (&g uartO ctrl, &g uartO cfg);

& 9. R R Frpl

2.3.2 e E&Gm X AL E RTR

o AR A XEIRMMA (FIanES AT EIRZ X R write () KRED . WORI USRS T B 22
WX B TEALE NS XA .
R AR 224 KR AL T A28 5 B8 5 (el ni@ i A A AR AE AL BB S read () EED , MR
BRSNS B H s 22 rp X R TS SE A TE NS XA .

A RAE CMSE FERALFLBLEDR K-, 1S IE 2.7.1 5.

233  KAEREBIERMASHEDN 5 RIS

ISR AR 22 A DOSR I EE SPE RN (Biltn, 7 3 NEUARY typedef'd ), IR BA BN SefE 242X
b SRR, R IR IR e R IXAHOR VAR 2 SRR S N 5y KA Sk, R 2 4 XA
THH NSC R HJi l fig 2 E UL A 2

A RUNFTAL BB ER KRB, THS W5 2.7.2 1.

R11AN0467CU0110 JiA< 1.10 12 T, 3£ 57 7
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2.3.4 FR#I NSC BEIH IS B E

ik Ay H /7 4% RO 2| R3 RALIESHFIRME. w(7as R4 3| R12 7ER AT AR A - Wi FH 1 e 50k
RE 272 R4 Bl R12. Kk, Wik NSC APl I T EBF 4 MU ESE 2 mE, MR REN € L —NEA
AR R, 1% R BCEG oA TG 25000 S 3T R BUR T R %R — N R 4, 2 A B
BEERBTHITE S, XEWEIEZEMRIETEEERBSEOING T . R)5, R RSB
&N R S B ALIE G 2 A R L

FESH T —A FSP R, FT# R _SPT WriteRead ¥ 5 NSH4im A NSC API -3 B #H i 4 A

/** Non-secure arguments for write-read guard function */
= typedef struct st_spi write_read guard _args

void const * p_sre;
void * p_dest;
uint32_t const length;

spi bit width t const bit width;
i write read guard args t-

/* This function has been modified to reduce the number of arguments. */
2 BSP_CMSE_NONSECURE_ENTRY fsp_err_t g spi@ write read_guard_fanin(spi_ctrl_t *const p_api_ctrl,
spi Erite read Eyard args t ’argsj

1
/* Verify all pointers are in non-secure memory. */
spi_write_read_guard_args_t *args_checked = cmse_check_pointed_object (args, CMSE_AU_NONSECURE);
FSP_ASSERT (args == args_checked);
void const *p_src_checked = cmse_check_address_range ((wvoid*®) args_checked-»p_src, args_checked->length,
CMSE_AU_NONSECURE) ;
FSP_ASSERT (args_checked-»p_src == p_src_checked);
void *p_dest_checked = cmse_check_address_range (args_checked-»p_dest, args_checked->length, CMSE_AU_NONSECURE);
FSP_ASSERT (args_checked-»p_dest == p_dest_checked);

/* TODOD: add your own security checks here */

FSP_PARAMETER_NOT_USED (p_api_ctrl);

I return R_SPI_WriteRead (&g_spi@_ctrl, p_src_checked, p_dest_checked, args_checked-»length, args_checked->bit_width}; I

}

& 10. BN 4 MR ZERH

24 GIEAF B XHERET R R

HFIP RS HE, A IEZ 40 H b e E € X NSC APL, AUATF HEER TR 6 I IP AAEE %4
Arm® TrustZone® X4, 7EAIZEF J* e I NSC AP HH ] 8 K Y _E I T B 435 it

BIEE H 5E X NSC API 5B I0 :

1. @AW BSP_CMSE NONSECURE_ENTRY R 30R G 3R 2 4 nT i B i SR %L

2. A NMEEITE HE X NSC BRI, Fmy nsc_api.h.

3. f#/ “Build Variable” (#J@4& &) A% NSC KA, Wi,

4. BT H U2 ARG E . NSC k302 A Zh IR 2 T H A .

R11AN0467CU0110 FiiA 1.10 13 7, H 57 i
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Q Properties for bare_metal_minimum_s O *
[ type filter text Build Variables - D8
Resource
Builders
w C/C++ Build Configuration: | Release [ Active ] ~ | | Manage Configurations...

Build Variables
Environment

Legging

Settings Mame Type Value Add...

Tool Chain Editor UserNscApiFiles  File List "${workspace_loc:/bare_metal_minimum_s/src/my_nsc_api.h}" Edit...
C/C++ General

MCuU Delete
Project Natures
Project References

Renesas QF
Run/Debug Settings
Task Tags
Validation
[[]5how system variables
Build Variables are IDE only variables, which can be used for string substitution when defining external builder configuration, such as environment
wvariable value or cemmand line parameter in form of S{VAR}, internal builder may use them directly.
Restore Defaults Apply
'C?;‘ Apply and Close Cancel

B 1. B P e X e AR AP L

2.5 RTOS %

hng® TEA FSP X HFdE% 47X RTOS £k, JfiliddE v APl Sl 24 X85 ). 22410 H 7] LL#
Fil “Secure TrustZone Support — Minimum” (%4 TrustZone 3 — f/N) T H 3% Arm® TrustZone®
ETFXRANGH . HREAETER, 1S WA 311 TTHT “Z20HAME” KPR 3 M 312 TWHT “dkzs
T H A B (PR 5.

26 H=7 IDE X

RA el B 2% (RA SC) 3 #F IAR Systems EWARM #i1 Keil MDK (uVision) 2545 =75 IDE. i5ZW._(FSP /)"
FH) ] “IERHT MDK A1 1AR ) RA SC P e/ ” #i kK T X 625 =75 IDE #H1T7 R F S &
iR

2.7 %% E X FF TrustZone FAR K 44

i TrustZone FAH % 4Bt Il — Lo € PRI, 22 T RN ATES 5 22 4 W F AR I 212 72 10 I ek ik
R IR L PR 7t -

AT PR L A BRAF I RN NI RE TR (R LRI, DAGRE S 22 A5 I s 8 9 22 4 X sk

271 FIf] CMSE REEBRARGR R &

ANFIHE TR CMSE oot 2 4 fF st it . CMSE BRI — LR 2 -

« cmse_check_address_range: 4, ZE&Q¥0]H T HiAMEEVE LR 5 78 e e 22 4 X I

+ cmse_check _pointed_object: #illl, ZeEA]H T HINIREN i 17 HOFF il 832 5 78 AR IR 22 42 X 35
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BSP_CMSE NONSECURE ENTRY fsp err t g uartO_read guard(uart ctrl t *const p api ctrl,
uint8 t *const p dest,
uint32 t const bytes)

{

/* Verify all pointers are in non-secure memory.*/

uint8 t *const p dest checked = cmse_check_address_range ((void*) p dest, bytes,
CMSE AU NONSECURE) ;

FSP ASSERT (p_dest == p dest checked);

/* TODO: add your own security checks here */
FSP_PARAMETER NOT USED (p_api ctrl);

return R SCI UART Read (&g uartO ctrl, p dest checked, bytes);

B 12. e Xtk ERE

2.7.2 WA M ET A B IR T R P B

A RBIINE 13 Fion. X1 p B AE R A ESE, AT IL SR E A M EE 2 5, (B1Ext
BH BT RS BRI 25 V7 R E 2 sU X R ey, AT RE ST 0. W AR A7 g B fh 7 20 B8 ol S 80tk
BHD FAGETCR .

int array[N];
void foo(volatile int *p)
{
int 1 = *p;
if (1 >= 0 && 1 < N) { arrayl[i] = 0; }

& 13. £ R EREPRARZEBENN 5 R IR

2.7.3 FIFH Armv8-M HERRFREH AR BR HI ThRE

Armv8-M ZEH 5| N T HERR Rl 25 /7 2%, A 7EHE RS H I il 2% . SR A Arm® TrustZone® HiR 1) CM23 A

ANRET 2 A RS T HEAR PR 1) 25 17485«

o EHERRAMEARIR G A RS : MSPLIM_S

o HFRMEARRIMERR IR H) 27 /£ 2% : PSPLIM_S

KH TrustZone £ A 1] CM33 /N b T2 4IRS [ HEAR IR ] 25 47 85 R AN A T FE 22 4R AS B HE AR PR ) 27 A7 25«

o TR ARAS I T HERR P AR PR ] 27 A7 % : MSPLIM_S

o TR ARSI R HERR P HERR PR ) A7 A2 2% . PSPLIM_S

o T HER ARSI T HERR P HERR R ) 27 /7 4% . MSPLIM_NS

o T IR AR BB HERR I HERR PR 1) 27 /748 . PSPLIM_NS

FH 0] LR FH e SRR A A PR 3 S At i 1 A IR o v ) i3k

HRHEAR IR T A7 2 THRE M 25 8, FH P TS W_(Arm® v8-M 42424 FHF) 11 “Armv8-M L2 L & SC

7 B4y

3. X#F TrustZone BRI HERFIF RKIIE

%iti* e? studio IDE 42T TrustZone HARMIB HFE T ¥t MW THERM FSP WM ERE, BET LIRS

DiResefit 17 5 v

o 5EKM RA I H A= gt vl 5 5 A 5E K TrustZone T H A @it 72

o AR TEME, ET%42TH A HE TrustZone IDAU X E . B2, iS04 2.1 75,

. %EEE?@BE%#@ (FSP) $&4t 7 —Fp P i@ H 53, i A B 5 RA MCU #4422 4 3% 452 (1) ) Bk )
T o

WERE, EAHH, MWFFmsiE kR T FSP iAE R, FONIXLWEA T A FSP A 2.0.0 85 &

WAS . GRS B A T BA R B 40
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RA T H A 3%

RA T51 H A e dsf ik 1 =M B 288K 81 {8 F SCRF Arm® TrustZone® £ 1) MCU #EAT TR W AA AR 5 H «

o REWHEAIERETHRB, 505 % a0 X AEAER 450 X —fd H
o FBFWTHE, WHTEERE TrustZone 43 XA IS LT T & M HFEF

(®) Flat (Non-TrustZone) Project
* Renesas RA device project without TrustZone separation
* All code, data and peripheral settings will be configured in
this project
* Renesas RA device will remain in secure mode
* EDMAC RAM buffers will automatically be placed in non-

N1 N1 =

() TrustZone Secure Project

* Renesas RA device project for TrustZone secure execution

* All code, data and peripherals placed in this project will be
initialized as secure

* Secure project settings such as TrustZone partitions, linker
maps and a list of secure peripherals will be passed to a
selected non-secure project

* After initialization, a call te the non-secure startup handler
will be made

() TrustZone Non-secure Project

* Renesas RA device project for Trustfone non-secure
execution

* All code, data and peripherals placed in this project will be
initialized as non-secure

* Must be associated with a secure project or secure bundle

* MNon-secure startup handler will be called after secure code
initialization

12} Renesas RA C/C++ Project d
Renesas RA C/C++ Project —
Project Type Selection I
Project Type Selection

@ < Back Mext = Finish Cancel

A 14. RA T B A i

Xt 3CFF RA TrustZone BORH) MCU, A3 FPT A o B Ji5 /N 1R A G 3k T3 P AR AR rp i) 45— 1

Bt . 5 4 BR AR T R HE R A B .
o BREAIHEITE
—  wENEARZ N AR A ZEER BRI K
o EAIHEI K
— B NERZ AN R PN F I BT K
— AR ENAREFRIA R B e X5, gl AR T AP R %245y X .

R11AN0467CU0110 A 1.10 16 11,
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31 BEAWMBIK

(RS W E B - ST P ee o 1 K [ e £ < ) i R s R = 51 Ei | U - i e R | S WV B (e e NEE VA
[l TAEX h, JF HOE % B TR AR 17 22 A AR 22 4 T H P A

BeAh, KEI AN AR el SCHEIRH ARG R RIRE B, DUE N B B AR . TFR TR
KRS B 2 RN 22 40 H ARSI & .
3.1.1 FRZEWHE

ZATH 8 LR ZBANEA 10 #lL B Nz 4, Eisr. QSPI. OSPI#1 CS X4k, iXEehhgn] H T %
ATH, HERE ANEZ4.

PR P BRUERD 7T K 2240 H X £ 2 IDE #R4F P IR

BB, 1: A RA BUE AR EAR BI 23

Hip® RA MCU T HIZH 7 2N H BBORFE B 7 R8I K fs .

15 & 19 25 T e? studio GUEHTIUH I —L8% WAL B, Joil 2 i H] 0 & sU0 H JT AR R IR I
XTI AR QI e e AF L T H, XEPREE .

o WOPBRRAEIRS NI E T AR AR 2 400 H T R BT SR S|

o URPTRRAE 7 B AT H T AR ) 22 AR 22 AT H TR B TR SO 51 A

| & new_ws- http://tocl-support.renesas.com/autoupdate/support/smartbrowser/en-us/ToolNews/e2s/index.html - ¥ studio
! Edit Source Refactor MNavigate Search Project RenesasViews Run Window Help

f Alt+Shift+N > [2 Makefile Project with Existing Code

v Open File... c| C/C++ Project

H - : :

) [} Open Projects from File System... ™ Project.. | Gl 5 fiew € o i i
Recent Files ? [c~] Convertto a C/C++ Project (Adds C/C++ Nature)
Close Editor Ctrl+W &Y Source Folder
Close All Editors Ctrl+Shift+W ¥ Folder
- Ctres  |€] SourceFile
Save As |h7 Header File
Save All Ctrl+Shift+S 7 File from Template -
Revert & Class
Move.. ™ Example...
Rename... F2 [ Other. Ctrl+N b
Refresh F5
Convert Line Delimiters To >

K 15. BUgHmH
R11AN0467CU0110 A 1.10 AT, 57T
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B} New C/C++ Project ] x

Templates for New C/C++ Project

CMake
Make

Renesas Debug
Renesas RA

Empty or Existing CMake Project ~
Create o CMake project with no files. Can be i
used to create one over existing content.

Makefile Project

1{(:“ (Experimental) Create o new project that
builds with the'make’ build tool using COT's n

Renesas Debug Only Project

m Renesas Debug Only Project

Renesas RA C/C++ Project
F=="Sp Create an executable or static library C/C++
project for Renesas RA.

@

< Back Mext > Finish Cancel

K 16. % “Renesas RA C/C++ Project” (il RA C/C++ JjiH )
B “Finish” (R0 , AEREZETH AR EiER, ROFETHARARKERE “ 57 (HTZ4250

E) *D “_nS”

HTAEZEmE) , PUIRIZIHE )% 4wk

{8} Renesas RA C/C++ Project m} X
Renesas RA C/C++ Project —
Project Mame and Location |
Project name
Ibare_metal_minimum_sll
Use default location
Location: | CAIOTSG-2858\new_ws\bare_metal_minimum_s Browse...
Choose file systern: default
You can download more Renesas packs here
?\ = Back Mext = Finish Cancel
5 Vi
17. & X ZEW H K4 TR
R11AN0467CU0110 hitA 1.10 18 U, 57 7
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B “Next” (F—) , #RJ51%E# EK-RA6M4 BSP.

Evaluation kit for RAGME MCU Group
zeras £ | Visit www.renesas.com/ra/ek-rabmé to get kit user's manual, quick
| Device: Custom User Board (Any Device) start guide, errata, design package, example projects, etc.
' EK-RAZA1
EK-RA4M1
Language: EK-RA4W1
EK-RAGM1
EK-RABM2 Device Details
EK-RAGM3
TrustZone Yes
[ —— | 1
Processor cortex-m33
1l
Toolchains Debugger
GNU ARM Embedded J-Link ARM ~
9.2.1.20191025 ~
@ < Back Mext = Finish Cancel
= 1

& 18. i&# BSP
EEE, BT, X% BSP IR/ %41 H R ik,
P BSP J&, #ili “Next” (F—) , SR)5 A E M8 & WS

Eoat A Y| Visit www.renesas.com/ra/ek-rabmé to get kit user's manual, quick
| Device: RIFABMAAFICFR start guide, errata, design package, example projects, etc.
Language @ C (OC++
Device Details
TrustZone Yes
Pins 144
Processor cortex-m33
Toolchains Debugger
GMU ARM Embedded J-Link ARM ~
9.2.1.20191025 ~
@ < Back Mext > Finish Cancel

B 19. FERE T — P2 iR ELRE
PR “Next” (F—) , GREEPUTIE T ORIV IR.
i%ij‘?%TLﬁjD"JiﬁEf%zflJiﬂ?“ s 18 AT H T AR AN & 3T H T A AR 1 LD 3R
XL PRt A B AU H T AR ) 22 400 H T e R Serh s
W 2: EERETE AT ERE

#F¥ “Secure Project” (ZZ4NH) EJyI H SR IFAL mi it 8] [ 3 S bl H AU B W] o A2 BT H )4
WA SN e R = Az g, B3R 3 PRI MGIAME LUV SRR 2. BT IITH T pra A
AEHEHS th FSP BSP 4164k v st 4x, I HAZMIBURAE 22 400 H AT 45 RN A2 di Ak e 40 H R AL AR BERE T«
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) Renesas RA C/C++ Project O *

Renesas RA C/C++ Project —
Project Type Selection |

Project Type Selection

() Flat (Non-TrustZone) Project

* Renesas RA device project without TrustZone separation

* All code, data and peripheral settings will be configured in
this project
Renesas RA device will remain in secure mode
EDMAC RAM buffers will autornatically be placed in non-
secure RAM

E Trust7one Secure Project I

* Renesas RA device project for TrustZone secure execution ?
* All code, data and peripherals placed in this project will be
initialized as secure
* Secure project settings such as TrustZone partitions, linker
maps and a list of secure peripherals will be passed to a
selected non-secure project
* After initialization, a call to the non-secure startup handler
will be made
(O TrustZone Non-secure Project
* Renesas RA device project for TrustZone non-secure execution
* All code, data and peripherals placed in this project will be
initialized as non-secure
* Must be associated with a secure project or secure bundle
* MNon-secure startup handler will be called after secure code
initialization
® < Back Mext = Finish Cancel

& 20. ZFEZLETHEHRR
Hd “Next” (F—25) , HE¥FR00H B .

R11AN0467CU0110 Jit 4 1.10 20 71, 57 1T
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B 3. EFETE R

&) Renesas RA C/C++ Project O >
Renesas RA C/C++ Project —
Project Ternplate Selection
Project Template Selection
. ~
g . are ivietal - inima
© Bare Metal - M [
w* . Bare metal F_SP project that includes BSP. This project will initialize clocks, pins, stacks, and the C runtime environment.
i
O (3.' TrustZone Secure RTOS - Minimal
i Empty TrustZone Secure project with RTOS context functions. This will support any RTOS as long as the RTOS uses the
CMBSIS TrustZone Context Management APL. Only select this when creating an RA TrustZone Secure Project. This project
will initialize the MCU using the B5P.
v
Code Generation Settings
Use Renesas Code Formatter
@ < Back Next > | Finish Cancel

El 21. HEI H R
W 21 fiow, 350 =AN 24T H R .

(BRHL - Be/MED

. “Bare Metal — Minimal”

HA MCU #a b DhRER % T H , SCRFVIBIAR 22 A 03 X o AR SO AT BRI AR A g7 9] R i W ) s 22

EWH )P R

. “TrustZone Secure RTOS - Minimal”

(TrustZone %4 RTOS - &/Mk)

eI H KB S, SEsin Arm TrustZone T3 RA #5101, & 22 Fis.
RTOS WA FAE 5K bk B AE AR 22 44y X A

iy “Finish” (S8R0, FRVFIH 2R B S BRI H -

AT H B Z X H RTOS T H R R ZE T MINSC APl FILRFERINAE RN ) RTOS LR, #%#H

&) Renesas RA C/C++ Project

Renesas RA C/C-++ Project

Project Template Selection

Projiect Template Selection

(@]

C

Bare Metal - Minimal

Bare metal FSP project that includes BSP. This project will initialize clocks, pins, stacks, and the C runtime environment.

[m)
e

TrustZone Secure RTOS - Minimal

|©@'

will initialize the MCU using the BSP.

Code Generation Settings
Use Renesas Code Formatter

e proy
CMSIS TrustZone Context Management APL. Only select this

This will support any RTOS as long as the RTOS uses the
when creating an RA TrustZone Secure Project. This project

HAL/Common Stacks

4 g_ioport I/0 Port
Driver on r_ioport

42 ARM TrustZone
Context RA Port

@ @

< Back Next > Cancel

—)

& 22. %50 TrustZone T3 RA ¥ 0

R11AN0467CU0110 hix4< 1.10
20216 H2H
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Bt B R R

I PR A2 2 A T H A Ae A ARV E DR 3. BRIME LT, FSP HI i e (CGC) M e @tk &

NARZ A, W& 238 . ik, 224 AR A H #R AT DL SO pr s E .

R ATLiE#er CGC I wamik i B o4, PR Z 2 AT AN R TCERE S Za 0 H 5 E, WK 24

Ptz o

= Clock Src PLL

~ == |CLK Diwv /1

= PCLKA Div /2

o

Generate Project Content

gSEE" ==z P =1

D-R - BB - R-ih-EINE DS B F P

= B & Package % MCU Packad

D=faulie

- '4 - k e

=AY

v v

o X
P # |

S _)l |CLK?—ODM1 Sets the clock circuit to be secure (override disabled]

= —)| PCLKA 100MHz

> PCLKE Div /4 - —)-| PCLKE 50MHz | -
1 o
> PCLKC Div /4 - —>| PCLKC 50MHz |
= PCLKD Div /2 - —>| PCLKD 100MHz |
L -
F s
> BCLK Div /2 ~ —>| BCLK 100MHz | =
i By

BiE I bR

Not Locked “* Secure

Locke

q (3] Secure |

B 23. 22 H AR BEARE

—=—= |CLK Div /1

M PCLES Div /2

> PCLEE Div /4

M PCLEC Div /4

[~ PCLKD Diw /2

[~ BCLK D /2

Generate Project Content

o

T Override B3R Restore Defaults

—>| ICLK 200MHz

—>| PCLKA 100MHz

—>| PCLKE 50MHz

—>| PCLKC 50MHz

—>| PCLKD 100MHz

—>| BCLK 100MHz

Lad

& 24. 28 1EJE R 20 H ISk “B SRR INME”

R11AN0467CU0110 x4 1.10
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BB 4: AT E WA IR IR

HAEAR

Midi configuration.xml T FECE 2%, ¥.ii “Generate Project Content” (AEIHN%) , WK 25

B

BS Y 8
W ﬁ bare_metal_minimal_s
> @J Includes
S ra
> 2 ra_gen
5 [ sre
» (= ra_cfg
> [= script
|Z| bare_metal_minimal_s Debug.launch
{C}} configuration.xml
E R7FABMAAFICFE.pincfg
» (7) Developer Assistance

[ Project Explarer 53 = B {& [bare_metal_minimal_s] FSP Configuration &3

Stacks Configuration

] Mew Thread HAL/Common Stacks
Threads
w] Rernove | [

o

Generate Project Content

) New Stack > =2 Extend Stack > 3t) Rernove

49 g_ioport /0 Port
Drriver on r_icport

®

v & HAL/Common
£ - >

<>

&) Mew Object »

Objects
d ] Rernove

Summary|BSP |CIocks|Pins|\nterrupts|E\rent Links | Stacks | Components

Bl 25. A pRIE WA

AR E T E, %3 “Build Project” (4wixiiH) .

& [%][m] % oo

i’y Project Explorer 3

&) new_ws - bare_metal_minimal_s/configuration.xml - & studio
File Edit Mavigate Search Project RenesasViews Run Window Help

% bare_metal_minimal_s Debug

= |m] {§} [bare_metal_minimal_s] FSP Configuration 3
=% 5 8

b N-HE| ®-/N~-&i%

HAL/Common Stacks 4| New Sta

% g_ioport I/O Port
Driver on r_joport

| &)

|Event Links | Stacks| Components-i

v 1% bare_metal_minimal_s [Del New >
> [bp Includes Go Into
> B ra
> 2 ra_gen Open in New Window
> B sic Show In Alt+Shift+W >
» = Debug :
> @9 ra_clg =] Copy Ctrl+C
> = script Paste Ctrl+V
= bare_metal_minimal_s D« 3§ Delete Delete
i} configuration.xml Source >
g R7FABMAAF3CFB.pincfg M
3 ove...
> (2) Developer Assistance
Rename... F2
O] Properties 32 [2] Problems ! puy Import...
2% 3 Export.
bare_metal_minimal_s e
f~g Export FSP Project...
Resource Property Export FSP User Pack...
~ Info
Tereed Build Project Incremental Build of Selected Projects i
editable Clean Project
last modified | Refresh F5
Imkef’ Close Project
location ]
arie Close Unrelated Project

8, 2020, 10:5%:13 AM

58\new_ws\bare_metal_minimal_s
minimal_s

Ve

Bl 26. 4 AR H

HER, BUAEOT, SBhaEE w24 GPIO JI GPIO KSR . WIRATEE, HI Al Dok

B, DA I H o5 1]
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R TR MU I AR (1 25 13 45 R«

COT Build Censole [bare_metal_minimal_s]
Extracting support files...
14:51:54 **** Tncremental Build of configuration Debug for project bare_metal_minimal s **%*
make -j8 all
"Invoking: GNU ARM Cross Print Size’
arm-none-eabi-size --format=berkeley "bare_metal_minimal_s.elf”
text data bss dec hex filename
4572 3 1168 5748 1674 bare_metal_minimal_s.elf
"Finished building: bare_metal_minimal_s.siz’

14:51:55 Build Finished. @ errors, @ warnings. (tock 1s.581ms)

B 27. BB ML R 2RI E WL R
B 5: BEEERNTIHERZEHEE
MIERINGE, KR Z WY <project name>.sbd, WK 28 fiis.

5 Project Explorer 232 EE 7T § = O
« == bare_metal_minimal_s [Debug]

g;-f' Binaries

[a Includes

= ra

2 ra_gen

= sre

w (== Debug

:f_:y: bare_metal_minimal_s.elf - [arm/le]
.. secure.o - [arm/lg]

= bare_metal_minimal_s.elf.in

Fg'l bare_metal_minimal_s.map
bare_metal_minimal_s.sbd |

[P (I

bare_metal_minirmal_s.srec
L& makefile

= makefile.init

L& objects.mk

L& sources.mk

o ra Fm

E 28. R 22 TR

BB 6. FREEF B
e MIFRAL R, R e T R 2 A, (AT A2 R 2T UL R
. EMBTER FSP ik

— HUREE, £ NSC B HREMER, HBIE 22,

— Ve DOKRRRERIF AT, AT .
o WEERE, GRS E U R . AR, BN 24 .
. FRZARE

— BOFREDU, 7EFFIAAE R AT BT 2 BT R AR e AT VR I IO 22 A IR+ VB i B

R BSP NonSecureEnter () ; Z i

. BRI
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SET: BEERAZEME

KA T H IR, 220 H fRREE A2 53220 H KRR T IR e . SRRl eems, P
A DA A BA TR 7 AN 20

o HER A BB FRAETE . XMITERRBAT REEN AR 2 40U AR 2 4 m R A
API.

 {Ehal entry.c ¥ R BSP NonSecureEnter (); E#i N while(1);, RJFHEMIFALEIH.

—  HEPUR: AP REAMRLEIE ZG%HE R_BSP NonSecureEnter () ;, AHEN MCU 5%
2IH .

SR 8: HRAZEMAMERETHE

XA A H T AR, W] AR — AIWE*ﬁﬁﬁéﬂﬁﬂéﬁﬁ%ﬁ XA AT H T AR, 24
T H Y IE H AN 2 AR B 7 AT . A ORAEAY, IS AR 3.2 WD IR T,

3.1.2 FRIEZETH

LI PR AR H 5, F P BRI 2T H FTE R [F] — TAEX R P @ k2 Rk i A .
FEA: HEE 314 WHHPE 1 BaFHERETE.

WEE, RIFETHAMROARER L “ ns” , DUERIZIH K %4 E .

WK 2. EHIERAETHIEATHRR,

ﬁ Renesas RA C/C++ Project O x

Renesas RA C/C++ Project
Project Type Selection

Project Type Selection

(] Flat (Non-TrustZone) Project
Renesas RA device project without TrustZone separation
* All code, data and peripheral settings will be configured in
this project
* Renesas RA device will remain in secure mode
* EDMAC RAM buffers will automatically be placed in non-
secure RAM

(] Trustlane Secure Project 0

Renesas RA device project for TrustZone secure execution

® All code, data and peripherals placed in this project will be
initialized as secure

* Secure project settings such as TrustZone partitions, linker
maps and a list of secure peripherals will be passed to a
selected non-secure project

* After initialization, a call to the non-secure startup handler
will be made

(@ TrustZone Non-secure Project
* Renesas RA device project for Trustfone non-secure execution
* All code, data and peripherals placed in this project will be
initialized as non-secure
* Must be associated with a secure project or secure bundle
* Mon-secure startup handler will be called after secure code
initialization

@' < Back Mext = Finish Cancel

Bl 29. TEEAER 2T E /R AT H R
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B RA 7™ i

Arm TrustZone % 41511 - IP {& 4"

B 3: B BT H— e? studio THEX HH L4 H HEE:.
) R E Sk, R 311 WAL 40T H bare_metal_minimum_s.

HER, ZEWHLARTF—TAEXS, I BRI TATIPREA AR AR 5 o BLAh, b2 % %

ZIH CLEE M Tt B AR T H KE .

Q Renesas RA C/C++ Project

Renesas RA C/C++ Project

Existing Secure Project or Bundle Selection

(®) Secure Project: | bare_metal_minimal_s

L3

change the Device Lifecycle state as needed.
() Secure Bundle:

dewvice,

Secure Project/Bundle Details

Choose this option it you have access to the lrustfone Secure Project source code. A debug configuration for Secure
Software Debug (55D state will be generated and both secure and non-secure images will be downloaded to the target
device. Should you wish to test Mon-5ecure Software Debug (MSECSD) state, use the Renesas Device Partition Manager to

Browse...

Choose this option if you only hawve access to a pre-prograrnimed device containing TrustZone secure code, The Secure
Bundle file (*,sbd) should be obtained from the TrustZone Secure Project developer, & debug configuration for Non-Secure
Software Debug (MEECED) state will be generated and only the non-secure code image will be downloaded to the target

FSP version

Toolchain gcc-arm-embedded
Toolchain version 9.2.1.20191025
Board board.rabmdek
Device R7FAEMAAFICFB

® < Back Mext »

Finish

Cancel

T

& 30. B BIR 4T E FEE
B “Next” (F—3) 4k4t,
S’ 4. HBTERMEREZESTHRZS IR/ RTOS.

ﬁ Renesas RA C/C++ Project

Renesas RA C/C++ Project
Build Artifact and RTOS Selection

Build Artifact Selection RTOS Selection

® Executable Mo RTOS
* Project builds to an executable file

Static Library FreeRTOS

* Project builds to a static library file
Executable Using an RA Static Library

@ <Back Next > Finish

Cancel

Bl 31. BFREAEIFZLEME P FreeRTOS
iy “Next” CF—25) 4k&L,

R11AN0467CU0110 A 1.10
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Arm TrustZone % 41511 - IP {& 4"

W 5. EEETE AR 5T RAIR = AR T
« WRIEFF FreeRTOS, T H A pas - A LAUT PIANITH BEAR - MR8 N2 75 SR T H AR -

{3} Renesas RA C/C++ Project [m] hed

Renesas RA C/C++ Project —_—
Project Template Selection |

Project Template Selection

o "| FreeRTOS - Blinky - Static Allocation
Q FreeRTOS FSP project that includes BSP and will blink LEDs if available. FreeRTOS is pre-configured for static memaory
allocation. This project will initialize the MCU using the BSP. FreeRTOS will alse be initialized and a single thread to blink the
LEDs will be started.

I @® '| FreeRTOS - Minimal - Static Allocation

-
W% Empty FreeRTOS FSP project with no threads, FreeRTOS is pre-configured for static memory allocation. This preject will
initialize the MCU using the BSP,

Code Generation Settings
Use Renesas Code Formatter

< Back | Cancel

Mext =

Y oy
HES,

& 32. ¥ FreeRTOS {13 H [ AR % TR

WARIEFE T FreeRTOS Jf H AR ATUH L2 D 17 NSC pi¥, 5 ZAERC B 4% th AT iz 2o i i

fit “Allocate secure context for this thread” CHZELRENEIZ 4 ETF O .
[l Properties 57 I*/! Problems @& Smart Browser
MNew Thread
B Memory Allocation
Settings Timers
» Qptional Functions
» RA
Legging
»~ Thread
Symbol new_thread
Mame Mew Thread
Stack size (bytes) 1024
Priority 1
Thread Context MULL
Memory Allocation i Static
I Allocate secure context for this thread Enable I
L4

33. fEpERE L TR

R11AN0467CU0110 x4 1.10
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B % RA P2 i iR Arm TrustZone %4 ¥t - IP {&9"
o IEEEE “No RTOS” (5 RTOS) , T H A e >k DL P10 H AR
I R AR AR 22 400 H T AE RS FreeRTOS 2 4MY#ET RTOS, @47k “No RTOS”

(& RTOS) &I,

ﬁ Renesas RA C/C++ Project

Renesas RA C/C++ Project

Project Template Selection

Project Termplate Selection

@ ' Bare Metal - Blinky
Q Bare metal F5P project that includes BSP and will blink LEDs if available. This project will initialize clocks, pins, stacks, and
the C runtime environment.
®

'| Bare Metal - Minimal

are meta projec

at includes BSP. This project will initialize clocks, pins, stacks, and the C runtime envirenment.

Code Generation Settings
Use Renesas Code Formatter

< Back Mext = Finish

Cancel

& 34. 3k FreeRTOS R ISR 4 51
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« i “Finish” (5RO GIEAHR AR H .

TR, HMERVr/E BSP “Properties” (Jgth) Ui i B 4w, 24071 IDE SZiF T A%
R Afpe. Jokimd A2 0 H B E LT R

[F]

Generate Project Content

Board Support Package Configuration

EZ Restore Defaults

Device Selection

. Board Details
FSP version: [ Evaluation kit for RABMA MCU Group
Board: EK-RAGM4 Visit www.renesas.com/ra/ek-rabmd to get kit user's manual, quick
start guide, errata, design package, example projects, etc,
Device: R7FABMAAFICFE
RTOS: Mo RTOS
W
Summary | BSP | Clecks | Pins | Interrupts | Event Links | Stacks | Components
[#] Problems @ Smart Browser [T] Properties 53 8 =0
C
EK-RAG6M4
~
Settings Property Value
» RTFAGMAAFICFE
RABMA
v RABMA Family
~ Security
Exceptions
SRAM Accessibility
BUS Accessibility
System Reset Request Accessibility Secure State
System Reset Status Accessibility Both Secure and Non-Secure State
Battery Backup Accessibility Both Secure and MNen-Secure State
~ OFS0 register settings
Independent WDT
wWoT
~ OFS1 register settings
Violtage Detection O Circuit Start Voltage monitor O reset is disabled after reset
Voltage Detection 0 Level 280V
HOCO O5cillation Enable HOCO oscillation is disabled after reset
+ Block Protection Settings (BPS)
BPS0
BP51
BPS2
~ Permanent Block Protection Settings (PBPS)
PEPSO
PEPS1
PEPS2
Dual Bank Mode Disabled
Y Y. .
B 35. AEE IR &M EEER RN
LR Y P N A s v oy RETE
o BRUELLY, dE%AniH BSP ATLAE TN E MCU e, 2 W Bz S g m.
W B ¥ PR
BB 6: HHE 3.1.1 TSR 1 KRR E AR FHEERETME
WEE, “Z4TH bare_metal_minimun_s 1 bare_metal_minimum_ns £ T [7]—/ TAEX .
R11AN0467CU0110 A 1.10 %29 7, 57 1
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a new_ws - bare_metal_minimum_ns/configuration.xml - & studic — O x
File Edit Mavigate Search Project RenesasViews Run Window Help
7{3‘- Debug W E bare_metal_minimum_ns Debug_5 ~ ﬁ - | oo Q * |mg & | 7{3‘- - % -
- GBI F e v A== - | [ Q = ‘ HE ©/C++ &} FSP Configuration
5 Project Explorer 2 = [ 45 [bare_metal_minimum_s] FSP Confi... §% [bare_metal_minimum_ns] FSP Con... 53 = 8  gP. M. 3 = B
& i . .
SR Stacks Configuration 0
vl bare metal minimum _ns Generate Project Content
E : | | _ I ﬁ 2k || 2|
i Includes 4| New Stack =
Threads HAL/Common Stacks
2 ra =]
2 ra_gen =
~ = HAL/Common
B sre = 4% g_ioport I/O Port

(= Debug 42 g_ioport /0 Port D

= ra_cfg
= script < > @

bare_metal_minimum_ns Debug_S550.1a

Driver on r_ioport

configuration.xml
R7FABMAAF3ICFB.pincfg Objects
(7) Developer Assistance

I = bare.meta _mlmmum_sl [ I

([0 48 [

< >  Summary | BSP | Clocks | Pins | Interrupts | Event Links | Stacks | Components » Legend
[C] Properties &2 [2] Problems @ Smart Browser = 0 [bpinConﬂicts &) Console 2 €4 <‘Q}l HAER = :Ex| = B--=08
e Y g CID'II'BuiId Console [bare_metal_minimum_ns]
A
Property Value 'Building target: bare_metal minimum_ns.elf’
'Invoking: GNU ARM Cross C Linker’
arm-none-eabi-gcc @"bare_metal minimum_ns.elf.in™
'Finished building target: bare_metal minimum_ns.elf’
'Invoking: GNU ARM Cross Create Flash Image’
'Invoking: GNU ARM Cross Print Size'
arm-none-eabi-objcopy -0 srec "bare_metal_minimum_ns.elf” “bare_metal_minimum_ns.
arm-none-eabi-size --format=berkeley “bare_metal_minimum_ns.elf”
text data bss dec hex filename
2876 8 1152 4836 fc4 bare_metal_minimum_ns.elf
‘Finished building: bare_metal_minimum_ns.srec’
'Finished building: bare_metal minimum_ns.siz'
22:31:208 Build Finished. @ errors, @ warnings. (tock 11s.556ms) b
< >

&l 36. mFIELLTE (6 RTOS, #HLE/ML)

BB WRAZEHEMIERZLIE

&l 43 Por, AFeniH KRB BRIV ZaMAEZ 4 elf XS5 AR MCU, DLV 2 MRz 4
WUH W5 — ik ik .

R, W24 <project name> <build configuration> SSD.launch, BKCAZAFIAEZATHE I
T LASSD &A1 2L dn il IR AT .

R11AN0467CU0110 JiA< 1.10 %30 71, 3t 57 7
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a Debug Configurations m] X

Create, ge, and run config

SRCECNER ‘ B Y~ Name: ‘ bare_metal_minimurm_ns Debug_SSD |
|b,fpefi|tertex‘t | Main | %5 Debugger | & Startup - [] (ommon} 73 Source]
C/C++ Application Initialization Commands ~
C/C++ Remote Application [] Reset and Delay (seconds): | 2
=/ EASE Seript
GDB Hardware Debugging L1 Halt

GDB OpenOCD Debugging
[t GDB Simulator Debugging (RH250)
Java Applet

Java Application

i@ Launch Group Load image and symbols

I Launch Group (Deprecated) N

[Tl Remote Java Application fllename Load type Add...

w bare_metal_minimum_s.elf [CAIOTSG-2858\new_ws'\bare_metal_minimum_s\Debug] J Image and Symbol
bare_metal_minimum_ns Debug_S5D Program Binary [bare_metal_minimum_ns.elf] Image and Symbeol Edit...
= = = El Remove
[£7 Renesas Simulator Debugging (RX, RLTE) w
Revert Appl
Filter matched 15 of 17 items = UL

@ oy ][ s

= oy =T =

& 37. iAW B MIERAETH
HIER, BRERZETH NI LT wmiE, DR SIEZETH RFFER . 92 m ot &
B —ANEH, BEORAPRBCH 22, B “Yes” G) , REENMFEIELEIH, DAEKE
FH S B 1 <project name>.sbd.

Q [bare_metal_minimal_ns] F5P Configuration e

@ % The secure bundle file 'bare_metal_minimal_s.sbd' has changed, do youwant to
¥ restart this editor?

&l 38. ZEHHIPLEHER
W iR 200 B e 2T B Z F F2 PR
Dk Gt AT H R ANE R R, e T LK e AT H s SO AR AT H M5, X iR AT H
a2 B il R g 1 2 T E .
HIFAEZ 2T H 1) “Properties” (JEP£) T, #i7 “Project References” (IiH 51 H) FHikBEAM M %
EWEENGIAWE. WEERE, FEIETETH R R 24 R BERm L2 E .

{8 Properties for bare_metal_minimal_ns m} X

| | Project References - - &
Re.snur(e @ Projects may refer to other projects in the workspace. ~
Builders Use this page to specify what other projects are referenced by the project.
C/C++ Build
C/C++ General Project references for 'bare_metal_minimal_ns":
MC . _ H =5 bare_metal_minimal_c I
Project References
Renesas U

Run/Debug Settings w

® Apply and Close Cancel

El 39. Bl H 51 F
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3.1.3 HEFEgR TR
WAL T AR, NREITREEDFEERE R, 22 MAE2em T RERE, HPEE TR E B R %
AP, DUMELEAERTCE MCU:
224 Tk SO
ez 4 — b e
IDAU [X f5lic &
H AT SIS A 195 6.2 55t 204 “HERSC T A, S5 5 6.3 it b & kb ek T A, IRk
MCU RT3 O 3E IR .
3.2 SEAMWMEAR
DA A& 40 8 230 H T AR (e o5
AT H AR 4100 H B AN A A DA BT
AT HEE SN IP SRR A . IP R0l — e Mg,
AR RN BRI EIF R Z 0, 2B ac et s MCU B, dEz4H kA & RAeE % 400
H AR 2 440 X
0K 51 5 P 5 B 23 2 20 H R AR AR AL R R
3.21 FRZEWMSEIRE MCU
i FH 43 8 200 H T R AR & 22 400 5 548 FE A 30000 H T AR RS HEAT T R I R AR ML, E, ARTE
B LA B X o
SBA: HRE 311 FHEE 1 2P E 6 B ZeBRM B HEIBNHERF.
fi 2y B 0 H P R AR 2 20 H i, A4S 570 AE e 20 H RN T 05 3.1.1 B E 7 png,
F P A] LB — A R AR 224 T H P T2 4w Bk, 6k 3k 24w AP,
PR 2: O MCU BB &4 i B IR 2844 oy A BPIRE I #: 2] NSECSD
S ERIE PR MBS R PR Z A EEXSET, E0BRETFROEZETHETFRZN, HFEAN
MCU fic B 5 2 &8 M S e 1 22 4 — 3k o fh . g & sl R 22T E 1P M2 4w H 1
NSC API $210. Ibah, MCU 28144 i i PR S 55 Z M SSD Y1y NSECSD LU 24 2
3.2.2 7 NSECSD % TR B PRI FAR L 7k
RTRRAS A T EAFAE— PR, BRAEfd 4 2 X000 H P R AR AL MCU g3 #F4E an M SSD V)43 NSECSD
2T, BB T A RSO A, B A I E N R AR AT o X oV NSEDSD RAE T
W AR 2 AT R BT T
FEFF R B, P RS ERA R B R R AE 5% — 5 i 22 000 H et IR 2 ST H o« 5 Je %) %
G T HERSCE R L AR 2 4 T HER SO RET RS, SRS R A A L PR A U1 2 NSECSD.
FEAEPEM L, P NORE DL B IR 3% 45 A P2 I DA«
— e TR
— IDAU XK EE R
RFP ¥ -5t 2 4 bSO AT R e IR 1 B IDAU X35, A BN, 52 IS A 1055 6.2 3.
HER, ZEFRANRETFEMAEZEIT RN Rt 2240 “<project_name>.sbd” , VRt iFiE4 4
T H k2 5K
A HAE NSECSD IR F S Hrdk 22 41 H T & i — B AR e s B, 152 LK 40.
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3.2.3 £ NSECSD AT H RKIEZETH
5840 B RETAL, 4SS XEH AEHF RIEZ TR A — S EEX .

ST BT AR, AR 4N AFERF T RN BB T NSECSD R4 MCU. I E—5 K B ik, 7%
FERAC A GEAE NSECSD MRA Nt AT H K. FHZATE NSECSD RE T TH A — BRIl A .

————————————————————————— BEFTRAR  cmmmmm e e o -

|

|

W (61 TEST 24 A2z 2R A KA R IR A H LB 52 ) A 22
| R TEST* dE 24 /XHD (DLM) D421 NG (*.sbd)
I wA N HTER SRR NSECSD PR AR AT RN
I
I

fifi i} NSECSD i

P B AT I

40. 7£ NSECSD ‘R&ETH EHFF R iR

22 TR N RTE R OB B 224 ik CfE . IDAU XA NSECSD R JE4e 4 el — k4 S -1 MCU
Jei, AR LR S AT AR 2 ST H R .
1. BHHIERE A2 WFRBER 1 AR 2 FBELZLETE TR
WY, BAESZEMEARENTAEXPa@EIEZ2IE, WAZEWMBEE UM elf XA TAE%
EFF RN
2. %4 “Secure Bundle Selection” (ZEMFAIEFE) & OITHE, EENLZEFRARCIREBRZEW
%8,
WD TR R e 2RI H R AN 43 25 2RI H RS AR 2 1A i = X )
AR E LT E R AR TIERETH T A:
—  MCU Ezhtng
— IDAU X% &
— OBl ey B E VRS R
—  HPE AR AT APL DSk GES W 2.4 %)
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&) Renesas RA C/C++ Project O X
Renesas RA C/C++ Project —

Existing Secure Project or Bundle Selection |

() Secure Project:

Choose this option if you have access to the TrustZone Secure Project source code, & debug configuration for Secure
Software Debug (S50 state will be generated and both secure and non-secure images will be downloaded to the target
device, Should wou wish to test Non-Secure Software Debug (WSECSD) state, use the Renesas Device Partition hanager to

= ¥

(®) Secure Bundle: CAIOTSG-2858\new_ws\bare_metal_minimal_s\Debug\bare_metal_minimal_s.sbd | Browse... |

Choose this option if you only have access to a pre-pregrammed device containing TrustZone secure code, The Secure
Bundle file (*.sbd) should be cbtained from the TrustZone Secure Project developer. A debug configuration for Non-5ecure
Software Debug (NSECSD) state will be generated and only the non-secure code image will be downloaded to the target

device.

Secure Project/Bundle Details

F5P version
Toolchain
Toolchain version
Board

Device

2.0.0
gcc-arm-embedded
9.2.1.20191025
board.rabmdek
R7FAEMAAFICFE

®

= Back

MNext » Finich Cancel

SRS AL B

B 41. BlE B 2 &R g R R B
THER, LWl X AR . BRI E “<project_name>.sbd” [SCIFRAL BAALI G & %

PR3N E L RTOS FIvEAIEBERINE . WHARSE, Wii configuration.xml ITHERERLESS. i

“Generate Project Content”

CAERRITH WD) FF4FEITH o

R11AN0467CU0110 x4 1.10
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a new_ws - bare_metal_minimum_ns/src/hal_entry.c - & studio = m} x
File Edit Source Refactor Mavigate Search Project RenesasViews Run Window Help
7{3: Debug %‘::E bare_metal_minimum_ns Debug_P ~ | St | B - ﬁ. > [m &| 3~ Q-
L~% IME NS B F @ 5~ {5 - A == - | = Q5| I@C/C++ {5 FSP Configuration
L | | 9
[T Project Explorer &3 5% % & = O i [bare_metal minimum_ns] FSP Configuration [€] hal_entry.c &3 = 0|l 0
w =% bare_metal_minimum_ns 1 #include "hal_data.h” A
x? Binaries 2
= 3 FSP_CPP_HEADER
[l Includes Py
4 void R _BSP WarmStart(bsp warm_start_event_t event); =}
Era 5 ESP_CPP_FOOTER
> (2 ra_gen 6
2 src g @® * main{) is generated by the RA Configuration editor and is
(= Debug = void .hal_entr‘y(void) 1 ;
G racf /* TODO: add your own code here */
o = #if BSP_TZ_SECURE_BUILD
sCiot /* Enter non-secure code */
|| bare_metal_minimum_ns Debug_MNS5ECSD.Jaunch I R_BSP_NonSecureEnter();
T COTT T OTaTTeTT e #endif
[Z RTFABM4AF3CFB.pincfg ¥
A : 8
(@ Developer Assistance 28 @ * This function is called at various points during the starti™
< > < >
= =5 ] [&;P]n(onﬂmts £ Console 53 @@ﬁ”"ﬁaa :._§u|”‘.E‘i=(j'=' 8
o & 5 &  CDT Build Console [bare_metal_minimum_ns]
- © GImCNONE-Eaui-uD LUpy U STEL  Dar & e LAl LTl Lingi_ 15 €11 Dai € _iE LaL_ LTI L1551 EC =
Property V arm-none-eabi-size --format=berkeley “bare_metal minimum_ns.elf"
text data bss dec hex filename
2876 8 1152 4836 fca bare_metal_minimum ns.elf
'Finished building: bare_metal_minimum_ns.srec’
'Finished building: bare_metal minimum_ns.siz’
17:28:22 Build Finished. @ errors, @ warnings. (took 5s5.3@1ms) W
< > < >

Bl 42. JE RTOS ##lE/MUIE R AT B BRAR KI5 B4R

WHVER, £ NSECSD RF& N TH KA <project name>
<build configuration> NSECSD.launch.

3.2.3.1 | e |
TERRAEZ T H 281, HfREE MCU BB N T 224 3kH| SO AR 22 4 3k SC .

fEARZ AT HFERYE, RaTFldris elf . M TAFREITFRANR, ETEX S RG220 H A

S TR I H T A, 24 AdE 22 400 H B R] Lo

R11AN0467CU0110 A 1.10 % 35 1,
20216 H2 H RENESAS
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&8 new_ws - bare_metal_minimum_ns/src/hal_entry.c - &° studio
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

& [%][w][- » || No Launch Configurations | on | - i Cii= B -
[t Project Explorer 33 =% %7 8 = [ @) [bare_metal_minimum_ns] FSP Confi
it New 2 #include "hal
;3 Bind Golnto 2
B i ‘d“ FSP_CPP_HEADE
4 Open in New Window void R_BSP_W:
B 5 FSP_CPP_FOOTE
- Show In Alt=Shift= W > 2 o
@ sre B Copy el C & et £ A
(& Debug X o i ! e d h 1_entr:
(2 ra_ch " e |
4 p‘g 3 Delete Delete - ol ‘35" ” SE
P re_metal_ minimurm_ns Debug NSECSD jlink Source > B n e Non
{8} configuration Move... . Sont
B R?FAEMAAF}(FEF cfg Rename... F2 ;
(@ Developer Assistan = o ® * This functd
d - 5 =wvoid R_BSP_Wa Py
4 Export.. & if (BsP M w (% bare_metal_minimum_ns [Debug]
= - 27 = #if BSP_FEA g =
f. Export FSP Project... SSF_FRILY ;:;b Binaries
()  Export FSP User Pack.. £ En N
i » m Includes
Build Project B ra
Clean Project 2 e -a
Refresh F5 34 #endif (> ra_gen
Close Project } @S src
Close Unrelated Project 3 e if (BSP_I = Debug
38 e
Build Targets 3 39 = ra_cfg
Index > o = 2
< > (= script
Build Configurations > =
[T] Properties &3 [£] Problems @ Smart Bro. = =
O _RunAs > B 1D £D Lk sonin Disdss s a ] Do e S B tal fmi Deb MNSECSD.I h
31 £ 1 60B Simuistor Debugging (RHES) =| bare_metal_minimum_ns Debug_| .launc
bare_metal_minimum_ns F = G ¥ ey 4 1o¢ configuration.xml
Resource  Property Team » E 3 Renesas GDB Hardware Debugging I [ R7FABMAAF3CFB.pincfg
Inf C With > -
= '; . e (?) Developer Assistance
erived Restore from Local Historv.. .

& 43. BRI LETH
BB 2 AR YL ) v R R
WIRAE AR 22 AT H P A3 10 75 B e g, AR AT RN BT BN MCU IR [A145 22 427 R I BA 47 MCU
E%ﬁo
H WK (FSP HFFH) 19 “AJT: Arm® TrustZone® 1 H K~ 45 JE22 it | it NSECSD #%
ﬁci 7 JE PR S T AR AR 22 410 I T T b 3 22 4 X AR
3.2.3.2 FExIER L H HV1#2) DPL %%#Félzéﬁ)%ﬂ HRE

PP BRE AR, AR AR R AT T A R A

FzaemdaedEemit)E, Fze— ﬁ%JI#TU?yﬁJﬁiJEFﬁ’%Uﬂ MCU #EAT BRI VI 2] DPL #34FE
JAHPIRZS . A RERAELTS, WS WM A “¥ RFP T4 A" 5 6.3 795,

S WML (P L B E P2 4) T i H AT RERI APl (LCK_DBG A1 LCK_BOOT) VL fi#
*%H%wﬁﬂ“ﬂﬁﬁ DLM 8 RS Bl 7 1%

4. RFPUTHEFR

RA Tl H 2B ple s 1) A 0 H B2 5 — R R, $BTEF KRB BL, F P EH TR i TrustZone +5 A & AN
Re 1N HREIT o

o NI H A AN R

«  JFR¥IFES Non-TrustZone £ A #3 H[H

« MCU f£ SSD A am A HPIRES T ig 4T

o A XFFREMIER S BN 2 A TN BT

o R 3R AE R AN IE R A R BT

R11AN0467CU0110 Jit 4 1.10 2536 7, 57 1T
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41 RPAERFEK
1. IS 3.2 WP IR 1 AUPIR 2 FFUR 60 im0 Ti H B I H .
2. MIHA A ESE “Flat Project”
3. £ “Build Artifact Selection”

U PALTE D EATHER, E20E 14 R EHE A .
(R T3 1 “RTOS Selection”

(RTOS #t#%) Tk,

ﬁ Renesas RA C/C++ Project

Renesas RA C/C++ Project
Build Artifact and RTOS Selection

Build Artifact Selection RTOS Selection

(®) Executable
* Project builds to an executable file

() Static Library

FreeRTOS

No RTOS

® Project builds to a static library file

(0) Executable Using an RA Static Library
® Project builds to an executable file
® Project uses an existing RA static library project

@ < Back Next »

Finish Cancel

Bl 44. IR T RTOS B

HARMIF R 53CHF Non-TrustZone HiAR 1 MCU [ A ARE, 88 H T AR 15T H 178 FL

i - T H

PRI H 1595 Non-TrustZone RA MCU IR . JE 30044 A

<program name> <build configuration> Flat.launch.

i Project Explorer E2 16:3 [flat_project] FSP Configuration

(| [€] startup.c
8

=

ik

#include "hal _data.h"

< 3
v = flat project [Debug] = int main(void)

ﬁ?‘ Binaries
> [pp Includes
= ra
E2 ra_gen
B src
» = Debug
(= ra_cfg
(&= script
i:é} configuration.xml
=| flat_project Debug_Flat.jlink

hal_entry ();
return @;

}

[#] Problems [ Console 53 @ Smart Browser
EHEEmkSonsoleialprojeel i
Extracting support files...

make -j8 all

"Invoking: GNU ARM Cross Print Size'

arm-none-eabi-size
text data
3388 8 1152 4546

'Finished building: flat_project.siz’

bss dec

15:18:85 Build Finished. @ errors, ® warnings.

[€] main.c 532

1 /* generated main source file -

15:18:83 **** Incremental Build of configuration Debug for project flat_project ****

--format=berkeley "flat_project.elf"”
hex filename
11bc flat_project.elf

do not edit */

(took 2s.320ms)

Bl 45. IR T4 RTOS 5
DA 0 A 2 P R v R B T

FELAK W 5 i~ PAG T H — AR IO T, 208 32 KB X uE AR 4 X SR DU 1) RAM £ X R

o Bt f2 i1 IDE F1 FSP HZhAbEE, PSLH S ETF A e b o 1 i am s .

R11AN0467CU0110 hix4< 1.10
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42  AEFERE
Jr AT E R (A PR R 5N TrustZone BRI AN i FAGIH K& 7E MCU A il R4S SSD R
ggaﬁo XPFEFEEE, AP RAS TrustZone i ARBANIT R AL [F] (IR T : 43 85 TF R AR 564 T K
A
o BRI 1K MCU A= ERIR 25 M SSD V%] NSECSD, #RJm Fibj#e5] DPL

—  WRFEE, MCU Ay AR T L — )4 3] LCK_DBG 1 LCK_BOOT

T 2 fEks MCU RZS M SSD E#:1#: 3] LCK_DBG = LCK_BOOT

ARAFRARRINVEANE D, 62 WM B (P ap TR PR B )

5. f¥H e? studio ¥ IP R 7RI H

B 1.4.40 FiRATiA, 1P R 2 TrustZone HiARMISEI G A SCRYBE B O I0 B I 43 85 3000 B R AR AL 42
{4 Fl EK-RAGM4 ] IP {2477~ TrustZone Ffi.

5.1 ¥R
RA6M4 MCU wJ PARC & A {# Ff ADC KIRHE A iR FEARBs . CR T H 2 ST — M, nlARYE A ADC #2HX
[ kA5 ) LED INARBER . DL REAR2E A 22 4 00 H i B R % 42
o HTH BiR ARSI ADC iliE
«  GPIO 400. 404 f1415
« J@ERE IDAU #E %2 NAF A SRAM
PAR A 2R A 22 4 T H B BN % 4
«  FSP ADC HAL #k5hF2fF
«  FIN LED 33551 ) FSP GPIO HAL IRz 27
JBE. A E L ADC R R ARY
PRI L P e ) LED [ARRASE 2 1) o2 2 AR A
o JABIRARN R N R AP
— AP B ONFER AT APl bR B R4 dE L 44 X
o IR WA I N BV AP
— AP SUNAE AT AP B ER fe 2 Ak 22 X

(NEIAEES

GPIO

ADC X R
il NSC AP
IP &k B
API

Kl 46. LRI HEE IP £

R11AN0467CU0110 JiA< 1.10 % 38 71, 3t 57 7
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52 RYEEH

5.2.1 BAH A
A7 AR A RBIE R 4. AR AR 2 4 v B AR R4 X 5 &

ARG IN A7

A2z m i 2 X

NSC API BktR

E 47. A EHE R

H

% 39 UL,

\

R11AN0467CU0110 A 1.10
20216 H2 H RENESAS
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Arm TrustZone % 41511 - IP {& 4"

5.2.2

BiEHE

48 Jrm AP H 1 RGP ARA R .

AR

l

Ik S
AR X

FTEDH 2

USRI 7 S g 4% 2

NSC API
sensor_algorithm_st
art_guard B

17
sensor_algorithm
_start_guard

NSC API
Sensor_algorithm

_stop_guard Bkt

B17
Sensor_algorith
m_stop_guard

B &1

ARz 2 mriE 2 X

AE 24253 X

TAGPIX

K 48. #IERTE

R11AN0467CU0110 x4 1.10

20216 H2H

RENESAS
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B % RA 7= KR Arm TrustZone ¥z &%t - IP 23"

5.2.3 R “AHPIP &H”
AL P IP B T i 49 Fiow

T
.

B 49. BUERSS IP Hik (ERESXPEIT)
524 AP XREERZETTEA AP
R E 2 en XPAERE AR B Z 2 H I sensor_algorithm nsc.h HE X.

t:'dl * File Name : sensor_algorithm_nsc.h[]
® * DISCLAIMER[]

= #ifndef SENSOR_ALGORTTHM NSC_H_
#define SENSOR_ALGORITHM_NSC_H_

#include <hal_data.h:

BSP_CMSE_NONSECURE_ENTRY void sensor_algorithm_start_guard(void);
BSP_CMSE_NONSECURE_ENTRY void sensor_algorithm_stop_guard(void);

#endif /* SENSOR_ALGORITHM NSC_H_ */

&l 50. F /7 & L NSC API

R11AN0467CU0110 x4 1.10

54171, 57 1
20216 H2 H RENESAS




Ei® RA 77 i K itk Arm TrustZone )z &%t - IP £

BESRS AR B AR B 0 R ORI 22 R “UserNscApiFiles” ¥l

Q Properties for pre_programmed_sensor_algorithm_s m} x
[ type filter text Build Variables CRESR N
Resource
Builders
~ CfC++ Build Configuration: |Debug [ Active ] ~ | | Manage Configurations...

Build Variables
Environment

Logging

Settings Mame Type Value Add...

Tocl Chain Editor UserNscApiFiles  File List "Sfworkspace_loc/pre_programmed_senser_algorithm_s/src/sensor_algorithm_nsc.h}" Edit
C/C++ General

MCU Delete
Project Matures
Project References
Renesas GE
Run/Debug Settings
Task Tags

Validation

[ Show system variables

Build Variables are IDE enly variables, which can be used for string substitution when defining external builder configuration, such as environment variable value
or command line parameter in form of ${VAR}, internal builder may use them directly.

Restore Defaults Apply

@ Apply and Close Cancel

B 51. FIT4E2 M NSC A XF A P W R E (RETERE)
53 EBfTaBINARF
5.3.1 W BB
o PEEREE - BN EK-RABM4 ¥ E
— 5B N_(EK-RA6M4 /" FH) .
. [l USB Zk45K EK-RABMA J10GEREEITT & PC, MR ik 2sr ft ot s RRR D i

5.3.2 FA WENB AL ZHH SR B R R A I S

F P AT LA LR 2B 388 MCU e B 22 4 — kil SO AR 40 R 22 4 3t il SO

1. SAREWEMENIEZLTE

i A, 7 W S R 75 H 1) security_design_with_trustzone_ip_protection.zip BLE s LR S0

non-secure project )
¥ = - pre_programmed_-sen sor_algonth m_dummy_ns
" secure_project_and_dummy_ns_project | __—*

] : i pre_programmed_sensor_algorithm_s
e2studio
RFP_projects initialize_meu

A pre_programmed_sensor_algorithm_ns

pre_programmed_sensor_algorithm_s

& 52. AT E WA

BNk, 18 _(FSP " FAE) W) “ HB A H -FA e2 studio” #5534 %415 H A AR 22 410 H S A Z[F] —
TAEX A

R11AN0467CU0110 JiA< 1.10 942 T, 3£ 57 7
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s D L L L R Lar T o TEi i o g

&) import O X
Import Projects —
Select a directory to search for existing Eclipse projects, f J
(OFT Fad Sl [ Ml R nlication_projects\ip_protection_t7\secure_project_and_dummy_non_secure_project ike ‘ Browse...
() Select archive file: Browse...
Projects:
p_protection_tz\secure_project_and_dummy_non_secure_project\pre_programmed_sensor_algorithm_dummy_ns) Select All
on_tz\secure_project_and_dummy_non_secure_project\pre_programmed_sensor_algorithm_s)
Deselect All
Options
[[]search for nested projects
[] Copy projects into workspace
[ Clase newly imported projects upon completion
[[]Hide projects that already exist in the workspace
Working sets
[JAdd project to working sets MNew...
Select...

@ < Back Next > Finish || Cancel

& 53. R AZET H AN EHIELETE

i “Finish”  (5ER0
5.3.2.1 £ e? studio Jrik & 4E B SCHF M B ILIE 24 B SC/F

o AR FELREDH. WNEFTHZETHFM Configuration.xml. #ii “Generate Project Content”
(ERIEHNE) « wFZETH.
o R, WIFEMAERANH . WHITHEMNIEL 2T H SR Configuration.xml. Hifi “Generate
Project Content” (AIHNE) o miFlEL20iH.
5.3.2.2 ¥tk MCU
U B TR, AH AT M AE . 78 N EORBIN HFE T 2 80, @H P 8 piath v SSD IR . 7Eik
AR, RBIUE BN AE N AR B o RT DUE P % S8 7 X B 2R B RFP SRSEEL AP IR W iR 384k 2w (e
NSECSD JRZA N HEEEA NP i e, X — 28 LA H .
AR WATEH RFP $ATHLIIBERI U, 1S I A BIZE 6.1 5. Ml G 5E 8 7 XA B8 A J-Link %%
¥ItHk MCU
TEAE B B 24 43 DX HL 3 AR 3R J-Link TRIX 254447 “initialize device back to factory default”  CKf 23447
et o ERMED 2T, DA R IERE. 1ETER, fH RFP I, “initialize device back to factory default”
CE a0 N ) BRMED BT S “Initialize Device” (Wb 281:) AHEHIThAE .
«  EK-RABM4 BELL 1 E: J6 M4, J9 WiHf. HARBRZRFFERIAMILE .
o J10 FJF K PC Al USB 2481+

R11AN0467CU0110 JiA< 1.10 943 T, 3£ 57 7
202146 A2 H RENESAS
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VHER, MR J-Link (ENEREE L, MZER SRR, P B B T T AR, R T
BB X R

IoTHigE a1 X 2 A%

s  Run Window Help

red Renesas Device Partition Manager | lrl:
. TraceX > e

&l 54. TFF “Renesas Device Partition Manager” (Fip¥afh4 X S

Rk, ¥k “initialize device back to factory default” CE 8 {4184k A BRIMED , vEEaER T,
R HT “Run”  GE17) .

{5} Renesas Device Partition Manager O >

Action

Read current device information = e i

Set TrustZone secure / non-secure bcunclarie:l Initialize device back to factory default

Target MCU connecticn: J-Link ~

Serial Mot

Debugger supply voltage (V): 0

Baud rate: G600

DLM state to change to: 55D - Secure Software Development ~

Mermaory partition sizes

Code Flash Secure (KB): 2
Code Flash NSC (KB): 23
Data Flash Secure (KB):
SRAM Secure (KB):

SRAM MSC (KB): ]
Command line tock: Erowse...
[ |
® Import Export Run Close

&l 55. /8] “Renesas Device Partition Manager” (Fipasfh2 X EHES) ¥hik RA6M4
MCU ¥ItE )G, 4kalbest 22 4 — b SO R R IR 22 4 — 3k SC .

R11AN0467CU0110 Jit 4 1.10 44 71, 57 7T
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5.3.2.3 £ e2 studio Tk %4 — | AR B IFE 24—t S0

4t B pre programmed sensor algorithm dummy ns Hi H Jf ik ¥ “Debug As > Renesas GDB

Hardware Debug”

G  > Hig® GDB i) .

5.3.2.4 ¥ MCU 344 ARSI # 8] NSECSD
P2z 4 SR R AR 22 4 kR SO R EI MCU JE, F P AT LAMER] “Renesas Device Partition Manager”

CHitp e fF o X B RS ) f MCU M\ SSD #3431 3] NSECSD @A i i 1.

Q Renesas Device Partition Manager

Device Family: Renesas RA

Action

[JRead current device information

O X

Change device lifecycle management statel

[] Set TrustZone secure / non-secure boundaries [ ] Initialize device back to factory default

Target MCU connection: J-Link
Serial Mo
Debugger supply voltage (V): 0

Baud rate: 9600

w

DLM state to change to: I NSECED - Mon-secure Software Development VI

Memory partition sizes

Code Flash Secure (KB}
Code Flash N5C (KB}
Data Flash Secure (KB)
SRAM Secure (KB)
SRAM NSC (KB)

Command line tool: Browse...
)
(?/' Impaort Export Run Close

& 56. f ] “Renesas Device Partition Manager”

MCU ILAE CHE % 4 FH LR Y AR 22 4 b SRt AT o
P AT 2 LI A BOEE 6.1 M ANER 6.2 7 1 B 32 4z I SO DL A P pir BUE T RFP B2 E IDAU XI5

BAED IR,

GRFESEo X EHEE) M SSD Y1#:%| NSECSD

R11AN0467CU0110 hix4< 1.10
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533  BA. WEARRIELEWE

5.3.3.1 SAERETH

W _(FSP /" /1) 1 “RBATH FA e2 studio” i AE 2 2TH S AR T/EX. ATAFARC AL
S35 H ) AR X A PSR R BT H .

& import o X
Import Projects —
Select a directory to search for existing Eclipse projects. 4
-l
(®) Select root directory: s\application_pr jects\tz_ip_protection\e2studic\non-secure project ke Browse...
() Select archive file: Browse...
Projects:

pre_programmed_sensor_algorithm_ns (§:40T5G-2858\repo_devira_solutions\applicatio n_pro1 Select All

Deselect All
Options
[] Search for nested projects
[] Copy projects into werkspace
[] Close newly imported projects upon completion
[]Hide projects that already exist in the workspace

Working sets
[[] Add project to working sets New...
Working sets: Select...

® < Back Mext > I Cancel

& 57. RAFRETH
IR, W7 EE R @A R SecureBundle, 5 i AE HE AT H A D B 2 AR 48 165 A A Hh ST 2 A %
pre programmed sensor algorithm s.sbd. IXJ&%4H] THKRS].

BB Prcperties for pre_programmed_tensor_algerthm_ng o ®
Fepoe Liller eet | Bulld Varlables -1
Resource
Builders
w C/Co s Build Configuestion: | Debuag [ Acthe | ~ | Manage Configuratioes...
sk Varuables
Erwenment
Logging .
Settings Hame Type value P
Tl Chain Editor SecurcBundle  File CMOM?!S!\lew_wl\rl_m\lwimtinn‘pmﬁcn’t pretection_ t2\secure_project_and_dummy_nen_secure.projectipre_progs _vensor_algerithm ghpre. _sensor_algorithm,ssbd I
oy Delete

Project Natures
Project References
Renesas OF 7] vow system variskles
FunDebizg Settinge
Task Tags

Validation Build Variabes are IDE onby varisbles, which can be ured for string subs hen defining i guration, such variable value or command fine parametes in form of $¥AR), internal builder mury use them directfy.
¢ 5 Restire Defaults Apply
k) Apply snd Close Cancel

& 58. 5| iR &HMEFH
% &5 SecureBundle {5, #4:mFIELETH.

R11AN0467CU0110 JiA< 1.10 946 71, 3t 57 7
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mFEIFTRIERETHE

5.3.3.2

o XWEHHFFIEZ 2T H M configuration.xml. #ili “Generate Project Content” (‘ERIiHMNZE)
ik dE e aniH .
o FEIHSATIERALH .

Q non-secure project - pre_programmed_sensor_algerithm_ns/src/sensor_algorithm_nsc.h - &° studio

MISRA-C

File Edit S5ource Refactor Mavigate Search Project RenesasViews Run  Window Help
{;: Debug vwE pre_programmed_sensor_algorithr ~ % | (o | DR -G oe S&‘ A - Q- 0y - A O8O
[E i = 5 7 ¥ & 8 {& [pre_programmed _sensor : \_ns] FSP C | startup.c |€] main.c [ ¢
w 15 pre_programmed_sensor_algorithm_ns [Debugll N "> Name : sensor_algorithm_nsc.h[]
s o :él‘j;g&l ALGORITHM_NSC_H
! Go Inte . LS
Y Includes EENSOR_ALGORTTHM_NSC_H_
B Open in New Window
;= gen Show In AltEsha e || < o -date-h>
w [ src
(= SEGGER_RTT = Co CtileC  LMONSECURE_ENTRY wvoid sensor_algorithm_start_guard(void)
[& app def?nitionsh = 24 | NONSECURE_ENTRY void sensor_algorithm_stop_guard(void);
5 i Paste Ctrl+V
common_utils.h ENSOR ALGOI TR -/
% o entry—[ R Delete Dt SENSOR_ALGORITHM_NSC_H_ */
|n] sensor_algorithm_nsc.h Source ¥
(= Debug Move...
(= ra_cfg Rename... F2
= script
i:o:} configuration.xml i Import.
|=| pre_programmed_sensor_algorithm_ns Debug_l* 5 Export...
% pre_programmed_sensor_algorithm_ns Debug I .y Export FSP Project.
=} RTFABMAAFICFB.pincfg (R Export FSP User Pack
(7) Developer Assistance o i
Build Project
Clean Project
| Refresh F5
Close Project
Close Unrelated Project
Build Targets >
Index ¥
Build Configurations >
N T
I e Debug As > ﬂﬂ 1 GDB Simulater Debugging (RHE50)
Profile As = Py Wal /s licasi
Team W’ l
Compare With > [ 4Renesas Simulator Debugging (RX, RL7S)
Restore from Local History... bl Corla o

5
383 C/C++ Praisrt Sefinac CtrlAWeD h'smﬂrt Browser

& 59. TEIBITEZEWME
TR, W TIUH IR, 8 5 2 g am A 22l (5EMAEZ 2 H L) Gl
MRz 2 H, RS TE T ERAFZ2EK el XfF.
534  KiEnBINARSF
HM S mE, WM E L 4T H ) Reset Handler () [ SystemInit () WHLLEE.

% Debug 52 El % |iv | ®» § = O {8 [pre_programmed_sensor_algorithm_ns] FSP Configuration 5% | [ startup.c 5%
~ [£7 pre_programmed_sensor_algorithm_ns Debug_NSECSD [Renesas GD s void Default_Handler(void);
~ (¥ pre_programmed_sensor_algorithm_ns.elf [1] [cores: 0] 51 int32_t main(void);
w o Thread #1 1 (single core) [core: 0] (Suspended : Signal : SIGTRE 52 N ;
o G 54 @ * MCU starts executing here out of reset. Main

- = Reset_Handler() at startup.c:39 0xS0dc 56 - void Reset_Handler (void)
p| arm-none-eabi-gdb (7.8.2) 57 { =
p Renesas GDB server (Host) 58 /* Initialize system using BSP. */

59 8888984c SystemInit();

58

51 /* Call user application. */

62 BEe8985s2 main();

63

64 = while (1)

65

/* Infinite Loop. */
¥
¥
o [y
& 60. BTIEZETH
Spe
R11AN0467CU0110 fii 4 1.10 547 UL, k57
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FITHF J-Link RTT &A% 6.82d sl mhlA. Hoeid .7, EFEIWFEN RTFAGMAAF 154 Birdsft. #F
e, K J-Link BEREE N “Existing Session” (HlA4:i5) , ¥ “RTT Control Block” (RTT il f
PO ®E )l “Search Range” (HZEJuMHD . #48 %G HE# E )y 0x20000000 0x8000, #AJ5Hdi “OK” (i
E) , A5 RTT && %,

ﬂ J-Link RTT Viewer V6.86 | Configuration ? >
Connection to J-Link

() usB

) TCP/TP

I @ Existing Session Auto Reconnect

Specify Target Device

P ATADMSAR

Script file (optional)

Target Interface & Speed

W 2000 kHz

WL

RTT Control Blodk
() Auto Detection () Address (® Search Range

Enter one or more address range(s) the RTT Contral block can be o
1 Syntax: <RangeStart [Hex] = <RangeSize=[, <RangelStart [Hex]
| Example: 0x 10000000 0x 1000, Ox2000000 0x 1000

Ox20000000 0x3000 |

| OK | Cancel

K 61. 53 RTT &5 %

T, wd P oww, BrEHE.
WS S, R RN

File Terminals Input Logging Help

All Terminals Terminal 0 Terminal 1

ystem Reset, enter non-secure region

rt the IP Algorithm
p the IP Algorithm

& 62. I SEHE
N A Esh P Hik. JUENE, AEBE RIS LED FFUEIN .
A ar Ll AFMCUFHE. (filhn, ffFH 2 AFiefiE MCU) , K& RIS LED =1L, K% 5-10 54t
LED FFU& N5

Start IP Algorithm

If temperature did not change more than threshold, the Green LED will blink
If temperature changed more than threshold, the Red LED will blink

63. s “1”
N 2 T P Bk, GMERLth LED K5 LISk, W5 (5 LED B INERI R, 2 5 45 1k I 0k .

R11AN0467CU0110 JiA< 1.10 948 T, 3t 57 7
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Stop_IP_Algorithm

Blue LED will toggle twice
Press 1 to restart the IP Algorithm

& 64. F P HRIA “27
HPRTLAE SN 1 EH R P FE, M 2 4718 1P &Hik.
FEMSAEA T BT AR FRER TR

X MCU B AR P AR 5, H P EM I B NI IT R (ARSI « EXFEL T, B
“Connection to J-Link” (3] J-Link fi&ER) ##F N USB.

B J-Link RTT Viewer V6.26 | Configuration ? bt

Connection to JHink

' [ serial No

(_) TCP/IP
O Existing Session

Specify Target Device

| R7FaEMAaF ~|

Script file (optional)
| |

Target Interface & Speed

SWD w  |4000kHz -

RTT Control Block )
() Auto Detection () Address (®) Search Range

Enter one or more address range(s) the RTT Control block can be o
Syntax: <Rangestart [Hex] > <RangeSize >[, <RangelStart [Hex] [
Example: 0x 10000000 0x 1000, 0x2000000 0x1000

| 0x20000000 0x8000 |

65. MCU 7ES A5 Fi2fTh ) Segger RTT E R/ EHNE
1 FHERBE B 20 X B ELB S MCU 2348 2E v i PR D14 2 DPL f: 72 10

WRTATIA, DPLIRZE PR 2RI AR1ER: , Wl R 2 &M &R EHE . — B MCU )4 2] DPL R
&, RTT &F#mNmt A HEaTH.

RTT A a2 TS A P B R (R R O HE T R . ESEBRI e P N, fEAE 22400 H b 58 B R
Ja, AP RTT &5 %M AR A F a2 48 v (e 22 v R A X3k o 6T SEBr A o RS
AR IR0, UART A DAE N B ARIE T .

HER B 5% LM AMEN Segger RTT A& 4 DRent, J AT LAMEA LU IECEHR MCU asfA di i
RE&VIH3] DPL.

R11AN0467CU0110 JiA< 1.10 949 T, 3t 57 7
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&} Renesas Device Partition Manager O *

Device Family: Renesas R&

Action

[ Read current device information Change device lifecycle management state
[[]Set TrustZene secure / non-secure boundaries |_] INMIaNIZE GEVICE DACk L0 Tactory derault
Target MCU connection: J-Link ~

Serial Mo

Debugger supply voltage (V): 0

Baud rate: G600

DLM state to change to: DPL - Deployed ~

Memory partiticn sizes

Code Flash Secure (KB) &
Code Flash NSC (KB} 26
Data Flash Secure (KB] 0
SRAM Secure (KB)

SRAM NSC (KB) B

Command line tool: Browse...

@' Import Export Close

Bl 66. kias 4 fn A AL # 2] DPL
£ DPLARE R, S TSR Ih AL TR ATIRAS . I AT LA P B % 2 0F 20 DX B MCU W14k oy SSD, 45
BRINAENR GRABUERIINAFBRERAN) o AT RRIEATT, 165 1A 5.3.2 TP 9R 5.3.2.2.
XFTAEH] RFP Bk A2 4 e SO AL R, 162 WM A IS8 6.3 74 1 Al AR 45 .
IRFEAE 58 B B T H R4 i A

6. MiFA: % RFP HT4&=RE

o EIER, AZPIPIE SR T RFPEAUSBIER J-Link VIR B4, ST EMER, AP TS N
(RFP JHF1FMP T RMISH .

o REPR T AR A T SR 5 2k AR B R A PR AR . M T T R AR 4 B T
H TR B PR R RN, B 2R, (R, PRt SSIE AT B T % B0 (28 2= i R i
AR AR T AR I E (TG . 7Rk RFP I E BTt 2 T, P A A L A S
IDAU [X 15,1 B % i & RFP 1 [ #E47 % .

6.1 Y1iEtk MCU
EfH RFP #4T “Initialize Device” (FIMHfba81F) i, #%MREE 5.3.1 L LU iE#:.

Rk, B3 RFP, #TJF “\RFP_projects\initialize mcu\initialize mcu.rpj” , %] “Device
Information” (#3H5H) %I, % “Initialize Device” (WJHHIL AT

32
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i

J

gl
e

i RA 724

File | Device Information Help

= Read Device Information
Operati lask

Read Memory...

Coi — -
Initialize Device I |

DLM ?ransition

Toal Details. .. Mum: AutoSelect Powe

& 67. { /] RFP #1444k

Target device : R7FAEMAAFICFE

Connecting the tool

Tool : J-Link {J-Link OB-5124 compiled Sep 11 2020 17:4%:38), Interface : 2 wire UART
Connecting to the target device

Setting the target device

Communication speed : 9600bps

Setting the target device

Erazing the tareet device

Digconnecting the tool
(Operation completed.

Clear status and message

& 68. MCU FJ#54L A Eh
6.2 BRFwE U
A INE RFP 1 H

\RFP projects\pre programmed sensor algorithm s\pre programmed sensor algorithm

s.zpj LAHUTBA R IfE: - - - - - -

o S A Tk U AT

- WH IDAU X1

« D)3 NSECSD

69 fii7n N “Operation Settings” (RVFXE) LI KAIKE .

o % “Program” (FE) 1 “Verify” (I0E) , PUME AT LUK 22 4 3k SO HEAT B s ANEGAIE

« i%&# “Program Flash Option” (BEsEINAFIET) 1 “Verify Flash Option”  (KiiF[AFEREIR) , DA RS
LA E FNLGTE IDAU A= fi Ji IR o

o Kikd¥ “Erase” () MEREE @ wIiatbar 24403, W 6.1 R,

Device Information  Help

Operation Block Settings Flash Options  Connect Settings  Unique Code  User Keys

Command Erase Options
[] Erase Erase All Blocks ~
Program

Program & Verify Options
Werity [] Erase Before Program
Program Flash Options

Verify Flash Options

Verify by reading the device

[] Checksum
Checksum Type
CRC-32 method
Fill with O FF
[] Code RAash / User Boat Error Settings
[] Data Flash Enable address check of program file

El 69. w B#(ERE (RFP)

AR R ) DLM RS VI B IDAU X E, RAK/E “Flash Options”  ([NAFIEHD IR T
Fo & .

R11AN0467CU0110 JiA< 1.10 % 51 51, 3t 57 7
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THFEE, Wil RFP, ATULEERE MCU 28414 an I HPIRZS M SSD P43 NSECSD, T1fi ois sl dE L4 —
BER SO AR 2 4 Tt S TR AR T H K .

File  Device Information  Help

Operation Operation Settings  Block Seﬂingsl Fash Options I:c-nnect Settings  Unique Code  User Keys
~ DLM

Set Option Set
Target State NSECSD
w

Encrypted SECDBG Key
Encrypted NONSECDBG Key
Encrypted RMA Key

Set Option Set
Code Hash Secure [KB] 6
Code Hash MNSC [KB] 26
Data Fash Secure [KB] [1]
SRAM Secure [KB] 2
SREAM MNSC [KE] 6
w  Securty
Set Option Do Mathing
Dizable Intialize Command Disable

& 70. % & IDAU XI5
BRI EWE 71 iR,

File  Device Information  Help
Operation  Operation Settings  Block Settings  Flash Options  |Connect Settings | Unique Code  User Keys
Communication
Tool: | J-Link o Interface: 2 wire UART Speed: 9,600 ~ | bps
Tool Details... Mum: AutoSelect
Device Authentication
Settings...
B 7. REEE
R11AN0467CU0110 fit4s 1.10 252 71, 57 5l
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WP E PR E] MCU 22 23 H — I (Lsrec 3 .hex)

File | Device Information | Help

Project Information

Current Project: test.mpj
Microcontroller: R7FABMAAFICFB
Program File

|-n_tz\pregrogrammed_sensor_algorithm_s\Debug\preJJrogrammed_sensor_algorithm_s.sred

CRC-32 : 73B40EFB

Flash Operation

Program > Verify > Program Flash Options »> Verfy Flash Options

Start

Operation Settings  Block Settings  Flash Options  Connect Settings  Unigque Code  User Keys

Browse. ..

B 72. B EHES MCU H 224 kS0

SRTHE)E, R ATLL “Start”  OFR) ket a ik SO F i 8 IDAU X3,

6.3 Bk dE 224 — b o
] RFP 5@t 324t 1 RFP 1 H ke 36 24000 5 — #EH1 01k

\RFP_projects\pre programmed sensor algorithm ns\pre programmed sensor algorithm

_Nns.rpjo

HUHikH “Operation Settings” (#:fEiXE) EWi-~4 1) “Program Flash Option”

“Verify Flash Option” (I&iiFNAFETD .

CREINAFIETD Al

File  Device Information  Help

Operation| Operation Settings [Block Settings  Flash Options  Connect Settings  Unique Code  User Keys

Command Erase Options
[] Erase Erase Selected Blocks w
o
- Program & Veerify Options
[ ey [] Erase Before Program
L] Program Flash Options Verify by reading the device
[] Verify Flash Options
[] Checksum
Checksum Type
CRC-32 method
Fill with CcFF
[] Code Rash / User Boot Ermor Settings
[] Data Flash Enable address check of program file

B 73. Je 2T B EHISUE BRI R R R

R11AN0467CU0110 A 1.10
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#5653 7, 57

I

~




Ei® RA 77 i K itk Arm TrustZone )z &%t - IP £

X B IR AR 3] DPL, A RAET FH M “Do Nothing” (AHUTAEMMEAE) T1#: 3] “Set” (%
B) . R, B3 DPL, H4assH JTAG #:10 (¢ Segger RTT 7% 24 A /4 ! Th g

Operation Operation Settings  Block Settings  Flash Options  Connect Seftings  Unigue Code  User Keys

v DLM
Set Option Do Mothing
Target State DPL

~ DLM Keys
Set Option Do Mothing

Encrypted SECDBG Key

Encrypted NONSECDBG Key

Encrypted RMA Key
] Boundary
Set Option D
Code Flash Secure [KE] 0
Code Flash NSC [KB] 0

o Mothing

Data Fash Secure [KB]
SRAM Secure [KB]
SRAM NSC [KB]

v Gecurly
Set Option Do Nothing
Dizable Intialize Command Na

A 74. de 22T E i HISOH TR MERERE
“Connect Settings” CERE) NMAHSE 71 FrstiEr R E .
AR A R, W 75 B

k Renesas Flash Programmer E3.07.00f-RA (Preliminary Versicn) — X

File  Device Information  Help

Operation  Operation Settings  Block Settings  Flash Options  Connect Settings  Unique Code  User Keys

Project Information

Cument Project: test mj
Microcontroller: R7FABMAAF3CFB
Program File

I |;ec1.|re project\prEJ::rogrammed_sen5or_algor’rthm_ns\ﬁelease\pregrogrammed_sensor_algb || Browse ..

CRC-32 : 75537364

A 75. & FEIE A T HEH U
WL ERTAE, AT “Start”  (FFEE) , BRF AR ik k.
THER, P LR B A P= IR 75 ks 244 Ay F IR ZS M DPL Y1431 LCK_DBG 5 LCK_BOOT. {Hj&,
SEE A B AT 2] LCK_DBG J&, Wil Bk AZEH . gsi 4 an A PR S V1#: 3] LCK_BOOT J&,
AT B AR . Nl MCU AR AT g e D s AME R, BRAEX R TA~Hi&, HNE
) S i R WPIR A1) 4 31 LCK_DBG ¢ LCK_BOOT.

Flash Operation

Program =3 Verify

R11AN0467CU0110 Jit 4 1.10 2554 71, 57 1T
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7. Mz B: EJCER

Ri& X

SSD A A HWPIRAS . L2 WA IT & (Secure Software Development) . iiX4% )y DBG2.
FEIXFPIRAS N AT LA E IDAU X35,

NSECSD | #¢F4ay FWPIRES: %4 & (Non-SECure Software Development) . iR 2% N
DBG1.,

DPL A A RS ©iE (DePLoyed) . 44 DBGO.

SCE9 AN 5% 9 (Secure Crypto Engine 9) : MCU WL T R %5, 215 )& B e R AR
PAT INEHRAE

i

SH R

(775 RABM4 _Z I " FHf: 1)

( R 1T B3 61 (FSP) " FAH)

(/1T Armv8-M %2417 Arm® TrustZone #&4)

(Tt 5= RA 7= 4ii S0k - s A i Jg B P28 28 w25 (R11AN0469CU) )

(7% RA % 5% - /1 Arm TrustZone (9 g#&5#5 (R11ANO468EU) )
(Arm® v8-M 42122 F /)

(Arm® Cortex®-M33 4 FH# A ZHFH)

(Arm® Cortex®-M33 #3111 /1 157 )

© N OO A WD

R11AN0467CU0110 JiA< 1.10 % 55 71, 3t 57 7
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https://www.renesas.com/us/en/products/microcontrollers-microprocessors/ra/ra6/ra6m4.html#documents
https://www.renesas.com/us/en/products/microcontrollers-microprocessors/ra/ra6/ra6m4.html#documents
https://www.renesas.com/us/en/products/software-tools/software-os-middleware-driver/software-package/ra-fsp.html#documents
https://developer.arm.com/documentation/100690/0201
https://www.renesas.com/document/apn/renesas-ra-family-device-lifecycle-management-key-installation?language=en&r=1333976
https://www.renesas.com/document/apn/renesas-ra-securing-data-rest-using-arm-trustzone?language=en&r=1333976
https://developer.arm.com/documentation/ddi0553/bl/
https://developer.arm.com/documentation/100230/0002/
https://developer.arm.com/documentation/100235/0004/

Hii b RA 77 i K

Arm TrustZone )z &%t - IP £

9. MM H

R T RA L SRR R RANSOR AR G 30, U7 EAR URL.

EK-RA6M4 %5

RA 7= 5 B

RIGHE YA+ (FSP)
RA 7= SCFFig iR

B 5% SCHF

renesas.com/ra/ek-rabm4

renesas.com/ra

renesas.com/ral/fsp

renesas.com/ra/forum

renesas.com/support
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i BH
&N HEA g W
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10.

11.
12.

13.
14.

ASCRY LR AR S AE B A AR U U W A P S R RS R R . FH P R PR SR R R R RS S N AT A
fib 8 ARAR AR AT o XSS =0 D AR S . RS ST B AR AT TR I3, Renesas Electronics A& AT AT 534T:
Renesas Electronics Ut i, X T {3 A SCR i ik ) Renesas Electronics 7= sl B AR & CAIFREARIR T7= W80, B4t BR. 75
IEFIRLF R 1512 A S HE = KL R OB SRR B AT A 2RI, BEAS AR AT AT ST R 4%
%} Renesas Electronics B Ath 2 5] AT LR RRAEFAB R BUI A FPATATIHZR . B R T .
BN RHEREMTME=ZFREME ST, HFEFTEN MEEED, HOo. flE. BE. 8. sy AeEa
% Renesas Electronics /= i AL 7= i 3R AF LR VR AT .

#3% Renesas Electronics 7= i (1 &Sl - AT B B f5ek. EHlsidim TR . XFRES. ok, &lsism TRIN S 8IS = 52 10T
@Jh%lh%, Renesas Electronics A &AL 51/
Renesas Electronics 7= S il 4l LA R AN S AT 7025 “ARdE” 1 “L” . Renesas Electronics ffFf = i I T B A H R T 7= i 10 o 2 55
G, BARWITFTR.
CRRAE” - UPENL. ARG BERE . IR RS T IRE . KA. PURT A, NARFRE. TS A5
IR . B A GRE. KE. BIS  OBEH CORESIT) o KEBGEERE: EEMARARY: Laihikes
k% -k 7E Renesas Electronics 44 T it 5 Renesas Electronics H il SC 4% v B ff 5 52 Dy i ) S 1k 7= 5t s B TOB B IR B8 (10 7= 5, 75 )] Renesas
Electronics 7= i ANiE & S A F 0] fext N AR dohl s B I BE BN 5053 (NIEEM SRR & ARG FAMAYSE) , o il gl ™ H
M P4 (R RS BRIP4, Bl iiEH R %, WEHIRA. XBRE&RE. EFESS W-nBRA%. ST REHEMS Renesas
Electronics ¥4t T/t Fl /- F Wi HAt Renesas Electronics SCRA—#[#] Renesas Electronics 77 i 1 5| 2 I 4 B AT AT &5 = 77 B B AT AT 453 5 545
%, Renesas Electronics A~ &K$HAT T $74T .
WA AT SR R 4int 2 4. A& Renesas Electronics FREAF ;7 5 7T g SE it 14T % 248 is i, Renesas Electronics X RIT A
TR R 8% IR T AT R 2452801 77 3015 17 2548 ] Renesas Electronics /=i 84 i1 Renesas Electronics f= i &4 ) i 2 2L AT 4] J5 52
WA 5. RENESAS ELECTRONICS A$H{fE{#iF RENESAS ELECTRONICS 7~/ 8 fii ] RENESAS ELECTRONICS 7= /i i 2 AT RGEA 4
WA, BB R TEEREIR . Kb, mEE. T BRI BB E RS G AR C“URIFNE” ) . RENESAS ELECTRONICS A /&
FH H AT AA] Y R 9 A 5 R ¥ 55 2 AR SR AT AT R T S AR B 55 o A, E3&E IR R VPTG N, RENESAS ELECTRONICS i 4R S FTAT AR
B BT 1 3 SR A (AT ART AR T AT W R B 7S (R ERAIE, ARG AE AN PR 6F 35 A P o A s Y 34 03 AP PO R 7R AR
{# /] Renesas Electronics 7=/, 52 WEOH =G E CEEEFM. HAFM. RAHZER . rTEEF MR <A FRRE A 544 3840 10— B
17 25, IS 4% 1F 75 & Renesas Electronics 765 KATEH . TAF R ETGE . BOGIER LR S0 HME . X FRIEGH EREE
[l ¥ 24 N 1§ /] Renesas Electronics 7= iy il 5 @ AR . #BRELH i, Renesas Electronics AN A&AATAT Ti4E .
JL4 Renesas Electronics (/1 T4 Renesas Electronics 7= i (i AW SEME, AR 54472 5 B8 (ARRIE, B InTE 4R 2 18028 T R AR MO DA TE
Tesbfd 46 4F T L. BRIE/E Renesas Electronics 3 -/t 5 Renesas Electronics HiAt SCR w46 5 A il 517 Sh Bl TR S BIM = 5, &
Ml Renesas Electronics 7™ it 4 AN 2 B im S Bk L s . 7 B2 AR SR B2 460, DABT b N 055 . K& i3, A/ A Renesas
Electronics 7 il & A= #4582 8 T % 28 i BRI SE RS, il AN 4% i) 22 A i, AR EARIRFIUA. KSR TR « 4% AR Ak A)3E 2 a3
AT AT A R . T Y T SV AT VR AL AR TR ELOE Ses e, BRI P SR PR B O A= 247 sl R G 2 A
i1k & Renesas Electronics #5703 4k, LIIKEUE AT 5 11 E4I{5 S, Bl Renesas Electronics 77 i IS A M. FH P A TUTIAE. =
Sy MR FEAT D AN B T 32 4% M R 1458 R (BB R TR RoHS 654 , I 4% IR BN & ML H A M 44 /il Renesas Electronics 7
Fio KT R AT S 3 P RV RV R T B AR 51 2%, Renesas Electronics ASRAHATAT 54T
Renesas Electronics 7= fi FIE AR A4 FH T 38 N AEAADE FH (A B sl b el VR ak I bblis 3 sl 510 P= s RGN . P RO SF
of 245 5 BRE 5 A B A AT I 5t DX SERCRF ATUATS R 3R (AT AT ] 38 Y 09 s 1 sy e Ak
N HiRenesas Electronics 7= & (W 5 8L AT, BB X2 ST 0 R b B LA 5 2 B B L S = O AT AT A 2 3y, SR A SR
i) B ) P 2R S AL B ISR R AR B =7
A% Renesas Electronics S5¢ il A&, A1 LMEATIER A HEE > =D, FIEE A Sory.
S A SRS HP 45 45 8L Renesas Electronics 7= sh A (T 51, ik & Renesas Electronics #5735 4t
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