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Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infingement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Viu (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Preface

1.  About this document

This manual is generally organized into an overview of the product, descriptions of the CPU, system control functions,
peripheral functions, electrical characteristics, and usage notes. This manual describes the product specification of the
microcontroller (MCU) superset. Depending on your product, some pins, registers, or functions might not exist. Address
space that store unavailable registers are reserved.

2. Audience

This manual is written for system designers who are designing and programming applications using the Renesas
Microcontroller. The user is expected to have basic knowledge of electrical circuits, logic circuits, and the MCU.

3. Renesas Publications

Renesas provides the following documents. Before using any of these documents, visit www.renesas.com for the most
up-to-date version of the document.

Component

Document Type

Description

Microcontrollers

Data sheet

Features, overview, and electrical characteristics of the MCU

User’s Manual: Hardware

MCU specifications such as pin assignments, memory maps,
peripheral functions, electrical characteristics, timing diagrams, and
operation descriptions

Application Notes

Technical notes, board design guidelines, and software migration
information

Technical Update (TU)

Preliminary reports on product specifications such as restriction and
errata

Software

User’'s Manual: Software

API reference and programming information

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications

Tools & Kits, Solutions

User’s Manual: Development Tools

User’'s Manual: Software

Quick Start Guide

User’s manual and quick start guide for developing embedded
software applications with Development Kits (DK), Starter Kits
(SK), Promotion Kits (PK), Product Examples (PE), and Application
Examples (AE)

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications
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4.

Numbering Notation

The following numbering notation is used throughout this manual:

Example Description
011b Binary number. For example, the binary equivalent of the number 3 is 011b.
Ox1F Hexadecimal number. For example, the hexadecimal equivalent of the number 31 is described 0x1F. In
some cases, a hexadecimal number is shown with the suffix "h".
1234 Decimal number. A decimal number is followed by this symbol only when the possibility of confusion

exists. Decimal numbers are generally shown without a suffix.

5.

Typographic Notation

The following typographic notation is used throughout this manual:

Example

Description

AAA.BBB.CCC

Periods separated a function module symbol (AAA), register symbol (BBB), and bit field symbol
(CcC).

AAA.BBB A period separated a function module symbol (AAA) and register symbol (BBB).
BBB.DDD A period separated a register symbol (BBB) and bit field symbol (DDD).
EEE[3:0] Numbers in brackets expresses a bit number. For example, EEE[3:0] occupies bits 3 to 0.

6.

Unit and Unit Prefix

The following units and unit prefixes are sometimes misleading. Those unit prefixes are described throughout this manual

with the following meaning:

Symbol Name Description
Binary Digit Single 0 or 1

B Byte This unit is generally used for memory specification of the MCU and address
space.

k kilo- 1000 = 103. k is also used to denote 1024 (210) but this unit prefix is used to
denote 1000 (103) throughout this manual.

K Kilo- 1024 = 20, This unit prefix is used to denote 1024 (210) not 1000 (103)
throughout this manual.

7. Special Terms

The following terms have special meanings.

Term

Description

NC

Not connected pin. This pin should be left floating unless specified otherwise.

Hi-Z

High impedance.

Don't care or undefined.




8. Register Description

Each register description includes both a register diagram that shows the bit assignments and a register bit table that
describes the content of each bit. The example of symbols used in these tables are described in the sections that follow.
The following is an example of a register description and associated bit field definition.

XX.X.X  {register/name} : {register/description}

Base Address: {peripheral/name} = {peripheral/baseAddress}

Offset Address: {register/addressOffset} (1 )
Bit potision: 7 6 5 4 3 2 1 0 (2)
Bit Field:| - - - - - - - {field/name}
Value after reset: 0 0 0 0 0 0 0 o —(3)
4) ®) (6)
Bit ‘Symbol ‘ ‘ Function ‘ ‘RIW ‘
0 {field/name} {field/description} {access}
0: {enumeratedValue/description}
1: {enumeratedValue/description}
71 - These bits are read as 0. The write value should be 0. R/W

(1) Function module symbol, register symbol, and address assignment

Function module symbol, {pheripheral/name}, register symbol, {register/name}, and address assignment of this register
are generally expressed. Base Address and Offset Address mean {regiser/name} : {register/description} of {peripheral/
name} is assigned to address {peripheral/baseAddress} + {register/addressOffset}.

(2) Bit number

This number indicates the bit number. This bits are shown in order from bits 31 to 0 for 32-bit register, from bits 15 to 0
for 16-bit register, and from bits 7 to 0 for 8-bit register.

(3) Value after reset

This symbol or number indicate the value of each bit after a hard reset. The value is shown in binary unless specified
otherwise.

0: Indicates that the value is 0 after a reset.
1: Indicates that the value is 1 after a reset.

x: Indicates that the value is undefined after a reset.

(4) Symbol
{filed/name} indicates the short name of bit field. Reserved bit is expressed with a —.
(5) Function
Function indicates the full name of the bit field, {field/description}, and enumerated values.
(6) R'W
The R/W column indicates access type whether the bit field is readable or writable.
R/W: The bit field is readable and writable.

R: The bit field is readable only. Writing to this bit field has no effect.

W: The bit field is writable only. The read value is the same as after a reset unless specified otherwise.



9. Abbreviations

Abbreviations used in this document are shown in the following table.

Abbreviation Description
AES Advanced Encryption Standard
AHB Advanced High-performance Bus
AHB-AP AHB Access Port
APB Advanced Peripheral Bus
ARC Alleged RC
ATB Advanced Trace Bus
BCD Binary Coded Decimal
BSDL Boundary Scan Description Language
DES Data Encryption Standard
DSA Digital Signature Algorithm
ETB Embedded Trace Buffer
ETM Embedded Trace Macrocell
FLL Frequency Locked Loop
FPU Floating Point Unit
HMI Human Machine Interface
IrDA Infrared Data Association
LSB Least Significant Bit
MSB Most Significant Bit
NVIC Nested Vector Interrupt Controller
PC Program Counter
PFS Port Function Select
PLL Phase Locked Loop
POR Power-on reset
PWM Pulse Width Modulation
RSA Rivest Shamir Adleman
SHA Secure Hash Algorithm
S/H Sample and Hold
SP Stack Pointer
SWD Serial Wire Debug
SW-DP Serial Wire-Debug Port
TRNG True Random Number Generator
UART Universal Asynchronous Receiver/Transmitter
VCO Voltage Controlled Oscillator




10. Proprietary Notice

All text, graphics, photographs, trademarks, logos, artwork and computer code, collectively known as content, contained
in this document is owned, controlled or licensed by or to Renesas, and is protected by trade dress, copyright, patent and
trademark laws, and other intellectual property rights and unfair competition laws. Except as expressly provided herein, no
part of this document or content may be copied, reproduced, republished, posted, publicly displayed, encoded, translated,
transmitted or distributed in any other medium for publication or distribution or for any commercial enterprise, without
prior written consent from Renesas.

Arm® and Cortex® are registered trademarks of Arm Limited. CoreSight™ is a trademark of Arm Limited.
CoreMark® is a registered trademark of the Embedded Microprocessor Benchmark Consortium.
Magic Packet™" is a trademark of Advanced Micro Devices, Inc.

Other brands and names mentioned in this document may be the trademarks or registered trademarks of their respective
holders.

11. Feedback on the product

If you have any comments or suggestions about this product, go to Contact Us.


https://www.renesas.com/us/en/contact-us

Contents

== LT == 46
LIS A=Y 7 1= 75 47
1.1 FUNCHON OULING ...ttt s b s bt e e ae e b e e neree s 47
L = 1o Yo QB T F= o =T o RSP SPP 52
R I - T N[V 00] oY= 4o T PSPPSR 52
L I ¥ o Tor (o] W @ e 4 gl oY=y T o H U PPSR 54
1.5 PN FUNCHONS ...ttt et e e s e e e s s e e e s e e e e e s annneee s 55
(ST T Nt T [ o 41T o | £ PRSP 60
R T o T - 3PSO 62
728 0 66
Nt T O 1YY 1= USROS 66
211 O U USSR 66
2.1.2 9= o TH T PR 67

N = 1o Yo QD T-To | - 1 o o RPN 67
2.3 Implementation OPLIONS. ........oiiii it e e e e e e e e e e e e aaaeaeaaan 68
N I - Yot [ 1 (T =T TSRS 69
TN 1 N € TS A AT I ) =Y o £ Vo TSR 69
2.6 Initial Vector Table Base AdAreSsS ..........cocuiiiiiiiiiiiee e 70
A AN O T o 10 To I ol U1 T 4o o [PPSR 70
2.7.1 External Debugger Connectivity and Authentication Through JTAG/SWD ...........cccccveevnnen. 70
27.2 Debug Protection Mechanism by SOftwWare ... 71
2.7.3 Effect of Debug FUNCHON.........oo e 72
2.8  RegiSters DESCIIPLION ......ueiiiiiiiiiee ittt e e e e e e e e e ettt e et e e e e e e e e e e e nnnbeeeeeeeaaaaeeaaan 73
2.8.1 CPU CoNtrol REGISTEIS ...t e 73
28.2 Address Spaces for External DebUGEr........oou i 75
2.8.3 CPU PEIPNEIAL ...ttt ettt e e e e e e e e e e e e e e e e e e e e s e e eansrsaaneeeaeas 76
284 ROM TaDIE ...ttt ettt et e ettt esb e e e e be e e ebae e e snnee s 77
285 DBGREG. ...ttt ettt ettt ettt ettt h et e e ettt e e ee e e e bt e e e neeeaneeeeaneeeeanneaeanneean 79
2.8.6 (@0 | SRR 86

2.9  CoreSight Cross Trigger INterface (CT)....ueiiii i a e e e e e e e 92
210  CoreSight ATB FUNNEL......cccoiiiiiie ettt e sttt e e e ettt e e e s st e e e s sabaeeeeeaanteeeaessaseaeeeesanssneaeeannes 92
211 SYSTICK SYSIEIM TIMEE ...t b bttt e e e b bt e e e s st et e e e e sbbeee e e e anbaeeeeeanee 93
212  CoreSight TIMestamp GeNEIator...... ..o e e e e e e e 94
2.13  OCD EMUIGOr CONNECLION .....c..tiiiiiiieitit ettt ettt ettt sb e st nnn e snne e s anreeenes 94
2.13.1 SYOCDCR.DBGEN ...ttt ettt st b et b et e e sab e e e bt e e e anbeeesnneas 96
213.2 Restriction in OCD Emulator ConNNECiNgG ........coviiiiiiiiiiiiiee e 96
213.3 Starting Connection While in Low Power Mode ............oooiiiiiiiiiiiieieee e 96
2134 Low Power Mode Change During Debugging ...........eeeeviieeiiiiiiiiiiiiiieeeee e 96
2135 Connecting Sequence and JTAG/SWD Authentication.............ccccceeeiiiiieie e 97
N S =Y {1 (= g o7 SO EEE 97
P Lo T U F =T [ o] (= PP PP 98
2.15.1 RESEHCHONS fOr OSPl......eiiiiiii it 98

3. 0Perating MoOAES ......cociiiiiiiriirr i ————— 929
G TRt O © 1YY TSRS 99
3.2  Operating Mode Types and SEIECHON ........cooiiiiiiiiiiiceeeee e e e e eaeae e e e e e e 99
3.3 Details Of Operating MOAES .........ccoiuiiiiieiiiiiiee et e e e sttt e e e s st e e e e s ssteeeaessbeaeeeeeansaeeaeeanes 99
3.3.1 SINGIE-ChiP MOE.......eeiiiiiii ettt e et e e e s abb e e e s aab e e e e e anes 99

3.3.2 JTAG BOOE MOE ...ttt e e e e e e 99



3.3.3 SO 1 =0 o] 4 1Y, o T [ 99

3.34 0TS =TT ] 1 o Yo [ SRS PRR 99
3.4 Operating Modes TranSIHIONS. .......oouiiiii e e e e e e e 99
3.4.1 Operation modes and the relationship of Mode Transition ...........ccccooiiiiiiiiiic i, 99
e Lo LT o T T OSSP 101
g O o [0 | =TT o = Lo T 101
4.2 EXIErnal AdAreSS SPACE .....cooiiuiiiiiiiiiie ettt e et e et e et e e e e e e nnaeeas 103
== £ 105
Lo TRt O O 1YY TSR 105
5.2 RegiSter DESCIIPONS ......oiiiiiiiiie ittt e e e et e e e e rnb e e e e s sbbeeeeeeanbeeeeeeaans 111
5.21 RSTSAR : Reset Security Attribution Register..........cccccooiiiiiiiii e 111
5.2.2 RSTSRO : Reset Status Register O ..........ooiiiiii i 112
523 RSTSR1 : Reset Status Register 1 ... ... 114
524 RSTSR2 : Reset Status Register 2........ooo e 116
5.2.5 SYRSTMSKO : System Reset Mask Control Register O ............cocccciiiiiiiiieee e, 116
5.2.6 SYRSTMSK?2 : System Reset Mask Control Register 2 ...........ccoovveiiiiiiii i 117
LR T © =1 o] o U 117
5.3.1 RES Pin RESEL ... ..t e et e e et e e e e b e e e e 117
5.3.2 POWET-ON RESEL......ooiiiiiiiitii ettt e e 117
5.3.3 Voltage MoNiItor RESEL ... e e e 118
534 Deep Software Standby ReSet ... 121
5.3.5 Independent Watchdog Timer RESEt..........uuiiiiiiiiiiii e 121
5.3.6 Watchdog TImMer RESEt...... oo 122
5.3.7 CPU LOCKUP RESEL......eeiiiiiiiiiiie et e e e e e e e e e e aaees 122
5.3.8 SOMWAIE RESEL....c it e e re e e 122
5.3.9 BUS EITOr RESEL.... e e 122
5.3.10 Common Memory Error RESEL ...........uuiiiiiiiiieee e 122
5.3.11 Determination of Cold/Warm Start ............oooiiii i 123
5.3.12 Determination of Reset Generation SOUICEe .............ooiiiiiiiiiiiiii e 123

5.4  Reset Protection from Non-secure Programs............oocuuiiio i 124
L0 o 1T ¢ TS T= T T N1 L=T 4 T SO 125
L0t I O 1YY TSR 125
6.2  RegiSter DESCIIPONS ......oiiiiiiiiiie ettt e e e e ettt e e e s aa et e e e e sbte e e e e e anreeeeeeans 126
6.2.1 OFSO0 : Option Function Select Register O ...........ccccuuiiiiiiiiiie e 126
6.2.2 OFS2 : Option Function Select REGISIEr 2........cooiiiiiiiiiiiiie e 129
6.2.3 DUALSEL : Dual Mode Select RegiSter ... 129
6.2.4 SAS : Startup Area Setting RegiSter .........ooo i 130
6.2.5 OFS1, OFS1_SEC : Option Function Select Register 1 for Non-secure and Secure......... 131
6.2.6 OFS1_SEL : Option Function Select Register 1 for Security Attribution...............ccccceeee 132
6.2.7 BANKSEL, BANKSEL_SEC : Bank Select Register for Non-secure and Secure............... 133
6.2.8 BANKSEL_SEL : Bank Select Register for Security Attribution...........ccccoocoviiiiiinnn. 135
6.2.9 BPS, BPS_SEC, BPS_SEL : Block Protect Setting Register.........cccccceeeiiiiiciiiieieieeeeen, 136
6.2.10 PBPS, PBPS_SEC : Permanent Block Protect Setting Register ............cccoocveiiiieneeenen. 138
6.2.11 CFGDOLOCK : Configuration Data 0 LOCK Bit ........c..oeiiiiiiiiiiiiiieeee e 138
6.2.12 CFGD1LOCK : Configuration Data 1 LOCK Bit ........c..eiiiiiiiiiiiei e 139
6.2.13 CFGD2LOCK : Configuration Data 2 LOCK Bit ............uvviiiiiiieieiii e 140
6.2.14 ARCLS : Anti-Rollback Counter Lock Setting ..........ccooviiiiiiiiiiiiiie e 141
6.2.15 ARCCS : Anti-Rollback Counter Configuration Setting for Non-secure Application ........... 141
6.2.16 ARC_SECn : Anti-Rollback Counter for Secure Applicationn (n =0, 1) ..ccccceeiiiienennnnen. 142

6.2.17 ARC_NSEChn : Anti-Rollback Counter for Non-secure Applicationn (n=0to 7) .............. 142



6.3  Setting OptioN-Setting MEMOTY ... e e e e e e e e e s s areeeaaaees 142

6.3.1 Allocation of Data in Option-Setting MemOIY ..........cooiiiiiiiiiiiiee e 142
6.3.2 Setting Data for Programming Option-Setting Memory.........cccoociviiiii e 142
6.3.3 Security attribution of code flash option-setting memory ..o, 143
6.3.4 Timing of the SettiNG ValUE .......coooiiii i 143

L U = Vo =T N (o] (= PP 143
6.4.1 Data for Programming Reserved Areas and Reserved Bits in the Option-Setting Memory 143
Programmable Voltage Detection (PVD) ........ccccciiiimiiiiiiscccssesesssesssssssssssssssssse s s nssssssssssssssssssssssssesns 145
0 T O 1YY USRI 145
7.2 RegiSter DESCIIPONS .....coiiiiiiiiiii ittt e e e bt e e e st e e e e e e sbbe e e e e aaabeeeeeeaas 146
7.2.1 PVDSAR : Programable Voltage Detection Security Attribution Register...............c........... 146
7.2.2 PVDmMCMPCR : Voltage Monitor m Comparator Control Register (m =1, 2) .....ooovveeeeennnn. 147
7.2.3 PVDmCRO : Voltage Monitor m Circuit Control Register 0 (m =1, 2) .....cooccivieiiiiiereeee, 148
724 PVDmCR1 : Voltage Monitor m Circuit Control Register 1 (m =1, 2) ..c.cooiiiiiiiiiiiiiin. 149
7.2.5 PVDmSR : Voltage Monitor m Circuit Status Register (m =1, 2)......cccccoiiiiiiiiii, 150
7.2.6 PVDmMFCR : Voltage Monitor m Function Control Register (m=1,2) .......ccccccviiveeeeeeeennn. 150
RS Y[ O1 O 141 o101 Y /o] L e=To [ 1Y/ (o] 1 (o ) (B RO URRPPRRRR 151
7.3.1 1Y ToT 11 Co] T g o I A PSPPSR PP PPRT 151
7.3.2 1Y ToT 11 (o] T aTo I AP PR PP PPPR 151

7.4  Reset from Voltage MONITOr O .......oouiiiiiiiiiiee et e e ee e 151
7.5 Interrupt and Reset from Voltage Monitor m (M =1, 2) .o 152
7.6  Event Link Controller (ELC) OUIPUL..........uuiiiiiiiiiiii e e e e eeaaae s 155
7.6.1 Interrupt Handling and Event LiNKiNG ..o 156
Clock Generation CirCUIt .........ccccuuiiiiiiiriiiirr s s an s s anr e s nanns 157
T T O 1T o T O PP PP PP UPPOURPPPI 157
8.2 RegiSter DESCIIPLIONS .......eiiiiiiiiiiiii ettt e e e e e e e e e et e e e e e e e e e e e e e nnn e e eeeeeaaaeeas 161
8.2.1 CGFSAR : Clock Generation Function Security Attribute Register..........c.coocoveiiiiennns 161
8.2.2 SCKDIVCR : System Clock Division Control Register ..........cccooieiiiiiiiiiiiee e 164
8.2.3 SCKDIVCR2 : System Clock Division Control Register 2...........cccccoiiiiiiieeeeeiiieciiieee, 166
8.2.4 SYRACCR : System Register Access Control Register............ccocvviiiiiiiiiiiiiiiee e 166
8.2.5 SCKSCR : System Clock Source Control Register ... 167
8.2.6 PLLCCR : PLL Clock Control REGIStEr.........uuiiiiiiiiiie et 168
8.2.7 PLLCCR2 : PLL Clock Control REgIStEr 2...........uvviiiiiiiieeeiee et 169
8.2.8 PLLCR : PLL CONtrol REGISTEN .....cceiiiiiiie ettt et e e e e 170
8.2.9 PLL2CCR : PLL2 Clock Control RegiSter.........cooiiiiiiiiiiieeee e 171
8.2.10 PLL2CCR2 : PLL2 Clock Control RegiSter 2...........eeviiiiiiiiieiiie e 172
8.2.11 PLL2CR : PLL2 CONtrol REGISIEN ....uveiiiiieeee ettt e e e 173
8.2.12 MOSCCR : Main Clock Oscillator Control REQISter ..........cccoviiiiiiiiiiiiiee e 173
8.2.13 SOSCCR : Sub-Clock Oscillator Control Register ..........oocuuiiiiiiiiiiiii e 174
8.2.14 LOCOCR : Low-Speed On-Chip Oscillator Control Register ...........ccocceiiiiiiiiiiieee, 175
8.2.15 HOCOCR : High-Speed On-Chip Oscillator Control Register.........ccccceeeiiviiciiiiiieeieeeeeen, 176
8.2.16 HOCOCR?2 : High-Speed On-Chip Oscillator Control Register2............cccoccovveiiicieneeennnen. 177
8.2.17 MOCOCR : Middle-Speed On-Chip Oscillator Control Register ..........ccccoocevieiiiiieie i, 177
8.2.18 FLLCR1 : FLL Control REGISterT.........viiiiiiiiieee et 178
8.2.19 FLLCR2 : FLL CONtrol REGISIEI2.......eeeiiiieeec ettt a e 179
8.2.20 OSCSEF : Oscillation Stabilization Flag Register ............cooiiiiiiiiiiie e 180
8.2.21 OSCMONR : Oscillator Monitor Register ... 181
8.2.22 OSTDCR : Oscillation Stop Detection Control Register. ... 182
8.2.23 OSTDSR : Oscillation Stop Detection Status Register ............cooooviiiiiiieiiieee e, 183
8.2.24 MOSCWTCR : Main Clock Oscillator Wait Control Register............ccccceevviieee i, 184



8.2.25 MOMCR : Main Clock Oscillator Mode Oscillation Control Register............ccccovvvveeeeneeennn. 184

8.2.26 SOMCR : Sub-Clock Oscillator Mode Control Register ............ccocvviiiiiiiiieiiiiiiee e 185
8.2.27 CKOCR : Clock Out Control REGISEEN .......ccoiiuiiiiiiiiiiiiee et 186
8.2.28 LOCOUTCR : LOCO User Trimming Control Register ...........ccccceiiiiiiiiiiieeeieee e 187
8.2.29 MOCOUTCR : MOCO User Trimming Control Register ...........ccccvveviieeieiiiiiiciieeeeeee e, 187
8.2.30 HOCOUTCR : HOCO User Trimming Control Register ..........cccccceeviiiiiee i 188
8.2.31 MOSCSCR : Main Clock Oscillator Standby Control Register..........cccccoviiiiiiiiiiiiiciine, 188
8.2.32 HOCOSCR : High-Speed On-Chip Oscillator Standby Control Register ...........cccccceeeennn. 189
8.2.33 USBCKDIVCR : USB Clock Division Control Register...........cccccvvviiiiiieeeiiiiecciiiieeeeeee e 189
8.2.34 OCTACKDIVCR : Octal-SPI Clock Division Control Register ............cccccevevviiiieeiiiiiieeenns 190
8.2.35 CANFDCKDIVCR : CANFD Core Clock Division Control Register..........c.cocoeeeiiiiieenanns 190
8.2.36 USBCKCR : USB Clock Control Register ... 191
8.2.37 OCTACKCR : Octal-SPI Clock Control REgISter...........uueiiiiiieeiiiiiiiiiieeeee e 192
8.2.38 CANFDCKCR : CANFD Core Clock Control RegiSter ...........ccoicuiiieeiiiiiiie e 193
8.2.39 SCICKDIVCR : SCI Clock Division Control Register ...........coooiiiiiiiiiiiiiiiieee e 194
8.2.40 SPICKDIVCR : SPI Clock Division Control Register............couiiiiiiiiiiiiiieieee e 195
8.2.41 SCICKCR : SCI Clock Control REGISEEN .......ccceiiiiieciiiieeeee e 195
8.2.42 SPICKCR : SPI Clock Control REGISIEN .......cc.uuiiiiiiiiiiie et 197
8.2.43 TRCKCR : Trace Clock Control REGISTEr ........ouuuiiiiiiiiiiiii e 198
8.3 Main ClIOCK OSCIIALON.......coiiiiiiiiie et e ettt e e e e ettt e e s s aa b e e e e e sbbeeeaeeanbeeeeeeans 199
8.3.1 Connecting a Crystal RESONALON ..........uuiiiiiiiiei e 199
8.3.2 EXternal ClOCK INPUL.....ooiiii e e e e e e 200
8.3.3 Notes on External CIOCK INPUL.... ... e 200
8.34 Note on Oscillation Keep in Software Standby mode ............occoceiiiiiiiii 200
8.4 SUD-CIOCK OSCIllAtOr .......eiiitieiiieie ettt e e bt e e b e e s e e e eeneas 201
8.4.1 Connecting a 32.768-kHz Crystal Resonator..........ccccoviviiiiiie e 201
8.4.2 Pin Handling When the Sub-Clock Oscillator Is Not Used ..........ccccocciiiiiiiiiiiiiiie 201
8.4.3 External ClOCK INPUL ... e 202
8.5 Low speed On Chip OSCIllator (LOCO) ....uviiiiiiiieee it e e e e e e e e ee e e e aaae s 202
8.5.1 LOCO Operating CONAITIONS ........ciiiiiiiiiee et e e e e e e see e e e et e e e e e nnraeeeeeennees 202
8.5.2 (@1 @71@ 1153 (o] o J o0 g o 11 o] 1= 0SSR 202
8.5.3 Restrictions on LOCO operation and Stopping.........cccooiiiiiiiiiiiiieiee e 203
8.6  Middle speed On Chip Oscillator (MOCO) ....cccieeeiiiieieeeeeee et aa e 203
8.6.1 MOCO Operating CONAItIONS ........oiiiiiiiiii e e e e e e snraee e e e e 203
8.6.2 1Y/ [@1@7@ 053 (o] o o] g Lo 11 1o 1= SRS 204
8.6.3 Restrictions on MOCO operation and StOpping........cccooiiiiiiiiiiiiie e 204
8.7  High speed On Chip OsCillator (HOCO) ......uiiiiiiiii ettt ea e e 205
8.7.1 Frequency Locked LOOP FUNCHON ......cooiiiiii e 205
8.7.2 Note on Oscillation Keep in Software Standby mode .............ccocciiiiiiii 205
8.7.3 Note on using @s TRACE CIOCK SOUICE ..........eiiiiiiiiiiee it 205
R o 0 I 0| (o1 1 T O TSP PP UPPPPPPP PP 206
8.9  Oscillation Stop Detection FUNCHON............uuiiiiiiii e 207
8.9.1 Oscillation Stop Detection and Operation after Detection ..., 207
8.9.2 Oscillation Stop Detection INTErruPtS ... ....cooi i 209
8.10  INEEINAI CIOCK. ... ettt ettt a et e e st e et e esb et e e st e e bne e e nereeenareas 209
8.10.1 CPU ClOCK (CPUCKLK).....eeieitet ettt ettt sttt e b esbee e e aanee e e 210
8.10.2 SyStemM CIOCK (ICLK) ... ittt et e et e e et e e e sneeeenee e e emeeeenee 210
8.10.3 D T=Y oW T T 1T g @1 oo Q{11 I < S 211
8.10.4 Peripheral Module Clock (PCLKA, PCLKB, PCLKC, PCLKD, PCLKE) .......ccccvcvevinieiennen. 211

8.10.5 FIashlF CIOCK (FCLK).....ouiiiiiiie e 211



10.

8.10.6 Trace ClOCK (TRCLK) .. ...ttt e e e e e e e e e e e e e e s n b e e e e e eeaaaeeeaaaanns 212

8.10.7 SCI CIOCK (SCICLK) ...ttt ettt ettt ettt ettt e sbe e st e e e s beeesbee e e aaneeenee 212
8.10.8 ] o IO oo [ 5 [ I < SR 212
8.10.9 Octal-SPI clock (OCTACLK, OCTADIVCLK) ....ciiuiieiii e 212
8.10.10  CANFD Core clock (CANFDCLK) ......uutiiiiiiiiiiie ettt 213
8.10.11 USB ClIOCK (USBCLEK) .....ceiutiieiiiie ettt ettt ettt ettt st e st e bt e e e s nnbe e e nneeas 213
8.10.12  CAN CIlOCK (CANMOCLEK).....eiitiieeitiie et eee et e e et e et e e eaee e e steeeemeeeesseeeanneeesaneeeeanneeans 214
8.10.13  ULPT Clock (ULPTLCLK, ULPTSCLEK)......eiiiiiieiiiieiie et seeeseee e seeeseeeeseeeeenneeeens 214
8.10.14  CAC ClOCK (CACCLK)...uttieittie ittt ettt ettt s b e snre e snnee e 214
8.10.15 RTC Clock (RTCSCLK, RTCLCLEK) .....ciiiiiiiiiiieiiieeiiee ettt 214
8.10.16  IWDT CIOCK (IWDTCLK) ...eeeiieieiiiiee it eeiee et e rtee e etee e e eeeee e saee e e smteeesmeeeesmseeeenneeesaneeeeanneean 214
8.10.17  AGT Clock (AGTSCLK, AGTLCLK) ...eeiieiiieeeiiee ettt e e e seee e nneeeens 214
8.10.18  SysTick Timer CIOCK (SYSTICKCLEK) .....ccuutiiiiiieiiieeiiet ettt 214
8.10.19  External Pin Output CIOCK (CLKOUT) ......uuiiiiiiiiiiiee et ettt et e e e e s eneneee s 214
8.10.20  JTAG ClOCK (JTAGTCK)....eieiiueieiitieeeeteeeetee e et ee e e stee e s etee e e eeaeeasaee e e amteeesmneeesseeeaaneeesaneeeeanneeans 214

< Tt I B O (o o7 Q7= 1 o PP OURPP PRI 215
8.11.1 SystemM ClIOCK SELNG ....vvviiiiiiiii e e e e e e e e e e 215
8.11.2 Peripheral module-dedicated Clock Setting .........cceeveiiiiiiiiiiie e 220
8.11.3 Main Clock OSGillator SEttNG .......ccooiiiiiiiiiii e 222
8.11.4 Sub-Clock OSCIllator SEHNG .........eiiiiiiiiee e 223
8.11.5 High-speed On Chip Oscillator Setting .........cccccviiiiiiiiiiec e 223
8.11.6 e I ST 1 1] T PSPPSR 225
812 USAGE NOTES ...ttt ettt e e bttt e e e bt e e e e et e e e e e e e e e nae e e s 226
8.12.1 Notes on Clock Generation CirCUIL...........ooiiiiiiiiiiiiee e 226
8.12.2 NOtES ON RESONALON ...ttt e e e 227
8.12.3 NOtES 0N BOArd DESIGN ...ccooiiiee et e e e e e e e e e e e 227
8.12.4 Notes on Resonator CoONNECE PiN..........coooiiiiiiiiiiii e 227
8.12.5 Notes on Using Sub-CIoCK OSCIllator .............ooiiiiiiiiiie e 227
8.12.6 Notes 0N MOSCSCR.MOSCSOKP.........ooiiiiiiiiiiieiiie ettt 227
Clock Frequency Accuracy Measurement Circuit (CAC)......ccccciiniimmriiinismns s snanes 230
1S TRt O O 1YY TSRS 230
9.2 RegiSter DESCIIPONS ..o e e e e e e e e e e et e e et et e eeae e et e e e e e e aaaaaaaaaaees 231
9.2.1 CACRO : CAC CoNtrol REGISTEN 0 ...cccoiiiiieee ettt e e eeee e e s nneeeeaeens 231
9.2.2 CACR1T : CAC Control REGISIE 1 ..o 232
9.2.3 CACR2 : CAC CoNtrol REGISIEr 2 ...ttt 233
9.2.4 CAICR : CAC Interrupt Control REGIStEN ........cccoiiiiiiieeiee e 234
9.2.5 CASTR : CAC Status REGISIEN.......iiiiiiiiiiiie et e e e nnaaeee e 235
9.2.6 CAULVR : CAC Upper-Limit Value Setting Register ............cooiiiiiiiiiii e 236
9.2.7 CALLVR : CAC Lower-Limit Value Setting Register............ccccoviiiiiiiii e 236
9.2.8 CACNTBR : CAC Counter Buffer REGIStEr..........ccoocuiiiiiiiiiiiee et 236

1S TR T O o T=T -1 (o] o F OO P UUUUTT 237
9.3.1 Measuring ClOCK FIEAUENCY ........cciiiiiiiiiiiiiie e 237
9.3.2 Digital Filtering of Signals on CACREF PiN.......cooiiiiiiiiie e 238

1S I N [ 01 (= 4 U] o gl =T o [ =] £ SR 238
1S IR T U F = Vo =T N (o] (= PO PPURRTTR 238
9.5.1 Settings for the Module-Stop FUNCHON ........oooiiiiiiii e 238
LOW POWEE MOAES .......veeieiiiemtin i s e amr e e am e e e e e amn e e e e ann e 239
O T O Y o T SRR 239
10.2  RegiSter DESCIIPHIONS ... ..eeiiiiiiiieiii ettt et e e e st e et e s b a e e e e aanneeeas 245

10.2.1 LPMSAR : Low Power Mode Security Attribution Register...........ccoocoiiiiii 245



10.2.2 DPFSAR : Deep Software Standby Interrupt Factor Security Attribution Register ............ 246

10.2.3 RSCSAR : RAM Standby Control Security Attribution Register..........ccccoovivieiiiccne e, 249
10.2.4 MSTPCRA : Module Stop Control Register A ..........ooooiiiiiiiii e 250
10.2.5 MSTPCRB : Module Stop Control Register B ... 250
10.2.6 MSTPCRC : Module Stop Control Register C..........cooviiiiiiiiiiiieieeeeee e 252
10.2.7 MSTPCRD : Module Stop Control Register D..........cccoiiiiiiiiiiiiieee e 253
10.2.8 MSTPCRE : Module Stop Control Register E ... 255
10.2.9 OPCCR : Operating Power Control RegiSter ..........cuviiiiiiiiiiiii e 256
10.2.10 PDRAMSCRO : SRAM Power Domain Standby Control Register O ............ccccovvvvveeeeeeeennn. 257
10.2.11 PDRAMSCR1 : SRAM Power Domain Standby Control Register 1 ..........ccccceevicieveennnen. 258
10.2.12  SSCR1 : Software Standby Control Register 1 ... 259
10.2.13 LPSCR : Low Power State Control Register ... 259
10.2.14  DPSBYCR : Deep Software Standby Control Register...........ccoovviiviiiiiiiiiiiieeeeee e, 260
10.2.15 DPSWCR : Deep Software Standby Wait Control Register ...........cccocveviiiieieeiiiieee e, 261
10.2.16  DPSIERO : Deep Software Standby Interrupt Enable Register 0...........coocceeiiiiiiinninen. 262
10.2.17  DPSIER1 : Deep Software Standby Interrupt Enable Register 1.........ccooiiiiiiiininn. 262
10.2.18 DPSIER?2 : Deep Software Standby Interrupt Enable Register 2..............cococviivevieneneeennn. 263
10.2.19  DPSIER3 : Deep Software Standby Interrupt Enable Register 3............cccovieiiiineeeenen, 264
10.2.20 DPSIFRO : Deep Software Standby Interrupt Flag Register O ..., 265
10.2.21 DPSIFR1 : Deep Software Standby Interrupt Flag Register 1 ..........coccoiiiiiiiiiniiii, 266
10.2.22 DPSIFR2 : Deep Software Standby Interrupt Flag Register 2...........cccccooevviiiiiiiieeeeeeenn, 267
10.2.23 DPSIFR3 : Deep Software Standby Interrupt Flag Register 3 .........cccccoviiiiiiiiicine e, 268
10.2.24 DPSIEGRO : Deep Software Standby Interrupt Edge Register O.........cccooiiiiiiiiiiiinninn. 270
10.2.25 DPSIEGR1 : Deep Software Standby Interrupt Edge Register 1........ccooviiiiiiiiiiine. 270
10.2.26  DPSIEGR?2 : Deep Software Standby Interrupt Edge Register 2.............coooocviviveeeeeneeennn. 271
10.2.27 SYOCDCR : System Control OCD Control Register...........cccccuiiiiiiiiiieeiieee e 272
10.2.28  PLL1LDOCR : PLL1-LDO Control REGIStEr .......cccueieiiieeiiie et 272
10.2.29 PLL2LDOCR : PLL2-LDO Control REGISLEN .......cccueeeiiieeiieieeiee e 273
10.2.30 HOCOLDOCR : HOCO-LDO Control REGIStEN .......cceviiieeiiieiciiiieeeeee e 274
10.3 Reducing Power Consumption by Switching Clock Signals..........cccccueiiiiiiiiiiiiiiiiiee e 274
O S \V (o To (W1 1= T3 o] o JN U o e 1o o SR 274
10.5 Function for Lower Operating Power CONSUMPLION...........oiiiiiiiiiiiiiiiiee e 276
10.5.1 Setting Operating Power Control MOde ............coooiiiiiiiiiiiiiceee e 276
TO0.6  LOW POWEE MOGES ...ttt ettt e e e e e e e e e ettt e e e e e e e e e e s e e annnbnnneeeeaaaeens 276
10.6.1 CPU SIEEP MOUE ...ttt e et e e et e e e ae e e e tee e e aneeeeneeeeanneeenes 276
10.6.2 CPU Deep SIEEP MOGE ... ..ottt e et e e e et e e e s anbeeeeeens 278
10.6.3 Software Standby MO ...........cooiiii e 279
10.6.4 Deep Software Standby MOAE .........ccuuiiiiiiiiiiie e 282
LA U 7= To =T N\ (o) L= PSP PPPR P 285
10.7.1 REGISIEI ACCESS ...ttt et e e et e e e et e e e e ennae e e e e enneee 285
10.7.2 [/O POIt SEAES....c et 287
10.7.3 Module-Stop State of DMAC and DTC ...t 287
10.7.4 Internal INterrupt SOUIMCES ... ... e e e e e e 287
10.7.5 Input Buffer Control by DIRQNE Bit......cocoiiiiiiiii e 287
10.7.6 Transition t0 LOW POWEI MOAES .........ccooiiiiiii it 287
10.7.7 TimING Of W INSTIUCHIONS........eiiiiiiiiiie et e e e e e e nneeeeas 287
10.7.8 Writing WDT/IWDT Registers by DMAC OF DTC.....coiiiiiiiiiiiiiiee e 288
10.7.9 Module Stop Bit Write TiMINgG ... ..cooiiiieiie e 288
10.7.10  Notes on Transitioning to or Canceling Low Power State...........ccccccceeeeeiiiiiiiiiiieeeeeeee, 288

10.7.11 Interruption During Transition to Low Power Modes ..., 290



1.

12

13.

L= 2 1 (=T oV = = T3 (0 o 30 T 1o o o N 294
R I O Y o T SRS 294
11.1.1 Battery backup function block diagram ............coooiiiiiiiiiii 294
11.1.2 Features of Battery Backup FUNCHON ..........c.uoiiiiiii e 295
11.1.3 Battery Power SUPPIY SWILCH .......uuiiiiiiiiieee e a e 296
11.1.4 VBATT_R voltage drop detection function .............cccooiiiiiiiiiiiie e 296
11.1.5 BaCKUP REJISTEIS ... e s 296
11.1.6 Time Capture FUNCHON ..........ueiii e 296
11.1.7 Tamper DeteCtion FUNCHON .......ee e e e e e e e e e e e e eaeenees 296
11.1.8 VBATT Voltage Monitor FUNCHON ........oooii i 296
11.2  RegiSter DESCIIPHONS ... ..eeeiiii ittt e e et e et e st e e e e anneee s 296
11.2.1 BBFSAR : Battery Backup Function Security Attribute Register............ccoocoociiiniiinnnn. 296
11.2.2 VBRSABAR : VBATT Backup Register Security Attribute Boundary Address Register .....297
11.2.3 VBRPABARS : VBATT Backup Register Privilege Attribute Boundary Address Register

L(0 TS 1= Y11 YN =T 1T} o I USSR 298

11.24 VBRPABARNS : VBATT Backup Register Privilege Attribute Boundary Address Register
fOr NON-SECUIE REGION .....eiiiiiiiiiii et e e 299
11.2.5 VBATTMNSELR : Battery Backup Voltage Monitor Function Select Register .................... 299
11.2.6 VBTBER : VBATT Backup Enable RegiSter............coooviiiiiiii e 300
11.2.7 VBTBKRI[N] : VBATT Backup Register (N = 010 127).......coviiiiiiieeiiiiee e 300
11.2.8 VBTICTLR : VBATT Input Control REGISTEr........cuuviiiiiiiii e 301
11.2.9 VBTICTLR2 : VBATT Input Control Register 2. 302
11.2.10  VBTIMONR : VBATT Input Monitor REGIStEr..........cciiiiiieiiiiiceeeeee e 302
11.2.11 VBTBPCR1 : VBATT Battery Power Supply Control Register 1 .........ccccoeeciiveeviiieneeeen, 303
11.212 VBTBPCR2 : VBATT Battery Power Supply Control Register 2 ..........cccoccveiiiiiiiieneeeninn, 303
11.2.13  VBTBPSR : VBATT Battery Power Supply Status Register..........cocoociiiiiiiii, 304
11.2.14  VBTADSR : VBATT Tamper detection Status Register...........ccccviiiviiiieiiiiiiieeeeee e, 305
11.2.15  VBTADCR1 : VBATT Tamper detection Control Register 1 .........ccoccoviiiiiiiiiiee e, 306
11.2.16  VBTADCR2 : VBATT Tamper detection Control Register 2 ..o, 307
R T O o T=T 1 1T o I R PPPR 307
11.3.1 Battery Backup FUNCHON ... 307
11.3.2 VBATT Battery Power Supply SWitch USage .........coviiiiiiiiiiiiiiiee e 309
11.3.3 VBATT_R voltage drop detection function Usage............cccooviiiiiiiiiiiiii e 310
11.3.4 VBATT Backup RegisSter USAge ..........ueiiiiiiiiieiiee et 310
11.3.5 Tamper DeteCtion USAQE.........uuuuu ittt a e s e e e e e e e e e e e e e e e e e eeeeeeeeennnes 310
11.3.6 VBATT voltage monitor fuNClion USAgE .........ccooiuuiiiiiiiiiiiie e 311
11.3.7 Initial SettingS EXAMPIES ....cooiiiiiiieiee e 312
L [ (=14 (0T o) T U o PP 313
IS T O = To 1= TN (o £ USSP 313
Register Write Protection .........ccco i 314
7 T O =Y 1= 314
12.2 Register DESCIIPIONS .....ccoiiieieeeieiee et e e e et e ettt e et a e e s seeaeeeeaeaeaaeaeeeeeeesssernsnnes 314
12.2.1 PRCR_S : Protect Register for Secure (PRCR_S) .....coociiiiiiiii e 314
12.2.2 PRCR_NS : Protect Register for Non-secure (PRCR_NS)........ccccooiiiiiiiiiiieee 315
Interrupt Controller Unit (ICU) ........ciiiiiiiiccccccceccirrr s s sssss s ee s s s s smms s e s e e e s e e s sns s mnmmnnneenesnes 317
I TRt I O 1Y o T P PPR 317
13.2  RegiSter DESCIIPHIONS ... ..eeiiiiiiiieiii ettt et e e e st e e e s e bt a e e e e s aanneee s 318
13.2.1 ICUSARA : Interrupt Controller Unit Security Attribution Register A..........cccccooiiiiinnnnn. 318
13.2.2 ICUSARB : Interrupt Controller Unit Security Attribution Register B............ccccovvvveeeeeeeenn. 319

13.2.3 ICUSARE : Interrupt Controller Unit Security Attribution Register E............cccccooeiniennen. 320



14.

13.24 ICUSAREF : Interrupt Controller Unit Security Attribution Register F ..., 321

13.2.5 ICUSARG : Interrupt Controller Unit Security Attribution Register G.........ccccceevcieneeennen. 322
13.2.6 ICUSARH : Interrupt Controller Unit Security Attribution Register H ..., 322
13.2.7 ICUSARI : Interrupt Controller Unit Security Attribution Register I............ccocciiiinnn. 323
13.2.8 TEVTRCR : Trusted Event Route Control Register ..........ccvvveeiiieiiiii i, 323
13.2.9 IRQCRI : IRQ Control Register i (i =010 15) .....oiiiiiiiiiiie e 324
13.2.10  NMISR : Non-Maskable Interrupt Status Register ..., 325
13.2.11 NMIER : Non-Maskable Interrupt Enable Register ... 328
13.2.12  NMICLR : Non-Maskable Interrupt Status Clear Register..........ccccccvveeeiiiiiiiciciiiieeeeeeeeee, 329
13.2.13  NMICR : NMI Pin Interrupt Control REGQISLEN ..........eeviiiiiiiieeciee e 330
13.2.14  IELSRn : ICU Event Link Setting Register n (N = 0t0 95)........uviiiiiiiiiiie, 331
13.2.15  WUPENO : Wake Up Interrupt Enable Register 0 .........cc.oooiiiiiiiiiiiieee e 333
13.2.16 WUPEN1 : Wake Up interrupt enable register 1 ........ccccooeioieiiiiiii e 335

LR TR Y =T (o] g =T o] = USRS 337
13.3.1 INterrupt VECIOr Table ...ttt e e e e e e e e 337
13.3.2 EVENT NUMDET ...t e e e e e e e e et e e e e e e e e e s sannnnnrenaneeeeaaeeas 340
13.4 Maskable INterrupt OPEration ...........cooi it e e e e e e e e s eeaaaee s 347
13.4.1 DeteCting INTEITUPDLS ....ceieeeee et e e e e eeeaaeeas 347
13.5 Maskable Interrupt Setting ProCeaUIe ............eiiiiiiie e 348
13.5.1 Operations During an INterrupt..........oooiiiii i 348
13.5.2 Enabling Interrupt REQUESES........ccoo i 348
13.5.3 Disabling Interrupt REQUESTS .........uiiiiiieiiee e 348
13.5.4 POIlNG fOr INTEITUPES ..o 349
13.5.5 Selecting Interrupt Request Destinations.............ooiiiiiiiii e 349
13.5.6 DiGItAI FIET ..ot 350
13.5.7 EXternal Pin INterruptS. .. ..o ————— 350
13.6 Non-Maskable Interrupt Operation ... e e e e e 351
13.6.1 Correspondence to TrustZone-M by NMI ... 351
LG T A = Tor U | RSSO POPPP 352
13.7.1 Security Related to CPU INterrupt INPULS ........vviiiiiieee e 352
13.7.2 Trusted Interrupt Management...........cooo i 353
13.7.3 Trusted IELSR Setting ProCedure ............eeiiiiiiiiee e 353
13.8  Return from LOW POWEr MOGES .........viiiiiiiiiiii ettt 354
13.8.1 Return from CPU SIEEP MOAE .......vveiiiiiiieieieiece e 354
13.8.2 Return from CPU Deep Sleep Mode........coo o 354
13.8.3 Return from Software Standby Mode..........c.ueiiiiiiii 355
13.9 Using the WFI Instruction with Non-Maskable Interrupts ...........oooviveiiiiiiiiii e 355
T L0 = =1 =Y TSP 355
BUSES ...ttt r s s n e e e s s e nREEEeeeeeeeaaaaeesaaamRREEeeEeeeeeaaeeeasaanRRERREeeEeeeeaaaneaaaannnnannneees 356
L @ =T 1= OSSO OU PP TPP 356
14.2  DeSCHPON Of BUSES.........uuiiiiiiiiiiiiee ettt e e e e e e e e e e et e e e e e aaeeeeeseeeaabanaeeeeaaaeeas 358
14.2.1 N o 11 = (o o SO 358
14.2.2 A L=y = | = 1SRRI 359
14.2.3 Parallel OPEIation .........cooiiiiiiiiiiieee et e e e e e e e e e e e e e e e s e r e raaaaaeas 359
14.2.4 RESIIICHIONS ...ttt e e e e e e e e e e s e e e e e eeaaaeeas 359
14.3  RegiSter DESCIIPHIONS ... ..veiiiiiiiiiiei ettt e et e e e s abba e e e aanneee s 359
14.3.1 BUSSARA : Bus Security Attribution Register A..........oooiiiii e 359
14.3.2 BUSSARB : Bus Security Attribution Register B.............coooiiiiiiiiiiiiee e, 360

14.3.3 BUSDIVBYP : Bus Divider Bypass RegISIEr ........c.uuviiiiiiiiiie e 361



15.

16.

14.3.4 BUSSABTO<slave> : Bus Slave Arbitration Control Register O(<slave> = FLBI, STBYSBI,

EOBI, PBBI, PABI, PIBI, PSBI) ...ccoiiiiiiiiiiee ettt 362

14.3.5 BUSSABT1<slave> : Bus Slave Arbitration Control Register 1(<slave> = FHBI, S1Bl)..... 363
14.3.6 BUSNERRADD : BUS Error Address Register (N =4, 5) ..o 364
14.3.7 BUSNERRRW : BUS Error Read Write (N =4, 5) ...ooviiiiiiiiieee e 365
14.3.8 BMSANERRADD : Bus Master Security Attribution Unit Error Address (n =4, 5) .............. 366
14.3.9 BMSANERRRW : BUS Master Security Attribution Unit Error Read Write (n =4, 5)........... 366
14.3.10 BUSNERRSTAT : BUS Error Status Register (N =110 5, 10) ....cooiiiiiiiiiiiiiiiieee e, 367
14.3.11 BUSNERRCLR : BUS Error Clear Register (N =110 5, 10) ....ccoviiiiiiieeiee e, 368
14.3.12 BUSOAD : BUS Operation After Detection Register............cccccviiiiiiiiieec e, 369
14.3.13 BUSOADPT : BUS Operation After Detection Protect Register..........ccccoecvviiiiicineeeenen, 370
14.3.14 MBWERRSTAT : Master Bufferable Write Error Status Register...........ccoccoviiiiiinnnnn. 371
14.3.15 MBWERRCLR : Master Bufferable Write Error Clear Register...........ccccviiiiiiiiinenenenen, 372
14.3.16  SBWERRSTAT : Slave Bufferable Write Error Status Register............ccccoovviiiiieieeineeennn. 372
14.3.17 SBWERRCLR : Slave Bufferable Write Error Clear Register...........cccccceviiiiiieiiicieneeeee, 374
14.4  BuUs Error MONItOriNG SECHOMN. ......cciiiiiiiiiii ittt e e saneee s 375
14.4.1 BUS EITOI TYPES ...ttt ettt e e e et e e e e e snbae e e e e enneee 375
14.4.2 Operations When @ Bus Error OCCUIS.......ciiiiiiiiiiiccciiiieeee et ee e e e e e nnnvaaneees 375
14.4.3 Conditions Leading to lllegal Address ACCESS EITOrS ........c..coeeviiiiiieiiiiiiiee e 378
14.4.4 LI 1.1= e T | PSPPI 380
S =T (=T Tt USRI 380
Memory Protection Unit (MPU)..........cooi e rcccre e ssmse e s ssme e s ms e e s s smn e s s mn e s e e e e mnne s 381
LT B O A =T oY T PP PPPRP 381
ST N 3 T 1V 1 R 381
15.3  BUS MASIEr MPU ...ttt e st e e s s e e e s e e e e s annr s 381
15.3.1 RegiSter DESCIIPONS ....ooiiiiiiiiii e e e e e e e e e e e et eeeaaaaeeas 382
15.3.2 L@ 7= =1 (o] o S 396
15.4  REFEIENCES ....eeiiiieeie ettt e e e ettt e e e sttt e e e e nbbe e e e e e nbeeeeeeannreeas 400
DMA Controller (DIMAC) ........ccccceeriereererrrrsssmeersssssmseesssssameeesssssmneessssssmeessssssnmesssssssmnessssssaneessssssnsessssssnnees 401
TB.T  OVBIVIBW. ..ottt e e e e et e e e e e e e e e e e ettt et et eesee b et et aaeaeeeeeeaaaaaaeeeeeeesesssesssrnrnnanan 401
16.2  RegiSter DESCIIPHIONS ... ..ttt e e st e e e s ne e e e s e beae e e e s annneeeas 403
16.2.1 DMACCHSAR : DMA channel Security Attribution Register..........ccccceeeiiiiiiciiiiiiieeeeeeee, 403
16.2.2 DMACCHPAR : DMA channel Privilege Attribution Register ...........ccocceeviviiiieiiicee e, 404
16.2.3 DMACSAR : DMAC Controller Security Attribution Register ...........ccoccciiiiiiiiiiie, 405
16.2.4 DELSRn : DMAC Event Link Setting Registern (n =010 7)...c.oovviiiiiiiiiiieeeee, 405
16.2.5 DMSAR : DMA Source Address ReGISEEr ...........uuviiiiiiiieiiie et 407
16.2.6 DMSRR : DMA Source Reload Address RegISter.........ccueveiiiiiiiieiiiiiiee e 407
16.2.7 DMDAR : DMA Destination Address Register ... 407
16.2.8 DMDRR : DMA Destination Reload Address Register...........occocviiiiiiiiiiieee e 408
16.2.9 DMCRA : DMA Transfer Count RegISter...........uuviiiiiiiiiie e 408
16.2.10 DMCRB : DMA Block Transfer Count RegISter...........cccuiiieiiiiiiii e 409
16.2.11 DMTMD : DMA Transfer Mode RegiSter ... 410
16.2.12  DMINT : DMA Interrupt Setting Register. ..o 411
16.2.13 DMAMD : DMA Address Mode ReQISter...........uuuuuiuiiiiiiieie e 412
16.2.14  DMOFR : DMA OffSEt REGISIEN ...ccciiiiiiiie ittt e 415
16.2.15  DMCNT : DMA Transfer Enable RegISter ...........ccuuiiiiiiiiiiiiiiie e 415
16.2.16  DMREQ : DMA Software Start Register...........ooooiiiiii e 416
16.2.17  DMSTS : DMA Status REGISIEN .....uvviiiiiiii it 417
16.2.18  DMSBS : DMA Source Buffer Size RegiSter...........cuiiiiiiiiiiiiiie e 418

16.2.19  DMDBS : DMA Destination Buffer Size Register ..o, 419



17.

16.2.20 DMBWR : DMA Bufferable Write Enable Register............ocoooviiiiiiiiiii e, 420

16.2.21 DMAST : DMA Module Activation RegiSter..........cccuvviiiiiiiiii e 421
16.2.22 DMECHR : DMAC Error Channel REgIStEr........ouuuiiiiiiiiiiiie e 421
LT B O o T=T 1 1T o I USRI 423
16.3.1 TranSTEr MOGE ..ottt ettt e 423
16.3.2 Extended Repeat Area FUNCHON .........oooiiiiiiiee e 432
16.3.3 Free-running FUNCHON ........ooiii e 434
16.3.4 Address Update Function using OffSet...........coouiiiiii e 435
16.3.5 Address Update Function in Repeat-Block Transfer Mode...........ccccceveeeiiiiiiiciiiiiieieeeeeeee, 440
16.3.6 Example of Using Repeat-Block Transfer Mode ...........ccccveiiiiiiiie i 442
16.3.7 ACHVALION SOUMCES ..ottt e e e e e e e e e e eeeeaaaeaens 445
16.3.8 OPEration TIMING ........eeieee et e et e e e bttt e e e e st e e e e e s anbeeeeesabeeeeeeeanbeeeaaens 445
16.3.9 Activating the DIMAC ...ttt e e 446
16.3.10  Starting DIMA TranSTer.......cooi ittt e et e e s et e e e e e ntee e e e e ennees 448
16.3.11 Registers during DMA TranSfer.........oueiii oo 448
16.3.12  Channel Priority ... ...cooiiiiiei ettt ettt e s et e e e e nnee e e e e neee 450
16.3.13  Channel SECUILY ....uveeiiiiiee et e e e e e e et e e e e e aae e e e s se b s aaereeaaaaeas 450
16.3.14  Channel PriVIIEGE ....coii ittt et e e et e e e et e e e e st e e e e e nnee e e e e annees 450
16.4  ENdiNG DIMA TranSTer ... .ottt e st e e e e e e e anneee s 450
16.4.1 Transfer End by Completion of Specified Total Number of Transfer Operations ................ 451
16.4.2 Transfer End by Repeat Size End INterrupt ..........ooooiiiiiieee e 451
16.4.3 Transfer End by Interrupt on Extended Repeat Area Overflow...........cccccveeviviiiiiiciiinnenn, 451
16.5 Processing 0N DMA TranSfer EFTOr.........ooo it 452
(LG [ (=14 (VT o) £ U PPPR 452
16.6.1 Transfer ENd INTEITUDL ........eeiiieiiiiee e e e e e e e e e e e e e e e e e e e e e aaanns 452
16.6.2 Transfer Error INTEITUPL..........ueveie e e e e e e e e 454
ST A=Y o oGSOSR 455
16.8 Low-Power Consumption FUNCLON.........oooiiiiiiiiee e 455
LG O = To [T (o £ USSP 455
16.9.1 Access to the Registers during DMA Transfer ..o 455
16.9.2 DMA Transfer t0 RESEIVEA Ar€as .......oooi oot e e e e 456
16.9.3 Setting of DMAC Event Link Setting Register of the Interrupt Controller Unit (DELSRn) ... 456
16.9.4 Suspending or Restarting DMAC Activation ... 456
16.9.5 Precautions for Resuming DMA Transfer...........oooiiiiiiiiiie e 456
16.9.6 ReStriCtion for OSPI ... e e e e e e e e e e e 457
Data Transfer Controller (DTC).....cccccuiriiiiiiiiicissscerrrrerressssssssssssssse e s e e s eesssssassssssmmsnsssesssessnsssssssnnnsnnnsnesnes 458
A0 T O 1Y o T PP 458
17.2  RegiSter DESCIIPHONS ... ..ttt et e s b et e e s abbn e e e e s aanneeeas 459
17.2.1 DTCSAR : DTC Controller Security Attribution Register...........ccccooviiiiiiii 459
17.2.2 MRA : DTC Mode REGISIEr A ... e e e e e e e 460
17.2.3 MRB : DTC Mode REGISIEI B ......coiiiiiiiie et e 461
17.2.4 SAR : DTC Transfer Source RegiSter .........coiiuiiiiiiiiiiii e 462
17.2.5 DAR : DTC Transfer Destination Register...........oociiiiiii e 462
17.2.6 CRA : DTC Transfer Count ReGISIEr A......cooviiiiiiiiee e 462
17.2.7 CRB : DTC Transfer Count RegiSter B.........ccuuiiiiiiiiiiie e 463
17.2.8 DTCCR : DTC CoNntrol REGISLEN ..o 464
17.2.9 DTCCR_SEC : DTC Control Register for Secure Region..........ccccoovveieiiiiiiiie e, 464
17.210 DTCVBR : DTC Vector Base RegISter ........ccccuuuiiiiiiiiiiie ettt 465
17.2.11 DTCVBR_SEC : DTC Vector Base Register for Secure Region..........ccccooccvevveeiiiieneeeenen. 465

17.2.12 DTCST : DTC Module Start REGISTEr .........uuiiiiiiiiii e 465



18.

19.

17.213 DTCSTS : DTC Status REGISTEr .....ueiiiiiiie ettt a e 466

17.2.14 DTEVR : DTC Error VECtOr REGISIEN ......coiiiiiiieieiiee ettt 467
LA T e ()= 1110 T o 10 o= SRR 468
17.3.1 Allocating Transfer Information and DTC Vector Table ...........cccccoiiiiiiiiiii e, 468
LA O o 1= -1 (o o ISP 471
17.4.1 Transfer Information Read SKip FUNCHON..............oooiiiiiii e, 473
17.4.2 Transfer Information Write-Back Skip FUNCHON............oooii e 473
17.4.3 Normal TranSfEr MOAE ........cooiiee e e e e e e e e s e ree e e aaae s 474
17.4.4 Repeat Transfer MOAE ...........oooiiiieeeee e e e e e e e eeaaae s 475
17.4.5 =] (oYt QI = 1 E5) £=T 1Y o Yo [ SRR 476
17.4.6 L@ aF= T T I = 1 1 =] S 477
17.4.7 OPEration TIMING ........eeieee et e et e e e bttt e e e e st e e e e e s anbeeeeesabeeeeeeeanbeeeaaens 478
17.4.8 RV =To1 (ol STt U1 YRS P PRSP 481
17.4.9 RV L=Ted (ol o] AV 1 [=To = TP 481
17.5 DTC SettiNg ProCEAUIE ......ooiiiiiiiii ettt e et e s ebaa e e e aanneee s 481
17.6  EXamPIEes Of DTC USAQE ....cooi ittt ettt e e e s ne e e e s e nsnae e e e s annneeeas 482
17.6.1 NOIM@AI TrANSTET ...ttt e 482
17.6.2 (07 0 F= T = 10 ) =Y USROS 482
17.6.3 Chain Transfer when Counter = 0 ..........eiiiiiiii e e 484
17.7 Processing 0N DTC TranSfer EITON ........oooi ittt e e 485
S8 T 10 (=4 (1 ) PRSP 486
17.8.1 Interrupt Request of Transfer ENd.............cooooiiiiiiiieee e, 486
17.8.2 Interrupt Request of Transfer Error ... ... 486
A I A=Y o I PSSO PR P 486
17.10 Low Power Consumption FUNCHON............ouiiiiiiiiiiic e a e e 486
L% B W 7= Lo L= A [ ] (TSP 487
17.11.1 Transfer Information Start Address ... 487
17.11.2 RESIHCHON TOr OSPI ... e e e e e e e s reeeeeaaae s 487
Event LINK CONroller (ELC)......ccoi i ooeriiiceceeeesscse s e ssssme e e s s smse e s s s ssme e s s s ssmse e e sssssmne s s snssmmeessssssmsesessssnnnnes 488
< TR B O 1V =Y oV S SR 488
18.2  RegiSter DESCIIPHIONS ... ..ttt e ettt e e e e e e s ne e e e s e neaee e e s annneeeas 490
18.2.1 ELCR : Event Link Controller REGISIEr.........oooceiiiiiieiieiie e 490
18.2.2 ELSEGRn : Event Link Software Event Generation Registern (N =0, 1)...ccccccevvvieeeeennen. 490
18.2.3 ELSRn : Event Link Setting Registern (n =010 12, 1410 17) c.eeeviiiiiiiiiiieeee, 491
18.2.4 ELCSARA : Event Link Controller Security Attribution Register A..........cocooiiiiiiiiiinn. 497
18.2.5 ELCSARSB : Event Link Controller Security Attribution RegisterB.............ccccocivvveeeenn. 498
18.2.6 ELCPARA : Event Link Controller Privilege Attribution Register A............ccoocvveiiiieee e, 498
18.2.7 ELCPARB : Event Link Controller Privilege Attribution Register B.............cccccoiiiiiieiinnnen. 499

LR TR B O o T=T 1 1T o I USRI 499
18.3.1 Relation between Interrupt Handling and Event Linking ..., 499
18.3.2 LiNKING EVENES ...ttt e e e e e e e e e s e e eeaaaeas 499
18.3.3 Example of Procedure for LINKing EVENtS ... 500

RS T U 7= Lo =T N o) L= USRI 500
18.4.1 Linking DMAC/DTC Transfer End Signals as Events............ccccoiiiiiii e, 500
18.4.2 SEHING CIOCKS ....eeieiiiiiee ettt e e ettt e e e s sttt e e e s sntee e e e s anteeeeeeanteeeaenans 500
18.4.3 Module-Stop FUNCHON SEttNg ......ccooiiiiiiiii e 500
18.4.4 O 1Y - Y I TS 501

10 N o o 502
LS TR O 1V =Y =SSR 502

19.2  RegiSter DESCIIPHIONS ... ..ttt ettt e e st e e e s ne e e e e ebnae e e e s annneeeas 504



20.

21.

19.2.1 PCNTR1/PODR/PDR : Port Control REGISEr 1 ......ocvviiiiiiiiiiiiieeeee e 504

19.2.2 PCNTR2/EIDR/PIDR : Port Control Register 2...........coociiiiiiiiiiie e 505
19.2.3 PCNTR3/PORR/POSR : Port Control Register 3.........cccoiiiiiiie e 506
19.2.4 PCNTR4/EORR/EQOSR : Port Control Register 4............oooiiiiiiieieeeeee e 507
19.2.5 PmnPFS/PmnPFS_HA/PmnPFS_BY : Port mn Pin Function Select Register (m=010 9,
I 0O (o T ) O TSP OUPPR PPN 508
19.2.6 PWPR_NS : Write-Protect Register for NON-SeCUre .............cocceveiiiiiie e 510
19.2.7 PFENET : Ethernet Control REGISIEr ........oouiiiiiiii e 510
19.2.8 PWPR_S : Write-Protect Register for Secure ... 511
19.2.9 PmSAR : Port Security Attribution register (m =010 9) .......ccccciiiiiiiiie e, 511
19.2.10 LVOCR : Low Voltage Operation Control Register..........ccceviiiiiiiiiiiiiiiee e 512
S TR T T Y= - o o USSR 512
19.3.1 7= aTCT = | I 1@ o o (S 512
19.3.2 POrt FUNCHON SEIECTE........coiiiii e 512
19.3.3 Port Group FUNCLON fOr ELC.........ouiiiiiiiiiieeceeeceee e 513
19.4  Handling Of UNUSEA PINS .....ccoiiiiiiiiiie ettt e e e e aanee s 515
RS S U 7= To =T N\ o) L= R PPPR P 516
19.5.1 Procedure for Specifying the Pin FUNCHONS ...........uviiiiiiiiiiii e 516
19.5.2 Procedure for Using Port Group INPUL.........c.uiiiiiiiiiiee e 516
19.5.3 Port Output Data Register (PODR) SUMMAIY.........coiiiiiiiiiiiiiieiee e 516
19.54 Notes on Using Analog FUNCHONS .........coooiiiiiiii e 516
19.5.5 I/O Buffer SPeCIfiCatioN..........cc.uuiiiiiiiiiie e e e 516
19.5.6 Selecting Pins USB_DP and USB_DM .......coccuiiiiiiiiiiie et seee et e e snneeee e 518
19.5.7 Pull-up/Pull-down Setting for P814 and P815 at USBFS/GPIO Function .............cc............ 519
19.6 Peripheral Select Settings for Each Product ............coooiiiiiiiiii e 519
Port Output Enable for GPT (POEG)........cccceiiireereriircsmeerssssmresssssssse e s s s smeesssssssmeessssssmsessssssnmeessssssnsenes 527
120 g B O 1YY TSR 527
20.2 RegiSter DESCIIPLONS ......ciiiiiiiiiie ettt e ettt e e e ettt e e e e aabe e e e e s abteeeeeeanreeeeeeans 528
20.21 POEGGnN : POEG Group n Setting Register (N = At0 D)., 528
20.3 Output-Disable Control Operation ...............eeeiiiiiiiiiiiiiiieee e e e e 529
20.31 Pin Input Level Detection Operation ...........ooooiiiiiiii e 530
20.3.2 Output-Disable Requests from the GPT ..........oooiiiiiiii e 531
20.3.3 Comparator Interrupt DeteCtion..............uveiiiiiii i 531
20.3.4 Output-Disable Control Using Detection of Stopped Oscillation ............cccoovcieeeeiiiiieenenns 531
20.3.5 Output-Disable Control UsSing REJISTErS .........uviiiiiiiiiiii e 531
20.3.6 Release from Output-Disable...........oouiiiiiiiiii e 531
20.4  INTEITUPE SOUMCES ... ..ttt ettt e e e e e e e e et e e ae e e e e e s s aa b b e aeeeeaeaaeeeessannsnsasaneeeeaaaens 532
20.5 External Trigger OUIPUL t0 The GPT .....ccii it e e e e e st ae e e nnraeeeeeans 532
20.6  USAGE NOES ...ttt e e h ettt e e bbb et e s e bt e e e e e e et e e s e et e e e anneeeeeas 533
20.6.1 Transition to Software Standby Mode ...........cooiiiiiii e 533
20.6.2 Specifying Pins Associated with the GPT ... 533
General PWM Timer (GPT) ...t sssss s s ssssss s sssss s s ssss s s ssan s s s s ssans s s s nsnnns 534
240 Rt B O 1YY T PR 534
21.2 RegiSter DESCIIPLONS ....cciii e e e e e e e e e e e e et et e et eeeeaeeeate e e e e e e e e e e e aeaaaaaeeees 537
21.21 GTWP : General PWM Timer Write-Protection Register...........ccoccvviiiiiiiiiiiiee e 537
21.2.2 GTSTR : General PWM Timer Software Start Register..........cocoviiiiiiieees 539
21.2.3 GTSTP : General PWM Timer Software Stop Register.........cccooiiiiiiiii e 540
21.2.4 GTCLR : General PWM Timer Software Clear Register .............occcoviiiieiiieee e, 541
21.25 GTSSR : General PWM Timer Start Source Select Register.........cccoooveeveiiiiiiiiiiiieeees 542

21.2.6 GTPSR : General PWM Timer Stop Source Select Register ..., 545



21.2.7 GTCSR : General PWM Timer Clear Source Select Register...........cocccvvvveeeeiiiiiicciiiieeee, 548

21.2.8 GTUPSR : General PWM Timer Up Count Source Select Register...........coccovveeiiiiieenenns 551
21.2.9 GTDNSR : General PWM Timer Down Count Source Select Register...........cccccoviiieiinns 554
21210 GTICASR : General PWM Timer Input Capture Source Select Register A............ccocceee.. 558
21.2.11 GTICBSR : General PWM Timer Input Capture Source Select Register B......................... 561
21.212  GTCR: General PWM Timer Control REGISIEN ........occuviiiiiiiiiiiie e 564
21.213 GTUDDTYC : General PWM Timer Count Direction and Duty Setting Register................. 566
21.2.14  GTIOR : General PWM Timer /O Control Register ... 568
21.2.15  GTINTAD : General PWM Timer Interrupt Output Setting Register ..........ccccceveieiiiiiiiinnns 572
21.2.16  GTST : General PWM Timer Status REGIStEr .........coiciiiiiiiiiiiiie e 574
21.2.17  GTBER : General PWM Timer Buffer Enable Register ..., 579
21.2.18  GTCNT : General PWM Timer COUNET ......cccoiiiiiiiiiiiiiiee et 581
21.219  GTCCRKk : General PWM Timer Compare Capture Registerk (k= At0F) .ccccc.eeeoviinnnnns 582
21.2.20 GTPR : General PWM Timer Cycle Setting RegiSter..........cccuvvviiiiiiiiiiiiiiee e, 582
21.2.21 GTPBR : General PWM Timer Cycle Setting Buffer Register..........ccoooeiiiiiis 583
21.2.22 GTADTRK : A/D Conversion Start Request Timing Register k (K =A, B)...coooovciieieniinenn. 583
21.2.23 GTADTBRK : A/D Conversion Start Request Timing Buffer Register k (k = A, B)............... 583
21.2.24  GTADTDBREk : A/D Conversion Start Request Timing Double-Buffer Register k (k = A, B) 584
21.2.25 GTDTCR: General PWM Timer Dead Time Control Register..........cccoviiviiiiiiiiiiiieen, 584
21.2.26  GTDVU : General PWM Timer Dead Time Value Register U...........ccccooiiiiiiiiiiiieenn, 585
21.2.27 GTADSMR : General PWM Timer A/D Conversion Start Request Signal Monitoring
=T ] (= PO SO PP PP PP PRRTRN 585
21.2.28  GTICLF : General PWM Timer Inter Channel Logical Operation Function Setting Register
............................................................................................................................................ 587
21.2.29 GTPC : General PWM Timer Period Count Register ... 588
21.2.30 GTSECSR : General PWM Timer Operation Enable Bit Simultaneous Control Channel
SeIECE REGISTEI ...t e e st e e e ee e 590
21.2.31 GTSECR : General PWM Timer Operation Enable Bit Simultaneous Control Register...... 591
P4 B T O o T=T -1 (o] o FR OO PR UUUUT 593
21.31 [ E= Y (o @] o 7T r= 11 o USSP 593
21.3.2 BUFfEr OPeration ...... ..o e 601
21.3.3 PWM Output Operating MOAE ..........uuiiiiiiieiie it aa e 610
21.34 Automatic Dead Time Setting FUNCHON ..........coooiiiiiiii e 620
21.3.5 Count Direction Changing FUNCLON ..ot 624
21.3.6 Function of Output Duty 0% and 100% .......ueeieiiiiiiiie e 625
21.3.7 Hardware Count Start/Count Stop and Clear Operation............cccceveveeeeiiiiicccciiiieeeeeee e, 626
21.3.8 SyNChronized OPEratioN............occuiiiii ittt ee e st e e e st e e e e s sbeeeeeesnneeeeaaaans 631
21.3.9 PWM Output Operation EXamPIES .....coooiiiiiiiie e e e e e 636
21.3.10  Period Count FUNCLON .....ooiiiiiiiei et e e e e s neneeeas 641
21.3.11 Phase Counting FUNCLION ............uiiiiiiiiiee e e e e e e e e 642
21.3.12  Inter Channel Logical Operation FUNCHON............oiiiiiiiiiii e 652
At T o =Y 4 (U o G T T 0 o SO 654
21.41 INEEITUPE SOUMCES ..ottt e e s et e e e e nbee e e e e e 654
214.2 DMAC and DTC ACHVALION.........ueiiiiie ittt 656
21.5 A/D Conversion Start REQUEST .............uuiiiiiiiieie e 656
21.6 Operations LINKed DY ELC........coo ettt ee e 659
21.6.1 Event Signal Output to ELC ..... ..o 659
21.6.2 Event Signal Inputs from ELC ........oooiiiiiiee e 659
21.7  NOISE FIlter FUNCHON ... ...ttt et e e e e e e e e e e eeeeeaaeens 659
240 < T = 0] (Yo oo U o o] o OSSN 660

21.8.1 Write-Protection for REgISIErs ... 660



21.8.2 Disabling of BUffer Operation ..............coiiieeiiiiiiiiiiieiie e e e e e e 660
21.8.3 GTIOCnm Pin Output Negate Control (n=01t05, 1010 13, M =A, B) ccceeeeviiiiieeiiiiiieeeees 662
21.9 Initialization Method of OULPUL PINS ... ... e e 663
21.91 Pin Settings after RESEt .......ooo i 663
21.9.2 Pin Initialization Due to Error During Operation ............cccccoeiiciiiiiiiiiiiiee e 664

P2 I L O E =T o N (o (= PO PUURRTTR 664
21.10.1 Module-Stop FUNCHON SEttNg ......cccoiiiiiiiii e 664
21.10.2  GTCCRn Settings during Compare Match Operation (N = AtO F)...coooiiiiiiiiie, 664
21.10.3  Setting Range for GTCNT COUNTET ........ccuuiiiiiiiiieeee e e e s e e e e e e e e e s e eeanes 665
21.10.4  Starting and Stopping the GTCNT COUNLET .......eueiiiiiiiiee e 665
21.10.5  Priority Order of EQCh EVENt ......coouiiiiii e 665
21.10.6  Prohibit Invalid Register Setting ...........oooiiiiiiiiiii e 666

22. Low Power Asynchronous General Purpose Timer (AGT).....ccccouccecrerrrrcssmeersssssmsesssssssmesssssssmsessssssnnes 667
2470 B O 1YY TR 667
22.2 RegiSter DESCIIPONS ......oiiiiiiiiie et e ettt e e e e s bt e e e s aa b e e e e s sbeeeeeeeanreeeeeeans 669
22.21 AGT : AGT CoUNtEr REGISTET ....vviiiiiiiiee et e e e e eeaaaae s 669
22.2.2 AGTCMA : AGT Compare Match A ReGISTer ..........oviiiiiiiiiiiiee e 669
22.2.3 AGTCMB : AGT Compare Match B Register ... 670
2224 AGTCR : AGT CONtrol REGISTEN ...t 670
22.2.5 AGTMR1 : AGT Mode ReGISIEI 1 ... e 672
22.2.6 AGTMR2 : AGT MOdE REGISIEN 2 ...ttt 673
22.2.7 AGTIOC : AGT I/O Control REGISTEN .....ccoiiiiiiieiee e 674
22.2.8 AGTISR : AGT Event Pin Select RegiSter........coocuuiiiiiiii e 675
22.2.9 AGTCMSR : AGT Compare Match Function Select Register.........ccccccccoovviiciiiiiiinneneeen. 676
22210 AGTIOSEL : AGT Pin SeleCt REGISIEI .....uuiiiiiiiiiiee ettt 676
27 T © = 1 o] o TSR 677
22.31 Reload Register and Counter Rewrite Operation..............cccooiiiiiiiiiiieiee e 677
22.3.2 Reload Register and AGT Compare Match A/B Register Rewrite Operation ..................... 678
22.3.3 TIMEE MOAE ...ttt et e e e e e e e e e s e nan b e e e e e eeaeaeeeeaaanns 679
22.34 U1 EST ST @ 10 11 01U 1 o T [ USSR 680
2235 Y=Y o) A @710 1 (= 1Y/ [ Yo [ SRR 681
22.3.6 Pulse Width Measurement MOde ............cooviiiiiiiiiiiee e 682
22.3.7 Pulse Period Measurement MOe...........oooiiiiiiiii e 683
22.3.8 Compare MatCh fFUNCHON .........oo e 684
22.3.9 Output Settings for EQCh MOdE .........coouiiiiiiii e 685
22.3.10  StANADY MOGE ... .o 686
22.3.11 INEEITUPT SOUICES ...ttt e et e e e e e e e e e e et eareeeaaaeeas 687
22.3.12  Event Signal OUIPUL IO ELC .....ooiiiiiiiii et 687
P S U E =T [ o] (SRR 688
22.41 Count Operation Start and Stop Control ...........cooviiiiiiiiiieee e 688
2242 ACCESS 10 COUNTEr REGISTEN ... .eeiiieiiiiee ettt nrae e e e e 688
2243 When Changing MOGE ......oooiiiiii e 688
2244 OULPUL PIN SEHING ...ttt e e et e e e s ebe e e e e anbeeeeeeans 688
2245 DiGItAI FIET ..o 688
2246 How to Calculate Event Number, Pulse Width, and Pulse Period.............ccccccoeiviiieneennnen. 688
2247 When Count is Forcibly Stopped by TSTOP Bit........cooiiiiiiiiiiiiee e 689
2248 When Selecting AGTO Underflow as the Count Source............cccoeviiieieiiiiin e, 689
22.4.9 1[0 To L] (=X ] (o] o I 103 Lo1 1] o PSSO PPPRR 689
22410  When Switching SOUIMCE CIOCK ........uviiiiiiiiiiie ittt e e e e s e e s e nnaeeees 689

23. Ultra-Low-Power TIimer (ULPT) .....coi i ssss s s sssss s s s s s s samsn s s s ssss s s ssssnnes 690



D22 Tt B @ 1Y <Y V71 R 690

A B O 1T 11 ] =1 (7] ISR USPRSORRRR 690
23.3  RegiSter DESCIIPLONS ......eiiiiiiiiiie ittt e e e bt e e e s aa b e e e e e e sbbe e e e e e anbeeeeeeaas 691
23.3.1 ULPTCNT : ULPT Counter REgISter .......cooiiiiiie e 691
23.3.2 ULPTCMA : ULPT Compare Match A REGISEEN .......covviiiiiiiiieeeee e 692
23.3.3 ULPTCMB : ULPT Compare Match B RegiSter .........ccoociiiiiiiiiiie e 692
23.34 ULPTCR : ULPT Control REGISTEr.........coiiiiiiiiiiii e 693
23.3.5 ULPTMR1 : ULPT MOde REGISLEN 1 ...ttt a e 695
23.3.6 ULPTMR2 : ULPT Mode ReQIStEr 2........ooiiiiiiiiiiieiee et 695
23.3.7 ULPTMRS : ULPT Mode RegiSter 3........coiiiiiiiiieiiiie ettt 696
23.3.8 ULPTIOC : ULPT 1/O Control REGISTEr. ..o 698
23.3.9 ULPTISR : ULPT Event Pin Select RegiSter........cuuvviiiiiiiiiiee e 698
23.3.10 ULPTCMSR : ULPT Compare Match Function Select Register ............cccooeeeeiiiieiiiiiicnnns 699

A N O o =T -1 (o] o FR OO UUTT 700
23.41 @70 10 | Ao 0= =1 1T o S 700
23.4.2 Rewriting the counter and reload register ... 710
2343 Rewriting the compare circuits and reload registers for compare match A/B .................... 713
2344 UL EY T o0 { o 11| PO 714
23.4.5 Compare MatCh fFUNCHON ..o e 715
23.4.6 Input and output settings for each Mode..........oooouiiiiiii 716
23.4.7 StANADY MOE ... ... e e et e e e e e e 717
2348 [T g AU o T T o= PSP 718
2349 Event output to the ELC ... e e e e e 719

A RS B U F- =T [N g [o ) (= PSRRI 719
23.5.1 Start and stop control of the COUNLEr ............cooiiiiiiii e 719
23.5.2 Access to flags (TUNDF, TCMAF, and TCMBEF bits in ULPTCR register)..........cccccveeeneen. 720
23.5.3 Access to the ULPTCNT, ULPTCMA, and ULPTCMB registers .........cccccocoeeiieeeniineiiieenne 720
23.54 1Y ToTe L= R ot g =T o Lo oY PP PRT 720
23.5.5 Setting the ULPTON, ULPTOAN, and ULPTOBN PiNS.....ccciiiiiiiiiiciiiieieeeee e 720
23.5.6 Calculating the NUMDBEr Of EVENTS.......ccuviiiiiie e 720
23.5.7 When the counter is stopped forcibly by the TSTOP bit.........c.oeoviiiiiiiiii e, 720
235.8 Do 1 = 1 LY S 720
23.5.9 Restrictions on Event Counting during Deep Software Standby Mode 1.........cccceeeeveeeennnn. 720
23.5.10  ModUIE-StOP FUNCHION ... ....eiiiiiiiiiiiiee et e e e e e e e e e e e e e e e e eaaaas 721
23.5.11 Setting the ULPTEEN and ULPTEVIN PINS .....oeiiiiiiii e 721
pZ: S == 1 ] 4 0 U0 o T Q| I ) PR 722
O T O 1YY 1= PR 722
24.2 RegiSter DESCIIPONS ......ciiiiiiiiiie ittt et e e e s aa b e e e e e s sbbe e e e e s aabeeeeeeaas 723
2421 GO N I G 77 o o 2 O U [ | (=Y S 724
24.2.2 RSECCNT : Second Counter (in Calendar Count Mode) ..........ccceeeeeveeeeiiiiiiciiieeeeeee e, 724
24.2.3 RMINCNT : Minute Counter (in Calendar Count MoOde)..........cceeveiiiiiiieeeiiiieee e 725
2424 RHRCNT : Hour Counter (in Calendar Count Mode) ..........ccoiiiiiiiiiiiiiiiiiiieee e 725
2425 RWKCNT : Day-of-Week Counter (in Calendar Count Mode) ..........cccceeeiiiiieieiiiicneeeee, 726
24.2.6 BCNTn : Binary Counter n (n =0 to 3) (in Binary Count Mode)............ccccoeevcviiiiieeeeneeennn. 726
24.2.7 RDAYCNT : DAY COUNTET ...ceiiiiiiiiee e et e ettt e e ettt e e et e e e e ettt e e e e e nbae e e e e snnteeaeeennsaeeeeennnees 727
24.2.8 RMONCNT : MONth COUNTET ... e e e e e e 727
24.2.9 RYRCNT : YEAr COUNTET ...ttt e e e e e et e e e e e e e e e s st eeeeeeeaaaeeas 728
24210 RSECAR : Second Alarm Register (in Calendar Count Mode)...........ccccccvvireeeeeieeeeeieiccnns 728
24.2.11 RMINAR : Minute Alarm Register (in Calendar Count Mode) ..........ccccceeeeviiieeeiiiiieee e, 729
24212 RHRAR : Hour Alarm Register (in Calendar Count Mode) ..........ccccceeiiiiiieiiiniiiiieeeiieeen, 729



24213 RWKAR : Day-of-Week Alarm Register (in Calendar Count Mode)..........cccccevveeeeiiiiiinnnns 730
24.2.14 BCNTNAR : Binary Counter n Alarm Register (n = 0 to 3) (in Binary Count Mode) ............ 731
24.2.15 RDAYAR : Date Alarm Register (in Calendar Count MOde) .........ccueeiiiiiiiieiiiiiiiieeeeiieeen, 731
24216 RMONAR : Month Alarm Register (in Calendar Count Mode) .........ccccooiuiieieiiiiiiiieiiieeen, 732
24.217 RYRAR: Year Alarm Register (in Calendar Count Mode) ............ccoeeiiiiiiiiiiiiiieiee e, 733
24218 RYRAREN : Year Alarm Enable Register (in Calendar Count Mode)............ccccvvvveviinnnnnnn. 733
24219 BCNTnAER : Binary Counter n Alarm Enable Register (n = 0 to 3) (in Binary Count
1Y ToTe L= I PSPPSR 734
24220 RCR1:RTC Control REGISIEr T ... ..ot 734
24.2.21 RCR2 : RTC Control Register 2 (in Calendar Count Mode)..........ccccceeeeiiiiiiiiiiiiiieeeeeeee, 735
24.2.22 RCR2: RTC Control Register 2 (in Binary Count Mode) .........cccoeciiiieiiiiiiieeiiiiiee e 737
24223 RCRA4 : RTC Control REGISIEr 4 .......cooiiiiiiiie et 739
24224 RFRL: Frequency ReGISIEr L ......ouuiiiiiiiiiie e 739
24225 RFRH : Frequency Register H ... s 740
24226 RADJ : Time Error Adjustment REgISter........ ..o 740
24227 RTCCRn : Time Capture Control Register n (N =010 2).......ooeviiiiiiiiiiiiieeee e, 741
24.2.28 RSECCPnN : Second Capture Register n (n = 0 to 2) (in Calendar Count Mode)................ 742
24.2.29  RMINCPn : Minute Capture Register n (n = 0 to 2) (in Calendar Count Mode)................... 742
24.2.30 RHRCPn : Hour Capture Register n (n = 0 to 2) (in Calendar Count Mode)....................... 743
24.2.31 RDAYCPn : Date Capture Register n (n = 0 to 2) (in Calendar Count Mode)..................... 743
24.2.32 RMONCPN : Month Capture Register n (n = 0 to 2) (in Calendar Count Mode) ................. 744
24.2.33 BCNTnCPm : BCNTn Capture Register m (n = 0 to 3, m = 0 to 2) (in Binary Count Mode)
............................................................................................................................................ 744
P B O o =T -1 (o] o F OO UUTTT 745
2431 Outline of Initial Settings of Registers after Power On..........cccoooiiiiiiiiieee 745
2432 Clock and Count Mode Setting ProCedure ..o e 745
24.3.3 SetliNg the TIME ..t e e e e e e e e e e e e e e e e e e s s e e eanrenneees 746
2434 30-Second AdJUSTMENT ... s 747
2435 Reading 64-Hz Counter and TiMe.........ooii i 748
24.3.6 AL FUNCHON ...t e e e e e e e 750
24.3.7 Procedure for Disabling Alarm INterrupt.........cccuviiiiiiiiiie e 751
24.3.8 Time Error Adjustment FUNCHON.........ooi e 751
24.3.9 Capturing the tIME ... e 753
244 INTEITUDPE SOUMCES ...ceiiiiitiiee ettt ettt e e ettt e e e e ettt e e e e aabe e e e e e aabbe e e e e eanbeeeeeesnbeeeaesanbeneeaens 754
24.5 EVENE LINK OULPUL ...t e e e e e e e e e e e e s et b e e e eaeaeeeeessannanbbsrneeeaaaeens 755
2451 Interrupt Handling and Event LiNKiNG ... 756
246 USAGE NOES ...ttt e ettt e e bttt e et e e e a et e e s e e e e nneeeeean 756
24.6.1 Register Writing during CouNtiNg .........ooiiiiiiiiiie e 756
24.6.2 Use Of PeriodiC INTEITUPES ... e e e 756
246.3 RTCOUT (1-Hz/64-Hz) ClOCK OULPUL......ccouiiiiiiiieiiee e 757
246.4 Transitions to Low Power Modes after Setting Registers.........cooooiiiiie, 757
24.6.5 Notes on Writing to and Reading from Registers ... 757
24.6.6 Changing the CoUNt MOAE ........cooiieee e e e e e e e e e 757
24.6.7 Initialization Procedure When the RTC Is Not to Be Used.........ccccoccvveveeiiiiieee e 757
24.6.8 When Switching SOUICE ClIOCK .......ouuiiiiiiiii e 758
24.6.9 When writing to the RTC regiSters ... 758
25. WatChdog Timer (WDT) .....cceiiieeareerirssmrersssssmseersssssmsesssssssssessssssnsesssssssnsessassansesssssssnsesssssanneessessansesssnsanns 759
A T I O 1V 1= P PSP 759
25.2 RegiSter DESCIIPLONS ......ooiiiiiiiiii et e ettt e e e ettt e e e s ea b e e e e e e sbteeeeeeanbeeeeeeaas 760
25.2.1 WDTRR : WDT Refresh REGISIEN .....cccoiiiiiiieeee e 760



25.2.2 WDTCR : WDT Control REGISTEN .....ccoiiiiiieeieeeee ettt 761
25.2.3 WDTSR : WDT Status REGISTEN ...ttt 763
2524 WDTRCR : WDT Reset Control REGISter.........ooiuiiiiiiii e 764
2525 WDTCSTPR : WDT Count Stop Control RegiSter............ooiiiiiiiiiiiieeee e 765
25.2.6 Option Function Select Register 0 (OFS0)........cooviiiiiiiieeeeee e 765
AT I O o =T -1 (o] o FR OO UUUT 765
25.31 Count Operation in each Start MOde.........oooiiiiiiiii e 765
2532 Controlling Writes to the WDTCR, WDTRCR, and WDTCSTPR Registers............ccccceee. 769
25.3.3 REfrES OPEIatioN .....ueeeiiiiie e e e e e e e e e s e e e eaaae s 769
2534 Y110 L3 ol =T 1 RO PPRPORRRR 770
25.3.5 RESEE OUIPUL ... e e e e e e e e e e e e e e e e eeaaaeens 770
25.3.6 INEEITUPE SOUMCES ..ottt e e e s et e e e e nbee e e e e anneee 770
25.3.7 Reading the Down-Counter ValUE............ccooiiiiiiiiiiiieeeee et 771
25.3.8 Association between Option Function Select Register 0 (OFS0) and WDT Registers ....... 771
25.4 Output to the Event Link Controller (ELC) ... 772
255  USAGE NOES ...ttt e et e e e et e e e e bt e e e e e a et e e e e e nn e e e e e e nneeae s 772
25.51 ICU Event Link Setting Register n (IELSRN) Setting..........ccccooimiiiiiiiii e, 772
26. Independent Watchdog Timer (IWDT).......cccccirriiiiimmmminssrsisss s sssss s sss s s s sssssns s s sssanes 773
P2 TRt B O 1YY T PR 773
26.1.1 =1 (o Yo QD= To | - 1 o ¢ P 773
26.2 Register SPECIfICAIIONS. .......ci it e e e e et e e e et e e e sn e e e e e araeeaaeans 774
26.2.1 IWDTRR : IWDT Refresh RegISter.......cooo i 774
26.2.2 IWDTCR : IWDT Control REGISTEr........ooiiiiiiiieiiee e 775
26.2.3 IWDTSR : IWDT Status ReGIStEr ......cccviiiiiiiiiiieeeiee e 777
26.2.4 IWDTRCR : IWDT Reset Control REQISTEN........ccuvviieeiiiiiiee e 778
26.2.5 IWDTCSTPR : IWDT Count Stop Control Register...........coiiiiiiiiiiiieee e 779
PG B O o 1= = 1o o [ SRR 779
26.3.1 Count operation in each start MOdE .........ooviiiiiiiiiiii e 779
26.3.2 Controlling writes to the IWDTCR, IWDTRCR, and IWDTCSTPR registers ..........cccccc....... 782
26.3.3 Refresh OPEeration........ ..o e e e e e e e e e s 782
26.3.4 STATUS Flags .. e e e e 785
26.3.5 LYY= o T 1 o 11 | 785
26.3.6 [T g AU o AT T o= PSP 785
26.3.7 Reading the down-counter Value ..............ooouiiiiiiiiiiii e 785
26.3.8 Correspondence between Option Function Select Register 0 (OFS0) and IWDT
=0 153 (=T 3PP 787
26.4 Link operation by the event link fUNCHION ...........coiiiiiii e 787
27. Ethernet MAC Controller (ETHERQC) ........occociiiiiiiiriiesr s s sssssss s s s ssssss s s ssssanes 788
24 A0t T © 1YY T PR 788
27.2 RegiSter DESCIIPLONS ....cciii it e e e e e e e e e e e et et et et et e eeaeeeate b e e e e e e e e e aaaaaaaaaeees 793
27.21 ECMR : ETHERC MOdE REGISIEN ......eviiiiieiiiiie ettt 793
27.2.2 RFLR : Receive Frame Maximum Length Register ... 795
27.2.3 ECSR : ETHERC Status RegiSter.........cooiiiiiiiiiiiiiee e 795
27.2.4 ECSIPR : ETHERC Interrupt Enable RegiSter...........ooviiiiiiiiiiiiieeee e, 796
27.2.5 PIR : PHY Interface REGISIEN .......cccoiiiiiiie et 797
27.2.6 PSR : PHY Status RegISter.........coiiiiiiiii e 798
27.2.7 RDMLR : Random Number Generation Counter Upper Limit Setting Register .................. 798
27.2.8 IPGR : Interpacket Gap REGISIEN .........cooiiiiieeeee e 798
27.2.9 APR : Automatic PAUSE Frame RegISIEr ........coiiuiiiiiiiiie et 799
27.210 MPR: Manual PAUSE Frame RegiSter..........ooouiiiiiiiiiiiiie e 799



27211 RFCF : Received PAUSE Frame COUNtEr...........cooiiiiiiiiiiiieceee e 800
27.2.12  TPAUSER : PAUSE Frame Retransmit Count Setting Register...........ccccccveviiiiniiiennen. 800
27.2.13 TPAUSECR : PAUSE Frame Retransmit CouNter ...........coocouiiiiiiiiiiiiiiiee e 801
27.2.14 BCFRR: Broadcast Frame Receive Count Setting Register...........ccccooiiiiiniiiienn, 801
27.2.15 MAHR : MAC Address Upper Bit REGISIEr .......covviiieiiiiiieeee e 801
27.2.16  MALR : MAC Address Lower Bit REGQISTEI........c.uuiiiiiiiiiii e 802
27.2.17  TROCR : Transmit Retry Over Counter RegiSter...........cooiiiiiiiiiiiiiiciee e 802
27.2.18 CDCR: Late Collision Detect Counter Register.............coiiiiiiiiiiiiiiieeieee e 803
27.219 LCCR: Lost Carrier Counter REGISIEr .........uuviiiiiiiiiiiiii e 803
27.2.20 CNDCR : Carrier Not Detect Counter REGISIEr ........cccuviiiiiiiiiiiie e 803
27.2.21 CEFCR : CRC Error Frame Receive Counter Register ..........cocouveviiiiiiieiiiiieiec e 804
27.2.22 FRECR: Frame Receive Error Counter Register ..........ccooiiiiiiiiiiiiiiiiiee e 804
27.2.23 TSFRCR : Too-Short Frame Receive Counter Register .........ccccceeiiiiiiiiiiiieeiiieee e, 804
27.2.24  TLFRCR : Too-Long Frame Receive Counter Register ...........coovviiieieiiiiiiie i, 805
27.2.25 RFCR : Received Alignment Error Frame Counter Register...........cccccoviiiviiiiiiiieeiiiieenn, 805
27.2.26 MAFCR : Multicast Address Frame Receive Counter Register ............ccccccviiiiiiineiiiieenn. 806
A T © o =T (o] o OO PPRRPTR 806
27.31 TrANSIMISSION ...ttt e e e e e e e e e e ea et eeeeeeaaeeesaa e nnnsbeneeeeeaaaaeeaaaann 806
27.3.2 =T oY o] T o TSP 808
27.3.3 L= 10 0 LT 03T T PP 809
27.3.4 Accessing the MIl and RMII ReGISters .......oooeveiiiiiiiiiccciiiei e 811
27.3.5 Magic Packet DEteCHON ........oooeeeeeeei e e 813
27.3.6 Adjusting Transmission Efficiency by Changing the IPG ...........ccccoiiiiii e, 813
27.3.7 FIOW CONIIOL ...ttt e et e e e nb e e e e e snnae e e e e enneee 814
DA S |0 =1 4 1] o) SRR 816
P T U E = Vo =T N (o] (= PSP 816
27.51 Preventing the LCHNG Flag from Erroneously Setting to 1........ccoooiiiiiiiniie, 816
27.5.2 Input to RMII0_RX_ER Pin While RMII Is Selected...........cccooiiiiiiiiiee e 816
27.5.3 Collision Occurrence in Half-Duplex Mode ...........ccccuiiiiiiiiiiie e 816
28. Ethernet DMA Controller (EDMAC) .......cciiiiimiiiiisrss s issssss s sssssss s s ssssss s s s ssssss s ssssssss s s sssssss s s sssanes 817
2 TRt B O 1YY T PR 817
28.2 RegiSter DESCIIPLONS ....ccciii e e e e e e e e e e et et e e et et et e e e e e e e e e e aaaaaaaaaees 818
28.21 EDMR : EDMAC MOdE REGISIEN ......ueveiiee ettt ettt ettt e ntae e e e 818
28.2.2 EDTRR : EDMAC Transmit Request Register ... 819
28.2.3 EDRRR : EDMAC Receive Request Register..........cooiiiiiiiiiii e 820
2824 TDLAR : Transmit Descriptor List Start Address Register ............cccoovveiiiiiieiiiie e, 820
28.2.5 RDLAR : Receive Descriptor List Start Address Register..........ccccovvciviiiiiee e, 821
28.2.6 EESR : ETHERC/EDMAC Status RegISter .........ooiiiiiiiiei e 821
28.2.7 EESIPR : ETHERC/EDMAC Status Interrupt Enable Register...........ccccoviiiiiniiiieinne, 824
28.2.8 TRSCER : ETHERC/EDMAC Transmit/Receive Status Copy Enable Register.................. 826
28.2.9 RMFCR : Missed-Frame Counter REQISTEN .........ccuuiiieiiiiiiee e 827
28.2.10 TFTR: Transmit FIFO Threshold Register...........ccooiiiiiiiiii e 827
28.2.11 FDR : FIFO Depth REGISIEN.......eeiiiiee ettt e e 828
28.2.12 RMCR : Receive Method Control REGQISEEN .......ccciiieiiiiiiieeeee e 828
28.2.13 TFUCR : Transmit FIFO Underflow COUNLEN...........coiiiiiiiiiiiiii