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Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infingement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact Information

TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
WWWw.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/

© 2026 Renesas Electronics Corporation. All rights reserved.



General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Viu (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Specification Differences Between Products

There are the following specification differences in the RASM2 group products, depending on chip versions.

Table 1.1

Specification Differences Depending on Chip Versions

Chapter

Specification Differences

Chip version A

Chip version B

section 1, Overview

section 1.3. Part Numbering

Production identification
codeis 0

Production identification
code is 1

section 7, Option-Setting
Memory

section 7.2.11. FSBLCTRLO : FSBL Control
Register 0

Prohibit to set the FSBLEN
[2:0] bits to 000b

The FSBLENJ[2:0] bits can
be set to 000b

section 9, Clock Generation
Circuit

section 9.2.36. MOSCSCR : Main Clock
Oscillator Standby Control Register

Prohibit to set the
MOSCSOKP bit to 1

The MOSCSOKP bit can be
setto 1

section 9.2.37. HOCOSCR : High-Speed
On-Chip Oscillator Standby Control Register

Prohibit to set the
HOCOSOKP bit to 1

The HOCOSOKP bit can be
setto 1

section 11, Low Power Mode

section 11.7. Voltage Scaling Control

During a DVFS transition
(VSCR.VSCMTSF = 1),
Don'’t access to the
CM85's TCM and CM85's
cache. Before voltage
scaling operation, disable
the |-cache and D-cache
by setting CCR.DC and
CCR.IC to 0, and

then deactivate them by
setting MSCR.DCACTIVE
and MSCR.ICACTIVE to 0

During a DVFS transition
(VSCR.VSCMTSF = 1),
there is no restriction on
access to the CM85's TCM
and CM85's cache

section 59, MRAM

section 59.5.43. MCUVER : MCU Version
Register

Value after reset is 0x1

Value after reset is 0x2

section 62, Electrical
Characteristics

section 62.2.2. 1/0 Vi, VL

TCK/SWCLK 1.62V or above
V|4 : Min=VCC x 0.7
V|L:Max=VCC x 0.3

TCK/SWCLK 1.62V or above
V|4 : Min=VCC x 0.8

V)L :Max=VCC x 0.2

AVt : Min =VCC x 0.05




Preface

1.  About this document

This manual is generally organized into an overview of the product, descriptions of the CPU, system control functions,
peripheral functions, electrical characteristics, and usage notes. This manual describes the product specification of the
microcontroller (MCU) superset. Depending on your product, some pins, registers, or functions might not exist. Address
space that store unavailable registers are reserved.

2. Audience

This manual is written for system designers who are designing and programming applications using the Renesas
Microcontroller. The user is expected to have basic knowledge of electrical circuits, logic circuits, and the MCU.

3. Renesas Publications

Renesas provides the following documents. Before using any of these documents, visit www.renesas.com for the most
up-to-date version of the document.

Component

Document Type

Description

Microcontrollers

Data sheet

Features, overview, and electrical characteristics of the MCU

User’s Manual: Hardware

MCU specifications such as pin assignments, memory maps,
peripheral functions, electrical characteristics, timing diagrams, and
operation descriptions

Application Notes

Technical notes, board design guidelines, and software migration
information

Technical Update (TU)

Preliminary reports on product specifications such as restriction and
errata

Software

User’'s Manual: Software

API reference and programming information

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications

Tools & Kits, Solutions

User’s Manual: Development Tools

User’'s Manual: Software

Quick Start Guide

User’s manual and quick start guide for developing embedded
software applications with Development Kits (DK), Starter Kits
(SK), Promotion Kits (PK), Product Examples (PE), and Application
Examples (AE)

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications
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4.

Numbering Notation

The following numbering notation is used throughout this manual:

Example Description
011b Binary number. For example, the binary equivalent of the number 3 is 011b.
Ox1F Hexadecimal number. For example, the hexadecimal equivalent of the number 31 is described 0x1F. In
some cases, a hexadecimal number is shown with the suffix "h".
1234 Decimal number. A decimal number is followed by this symbol only when the possibility of confusion

exists. Decimal numbers are generally shown without a suffix.

5.

Typographic Notation

The following typographic notation is used throughout this manual:

Example

Description

AAA.BBB.CCC

Periods separated a function module symbol (AAA), register symbol (BBB), and bit field symbol
(CcC).

AAA.BBB A period separated a function module symbol (AAA) and register symbol (BBB).
BBB.DDD A period separated a register symbol (BBB) and bit field symbol (DDD).
EEE[3:0] Numbers in brackets expresses a bit number. For example, EEE[3:0] occupies bits 3 to 0.

6.

Unit and Unit Prefix

The following units and unit prefixes are sometimes misleading. Those unit prefixes are described throughout this manual

with the following meaning:

Symbol Name Description
Binary Digit Single 0 or 1

B Byte This unit is generally used for memory specification of the MCU and address
space.

k kilo- 1000 = 103. k is also used to denote 1024 (210) but this unit prefix is used to
denote 1000 (103) throughout this manual.

K Kilo- 1024 = 20, This unit prefix is used to denote 1024 (210) not 1000 (103)
throughout this manual.

7. Special Terms

The following terms have special meanings.

Term

Description

NC

Not connected pin. This pin should be left floating unless specified otherwise.

Hi-Z

High impedance.

Don't care or undefined.




8. Register Description

Each register description includes both a register diagram that shows the bit assignments and a register bit table that
describes the content of each bit. The example of symbols used in these tables are described in the sections that follow.
The following is an example of a register description and associated bit field definition.

XX.X.X  {register/name} : {register/description}

Base address: {peripheral/name} = {peripheral/baseAddress}

Offset address: {register/addressOffset} (1 )
Bit potision: 7 6 5 4 3 2 1 0 (2)
Bit field:| - - - - - - - {field/name}
Value after reset: 0 0 0 0 0 0 0 o —(3)
4) ®) (6)
Bit ‘Symbol ‘ ‘ Function ‘ ‘RIW ‘
0 {field/name} {field/description} {access}
0: {enumeratedValue/description}
1: {enumeratedValue/description}
71 - These bits are read as 0. The write value should be 0. R/W

(1) Function module symbol, register symbol, and address assignment

Function module symbol, {peripheral/name}, register symbol, {register/name}, and address assignment of this register
are generally expressed. Base Address and Offset Address mean {register/name} : {register/description} of {peripheral/
name} is assigned to address {peripheral/baseAddress} + {register/addressOffset}.

(2) Bit number

This number indicates the bit number. These bits are shown in order from bits 31 to 0 for 32-bit register, from bits 15 to 0
for 16-bit register, and from bits 7 to 0 for 8-bit register.

(3) Value after reset

This symbol or number indicate the value of each bit after a hard reset. The value is shown in binary unless specified
otherwise.

0: Indicates that the value is 0 after a reset.
1: Indicates that the value is 1 after a reset.

x: Indicates that the value is undefined after a reset.

(4) Symbol
{filed/name} indicates the short name of bit field. Reserved bit is expressed with a —.
(5) Function
Function indicates the full name of the bit field, {field/description}, and enumerated values.
(6) R'W
The R/W column indicates access type whether the bit field is readable or writable.
R/W: The bit field is readable and writable.

R: The bit field is readable only. Writing to this bit field has no effect.

W: The bit field is writable only. The read value is the same as after a reset unless specified otherwise.



9. Abbreviations

Abbreviations used in this document are shown in the following table.

Abbreviation Description
AES Advanced Encryption Standard
AHB Advanced High-performance Bus
AHB-AP AHB Access Port
APB Advanced Peripheral Bus
ARC Alleged RC
ATB Advanced Trace Bus
BCD Binary Coded Decimal
BSDL Boundary Scan Description Language
DES Data Encryption Standard
DSA Digital Signature Algorithm
ETB Embedded Trace Buffer
ETM Embedded Trace Macrocell
FLL Frequency Locked Loop
FPU Floating Point Unit
HMI Human Machine Interface
IrDA Infrared Data Association
LSB Least Significant Bit
MSB Most Significant Bit
NVIC Nested Vector Interrupt Controller
OTP One Time Programmable memory
PC Program Counter
PFS Port Function Select
PLL Phase Locked Loop
POR Power-on reset
PWM Pulse Width Modulation
RSA Rivest Shamir Adleman
SHA Secure Hash Algorithm
S/H Sample and Hold
SP Stack Pointer
SWD Serial Wire Debug
SW-DP Serial Wire-Debug Port
TRNG True Random Number Generator
UART Universal Asynchronous Receiver/Transmitter
VCO Voltage Controlled Oscillator




10. Proprietary Notice

All text, graphics, photographs, trademarks, logos, artwork and computer code, collectively known as content, contained
in this document is owned, controlled or licensed by or to Renesas, and is protected by trade dress, copyright, patent and
trademark laws, and other intellectual property rights and unfair competition laws. Except as expressly provided herein, no
part of this document or content may be copied, reproduced, republished, posted, publicly displayed, encoded, translated,
transmitted or distributed in any other medium for publication or distribution or for any commercial enterprise, without
prior written consent from Renesas.

Arm® and Cortex® are registered trademarks of Arm Limited. CoreSight™ is a trademark of Arm Limited.
CoreMark® is a registered trademark of the Embedded Microprocessor Benchmark Consortium.
Magic Packet™" is a trademark of Advanced Micro Devices, Inc.

Other brands and names mentioned in this document may be the trademarks or registered trademarks of their respective
holders.

11. Feedback on the product

If you have any comments or suggestions about this product, go to Contact Us.


https://www.renesas.com/us/en/contact-us

Contents

== LT == 61
LIS A=Y 7 1= 75 62
1.1 FUNCHON OULING ...ttt s b s bt e e ae e b e e neree s 62
L = 1o Yo QB T F= o =T o RSP SPP 68
R I - T N[V 00] oY= 4o T PSPPSR 68
L I ¥ o Tor (o] W @ e 4 gl oY=y T o H U PPSR 71
1.5 PN FUNCHONS ...ttt et e e s e e e s s e e e s e e e e e s annneee s 73
(ST T Nt T [ o 41T o | £ PRSP 80
R T o T - 3PSO 85
7R 0 101
Nt B O 1YY 1= SRR 101
211 O SRR 101
2.1.2 9= o TH o USSR 103

p 2 =1 (o Yo QD T-To | - 1 o o SRR 104
2.3 Implementation OPLIONS. ........ooiii it e e e e e e e e e e aaaaeas 105
P I - Yot T [ 01 (Y =T TSSO 107
S TN B 1N € TS A AT I g =Y o £ Vo SR 107
P S T = To o SO P TSP PP UPP PRI 107
2.6.1 SINGIE-ChIP MOTE ..ottt e e e s et e e e s st e e e e sneeeeeeeanteeeaeeans 108
26.2 Initial Vector Table Base AdAreSS..........oii i 108

2.7  Sleep Modes for LOW POWET STAteS .......oouuiiiiiiiiiiii et eaeee e 108
2.71 ST [=T=T oI, o T [ PR PUR PSP 108
2.7.2 DEEP SIEEP MOUE ...t e e e e e e e e e aaaa e 111

2.8 DEDUQG FUNCHION ...ttt e e eb et e e e s et et e e e e sbbe e e e e e abeneeeeaas 112
2.8.1 External Debugger Connectivity, Authentication by JTAG/SWD .........ccccooviiiiiiiiiicneeeen, 112
2.8.2 Debug Protection Mechanism by SOftware ............ccceevviiiiiiiiiic e, 113
2.8.3 Effect of DEbUG FUNCHON ... e 114
284 HOt PIUG-IN DEDUQG ...ttt 115
2.8.5 UNPrivileged DEDUG. ... 115

P I = To |51 (T gl D= T oty o) 4] 1 SR 115
2.9.1 CPU CONtrol REGISIEIS ... ittt e e e e st e e e st e e e s sneeeeeeenntreeaaeans 115
29.2 Address Spaces for External DebUGer.........coo i 123
293 L0 U Y o] LY = | PRSP 124
294 ROM TaDIE ...ttt b e e et e e e 126
295 DBGREG. ... ettt et h e bt eh e b et e aa e nre e e anbe e e nneeas 129
2.9.6 OCDREG ...ttt ettt e et e et e e e et e e e e e e et e e e et e e e ateeeaaneeeeanaeeeaneeeeaneeeeaneeeanes 137
210 CoreSight Cross Trgger INTErface .........coouiiiii it raeee e 144
211 CoreSight ATB FUNNEL.......uuiiiiiiiei et e e e e e e e e e st e e e e e eaeeeeesssnnanbesaeeeeaaaeens 145
212  SYSTICK SYSIEIM TIMET ...ttt e ettt e e e e et e e e santeeeeesanbteeeeeaantaeeeeesntaeaeesanseeeaanans 146
213 CoreSight TIMestamp GENEIator........cooi ittt e e aabeeee e 146
214 OCD EmUIator CONNECHION .......coiiiiiiiiii ettt ettt e e e s aab et e e e e sbbeeeeeeanbeeeeeeans 146
2141 Restrictions in OCD Emulator CONNECHNG ..........uviiiiiiiiiee e 147
2.14.2 Connecting Sequence and JTAG/SWD Authentication.............cccevveiiiiiiie i 148

2 B T =Y {1 (= g o7 3O 149
216 CM33 CACHE (C-Cache and S-Cache)..........oocuuiiiiiiiiiiiee ettt snreee e 150
2.16.1 OVEBIVIBW .ttt h et et h oot e ettt s bt e et e e s bt e e bn e e e enr e e e nane e e e 150
2.16.2 =T o 153 (=1 o N1 PP 152

2.16.3 RegiSter DESCIIPHONS .......eeiiiiiite e 153



2.16.4 (@] 0T=T = 1 110} o U PPUR PSP 173

2.16.5 USAGE NOLES ...ttt e e e e e e e e e bbbt e e e e e e e e e e e e e nnnb e e e eeeeaaaaens 181
217 CMB33 TCM (Tightly Coupled MEMOIY) ........couiiiiiiiieiiiiiee ettt e e ee e e 181
2171 L@ Y 1= 181
217.2 LY 1] (=Y 1= 182
217.3 Register DESCIIPONS ....oiiiiiiiii ittt e e e e e e e e e e et eeeeaaae s 183
2174 L@ 0= =1 (o] o S 190
217.5 0= Lo Lo N o) L= PR 193

3. Inter-Processor Communication (IPC) ........cccciiiieeririrsssrreresssmre e ssssssse e s sss e e e ssssssnr e s ssssmseessnsssnsessessanes 194
TRt B O 1V 1= PSPPI 194
3.2 RegiSter DESCIIPONS ......oiiiiiiiiie e e ettt e e ettt e e e e ra e e e e e s sbte e e e e e anbeeeeeeaas 194
3.21 IPCSAR : IPC Security Attribution RegISter ..........cevviiiiiiiiiiiiieeee e 195
3.2.2 IPCPAR : IPC Privileged Attribution Register...........ccoooiiiiiiiiiee e 198
3.2.3 IPCSEMN : Semaphore Register n (N = 010 15) ....ueiiiiiiiiiiii e 200
3.24 IPCONMISTA : Inter-Processor0 NMI Request Status Register..........cccooiiiiiiennnn. 200
3.25 IPCONMISET : Inter-Processor0 NMI Request Set Register .........cccceeeiiiiiiiiiiiiieeeeeeeeeen, 201
3.2.6 IPCONMICLR : Inter-Processor0 NMI Request Clear Register.........cccccovvvciivieiiiieneeeeeen, 202
3.2.7 IPCINMISTA : Inter-Processor1 NMI Request Status Register..........cccooviiiiiiiiiciinen, 202
3.2.8 IPCINMISET : Inter-Processor1 NMI Request Set Register ..., 203
3.2.9 IPCINMICLR : Inter-Processor1 NMI Request Clear Register............cccoovvvviiiiiieieneneeeenn. 203
3.2.10 IPCOSTAQO : Inter-ProcessorQ Status RegisterQ ...........cccvviiiiiiiiiiiiieeeeee e 204
3.2.11 IPCOISETO : Inter-Processor0 IRQ Request Set RegisterO ..., 205
3.2.12 IPCOTXDO : Inter-Processor0 FIFO Transfer Data RegisterO..........cccccoviiiiiiiienee, 205
3.2.13 IPCORXDO : Inter-Processor0 FIFO Receive Data RegisterQ.........c.cccccooovviiiiiiiiieeneeeeeenn, 206
3.2.14 IPCOCLRO : Inter-Processor0 Clear Register0 ...........occuieieiiiiiiieiiiiee e 206
3.2.15 IPCOSTA1 : Inter-Processor0 Status Registert ... 207
3.2.16 IPCOISET1 : Inter-Processor0 IRQ Request Set Registert ..., 208
3.2.17 IPCOTXD1 : Inter-Processor0 FIFO Transfer Data Register! .........ccccccccoovviiiiiiieeeneneeennn, 209
3.2.18 IPCORXD1 : Inter-Processor0 FIFO Receive Data Register .........cccoccvevivciieeiiiiciene e, 209
3.2.19 IPCOCLR1 : Inter-Processor0 Clear Registert ... 210
3.2.20 IPC1STAQ : Inter-Processor1 Status Register0 ... 21
3.2.21 IPC1ISETO : Inter-Processor1 IRQ Request Set Register0..........coccovveiiiiiiiiiiieeeee, 212
3.2.22 IPC1TXDO : Inter-Processor1 FIFO Transfer Data RegisterO..........ccccccevveiieiiiicciene e, 212
3.2.23 IPC1RXDO : Inter-Processor1 FIFO Receive Data Register0...........ccccevviiiiiiiiiiiene i, 213
3.2.24 IPC1CLRO : Inter-Processor1 Request Clear RegisterO ............coooviiiiiiiiiiini i, 213
3.2.25 IPC1STA1 : Inter-Processor1 Request Status Registert..........ccoceeveveeiiiiiiiiciiieeeeeeeeee, 214
3.2.26 IPC1ISET1 : Inter-Processor1 IRQ Request Set Register! .........cococeiiiiiiiiini i, 215
3.2.27 IPC1TXD1 : Inter-Processor1 FIFO Transfer Data Registert ..........ccocoiiiiiiiiiiee, 216
3.2.28 IPC1RXD1 : Inter-Processor1 FIFO Receive Data Register ..........ccccccviiiiiiiiine e, 216
3.2.29 IPC1CLR1 : Inter-Processor1 Clear REGIStEIT ........ocoveiiiiiiiiiiieeeeeee e 217
T T O o= T -1 i o] o F OO PR RUUTT 217
3.31 RS T= aE=T o] L] (= S 217
3.3.2 Inter-processor Non-maskable Interrupt ... 218
3.3.3 Inter-processor Maskable INterrupt ..........oooeeeeiiiii e 219
3.34 EXCIUSIVE CONIIOI FIOW ......eiiiiiiiiiiee et e et a e e e e e e e e 220
3.3.5 MESSAGE-FIFO ... i et 221
3.3.6 1O 101 (=T (U o) PRSP 223

T B 0 T o Y=Y - 14T e 1 Yo L= 224
4.1 OV BIVIBW ... ettt e et e e et e e e e e e e e et et ettt eeesete st et e aeeeeeaeaaaaaaaaeeseeeeeesesersssnsnsnnan 224

4.2  Operating Mode Types and SEIECHON ...........uiiiiiiiie e 224



4.3  Details of Operating MOUES .......ccoiiieeiiiiieieee et e e e e e e e e e e e e e e aaaeeesseseaasbaaaeeeeaaaees 224

4.3.1 SINGIE-Chip MOAE.......eiiiiiiiiiie ettt e e e e et e e e e s st et e e e e sneeeeeeeanseeeaanans 224
432 JTAG BOOEt MOGE ...ttt ettt ettt et e et e e et e e emee e e s neeeeneeeeaneeeeanneeans 224
4.3.3 1O I =0 1Y o To 1= SR 224
434 USB BOOE IMOUTE ...ttt ettt e e 224
4.4  Operating Modes TranSitiONS. .......c.ciiiiiiieeiiiiiite sttt e e et e e e st e e e s seee e e e e sssaeeeeesnssseeeesasseeeeesanneeeeas 224
441 Operation Modes and the Relationship of Mode Transition ............ccccooiieiiiiiiiiee, 224

L - Ve [o [T Y- o O 226
5.1 AdAIESS SPACE ...ttt e e e e e e e e e e e ———————aaaaaeaaeeaaea———————aaaaaaas 226
5.2 EXIErNal AAAIESS SPACE .....eeiiiiiiiiei ittt ettt e e e e e e e e e e e e e e e e e e e e e e e e nnnaanneeaeaaaaens 229
5.3  Peripheral /0O Register AAreSS SPACE. ......ccouiiuiiiiiiiiiiiie et et ee e saeeeee e 231
L === 234
L0t I O 1YY T OO 234
6.2  RegiSter DESCIIPONS ......oiiiiiiiiiie ettt e e e s ettt e e e s ea bt e e e e sbte e e e e e anbeeeeeeans 245
6.2.1 RSTSAR : Reset Security Attribution Register...........cccccooiiiiiiii e, 245
6.2.2 RSTSRO : Reset Status Register O ..........oo i 246
6.2.3 RSTSR1 : Reset Status Register 1 ... ... 248
6.2.4 RSTSR2 : Reset Status Register 2........ooo e 251
6.2.5 RSTSR3 : Reset Status REGISIEr 3 ....cooviiiiiiiie e 252
6.2.6 SYRSTMSKO : System Reset Mask Control Register 0 ...........ccoceveiiiiiiiieiiiiiiee e 253
6.2.7 SYRSTMSK1 : System Reset Mask Control Register 1 ... 253
6.2.8 SYRSTMSK?2 : System Reset Mask Control Register 2 ... 254
6.2.9 TEMPRCR : Temperature Monitor Reset Control Register.............cooovviviiiiieiiiieee e, 254
6.2.10 TEMPRLR : Temperature Monitor Reset Lock Register ... 255
L0 T © = 1 o] o U 255
6.3.1 RES Pin RESET ... .ttt ettt e e e e e e e e e e e e e e e e e s s e e ennnrrnnneeeeaaeens 255
6.3.2 POWET-ON RESEL........oiiiiiiiiii ettt e 255
6.3.3 Voltage MoNiItor RESEL ... ..o e e e e 256
6.3.4 Deep Software Standby ReSet ... 262
6.3.5 Independent Watchdog Timer RESEt...........uuiiiiiiiiiiii e 262
6.3.6 CPUO/CPU1 Watchdog Timer RESEL.......cueiiiiiiiiiiiicieeeeee e 262
6.3.7 CPUO/CPUT LOCKUP RESEL ...t 263
6.3.8 SOftWAre RESET ... . et e e e e e e e 263
6.3.9 BUS EITOr RESEL ...ttt e e et r e e e e e e e e s s s neeeeeeaaeens 263
6.3.10 Common Memory Error RESEL ..........cuiiiiieiiiieee e 263
6.3.11 Local Memory 0 / Local Memory 1 Error RESet........coooiiiiiiiiiiiiiee e 263
6.3.12 Temperature Monitor RESEt...... ..o e e 264
6.3.13 Determination of Cold/Warm Start ..o 266
6.3.14 Determination of Reset Generation SOUICE ...........cceiiiiiiiiiiiiiiee e 266

6.4  Reset Protection from NON-Secure Programs ............ccueiieiiiiiiiie et e e snveee e 267
7.  Option-Setting MeMOIY ........oo i an s s nn e s a e 268
A T O 1Y T V=T T TP P U PP PP OURPP PP 268
7.2 RegiSter DESCIIPHIONS .......uiiiiiiiiiiiie ettt e e e e e e e e e ettt e et e e e e e e e e e e nenbeeeeeeeaaaeens 270
7.2.1 OFSO0 : Option Function Select Register O ... 270
7.2.2 OFS2 : Option Function Select Register 2. 273
7.2.3 SAS : Startup Area Setting REGISTEr .......oeiiiiiii i 274
724 OFS1, OFS1_SEC : Option Function Select Register 1 for Non-Secure and Secure ........ 274
7.2.5 OFS1_SEL : Option Function Select Register 1 for Security Attribution...............ccccceee. 276
7.2.6 OFS3, OFS3_SEC : Option Function Select Register 3 ... 277
7.2.7 OFS3_SEL : Option Function Select Register 3 for Security .........ccccvvieeiieeeeiiiiiiceee, 279



7.2.8 BPS, BPS_SEC : Block Protect Setting Register............ccooiiiiiiiiiiiii e, 280

7.2.9 PBPS, PBPS_SEC : Permanent Block Protect Setting Register ............cccoocvveiiiiieeenen. 280
7.2.10 Permanent Option Function Select Protect Setting Register (POFSPS) .........ccoccoceeiinnen. 280
7.2.11 FSBLCTRLO : FSBL Control REGIStEr O........coiiuiiieiieeiie e 281
7.212 FSBLCTRL1 : FSBL Control RegIister ...t 282
7.2.13 FSBLCTRL2 : FSBL Control REGISIEr 2........viiiiiiiiiee et 282
7.2.14 SACCOn : Start Address of Code Certificate On (N =010 3) .oooviiviiiiiiiiiie e 283
7.2.15 SACC1n : Start Address of Code Certificate 1n (n=010 3) ..coooiiiiieiiiiii e, 283
7.2.16 SAMR : Start Address of Measurement REPOrt ............ueeviiiieiiiiiiiiieeee e 283
7.217 REVOKE : REVOKE EN@DIE .......cooiiiiiiiiieie ettt 284
7.2.18 HOEMRTRKnN : Hash of OEM_ROOT_PKN (N= 010 3) ..eeiiiiiiiieieiie e 284
7.2.19 ZHUK : Zeroization HUK EN@DIE..........ooiiiiii e 285
7.2.20 ARCLS : Anti-Rollback Counter LOCK Setting .........coovviiiiiiiiiiiiiieieeeee e 285
7.2.21 ARCCS : Anti-Rollback Counter Configuration Setting for Non-secure Application ........... 286
7.2.22 ARC_SECn : Anti-Rollback Counter for Secure Applicationn (n =0, 1) ....cccoiienenennnnn. 286
7.2.23 ARC_NSECn : Anti-Rollback Counter for Non-secure Applicationn (n=01to 7) ............... 287
7.2.24 ARC_OEMBLn : Anti-Rollback Counter for OEMBL (N =0, 1) wevvviiiieieeiiiiiiiieeeeeeeeeeenn 287
7.2.25 GPOTPnN : General Purpose OTP (N= 010 23)....cciciiiiiiiiiiiiee e 287
7.3 Setting OptioN-Setting MEMOIY .......euiiiiiii e ee e 287
7.3.1 Allocation of Data in Option-Setting MemOry ..........cooiiiiiiiiiie e 287
7.3.2 Setting Data for Programming Option-Setting Memory............ccooociiiiiiieieeeee e, 288
7.3.3 Security Attribution of Extra MRAM Option-Setting Memory..........ccccocceeeiiicieiee e 288
734 Timing of the Setting ValUue ........ooo e 288

A U =TT T3 o] (= PSSR 289
7.4.1 Data for Programming Reserved Areas and Reserved Bits in the Option-Setting Memory 289
7.4.2 FSBL Execution After System RESEL ........cccuviiiiiiiiiee e 289
74.3 FSBL SKip FUNCHON ...t e e e e e e e e e e e aaaeens 289
Programmable Voltage Detection (PVD) ........ccccciiiiiiiiiiiscccsssererese s sesssssssssssssssssssssssssssssssssssmsssssssesns 290
TRt I O 1YY 1= SRR 290
8.2 RegiSter DESCIIPONS .....ciiiiiiiiiiii ittt ettt e e e s aa b e e e s abbe e e e e e aabeeeee e 292
8.2.1 PVDSAR : Programable Voltage Detection Security Attribution Register...............c........... 292
8.2.2 PVDmMCMPCR : Voltage Monitor m Comparator Control Register (m =1, 2) .....oovvvveeeennnn. 293
8.2.3 PVDNnCMPCR : Voltage Monitor n Comparator Control Register (n =4, 5) .......ccccceveeenneen. 294
8.24 PVDmCRO : Voltage Monitor m Circuit Control Register 0 (m =1, 2) ..c.cooviiiiiiiiiiiiiiiin, 294
8.2.5 PVDnCRO : Voltage Monitor n Circuit Control Register 0 (n =4, 5) .....coovviiiiiieiiiiieeeee, 296
8.2.6 PVDmMCR1 : Voltage Monitor m Circuit Control Register (M =1, 2)......cccoiviiiiiiiiiieeeeeeeeen. 297
8.2.7 PVDmSR : Voltage Monitor m Circuit Status Register (m =1, 2).....cccccceevviiiereiiieee e, 297
8.2.8 PVDmFCR : Voltage Monitor m Function Control Register (m =1, 2) ......ccooceiiiiiiiiinnnnn. 298
8.2.9 PVDnFCR : Voltage Monitor n Function Control Register (N =4, 5) ..o, 298
8.2.10 PVDLR : Voltage Monitor LOCK RegISter ...........uvuuiimiiiiiiiieii e 299
TR Y[ O1 O 141 o 101 Y /o] L= To [ 1Y, (o] a1 (o ) (B PO URRPPRRRR 299
8.3.1 1Y ToT 11 Co] T g e I A PSPPSR PP 299
8.3.2 1Y ToT 11 (o] T aTo I A PP PR P P PPT 299

8.4  Reset from Voltage MONITOI O .......oouiiiiiiiiieee et e e e 300
8.5 Interrupt and Reset from Voltage Monitor m (M =1, 2) ..o 301
8.6 Resetfrom Voltage MONITOr N =4, 5. ... e e e e 304
8.7  Event Link Controller (ELC) OULPUL ........ccuiiiiei e e et e e st e e e s st e e e s snnraeeeeeans 305
8.7.1 Interrupt Handling and Event LinKiNgG ........ceueiiiii e 306
Clock Generation CirCUIt .........ccciiiimiiiirinr i 307

9.1 (@ 1YY V= RO 307



1S I (= To |51 (=T gl L= Tty o) 4] 1 R 312

9.2.1

9.2.2

9.2.3

9.24

9.25

9.2.6

9.2.7

9.2.8

9.2.9

9.2.10
9.2.11
9.2.12
9.2.13
9.2.14
9.2.15
9.2.16
9.2.17
9.2.18
9.2.19
9.2.20
9.2.21
9.2.22
9.2.23
9.2.24
9.2.25
9.2.26
9.2.27
9.2.28
9.2.29
9.2.30
9.2.31
9.2.32
9.2.33
9.2.34
9.2.35
9.2.36
9.2.37
9.2.38
9.2.39
9.2.40
9.2.41
9.2.42
9.2.43
9.2.44
9.2.45
9.2.46
9.2.47
9.2.48
9.2.49

CGFSAR : Clock Generation Function Security Attribute Register.........c..coccoveeiiiiiennnns 312
SCKDIVCR : System Clock Division Control Register ..o 316
SCKDIVCR2 : System Clock Division Control Register 2 ...........cccceiiiiiiiiiiiiiee e 318
SYRACCR : System Register Access Control Register............coccocuiiiiiiiiiii e, 320
SCKSCR : System Clock Source Control Register...........cccvveiiiiiiiiiiiiiiiee e 320
PLLCCR : PLL Clock Control REGISTEr.........uuiiiiiiiiieeiiie e 321
PLLCCR2 : PLL Clock Control Register 2...........ooueiiiiiiiiiiee e 322
PLLCR : PLL CONtrol REGISIEN .......viiiiiiiieee ettt e e e e e e e e 323
PLL2CCR : PLL2 Clock Control REGISTEr.........ccciiiiiieeiiiiiie e 324
PLL2CCR2 : PLL2 Clock Control RegISter 2..........ueiviiiiiiiieiiieeee e 325
PLL2CR : PLL2 CoNtrol REGISTEN ........veiiiiiiiiiiee ettt 326
BCKCR : External Bus Clock Control REGISIEN ........cccvviiiiiiiiiiiiieeeee e 327
MOSCCR : Main Clock Oscillator Control ReGISter ..........ccccoviiiiiiiiiiiiee e 328
SOSCCR : Sub-Clock Oscillator Control Register ..........oocuviiiiiiiiiiiicie e 329
LOCOCR : Low-Speed On-Chip Oscillator Control Register .........cccccceeeeiiiiiccciiiiiiieeeeeeenn 329
HOCOCR : High-Speed On-Chip Oscillator Control Register.........cccccceeeiiviiiiiiiieieieeeeeen, 330
HOCOCR?2 : High-Speed On-Chip Oscillator Control Register2.............cccccocvveiiicieneeennnen. 331
MOCOCR : Middle-Speed On-Chip Oscillator Control Register ..........ccccoocvivieiiiieieinninen. 331
FLLCR1 : FLL Control REGIStErT ...t 332
FLLCR2 : FLL CONtrol REGISIEI2......oeeeiiieeeei ettt a e 333
OSCSEF : Oscillation Stabilization Flag Register ............oocuiiiiiiiiiiiie e 334
OSCMONR : Oscillator Monitor Register ... 335
OSTDCR : Oscillation Stop Detection Control Register...........oocoeviiiiiiiiiiiiieeieeeeee 336
OSTDSR : Oscillation Stop Detection Status Register ............cooooeciiiiiieieieie e, 337
SOSTDCR : Sub-clock Oscillation Stop Detection Control Register.............ccccceeeviiivenennnns 338
SOSTDSR : Sub-clock Oscillation Stop Detection Status Register ...........coocoveiiiiiiennns 338
MOSCWTCR : Main Clock Oscillator Wait Control Register............ccocceiiiiiiieiiiiicie e, 339
MOMCR : Main Clock Oscillator Mode Oscillation Control Register............ccccovveeeeeeneeennn. 340
SOMCR : Sub-Clock Oscillator Mode Control Register ............ccoovviiiiiiiieiiciiiee e 341
CKOCR : Clock Out Control REGISTEN .......ccoiiuiiiiiiiiiiiiie e 341
EBCKOCR : External Bus Clock Output Control Register ..........cccoociiiiiiiiiieiiie e, 342
SDCKOCR : SDRAM Clock Output Control RegiSter ...........cccooviiiiiiiiiiiiiiieee e 343
LOCOUTCR : LOCO User Trimming Control REGISter ..........cccvvieiiiiiiiee e 343
MOCOUTCR : MOCO User Trimming Control Register ...........cccccviiiiiiiniiieiec e, 344
HOCOUTCR : HOCO User Trimming Control Register ..........cccccoiiiiiiiinieee, 344
MOSCSCR : Main Clock Oscillator Standby Control Register.........cccccccoovvivciiviiieeieeeeeen. 345
HOCOSCR : High-Speed On-Chip Oscillator Standby Control Register ..............cccccc....... 345
MOCOSCR : Middle-Speed On-Chip Oscillator Standby Control Register.............c.c........ 346
USBCKDIVCR : USB Clock Division Control Register............ccocviiiiiiiiiniieieeeee e 346
OCTACKDIVCR : Octal-SPI Clock Division Control Register ...........cccccviveeeeiiiiiiciiiieeee, 347
CANFDCKDIVCR : CANFD Core Clock Division Control Register............ccccccvveiviiiieenenns 347
USB60CKDIVCR : USB60 Clock Division Control Register............occoviiiiiiiiiiiiiieeceee, 348
I3CCKDIVCR : I3C Clock Division Control Register ...........coocieiiiiiiiiiiiieee e 349
USBCKCR : USB Clock Control REGIStEr ...........uviiiiiiiiiee it 349
OCTACKCR : Octal-SPI Clock Control REGISIEr.........ccciiiiiiiieiiiiiiie e 350
CANFDCKCR : CANFD Core Clock Control Register ..o 352
USBG60CKCR : USB60 Clock Control RegiSter ..........cooiiiiiiiiiiiiieieieee e 353
ISCCKCR : I13C Clock Control REGISTEr ...........uuiiiiiiiiiiiee e 354

SCICKDIVCR : SCI Clock Division Control RegISter ...........ccoeviiiiiieiiiiiiiee e 355



9.2.50 SPICKDIVCR : SPI Clock Division Control RegiSter............cceeiiiiiiiiiiiiieiieeee e 356

9.2.51 ADCCKDIVCR : ADC Clock Division Control REQISter ..........cccueveeiiiiiiieieiiiie e 356
9.2.52 GPTCKDIVCR : GPT Clock Division Control Register............coooiiiiiiiiiiiiiiiieeeeee 357
9.2.53 SCICKCR : SCI Clock Control REGISIEN .........uuiiiiiiiiiiiee it 358
9.2.54 SPICKCR : SPI Clock Control REGISIEN ......ccceeeiiiiiiiieeeee et 359
9.2.55 ADCCKCR : ADC Clock Control REGISTEN ........ccccuuiiieiiiiiiie e 360
9.2.56 GPTCKCR : GPT Clock Control REGISIEr .........coiiiiiiiiiiiiiiiie e 361
9.2.57 TRCKCR : Trace Clock Control REGISTer .........cuuuiiiiiiiiiiiii e 362
9.2.58 BCKADIVCR : Asynchronous External Bus Clock Division Control Register ..................... 364
9.2.59 ESWCKDIVCR : EtherSW Clock Division Control Register............cccooveeiiiiiiie e, 364
9.2.60 ESWPCKDIVCR : EtherSW-PHY Clock Division Control Register...........cccccveiviieiiiinnnn. 365
9.2.61 ETHPCKDIVCR : Ether-PHY Clock Division Control Register............ccccoviiiiiiiinieenen, 366
9.2.62 BCKACR : Asynchronous External Bus Clock Control Register............cccoooecviiiiiieneneeennn. 366
9.2.63 ESWCKCR : EtherSW Clock Control REGIStEr ........cccoiviiiiiiiiiiiieee e 367
9.2.64 ESWPCKCR : EtherSW-PHY Clock Control Register...........oocivviiiiiiiiiiieeeee e 369
9.2.65 ETHPCKCR : Ether-PHY Clock Control RegiSter ..........cueiiiiiiiiiiiiee e 370
9.2.66 USBCKSELR : USB Clock Selection RegISter...........cuuiiiiiiiiiciiiiieieeeeee e 371
1S IR B |V = 11 T 0 [ Yo Q@ F< Y71 |- o R OURP PSRRI 372
9.3.1 Connecting a Crystal RESONALON ........oouiiiiiiii e 372
9.3.2 External ClOCK INPUL ... e 372
9.3.3 Notes on External CIOCK INPUL.........uuuiiiiiiie e 373
9.34 Note on Oscillation Keep in Software Standby Mode ............cccocveiiiiiiii i, 373
1S 22 R S 0| o B0 [ Yo Q@ 1= | =1 o SO 373
9.4.1 Connecting a 32.768-kHz Crystal Resonator..........cc.ccooiiiiiiiiiii e 373
9.4.2 EXternal ClOCK INPUL.....oiiiiii e e e e e e e e e e s e e e aaaae s 374
9.5 Low Speed On-chip OSCillator (LOCO) .......coiiiiiiiiiee ettt e e e e st e e e s sntae e e e e snneeeeaeens 374
9.5.1 LOCO Operating CONItIONS ........ociiiiiiiiiiiiiiiiee e 374
9.5.2 01010 23] (o] o J 07 o] g To 1110 ] oI SRR 375
9.5.3 Restrictions on LOCO Operation and StOPPING ......ceevveieeiiiiiiiiiiiieeeee e 375
9.6  Middle Speed On-chip OsCillator (MOCO) .......ccuuiiiee et e e et e e e s snreeea e e 375
9.6.1 MOCO Operating CoNAItIONS .........coiiiiiiiiiiiie e 376
9.6.2 1Y (@101 @ I0S3 (o] o J 7] a o 1170 ] o 1< SRR 376
9.6.3 Restrictions on MOCO Operation and StOPPINgG .....ceevvvieeiiiiiiciiieeeee e 376
9.7  High Speed On-chip Oscillator (HOCO) ......coiiiiiiiiie ettt e e et e e e s snnraeea e e 377
9.71 Frequency Locked LOOP FUNCHON .......ooiiiii e 377
9.7.2 Note on Oscillation Keep in Software Standby mode ..., 377
9.7.3 Note on using as TRACE CIOCK SOUICE ........ccccuuiiiiiiiiieie et a e e 378
1SR T o 0 R 0 o1 1 USSP 378
9.9  Oscillation Stop Detection FUNCHON......... ..o e e e 379
9.9.1 Oscillation Stop Detection and Operation after Detection.............cccoooieiiiii s 379
9.9.2 Oscillation Stop Detection INtEIrTUPES .......eeiiiiiei e 381
9.9.3 Sub-clock Oscillation Stop Detection and Operation after Detection ................ccccuvvvvneeee... 382
994 Sub-clock Oscillation Stop Detection Interrupts ... 385
1S TRt O 101 =T 4 = 1 O [ T SR 385
9.10.1 CPUO CIOCK (CPUCLKD)......eteieitieeitet ettt ettt e s 386
9.10.2 CPUT ClOCK (CPUCLKT ).ttt ettt st be et e s anne e e 386
9.10.3 MRAM Code Bus Clock (MRICLK) ........oiiiiiiiiie e 386
9.10.4 MRAM Peripheral Bus Clock (MRPCLK) .......cocuiiiiiiiiiie et 387
9.10.5 SystemM CIOCK (ICLK) ...t e e e e e e e e e e e e e e e e e e e e e annrenneees 387

9.10.6 D =YoT 0o fo 1=Y g @4 o Yo7 Q{1 11 1N < TSR 388



9.10.7 Peripheral Module Clock (PCLKA, PCLKB, PCLKC, PCLKD, PCLKE) ......cccccvcvviivieiennen. 388
9.10.8 External Bus Clock (BCLK, EBCLK) .....c.ccoiiiiiiiiiiiiiiee ettt e entee e e 388
9.10.9 SDRAM CIOCK (SDCLK) ... iteieitieeetie ettt et et et et e e ate e e ameeeeaaeeesseeeeaneeeanneeeeaneeeanes 389
9.10.10  Trace CIOCK (TRCLK) ...ttt ettt st e et e e eee e e st e e s e e e sneeeenneeesnneeeeanneeans 389
9.10.11 SCI CIOCK (SCICLK) ..etiitiieitet ettt ettt ettt s b e sb e e aere e e 389
9.10.12  SPI CIOCK (SPICLK) ...ttt ettt sttt et e e sb e e e s bt e e sbee e e snneeeas 389
9.10.13  Octal-SPI Clock (OCTACLK, OCTADIVCLEK) .....cccueieiiiieieee et 390
9.10.14  CANFD Core CIoCK (CANFDCLK) ......ooiiiiiieiiiee et e see e e et e e s eeeesneeeenneeeens 390
9.10.15  USB CIOCK (USBCLK) ...ttt ettt snr e 390
9.10.16  USB CIOCK (USBBOCLEK) .....ccuutiiiiieieiitieesitie ettt sttt e st e e s beeesbeeesnneeeeas 391
9.10.17  MOSC Clock for USBHS (USBMCLK) .......ciiiiiieiiieiiee et 391
9.10.18  ADC ClOCK (ADCCLK) ... tieeeieiieeeiieeeetieeeee et ee e et e e e etee e e ssae e e enee e e steeesnaeeeaseeeeaneeeeaneeeeanneeans 391
9.10.19  GPT CIOCK (GPTCLK) ..ttt ettt sn e sane e 392
9.10.20  I3C CIOCK (IBCCLK)....eeieitieeeitie ettt ettt sttt ettt e ebe e st et e sabe e e st e e e sbeeesabbeeeanneeeas 392
9.10.21  Asynchronous External Bus Clock (BCLKA)........ooiiiiiiiiiiiiieee e 392
9.10.22  EtherSW CIOCK (ESWECLK) ... .eiiiiiiieiiie ettt e ee e st e e e e e e sneeeennneeens 393
9.10.23  EtherSW-PHY CIoCK (ESWPHYCLK) .......otiiiiiiiiiiieiieee et 393
9.10.24  Ether-PHY CIOCK (ETHPHYCLK) ...ccoiutiiiiiiieiiite ettt 393
9.10.25  CAN CIOCK (CANMOCLEK).....eeiiiieeitieeeetieeeee e e et e et e et e e eaee e e ateeeenaeeesseeeenneeesnneeeeanneeans 393
9.10.26  ULPT Clock (ULPTLCLK, ULPTSCLEK)......oiiiiiieiieeeieeeiee e eee e e enneeeene 394
9.10.27  CAC CIOCK (CACCLK) ... uttteiittie ettt ettt ettt s b e snr e e nnnee e 394
9.10.28 RTC Clock (RTCSCLK, RTCLCLEK) .....ciiiiiiiiiiieiiieeiiee ettt 394
9.10.29  IWDT CIOCK (IWDTCLK) ...ceeiuiieeitieeeeieeeeieeeetee e etee e tee e et e e saee e e ameeeeemeeeesseeeeaneeesaneeeeanneeans 394
9.10.30  AGT Clock (AGTSCLK, AGTLCLK) ....eiieiiiie ittt ettt e s seee e nneeeens 394
9.10.31  PDMIF CIOCK (PDMIFCLEK) .....oiiitiiiiitieeeee ettt sttt e e 394
9.10.32  SysTick Timer CIOoCK (SYSTICKCLEK) .....ccuutiiiiiieiiieeiiie ettt 394
9.10.33  External Pin Output CIOCK (CLKOUT) .....uuiiiiiiiiiieee et 394
9.10.34  JTAG ClOCK (JTAGTCK)....eieiiuiieeitiieeetieeeiee e ettt e e rtee e e eteeeessaeeasaee e e smeeeesnaeeeaseeeeaneeesaneeeeanneeans 394

1S 20t B T O (o o3 QS 11 i 119 T PSSP 395
9.11.1 SYStEM CIOCK SEEHNG ..eeeiiiiiiiie ettt e e e st e e e s steeee e e eanteeeaeeans 395
9.11.2 Peripheral Module-dedicated CIOCK Setting .........ccueeviiiiiiiiiiii e 398
9.11.3 Main Clock OsGillator SEttNG .......coooiiiiiiiei e 400
9.11.4 Sub-Clock OsCillator SEttNG ......ccooiiiiieeeeee e e e e 401
9.11.5 High-speed On Chip Oscillator Sething ..........coveiiiiiiieiiiee e 401
9.11.6 e T« 1] T S 403
912 USAGE NOES ...ttt e e ettt e e e e bbb et e e e a b et e e e e e na e et e e e e neeee e e e nnneeeeean 404
9.12.1 Notes on Clock Generation CirCUIL............oouiiiiiiiiii e 404
9.12.2 NOLES ON RESONATON ... e e e e e e e e e et eeaaaeeas 405
9.12.3 NOtES ON BOArd DESIGN .....eeiiiiiiiiiie ettt 405
9.12.4 Notes on Resonator ConNECt PiN...........oooiiiiiiiiii e 405
9.12.5 Notes on Using Sub-Clock OSCIllator...........oooiiiiiiiiiiiiie e 405
9.12.6 Notes on Reset Conditions of SOSC and LOCO .........cccciiiiiiiiiiie e 406
10. Clock Frequency Accuracy Measurement Circuit (CAC)........ccocvvmmmiinniemmninnssennnisne s 407
(O B @ =T 1= P OO P ST P TP PP TPPP 407
10.2  RegiSter DESCIIPLIONS ...ttt e e e e e e e e e et e et e e e e e e e e e e saaannnbaneeeeeaeaeans 408
10.2.1 CACRO : CAC CoNntrol REGISTEr O .....coiuiiiiieiiiiieee e 408
10.2.2 CACR1T : CAC CoNntrol REGISIEI 1 ..o 409
10.2.3 CACR2 : CAC CoNtrol REGISIEr 2 ......eviiiieiiiiee et a e 410
10.2.4 CAICR : CAC Interrupt Control REGISIET .........uuiiiiiiiiiiie e 411
10.2.5 CASTR : CAC Status RegISIEr.......coiiiiiiiiii i 412



10.2.6 CAULVR : CAC Upper-Limit Value Setting Register .........ccccccooiiiiiiiiiiiiieeeeee e, 413

10.2.7 CALLVR : CAC Lower-Limit Value Setting Register..........ccccceviiiiiiiiiiiiee e 413
10.2.8 CACNTBR : CAC Counter Buffer REgISter.........ccooiiiiiiiiiiiiie e 413
LR O o T=T 1 1T o I R PPPR P 414
10.3.1 Measuring ClOCK FIrEQUENCY .......ccocuiiiiiiiiiiiie ettt 414
10.3.2 Digital Filtering of Signals on CACREF PiN........cocciiiiiiiiiie e 415
10.4  INEITUPE REQUESTS ..ottt et e e e e e s e bbb e e e s abneeeas 415
LS U 7= To =T NN o) L= U PPPR P 415
10.5.1 Settings for the Module-Stop FUNCHON ...........ccoiiiiiiic e 415

I AT S o= T oo = 416
IR TR O =Y 1= 416
11.2  Register DESCIIPIONS ......ooieieieeeee et e e ettt ettt ettt a e e e s e eeeeeeaaaaaaeeeeeeseesssnrnennns 422
11.2.1 LPMSAR : Low Power Mode Security Attribution Register............coccooveeiiiiie e, 422
11.2.2 PGCSAR : Power Gating Control Security Attribution Register...........ccccooiiiiiinn, 424
11.2.3 DPFSAR : Deep Software Standby Interrupt Factor Security Attribution Register ............. 425
11.2.4 DPFSAR1 : Deep Software Standby Interrupt Factor Security Attribution Register 1 ........ 428
11.2.5 RSCSAR : RAM Standby Control Security Attribution Register..........ccccoovivieiiicneeee, 429
11.2.6 MSTPCRA : Module Stop Control Register A ..........ooooiiiiiiiii e 429
11.2.7 MSTPCRB : Module Stop Control Register B ... 430
11.2.8 MSTPCRC : Module Stop Control Register C..........coovviiiiiiiiiiiiieeeee e 432
11.2.9 MSTPCRD : Module Stop Control Register D..........cccoiiiiiiiiiiiiiiee e 434
11.210 MSTPCRE : Module Stop Control Register E ... 436
11.2.11 OPCCR : Operating Power Control RegiSter ..........cuviiiiiiiiiiiiii e 437
11.2.12  PGSCR: Power Gating Shift Control REgIStEr .........ccoiiviiiiiiiiiieeee e, 437
11.2.13  PSSTCRn : Power Switch Control Start Time Control Registern (n =210 5) .................... 438
11.2.14  PDCTRESWM : ESWM Power Domain Control Register..........ccccooveeieiiiiiiiie e, 438
11.2.15 PDRAMSCRO : SRAM Power Domain Standby Control Register 0 ............ccccoiiieeennnnen. 439
11.2.16  PDRAMSCR1 : SRAM Power Domain Standby Control Register 1 ...........cccccvviveeeeeeeeennn. 440
11.2.17  SBYCR : Standby Control REGISTEr.........cocuiiiiiiiieiei et 441
11.2.18  SSCR1 : Software Standby Control Register 1 ... 442
11.2.19  LPSCR : Low Power State Control Register ... 442
11.2.20 DPSBYCR : Deep Software Standby Control Register..........cccoovieiviiiiiiiiiiiieeeee e, 443
11.2.21 DPSIERO : Deep Software Standby Interrupt Enable Register O...........ccocevveiiiieieeennen. 444
11.2.22  DPSIER1 : Deep Software Standby Interrupt Enable Register 1.........cccooiiiiiiiiiinn, 445
11.2.23  DPSIER2 : Deep Software Standby Interrupt Enable Register 2.........cccoooiiiiiiinnnnn. 446
11.2.24  DPSIERS3 : Deep Software Standby Interrupt Enable Register 3..............ccoooiiiiineneneeenn. 446
11.2.25 DPSIER4 : Deep Software Standby Interrupt Enable Register 4............cccooveiiiineeenen. 447
11.2.26  DPSIERS : Deep Software Standby Interrupt Enable Register 5., 448
11.2.27  DPSIFRO : Deep Software Standby Interrupt Flag Register O .........cccccoiiiiiiiiiiieeie, 449
11.2.28 DPSIFR1 : Deep Software Standby Interrupt Flag Register 1 ........cccccoeeiiiiiiiiiiiiiieeeeeeeen, 450
11.2.29 DPSIFR2 : Deep Software Standby Interrupt Flag Register 2..........ccccccovviiiiiiiicineeee, 451
11.2.30 DPSIFRS3 : Deep Software Standby Interrupt Flag Register 3 ..., 452
11.2.31 DPSIFR4 : Deep Software Standby Interrupt Flag Register 4 ..........ccccoooiiiiiiiiiiice, 454
11.2.32  DPSIFRS5 : Deep Software Standby Interrupt Flag Register 5.........ccoooviiiiiiiiiiieieeeeeeeen, 455
11.2.33  DPSIEGRO : Deep Software Standby Interrupt Edge Register 0.........cccococivieiiieneeneee. 456
11.2.34  DPSIEGR1 : Deep Software Standby Interrupt Edge Register 1........ccoooiiiiiiiin, 457
11.2.35 DPSIEGR?2 : Deep Software Standby Interrupt Edge Register 2.........cccoooiiiiiiiiennnn. 458
11.2.36  DPSIEGRS : Deep Software Standby Interrupt Edge Register 3.............coooiiiiiieieeeeeeennn. 458
11.2.37  DPSIEGR4 : Deep Software Standby Interrupt Edge Register4............cccoveeiiieneeeeen. 459

11.2.38 SYOCDCR : System Control OCD Control Register...........coooiiiiiiiiiiiee e, 460



11.2.39  PLL1LDOCR : PLL1-LDO Control Register ............ccoiviiiiiiiiiciee e 460

11.2.40 PLL2LDOCR : PLL2-LDO Control REQISIEN ......ccuuveiiieiiiiiie e 461
11.2.41 HOCOLDOCR : HOCO-LDO Control REGISLEN ........cciiueiiiiiiiiiie e 462
11.2.42  VSCR: Voltage Scaling Control REGISIEr ........coouiiiiiiiiiii e 462
11.2.43  SVSCR: SSTBY Voltage Scaling Control Register ...........ccccooiiiiiiiiiiiiici e, 463
11.2.44  CPUDSCR : CPU Deep Sleep Control REGISLEN ........cccuviiieiiiiie et 464
11.3 Reducing Power Consumption by Switching Clock Signals ..o, 464
(Y ToTe [0 L= TS (o] o 3N ¥ T (o o PP 464
11.5  Power Gating CONTrOl ..........uiiiiiiiiiiee et e e e e e e e s e e et e e e e e e eaeeeesseassnrananeeeaaaeens 465
11.5.1 Power Gating Control Using Power Domain Control Register..........ccccccooviiiveeiiicieee e, 466
T1.6  LOW POWEE IMOGES ..ottt ettt e et e e s s et e e e n e e e e s annneeeas 466
11.6.1 CPU Sleep Mode and CPU Deep Sleep MOdE ..........oeiiiiiiiiiiiiiiiee e 466
11.6.2 Software Standby MO ...........cooiiiie e ———— 467
11.6.3 Deep Software Standby MOAE .........ccuviiiiiiiiiee e 470
11.7  Voltage SCaling CONTIOL .......ccoiuiiiiiiiiiee ettt e s e e e e e anneeeas 474
< T U 7= o =T N o L= USRI 476
11.8.1 Y ] (T oo T 476
11.8.2 @ I o]y B =) (=Y SRR 477
11.8.3 Module-Stop State of DMAC and DTC ... e 477
11.8.4 Internal INTErTUPt SOUICES ... et 477
11.8.5 Input Buffer Control by DIRQINE Bit......cocoiiiiiiiiiiiiie e 477
11.8.6 Transition 10 LOW POWEr MOES ........oooiiieeeeee e 478
11.8.7 TImMING Of W INSTIUCHONS........eiiiiiiieie e 478
11.8.8 Writing WDT/IWDT Registers by DMAC OF DTC.....ooiiiiiiiieiiiee et 478
11.8.9 Module Stop Bit Write Timing ..........uueiiiiieeeioiie e e e e e e e e rrrereeaaaae s 478
11.8.10  Notes on Transitioning to or Canceling Low Power State..........ccccooccevieiiiii e, 478
11.8.11 Notes about the WFE instruction or Sleep-on-exit function ............cccccoiiiiiiiiiiiic . 482
12. Battery Backup FUNCHION ... s e s r e r s s s s e s s s s s s s s s snsn e e e e nnnnns 483
7 I O A=Y 1 UUSUOPRRN 483
1211 Battery Backup Function BIOCK Diagram............cocueeiiiiiiiiiiiiiiee e 483
121.2 Features of Battery Backup FUNCHON ..........c.uoiiiiii e 484
12.1.3 Battery Power SUPPIY SWILCH .......uuiiiiiiiiieee e a e 485
12.1.4 VBATT_R Voltage Drop Detection FUNCHON...........coooiiiiiiiii e 485
12.1.5 BaCKUP REJISTEIS ... e 485
12.1.6 Time Capture FUNCHON ... s 485
12.1.7 Tamper DetecCtion FUNCHON .......ee e e e e e e e e e e e e eeaeeeees 485
12.1.8 VBATT Voltage Monitor FUNCHON ........oooiiiiiie e 485
12.2  RegiSter DESCIIPHONS ... ..ttt e e ettt e s a b n e e e e s aanneeeas 485
12.2.1 BBFSAR : Battery Backup Function Security Attribute Register............ccocoviiiiiiinnnn. 485
12.2.2 VBRSABAR : VBATT Backup Register Security Attribute Boundary Address Register .....487
12.2.3 VBRPABARS : VBATT Backup Register Privilege Attribute Boundary Address Register

L{0 TS 1Yo Y =T [T} o I USSR 487

12.2.4 VBRPABARNS : VBATT Backup Register Privilege Attribute Boundary Address Register
fOr NON-SECUIE REGION .....ceiiiiiiiiii et e e 488
12.2.5 VBATTMNSELR : Battery Backup Voltage Monitor Function Select Register .................... 488
12.2.6 VBTBER : VBATT Backup Enable Register.............uuuuiiiiiiiiiieeeeeeeeee 489
12.2.7 VBTBKRnN : VBATT Backup Register (N =010 127)...cccuviiiiiiiiee e 490
12.2.8 VBTICTLR : VBATT Input Control REGISTEr........c.uuiiiiiiiiie e 490
12.2.9 VBTICTLR2 : VBATT Input Control Register 2. 491

12.2.10  VBTIMONR : VBATT Input Monitor REGIStEr..........ceviiiiieiiiiiceeeeeee e 491



13.

14.

12.2.11 VBTBPCR1 : VBATT Battery Power Supply Control Register 1 .............ccooooiiiiieneeenneennn. 492

12.2.12 VBTBPCR2 : VBATT Battery Power Supply Control Register 2 ..........cccoccoveeviiiiereeeeeee, 493
12.2.13 VBTBPSR : VBATT Battery Power Supply Status Register..........cocoiiiiiiiiiii, 494
12.2.14 VBTADSR : VBATT Tamper Detection Status Register ..........cccccoviiiiiiiiiiiiee, 494
12.2.15 VBTADCR1 : VBATT Tamper Detection Control Register 1........cccccccveiiiiiiiiiiiiiiiieeeeeeeee, 495
12.2.16 VBTADCR2 : VBATT Tamper Detection Control Register 2............cccocveiiiiiiiiiiiieee e, 496
12.2.17 VBTADCRSI : VBATT Tamper Detection Control Register 3., 496
12.2.18 VBTNCWCR : VBATT Noise Canceler Width Control Register ...........cccooociiiiiiineennn, 497
L O o T=T - o] o USROS 497
12.3.1 Battery Backup FUNCHON ... 497
12.3.2 VBATT Battery Power Supply SWitch USAge .........cooiiiiiiiiiiiiiiiie e 499
12.3.3 VBATT_R Voltage Drop Detection Function Usage ..........cccoooueiiiiiiiiiie i, 499
12.3.4 VBATT Backup Register USAge .........ccooiiiiiiiiieeeee et e e ee e s 500
12.3.5 Tamper DeteCtion USAQE.........u ittt e e e e e e e e 500
12.3.6 VBATT Voltage Monitor FUNCHoN USage..........cooouuiiiiiiiiiiiiiee e 502
12.3.7 Initial Settings EXAMPIES .....coiueiiiiei e e 502
T2.4  INTEITUPE SOUICES ..ottt ettt e e e e e e e e e et aeee e et e e e e e e s e e st e sbeeeeeeaaeeeessaaasnsassnnreaaaeens 503
LR T U E 7= Lo L= [ ] (USRS 503
Register Write Protection FUNCHION ...t 505
(R @ =T 1= T P OO UPTOP PP TPPP 505
13.2  RegiSter DESCIIPLIONS ... ...ttt ettt e e e e e e e e e ettt e e e e e e e e e e saaannnbnneeeeeaeaeens 505
13.2.1 PRCR_S : Protect Register for SECUre ..........oooiiiiiiii e 506
13.2.2 PRCR_NS : Protect Register for NON-SeCUre..........cccooiiiiiiiiiiiie e 507
Interrupt Controller Unit (ICU) ... rcccce e e s e e s e s s smn e e e s sme e e s smm e s smmn e e e e mnne s 509
T B O A =T YT PO POTPPPR P 509
14.2  RegiSter DESCIIPHONS ... ..eeiiiiiieiiiie et e ettt e e et e e e s ae e e e e e neae e e e s annneeeas 511
14.2.1 ICUSARA : Interrupt Controller Unit Security Attribution Register A...........cccooiveeenenn. 512
14.2.2 ICUSARSB : Interrupt Controller Unit Security Attribution Register B............ccccoeieninnnnen. 512
14.2.3 ICUSARE : Interrupt Controller Unit Security Attribution Register E.............cccooiiiinnnn. 513
14.2.4 ICUSAREF : Interrupt Controller Unit Security Attribution Register F .............cccooviiinnnnn. 515
14.2.5 ICUSARG : Interrupt Controller Unit Security Attribution Register G............cccoovvveeeeeeeenn. 516
14.2.6 ICUSARH : Interrupt Controller Unit Security Attribution Register H ...........ccccoocieeerennen. 516
14.2.7 ICUSARI : Interrupt Controller Unit Security Attribution Register I..........cccooiiiiininn. 517
14.2.8 ICUSARUJ : Interrupt Controller Unit Security Attribution Register J...........ccccccoviiiennnnn. 517
14.2.9 ICUSARK : Interrupt Controller Unit Security Attribution Register K............ccccovvveeenennn. 518
14.2.10 ICUSARL : Interrupt Controller Unit Security Attribution Register L...........cccccceeviiereennnen. 518
14.2.11 TEVTRCR : Trusted Event Route Control Register ..., 519
14.2.12 IRQCRI : IRQ Control Register (i = 00 31) ..ocuuiiiiiieeiee e 520
14.2.13 NMISR : Non-Maskable Interrupt Status Register .............oooociiiiiieiiie e, 521
14.2.14  NMIER : Non-Maskable Interrupt Enable Register ..., 526
14.2.15 NMICLR : Non-Maskable Interrupt Status Clear Register..........ccccooiiiiiiiiiiiii, 529
14.2.16  NMICR : NMI Pin Interrupt Control RegISter ...........coiiiiiiiiiiii e 531
14.2.17  IELSRn : Interrupt Controller Unit Event Link Setting Register n (n =0 t0 95).................... 532
14.2.18 DELSRm : DMAC Event Link Setting Register m (M =010 7).....ccoeeciriiiiiiiiieeeieee e, 534
14.2.19  WUPENO : Wake Up Interrupt Enable Register O ...........oooiiiieeeeee e, 535
14.2.20 WUPEN1 : Wake Up Interrupt Enable Register 1 ..o 537
14.2.21 DSLPWUPIRQEN;j : Deep Sleep Wake Up IRQ Enable Register (=010 2) ........cccc...... 539
14.2.22  INTSELRp : Interrupt Request Select Register (0 =010 31) ccvvvveiiiiiiieiiiieee e, 539
R V=T o] = o = PP PPPR P 540

14.3.1 INtErrupPt VECIOr TAbDIE ... 540



15.

14.3.2 VL2 o AU T g o= 543

14.4 Maskable INnterrupt OPEration ............oooiiiiiiiiiiiiieee e e e e e e e e ea e e 557
14.41 Interrupt Detection SeIECHON ....... ..o 557
14.4.2 DeteCting INtErTUPES ..o e 557

14.5 Maskable Interrupt Setting ProCeAUIE ..........eeeiiiiiii e a e e 557
14.51 Operations During an INteITUPT........coooiiiiiii e e e 557
145.2 Enabling Interrupt REQUESES.........e e 558
14.5.3 Disabling Interrupt REQUESTS ........cooiiiiiiii e 558
1454 POIING fOr INEEITUPLS ...eeeiieiee e e e e e e e e e s s e a e e e eaaaeeas 558
14.5.5 Selecting Interrupt Request Destinations.............coicuiiiiiiiiiiec e 558
14.5.6 Do 1 = B (=T S 560
14.5.7 External Pin INTermUPES........ooi e 561

14.6 Non-Maskable Interrupt OPeration ..............uuiiiiiiiiiii e a e e 561
14.6.1 Correspondence to TrustZone-M by NMI..........oooiiiiiiiii i 562

14.7 Inter-Processor ComMMUNICAtION ..ot e e e e e e e e e e e e e eeaaaeens 563

S S 1= To 4 1 Y2 PSPPI 564
14.8.1 Security Related to CPU Interrupt INPULS .......coooiiiiiiee e 564
14.8.2 Trusted Interrupt Management...... ..o 564
14.8.3 Trusted IELSR Setting ProCedUure ..........cuuiiiiiiii e 565

14.9 Return from LOW POWEEN MOAES .......ccooiieiiieeiee ettt e e e e e e e e e e s nnnennaeeeeaaaee s 566
14.9.1 Return from CPU SIEEP MOUE .....uviiiiiiiieee et eeaa e 566
14.9.2 Return from CPU Deep SIeep MOAE.........coooiiiiiiieieeeee e 566
14.9.3 Return from Software Standby Mode..........c.oeiiiiiiiiii 567

14.10 Using the WFI Instruction with Non-Maskable Interrupts ...........ccccooiiiiiiii e, 567

L B = =T (=Y o Lo O PO PSP OP PP TPPPTO 567

=== 568

1 TR B O 1V =Y VSO S 568

15.2  DeESCHPON Of BUSES... ...ttt e et e e e e e e e e s e e s s b e e eeeeaaeeeeeseassnsasseneeaaaeens 572
15.2.1 o1 (=1 (o o PO 572
15.2.2 EXEEINAl BUS ...t e ettt e e e e e e e e eeaaaaeas 572
15.2.3 Parallel OPeration ... 575
15.2.4 BUS SOtlNGS .o e e a e e e e e e e e ———raaaaaaas 575
15.2.5 RESIIICHIONS ...ttt e e e e e e e e e e e e neeeeeaaaeas 575

15.3  RegiSter DESCIIPHONS ... ..eeiiiiiiiiiiii ettt et e e et e et e s ab e e e e aannee s 576
15.3.1 BUSSARA : Bus Security Attribution Register A.........ooooiiiiiiie e 576
15.3.2 BUSSARB : Bus Security Attribution Register B.............coooiiiiiiiiiiiiiiee e, 577
15.3.3 BUSSARC : Bus Security Attribution Register C ...........ccccoiiiiiiii e 577
15.3.4 BUSPARC : Bus Privileged Attribution Register C...........coooiiiiiiiiiieee e 578
15.3.5 CSnCR : CSn Control Register (N =010 7)....uuiiiiiiiiiie e 579
15.3.6 CSnREC : CSn Recovery Cycle Register (N =010 7)..uueveieeeeeeiiiiiiiiiieeeee e 580
15.3.7 CSRECEN : CS Recovery Cycle Insertion Enable Register..........ccccoccvviiiiiiiiiiiiiiiieeees 582
15.3.8 CSnMOD : CSn Mode Register (N = 010 7) ...uueieiiiiiiiiie e 583
15.3.9 CSnWCR1 : CSn Wait Control Register 1 (N =010 7) .ocooiiiiiiiiiieeeeeee e 585
15.3.10 CSnWCR2 : CSn Wait Control Register 2 (N =010 7) ....ccoioiciiiiiiieieeee e 587
15.3.11 SDCCR : SDC CONtrol REGISIET ......ciiiiiiiiii it e e s naee e e 590
15.3.12  SDCMOD : SDC MOde REJISIEN .......eeeiiiiiiiiieieeiee ettt 590
15.3.13 SDAMOD : SDRAM Access Mode ReGISTEr ..........uiiiiiiiiiiiiiiee e 591
15.3.14  SDSELF : SDRAM Self-Refresh Control RegiSter ...........coooviiiiiiiiiiiieeceeceeeeee e, 591
15.3.15 SDRFCR : SDRAM Refresh Control Register..........cccoociiiiiiiiiiiie e 592

15.3.16  SDRFEN : SDRAM Auto-Refresh Control Register ..o 593



15.3.17  SDICR : SDRAM lInitialization Sequence Control Register.........cccccccveeeiiiiiiiciiiiiieceeeee e, 593

15.3.18  SDIR : SDRAM Initialization REGISIEr ...........eiviiiiiiiiie e 594
15.3.19  SDADR : SDRAM Address REGISIEr .......coouuiiiiiiiiiiie et 595
15.3.20 SDTR : SDRAM Timing REGISTEN ......ueiiiiiiiiii e 596
15.3.21  SDMOD : SDRAM M0OdE REGISIEN .......eiiiiiiiiiiiiiitie et 597
15.3.22  SDSR : SDRAM Status RegISIEr........uuiiiiiiiiiie et 598
15.3.23 BUSSABTO<slave> : Bus Slave Arbitration Control Register 0 .........ccccooiiiiiiiiiinenininn, 599
15.3.24 BUSSABT1MRCOBI : Bus Slave Arbitration Control Register 1 .........cccooviiiiiiiiiieee, 600
15.3.25 BUSERRSTAT<Master Name> : BUS Error Status Register ........ccccccccoeiiviiiiiiieinneee e, 601
15.3.26  BUSERRCLR<Master Name> : BUS Error Clear Register ..........cccccocveviiiiieeeeniiiiee e, 602
15.3.27 BUSOAD : BUS Operation After Detection Register..........cccooiiiiiiiie e, 603
15.3.28 BUSOADPT : BUS Operation After Detection Protect Register...........cccoooiiiiiinennnenen. 604
15.3.29 MBWERRSTAT : Master Bufferable Write Error Status Register..............ooovvvivivennn. 605
15.3.30 MBWERRCLR : Master Bufferable Write Error Clear Register...........ccccovvcveeviiiiereeeeeee, 606
15.3.31 BUSIRQEN<Master Name> : BUS Error Interrupt Enable Register ............ccccoiiiinnnnn. 607
15.4 Endian and Data AlIGNMENT..... ... 607
15.4.1 Data Alignment Control for the CS Ar€a ........cccuvviiiiiiiiie e 607
15.4.2 Data Alignment Control for the SDRAM Ar€a .........covviiiiiiiieeiiiiiee et e 612
15.5 Operation of CS Area CoNtrOllEr........co e e e e e e e e eeaeae s 618
15.5.1 SEPArAtE BUS ..o e e e e e e e e e eea e 618
15.56.2 Address/Data MUtIPIEXEA BUS ........eoiiiiiiiiiiec e 632
15.5.3 External Wait FUNCLON ... 634
15.5.4 Insertion Of RECOVEIY CYCIES ......cooiiiiiiiiii e 637
15.5.5 NO ACCESS SEALE ... i e e e e e et r e e e e e e e e e s st raneeeeaaeeas 640
15.5.6 LIMITALIONS ... 640
15.6 SDRAM Area Controller OPeration...............ueeeiiiiiiiiiiiiicieeeee e aaa e 641
15.6.1 Enabling/Disabling SDRAM Access and Setting the SDRAM Bus Width ........................... 641
15.6.2 NO ACCESS SEALE ... i e e e e e et r e e e e e e e e e s st raneeeeaaeeas 642
15.6.3 Insertion Of RECOVEIY CYCIES ......uviiiiiiiieei et e e e e e aaa e 642
15.6.4 SDRAM COMIMANGS ....eiiiiiiiiiie et ie e et e e e sttt e e e sttt e e e s satteeeeessntaeeaeesasbaeeeesanseeeeeeaanseeeaasans 642
15.6.5 Conditions for Setting the SDRAMC ReQIStErs ........uuiiiiiiiiiiiii e 642
15.6.6 ST = | =Y o S 643
15.6.7 AUTO-REIESN ... e 645
15.6.8 INItialiZation SEQUENCET ...........euiiiiieieeiee e e e e 646
15.6.9 Setting the Mode ReGISTEr......c.ooiiiiiii e 647
15.6.10  REAUINVIITE ACCESS...ceiiiiieee e ittt ettt ettt e e e ae e e e e s s et ae e e e e eaaeeeessaaannnrenaeeeeaaeaens 647
15.6.11 SDRAMC Setting EXAmMPIES.....cccoiiieeeeeee et e e e e e 649
15.6.12 Address MURIPIEXING .......coiiiiiiee e e e e e e e e e e e e eeaaaeeas 659
15.6.13  Example SDRAM CONNECLIONS .......ooiiiiiiieiiiiie it e e e e e e e e e e eeeeeeaaeeeas 660
T Tt S 0o =] 1 =11 | SRR 667
15.7  Bus Error Monitoring SECHON..........ccoi it e e e e e e e e s eeaaae s 667
15.7.1 = LUy o g Y/ o1 TP 667
15.7.2 Operations When a Bus Error OCCUIS.......ooiii it 667
15.7.3 Conditions Leading to lllegal Address ACCESS EITOrs ..........coviiiiiiiiiiiiiiiiee e 670
15.7.4 TIMEOUL ...ttt e ea et e b et e st et e s anre e e be e e e enbe e e nanee e 673
RIS B - (=1 =Y Tt SRR 673
16. Memory Protection Unit (MPU)..........cooiiiiiriiis s s s s smnn e 674
TB.T  OVBIVIBW ...ttt ettt h e e bt e bt e oo a bt e ek et e e ea bt e e ea b e e e sab et e et et e s b et e e ne e nnre e e nens 674
(G N 3 1V O USSP 674

16.3 BUS IMASIEI IMPU ...t e et e et e e e e e e e e e e e et eeeaa e e raaeeenaasns 674



16.3.1 RN 1] (T gl L= T 4 o) 4o o 1 P 675
16.3.2 (O] 01=T =1 110] o ISR RRRPPP 690
LR S =Y =Y =T oSS 694
17. DMA CoNtroller (DMAC) .......ooiiiiiicciciseeeiererresssssssssssssssssnesesrssssssssssssssssnssssesessessassssssansnnssnsesnssesssssssssnnnnns 695
A I O 1Y o T PR 695
17.2  RegiSter DESCIIPHIONS ... ..eeiiiiiiiiiiei et et et e e et e e e s abbn e e e e s aanneeeas 696
17.2.1 DMACCHSAR : DMA Channel Security Attribution Register...........cccccooiiiiiiiiceee, 697
17.2.2 DMACCHPAR : DMA Channel Privilege Attribution Register..........cccccceeeiiiiiiiiiiiiiieeeeeeeen, 698
17.2.3 DMACSAR : DMAC Controller Security Attribution Register ...........ccocceviviiiiie i, 700
17.2.4 DMSAR : DMA Source Address Register ..o 700
17.2.5 DMSRR : DMA Source Reload Address Register..........cceveiiiiiiiiiiiiiiieeeee e 701
17.2.6 DMDAR : DMA Destination Address Register ..........ccoeiiiiiiiiiiiiieeeeeeeeeeeeeee e 701
17.2.7 DMDRR : DMA Destination Reload Address Register..........cccuuviiiiiiiiiieeeeeeee, 701
17.2.8 DMCRA : DMA Transfer Count Register...........oooiuiiiiiiiiii e 702
17.2.9 DMCRB : DMA Block Transfer Count Register ..o 703
17.2.10 DMTMD : DMA Transfer Mode RegiSter ............uuviiiiiiiiiii e 704
17.2.11 DMINT : DMA Interrupt Setting REgISter........ccooi i 705
17.2.12 DMAMD : DMA Address Mode RegiSter..........ooiiiiiiiiiiiiiieiee e 706
17.213  DMOFR : DMA Offset REGISIEN ... .eiiiiiiieeie ettt 709
17.2.14  DMCNT : DMA Transfer Enable RegiSter ............uuuveiiiiiiiiiiiiieeee e 709
17.2.15 DMREQ : DMA Software Start RegiSter..........ccccoiiiiiiiiiiiiii e 710
17.2.16 DMSTS : DMA Status REGISIEr.....couuiiiiiiiiieiie e 711
17.2.17 DMSBS : DMA Source Buffer Size Register ...........ooiiiiiiiiii e 712
17.2.18 DMDBS : DMA Destination Buffer Size Register ............ccoovviiiiiiiiiiii e, 713
17.2.19 DMBWR : DMA Bufferable Write Enable RegiSter..........coviviiiiiiiiiiiiieeeee e 714
17.2.20 DMAST : DMA Module Activation REgISter.........c.uuiiiiiiiiiieiie e 715
17.2.21 DMECHR : DMAC Error Channel REgISter .........ocueiiiiiiiiiiie e 715
17.2.22  DMCTL : DMAC CONtrol REGISIEN ....coiiiieiei ittt 717
LA T O o T-T -1 i o] o TSSO OO 717
17.3.1 L= 10153 =T g 1Y (o o = OO 717
17.3.2 Extended Repeat Area FUNCLON ..........ooiiiiiiii e 726
17.3.3 Free-running FUNCHON ... e e e e e e e e s 728
17.3.4 Address Update Function Using OffSet..........cccouiiiiiiiiiiiie e 729
17.3.5 Address Update Function in Repeat-Block Transfer Mode ..........cccoooiiiiiiiiiiiiiie, 734
17.3.6 Example of Using Repeat-Block Transfer Mode ... 736
17.3.7 ACHVALION SOUMCES ...ttt e e e 738
17.3.8 (@ ToT=T =Yoo TN T 02TV TR RPRSURRRR 739
17.3.9 ACtivating the DIMAC ...t 740
17.3.10  Starting DMA TranSTer..... .o e e e e 741
17.3.11 Registers DUring DIMA TranSfer ........ueviiiiei it e e e e e e e 742
(A B B O 4 - T T U= Iy T S ESPRR 743
17.3.13  CRanNE@l SECUIY ....eeeiiieeiie e s e e e e e e 743
17.3.14  Channel PriVIIEQE ....cooo ittt s e e e e e e e e e e 743
17.4  ENAING DMA TIaNSTEI ... ..ttt e e e e e e e e e e e e e e e aeeeesseseannranaeeeeaaaeens 744
17.4.1 Transfer End by Completion of Specified Total Number of Transfer Operations ................ 744
17.4.2 Transfer End by Repeat Size End Interrupt ..... ... 744
17.4.3 Transfer End by Interrupt on Extended Repeat Area Overflow...........coccieiiiiiiiininnn, 745
17.5 Processing on DMA TransSfer EFTOr...........uuiiiiiieiii e e e e eeaaae s 745
L ST 10 (=14 (0] o] (=P PUUUOPPRN 745
17.6.1 Transfer ENd INterrupt ... ... e e e e e e e e e 745



17.6.2 Transfer Error INTEITUPT..........uiiie e e e e e e e e e e e e e e e e 747

L A =YY o G T o USSP 747
17.8  Low-Power Consumption FUNCHON............eeii e e e e 748
AR U 7= Lo =T N o L= USRI 748
17.91 Bus Response t0 DIMA WIHEE ACCESS .....coviiiiiiiiiiiiiiiiieieeie e e e e e e e e e e e e e e e e e e eeae s 748
17.9.2 Access to the Registers during DMA Transfer ..o 748
17.9.3 DMA Transfer t0 RESEIVEA AF€as ......coooi it e e e e e 749
17.9.4 Setting of DMAC Event Link Setting Register of the Interrupt Controller Unit
(O O ] ) SR 749
17.9.5 Suspending or Restarting DMAC Activation ... 749
17.9.6 Precautions for Resuming DMA Transfer...........oooiiiiiiiiiiee e 749
18. Data Transfer Controller (DTC)......ccccueiiiiimimriieir i ann e e mnn e 750
18T OVBIVIBW ...ttt ettt bt ekt e bt e oo h et e b et e e oa bt e e ea bt e e s b et e e be e e s b et e e ne e nre e e 750
18.2  RegiSter DESCIIPLIONS ... ..ttt e e e e e e s e s ettt e e e e e e e e e e saaannnbaneeeeeaaaaans 751
18.2.1 DTCSAR : DTC Controller Security Attribution Register............ccoooiiiiiiiiii 751
18.2.2 MRA : DTC Mode ReGIStEr A ... e e 752
18.2.3 MRB : DTC Mode REGISIEN B .......oeiiiiiiiiieee ettt e e e eeaa e 753
18.2.4 MRC : DTC Mode REGISIEN C......eoeeieiiiie ettt e e et a e e ntae e e e e 755
18.2.5 SAR : DTC Transfer Source RegiSter .........ooiuiiiiiiiiiiii e 755
18.2.6 DAR : DTC Transfer Destination Register...........oocii e 755
18.2.7 CRA : DTC Transfer Count ReGISIEr A.......oooiiiiiiiiee e 756
18.2.8 CRB : DTC Transfer Count RegiSter B.........ccuuiiiiiiiiiie e 757
18.2.9 DTCCR : DTC CoNntrol REGISLEN ... 757
18.2.10 DTCCR_SEC : DTC Control Register for Secure Region..........ccccoecvieieiiiiiiie e 758
18.2.11 DTCVBR : DTC Vector Base REGISTEN ........coooveiiiiiiiieeiie et 758
18.2.12 DTCVBR_SEC : DTC Vector Base Register for Secure Region..........ccceccvveeiiiiieneeennnen. 759
18.2.13 DTCST : DTC Module Start REGISTEr .........uuiiiiiiiiie e 759
18.2.14  DTCSTS : DTC Status REGISIEr ... ..cciiiiieiiie et e e e e 760
18.2.15 DTCDISP : DTC Address Displacement RegiSter............coooviviiiiiiiiiiiieee e 760
18.2.16 DTEVR : DTC Error VECtOr REGISIE ......cciiiiiiie ettt 761
RS TR T e 1)Y= 110 T 10 o= SR 762
18.3.1 Allocating Transfer Information and DTC Vector Table ..o, 762
RS T O o T=T -1 (o] o ST POPPP 765
18.4.1 Transfer Information Read SKip FUNCHON..............oooiiiiii e, 768
18.4.2 Transfer Information Write-Back Skip FUNCHON............oooii e 768
18.4.3 Normal TranSfEr MOAE ........cooiieeee e e e e e e e e s s eeeeeaaaee s 769
18.4.4 Repeat Transfer MOAE ...........oooeiiiieeee e e e e e e e e aaaae s 770
18.4.5 =] (oYt QI = 1 E5) £=T 1Y o Yo [ OSSPSR 771
18.4.6 L@ o T LT I = 1 ] = S 772
18.4.7 OPEration TIMING ........eeeieiiiiiee et ettt e e e s bttt e e e s aabee e e e e sanbeeeeeeabeeeeeesanbeeeaaens 773
18.4.8 RV =To1 (ol STt U1 YRR POPPPRP 776
18.4.9 RV L=Ted (ol o 1V (Yo T PRSP 776
18.5 DTC SettiNg ProCEAUIE .....ooiiiiiiiiie ettt e s e e e s ba e e e aannee s 776
18.6 EXaMPIES Of DTC USAQE ....coiiiiiiiiiiiiiiiiee ettt e sttt e e e e et e e e s ennnae e e e e annneeeas 777
18.6.1 NOIM@AIL TrANSTEE ...ttt e 777
18.6.2 (07 0 F= 11 T I = 12 ) 1= SRR UORRRR 777
18.6.3 Chain Transfer when Counter = 0 ..........eiiiiiiiii e 779
18.7 Processing 0N DTC TranSfer EITON ........cooi ittt e e nneeeeas 780
SR 2R T 1 (=3 (1 ) PSSR 781

18.8.1 Interrupt Request of Transfer ENd..............ooooiiiiiii e 781



19.

20.

18.8.2 Interrupt Request of Transfer Error...........ooooiiiiiiiee e 781

T8.9  EVENT LINK .ttt et et e e e e e e 781
18.10 Low Power Consumption FUNCHON ... e e e 781
RS T B L U 7= o =T N o L= U PPPR P 782
18.11.1 Transfer Information Start ADAress ........cocueiiiiiii e 782
18.11.2  Arrangement of Transfer INformation .............c.oooiiii i 782
18.11.3  Bus Response to DTC WHEE ACCESS......coiiuuuiiiiiiiiiie ettt 782
Event Link Controller (ELC)......cccciimimiiiiiiiccccsssmsenesess s sssssssssssssssessssssssssssssssssssssssssesssessesssssssnsnnsnnsssnsses 783
RS B @ =Y 1= SRR R 783
19.2  RegiSter DESCIIPHIONS ... ..ttt e e st e e e s abba e e e aanneee s 785
19.2.1 ELCR : Event Link Controller RegiSter..........ovii i 785
19.2.2 ELSEGRnN : Event Link Software Event Generation Registern (n =010 3)......cccccevveeeeennn. 785
19.2.3 ELSRn:Event Link Setting Register n (n = 010 52) ....ccovciiiiiiiiiiee e 786
19.2.4 ELCSARA : Event Link Controller Security Attribution Register A.........ccocoiiiiiiiinn. 796
19.2.5 ELCSARB : Event Link Controller Security Attribution Register B.............ccccoiiiiiiiinnn. 797
19.2.6 ELCSARC : Event Link Controller Security Attribution Register C.............ccccccviiveeeenenn. 798
19.2.7 ELCPARA : Event Link Controller Privilege Attribution Register A............ccoocvveiiiieee e, 798
19.2.8 ELCPARB : Event Link Controller Privilege Attribution Register B.............ccccceiviieieinnnnn. 799
19.2.9 ELCPARC : Event Link Controller Privilege Attribution Register C............cccccoiiiiiiinnnn. 800
LS TR T O o T=T -1 (o] o I USROS 800
19.3.1 Relation Between Interrupt Handling and Event LinkKing.........cc.uvviiiiiiiiiieeeeeeeeen 800
19.3.2 LINKING EVENTS ...t 800
19.3.3 Example of Procedure for LinKing EVENtS ... 801
L TR O = To [T (o £ UUSUSPR 801
19.4.1 Linking DMAC/DTC Transfer End Signals as EVENts...........ccocceviiiiiiiiii e 801
19.4.2 SEHING CIOCKS ...ttt e et e e e s bt e e e e sabreeee e 801
19.4.3 Module-Stop FUNCHON SEettNg ......cccoiiiiiiiiie e 801
19.4.4 ELC DEIAY TIME ...ttt sttt ettt e e b et e e e anr e e neneas 801
10 0 oo 803
20 R B O 1YY oSS 803
20.2 RegiSter DESCIIPLONS ....cciiiii i e e e e e e e e e e e et et et et e eeaeeeatn e e e e e e e aaaaaaaeeees 806
20.2.1 PCNTR1/PODR/PDR : Port Control REgISter 1 .........cooviiiiiiiiiiiie e 806
20.2.2 PCNTR2/EIDR/PIDR : Port Control Register 2 ...........oouiiiiiiiieeeee e 807
20.2.3 PCNTR3/PORR/POSR : Port Control Register 3.........cccoiiiiiiieeeeie e 808
20.2.4 PCNTR4/EORR/EOSR : Port Control Register 4. 809
20.2.5 PmnPFS/PmnPFS_HA/PmnPFS_BY : Port mn Pin Function Select Register (m=0to 9,
A, B, CoD, N = 0010 15) ittt bbb 810
20.2.6 PWPR_NS : Write-Protect Register for NON-secure ...........ccooceviiiiiiiiinec e 812
20.2.7 PFENET : Ethernet Control REGISIEN ........oouuiiiiiiee e 812
20.2.8 PWPR _S : Write-Protect Register for SECUre ..........cevviiiiiiiiiiie e, 813
20.2.9 PmSAR : Port Security Attribution Register (m=0109, A, B, C, D)..ueeveevviiiiieiiieee e, 814
20.2.10 LVOCR : Low Voltage Operation Control RegiSter...........cooiuiiiiiiiiiiiiiiie e 814
PO T O o= - 1o o [ SRR 815
20.3.1 GENEIAl /O POMS ...ttt 815
20.3.2 POrt FUNCHON SEIECE. .......oiiiiii et 815
20.3.3 Port Group FUNCtion fOr ELC..... ... e a e 815
20.4 Handling Of UNUSEA PiNS ........ueiiiiiiiiiii ettt e e et e e e e sbae e e e e s snbeeeeeeans 817
D24 IR T U 1= T 1= o) (= 3RS 818
20.5.1 Procedure for Specifying the Pin FUNCLONS .........cc.coviiiiiiiiiccie e 818

20.5.2 Procedure for Using Port Group INpuUt.......oooo e 819



21.

22,

20.5.3 Port Output Data Register (PODR) SUMMAIY.........coiiiiiiiiiiiiiiieeeeeeee e 819

20.54 Notes on Using Analog FUNCLIONS ........ooiiiiiiii e 819
20.5.5 I/O Buffer SpecCifiCation...... ... 819
20.5.6 Selecting Pins USB_DP and USB_DM .......coiiiiiiiiiiiiie e 820
20.5.7 Pull-up/Pull-down Setting for P814 and P815 at USBFS/GPIO Function ...........cccccceeeo.... 821
20.5.8 Notes on using P215 and P214 ... e 821
20.5.9 Handling of Reserved Pins for BGA169 Package..........c.evviiiiiiiiiiiiiieeeieee e 821
20.6 Peripheral Select Settings for Each Product .............occueiiiiiiiiiii e 821
Port Output Enable for GPT (POEG)........cccccerirreereriirssmerrssssmeesssssssme e s s s ssme e s ssssssmeessssssmsessssssnmsessssssmsenes 836
240 Rt B O 1YY TR 836
21.2 RegiSter DESCIIPONS ......oiiiiiiiiiie et e ettt e e e ettt e e s s ea b et e e e e sbbeeeaeeanreeeeeeans 837
21.21 POEGGnN : POEG Group n Setting Register (N = At0 D).....cccvmiiiiiiiiiee e, 837
21.3 Output-Disable Control Operation ...............eeeiiiiiiiiiiiiiiieeeeee et a e 839
21.31 Pin Input Level Detection Operation ...........oooo i 839
21.3.2 Output-Disable Requests from the GPT ..........oooiiiiiiii e 840
21.3.3 Comparator Interrupt DeteCtion.............uuveiiiiiii i 840
21.3.4 Output-Disable Control Using Detection of Stopped Oscillation ............ccccovcieieeiiiiiienenns 840
21.3.5 Output-Disable Control UsSing REJISTErS .........uviiiiiiiiiiii e 840
21.3.6 Release from Output-Disable...........oouiiiiiiiiii e 840
214 INTEITUPE SOUMCES ... ..ttt e et e e e e e e et e e ae e e e e e s e aaa b b e eeeeeeaaaeeeessannssbbsanneeaaaaens 841
21.5 External Trigger OUIPUL t0 The GPT .....oco it e e e s et a e e senreeeeeeans 841
21.6  USAGE NOES ...ttt ettt e e bbb et e e st e e e e b et e e s be e e e e e e s 842
21.6.1 Transition to Software Standby Mode ..o 842
21.6.2 Specifying Pins Associated with the GPT ... 842
General PWM Timer (GPT) ...t nsss s s s s sss s s s ssss s s ssss s s s ssssans s s s ssnnns 843
2 T O 1YY ST 843
22.2 RegiSter DESCIIPLONS ....cciii et e e e e e e e e e et et et et et e e e ae e et n e a e e e e aaaaaaaaaaees 849
22.2.1 GTWP : General PWM Timer Write-Protection Register...........ccoocvveiiieiiiiiiiiee e 849
2222 GTSTR : General PWM Timer Software Start Register ... 851
22.2.3 GTSTP : General PWM Timer Software Stop Register.........c.cooiiiiiiiiieee 852
22.2.4 GTCLR : General PWM Timer Software Clear Register .............occccviiiiiiiiieee e, 852
2225 GTSSR : General PWM Timer Start Source Select Register.........cccoocvveviiiiiieiiiiiieeees 853
22.2.6 GTPSR : General PWM Timer Stop Source Select Register ... 856
22.2.7 GTCSR : General PWM Timer Clear Source Select Register..........ccooceiiiiiiiiiiinens 859
22.2.8 GTUPSR : General PWM Timer Up Count Source Select Register............cccccoevvvvvvvnennn.n. 863
22.2.9 GTDNSR : General PWM Timer Down Count Source Select Register..........cccccccoevvieeeennns 867
22210  GTICASR : General PWM Timer Input Capture Source Select Register A......................... 871
22.2.11 GTICBSR : General PWM Timer Input Capture Source Select RegisterB................c........ 874
22212  GTCR : General PWM Timer Control REGIStEr .........coooiiiiiiiiiiiiieee e, 878
22213 GTUDDTYC : General PWM Timer Count Direction and Duty Setting Register................. 881
22214  GTIOR : General PWM Timer /O Control Register ..........oocuuiiiiiiiiiiii e 883
22.2.15  GTINTAD : General PWM Timer Interrupt Output Setting Register ...........ccccooceennineeen. 888
22216  GTST : General PWM Timer Status ReGISter ..........cooiiiiiiiiiiiieeeee e 891
22217 GTBER : General PWM Timer Buffer Enable Register..........ccccvviiiiiiiiiiiiie e, 897
22218  GTITC : General PWM Timer Interrupt and A/D Conversion Start Request Skipping
SeHING REGISTEN. ...t st e e e e 901
22219  GTCNT : General PWM Timer COUNET ......cccoiiiiiiiiiieiee et 903
22.2.20 GTCCRKk : General PWM Timer Compare Capture Registerk (k=At0F) ..cc...ecoeviinnnns 903
22.2.21  GTPR : General PWM Timer Cycle Setting RegiSter..........cccvvviviiiiiiiiiiiiee e, 903

22222 GTPBR: General PWM Timer Cycle Setting Buffer Register...........cccooiiiiiiiiiieenn, 904



22.2.23 GTPDBR : General PWM Timer Cycle Setting Double-Buffer Register.........ccc...cccoeeunnns 904
22.2.24  GTADTRK : A/D Conversion Start Request Timing Register k (k= A, B)...cooovvcivvveviiinennn. 904
22.2.25 GTADTBRK : A/D Conversion Start Request Timing Buffer Register k (k = A, B)............... 905
22.2.26 GTADTDBREk : A/D Conversion Start Request Timing Double-Buffer Register k (k = A, B) 905
22.2.27 GTDTCR : General PWM Timer Dead Time Control Register ............cccccviiieieeieee e, 906
22.2.28 GTDVk : General PWM Timer Dead Time Value Register k (k = U, D)......covevviiiieeniinnennn. 907
22.2.29  GTDBk: General PWM Timer Dead Time Buffer Register kK (k = U, D) .....oovveiiiiiiieiiiiineeen. 908
22230 GTSOS : General PWM Timer Output Protection Function Status Register....................... 908
22.2.31 GTSOTR : General PWM Timer Output Protection Function Temporary Release Register909
22.2.32 GTADSMR : General PWM Timer A/D Conversion Start Request Signal Monitoring

=T o153 =1 USSP 909
22.2.33 GTEITC : General PWM Timer Extended Interrupt Skipping Counter Control Register ..... 911
22.2.34  GTEITLI1 : General PWM Timer Extended Interrupt Skipping Setting Register 1.............. 913
22.2.35 GTEITLI2 : General PWM Timer Extended Interrupt Skipping Setting Register 2............... 914
22.2.36  GTEITLB : General PWM Timer Extended Buffer Transfer Skipping Setting Register ....... 916
22.2.37  GTICLF : General PWM Timer Inter Channel Logical Operation Function Setting Register

............................................................................................................................................ 918
22.2.38 GTPC : General PWM Timer Period Count Register ..., 919
22.2.39 GTADCMSC : General PWM Timer A/D Conversion Start Request Compare Match

SKipping Control REGISTEN .......oceiiiiieeeeee e e e e e e e e e e 920
22.2.40 GTADCMSS : General PWM Timer A/D Conversion Start Request Compare Match

SKipping Setting REGISIEI ......oii i e e e 922
22.2.41 GTSECSR : General PWM Timer Operation Enable Bit Simultaneous Control Channel

SeIECE REGISTEN ...t e e e e 924
22242  GTSECR: General PWM Timer Operation Enable Bit Simultaneous Control Register...... 926
22.2.43  GTBERZ2 : General PWM Timer Buffer Enable Register 2............cccoooiiiiiiiieeeeie e, 928
22244  GTOLBR : General PWM Timer Output Level Buffer Register..........c.ccoccvveviciieeeiineenn. 933
22245 GTICCR : General PWM Timer Inter Channel Cooperation Input Capture Control

=T ] (= PSP PP PPPT 933
22246  OPSCR : Output Phase Switching Control Register ..., 937
22.2.47  GTCLKCR : General PWM Timer Clock Control Register ............cccooiiviiiiiiiieiieee e, 940

P T O 1o =T (o] o FR OO PR 940
22.31 = E= Y (o @] o 7T r= 11 o 1SR 940
2232 BUFfEr OPeration ........oooo i 951
22.3.3 PWM Output Operating MOE ..........ouiiiiieeei it eaa e 968
22.34 Automatic Dead Time Setting FUNCHON...........oooiiiiiii e 1020
2235 Count Direction Changing FUNCHON ..........cooiiiiiiiiii e 1025
22.3.6 Function of Output Duty 0% and 100% .........eeeeiiiiiiiiie e 1025
22.3.7 Hardware Count Start/Count Stop and Clear Operation...........cccccovieeeieieeec e, 1027
22.3.8 SyNchronized OPEratioN............oicuiiiii it e et e e e st e e e snnaeeeesannaeees 1034
22.3.9 PWM Output Operation EXamPIES ........oooiiii it 1043
22.3.10  Period Count FUNCLON ...t e e e e e e s s eeeeaaaeeeas 1049
22.3.11 Phase Counting FUNCLON ... e 1050
22.3.12  External Pulse Width Measuring FUNCHON ... 1060
22.3.13  Output Phase SWitching (GPT_OPS) .......uuiiiiiiiiieee e 1062
22.3.14  Inter Channel Logical Operation FUNCHON............eiiiiiiiiii e 1067
22.3.15  GTIOCNnA/B Input/Output Pin Polarity Reversal Function ...........cccccccooiiviiiiiiiiieeeieeeeeen 1069
224 INTEITUPE SOUICES ... ...ttt et e e e e e e e e e e ettt e e e e e e e e e e e e e saaasbaaaeeeeaaaeans 1069

2241 T (=T a 0] 0 GRS To U o= SRR 1069
2242 DMAC and DTC ACHVALION..........eiii it e et e s srre e e e 1071
22.4.3 Interrupt and A/D Conversion Start Request Skipping Function..............cc