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Secure Connectivity
—TLS/SSL

—MQTT/ CoAP

— Cellular, Wi-Fi, BTLE
—Unique Device and/or

Microcontroller (MCU)
- Read Protection

— Write Protection / OTP

— HW Crypto Acceleration

Security APls,

Reference Code

—Crypto APls

—Key and Cert Mgmt APls

—Frameworks for Data
encryption, ldentity,
Anti-replay, etc.

Security Software

Modules

- Secure Boot

- Secure Firmware Flash

— Unique OEM Identity/Cert
Customer |dentity / Cert.

— User Identity

Network, Transport,
Messaging

Software
Root of Trust

Hardware

Root of Trust Application
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— Application

- Lifecycle Mgmt
— Security Policy
-1DS/IPS

- SIEM

— Edge Computing

Application,
Management
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Software APIs

Functional
Libraries

Application

Eramework Middleware
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HAL Drivers

Board Support Package
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at:10%] 120 MHz Arm® Cortex®-M4 CPU

@ Memory

Code Flash (512 KB)

Data Flash (8 KB)

SRAM (256 KB)

Flash Cache

Memaory Protection Unit

Memory Mirror Function

¥~ Analog

12-Bit A/D Converter x2
(19 ch.)

® Timing & Control

General PWM Timer 32-Bit
Enhanced High Resolution x4

12-Bit D/A Converter x2

High Speed Anzlog
Comparator x6

Temperature Sensaor

PGA x6

General PWM Timer 32-Bit
Enhanced x4

General PWM Timer 32-Bit x5

Asynchronous General
Purpose Timer x2

wWDT

FPU | Arm MPU | NVIC | ETM
JTAG | SWD | Boundary Scan

% HMI

Capacitive Touch Sensing Unit
(12 ch.)

@ Connectivity

USBFS Host/Device

CAN x2 SDHIMMMC %2

Serial Communications
Interface x7

System & Power
Management

DMA Controller (8 ch.)

Data Transfer Controller

Event Link Controller

@ Safety

ECCin 5RAM

SRAM Parity Error Check

Flash Area Protection

ADC Diagnostics

ﬁ Security &
Encryption

128-Bit Unique ID

TRNG

AES (128/192/256)

IrDA Interface Low Power Modes 3DES/ARC4
Clock Frequency Accuracy
QsPI SPIx2 Multiple Clacks Measurement Circuit ECC/RSA/DSA
12C x2 SS1 Port Function Select CRC Calculator SHA1/SHAZ224/SHAZ256
Sampling Rate Converter RTC Data Operation Circuit GHASH
External Memory Bus SysTick Port Output Enable for GPT
IWDT
A3 - S5D3 MCU 74/
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