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1. WG AREERXT L

1.1 Root of Trust MIEE

Rootof Trust . EEG ¥ T HEEZEETLHIEEREOEVVN—FKIT7. 77—LIxT7. B&
VYT RDzTICE>THEREENZaVR—> T (B8 hitps://csre.nist.gov/projects/hardware-roots-
of-trust) . BE®D loT ¥ X T L® Root of Trust [, T/AA ADN—F Oz 7ITHRESLI-BEAEREEERT
BREENET, 0T Ry FIDT—ORIZSTNA ADBFEET SOICIE. A=—I TRENDERHTELUVEIE
WREFERATILELNHYET,

ZLDEXF AT A VATLTERESASZY—ERO—HTHEIEX2T7I— K, 7TU5r—230m
RELICARREEZFERALET, X7 I— MIERAT HBEERIE S X T LD Root of Trust D—E T,
Ffz. TNNA AMEROT /N RAIBAETEREIND T/ REBAEHRE 2 X T LD Root of Trust D—ERT
ERR

EEBD Root of Trust DEREAMN D, BEEROFRIEREL VAT LEZRBIRKREICT HEREENAHZ N
bW ET, BESRELTLIZEEL. ATAVEENTELRVWESICTEIENEETT, BERDFEEL
FRITHEICIE. BEERATORAE~ADT I ERAZHATIHELADY FT,

WA ROBEEBERATLEES LT, COLILBERORELRET L ENTEET,

1.2 Renesas X1 )T« IP LEEET HEOHE

Access Management MCU Hardware Root

Circuit Key
Shuts down SCE in the . h Used for installing DLM

event of an illegal access
attempt.

MCU HRK State Keys and externally-
created user keys

Crypto Accelerators c?ié‘il?ﬁ‘;‘lf.e
RSA up to 4K, ECC NIST
and Brainpool curves up
to 512-bit keys, AES-
128/192/2586,
SHA224/256, GHASH,

HMAC

True Random Number
Generator
SP800-22 entropy source
with NIST-certified DRBG
SP800-90A.

Hash Engine

Access Mar. gement Circuit

TRNG
Secure Crypto Engine (SCE)

1.1 Secure Crypto Engine M#IE
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CPU MCU

o9 a1 ArAE!)

Wrapped Key

Unique ID

1.2 RX Trusted Secure IP DO}E

Renesas Dt ¥ 21 1) T« IP Tdh S Secure Crypto Engine(SCE). Trusted Secure IP(TSIP)%: 5 UMZ RSIP-
Exxx ¥ )74 TP (RSIP)IE&. MCURT, D IP LIEMI LY TR TLIZHEDTWVWET, IF
BIUP U, ®MMBEAETIILT) AL EERTESETILTYXLOBADN—FITFF7I 5 L—4
BEU, SFESFELGNY 2L AvE—VRMO—FICHLERATETT, £z, BSIEEEOIY FOE—
Y —RX #1219 % True Random Number Generator (TRNG) 3 &FN TLVET, RSIP, SCE 7% 5 U
TSIP X, FOERIAR DAV PRIBIZE >TRESATHET, 77EAIR DAY MEIRIE, FIELSER
TOEREZRELESEICEEI DU EELELET,

YHR—FLTWLWABEZILITVRAL, EFaT7HBOAOD VP30, B&LUVEFaT7HEBOTVITT
— k&, MCU/MPU IZ&>TERYFET, FEMIE. & MCUMPU ® Web R—IUM SRR L T2,
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Security Key Management Tool

1.

WA RAREELXT A

# 1-1 MCU/MPU B8EH A1 k

MCU/MPU Category URL
RA Family MCU driver https://www.renesas.com/eu/en/software-tool/flexible-software-
package-fsp

Application https://www.renesas.com/eu/en/document/apn/installing-and-
Project updating-secure-keys-ra-family

RX Family MCU drivers | https://www.renesas.com/software-tool/trusted-secure-ip-driver
and example
project

RZ/T2M, RZ/T2ME, Security https://www.renesas.com/software-tool/rz-mpu-security-

RZ/T2L, RZ/N2L Package package-rtos-bare-metal

Synergy Platform MCU driver https://www.renesas.com/eu/en/products/microcontrollers-

microprocessors/renesas-synergy-platform-mcus/renesas-

synergy-software-package

R20UT5349JJ0108 Rev.1.08
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1.3 Renesas X a1!) T4 IP ZFRALItXa7HBOAI 30

TXATHBEOA D3 ETVTT—ME BEIUDVIZKETyTENE=#DOYR—~EME
HEHET, FXRBEZFERATIERICRETIZELORBEICHNTEET,
IXEETI7SYVIROMIZEMLERFA.,. 7OJTLNARRLIZGETH., #EHOSVVRIEHRERE

LET,
c EXRZERAMICEBMLEREA, VATLETERDHSI—FARTEINBETH, HEHOS B
FHRERELET,

e BIFO—FITyPa, T—ERIFTYDACREICRETE, FLAMATVIZERMT LI LETE
5128, HIBGCBRERSICEET DI EMNARETT,

I, UTTHRBAT HL5IC, Renesas DEDS v EVIEMEFERTSHIET, T/NA RORELREE

IoRETHZENTREICHY FT,

1.3.1 BOSYE IO R

100101
110401 No
101011

indication

l

100101
i)~ ) —C
Encryption

>

that the
data was
corrupted

000000
111111
000000

100101
PN\ v Bl Indication
. that the
data was
corrupted

000000
111111
000000 4

A
100101
Tot01 | EEE =)
101011

Wrapping
Encryption plus Integrity

1.3 EELETVELTDEN

RELEBEEDRED:=HIC. SVEVT LBBIEDENERBALET,

T—ANBESIEENTHDREZBICEEEINSEEIC, TOREEVPRLBEF >TLLEHEER. TORE
BIT—2ZESTEEY, ChikY., BEFEBRLIZMEINES, LAL. BSIEShET—-20EEIC
BMENHSOHZEBEESITLEIN? ZEENERHDS LICHBLEFERERELELSE. 57T
ALBADT—FHBEL TSI EETRT LU, EDT—RRAR—DT—RLLOTLEVET,

SYEVT TR, BERF I v IDEBOICESIEEINEAICA v E—URBAa— FEEMT H & T,
COBEEBRLET,
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1.3.2 HUK #FRLE=BOSYETDRIA

Benefits of MCU-unique Key Wrapping

v" Encrypting provides confidentiality

v" Wrapping adds integrity

v' Special wrapping techniques add authenticity

v Wrapping with the MCU Hardware Unique Key adds
protection against cloning

W Only this
& MCU

can

— CFr= = \ﬁﬁ e

HUK Wrapping %

Encryption plus Integrity _' - 3
plus Clone Protection > = - = ERy)

14 HUK #FRLE=BDSvyES

Hardware Unique Key(HUK)ZERA L TRESNBZS v TT52 LT, £ 5—DODREMETHD /O
— U REBENSEBMESNET,

Ty TEINEAMO MCU [CEREFEIFOE—SN-HEE. TOMCUDHUK XS v T#EBRT 5 &
HOE—ShhE=RBEFERTEIEELTEFEFRA, LFEAMCUDE2OYTUYNMBOT/NA RIZOE—ShH
fzeELTH, TORZFEALLZY. BTOLOEZMYHLEYTEILIETEEREA,

1.4 SyTEhERBOA T2 a FIEDOHBE

SYTEINERBOA DV a3 VFIBIZOWTEHBALEY, Security Key Management Tool Z{Ef L T
SyTENEREERLET, Y R—FLTWSBEOERBZDOLTIE, MCUMPU IZE>TEHYVET, &
1-1MCU/MPU &Y A FZSEIZETNAADT TNV r—230 /) —bFORSANESBLTLESL,

1.4.1 X1 TLEROAOT I3 VDFIE

EXATHBOA Dz avik, TTUS—a VR, JOEYaZ S O ARICEXXENE
HLEWKSICTEHZELEEZEVET, COTOLRDFEMEAZEIE. MCUMPU ITIRFELET ., T/81 RIC
£oTE, TATSIVIA VBT I—RENLTEFATHEBOA ST IVaVvEFR—FLTWVSS
DEHYETL, TNARAETEFTEINE I7—LIz72FRALTEXFAT7HEEDA OV avEY
R—rLTWBEDEHHY FI, Security Key Management Tool & L-BOEBFIEIL. FXRIERE
W=, EFATHRETEITLTLEZEIL,
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X aTHBEOAS OV aVIE UTO3DRATY I TEBLET,

1. EXa7H8BOALPTI L3 DRNDAT Y FIE. Renesas Device Lifecycle Management
(DLM) Server T. Hardware Root Key (HRK) #{#F L TEE® User Factory Programing Key
(UFPK) #5 v 7LEY, UFPKIZ, 2—H¥hERLIz256 EY FDIETT, BEL UFPK T, &
DEDF—F%A 2093V TEET,
Security Key Management Tool #f#H L T, DLMY—/I\—2J 74 )L 74— v FDUFPK 27 (/L%
HALZEYT, Security Key Management Tool GUI /83— 3 U DIBEIX[UFPK £/]4% J#EALEY,
[UFPK £m]% 7 DERAEIE 3A4UFPK £p)2 72 SBLTLE &0,

T user T
( User ) Renesas
N O S . - . - 1
' > QPw
urpr | PGP Encryption |
|
P | < '
W-URPK | DLM Server
S \Key Wrap Senvice /

Wrapping the UFPK

1.5 DIMH—N—%FER L UFPKDOZvEVT

2. RlE., 1—H#% UFPK T3 v F L%, Security Key Management Tool &, £F—2 Ff=1Z/81F
JEBI7ZFAILTHEESINZI—VHEESYTL. BRLETNMRIZEKDEX2T7HEOI VDY
DAVIZHERATED I 7ALNEERTHIENTEET, TRTOHEAT7AMILEATH, §RTD
TNARIT7I—THR—FINTVWEDITTIEHY FH A, HlZIE, RenesasRA 77 = 1)
SCE9 Protected Mode (3 TRV S 2094 V3 T —ABRHATOHEF2THEBEOA DI
#HR— LTS8, Renesas key file Z4ET 2HENHY FT,

.

UFPK

User Key Encrypted
User Key
16 UFPKZERALfz-a—YR#BOSYELT
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3. mEIZ, A—HFRBIE, BIRLETNA AP R— 2400930 TawRICELT, U7
LA SI 094V T —RFLEFTNARLETETENE T 7—LI9 I T7OVWTANENLT
Aoz vavEnEzd, COTAERAADAAIZIE, 5vTEht=UFPK (W-UFPK) &, BID R
Ty ITEFEIN=Sy TEhz2a—FBOMANEENET,

Code or Data Flash

X 1.7 DYTNTRTSII T4 T —REFERALELA—YROA VO30
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1.4.2 X aT7LHBOT7TYTT—FDOFIE

TA4—ILETOEXATHBOA DO ETSEHICEF. TREYVavTas3305/70E
Tz DUEDBT Y T T—FD=HDE : Key Update Key (KUK) 242293 >vd b
ENHYET, ZJ4—ILRIZBVWTHLWMBEDA VS /2 aVdEE. aVREBEEMZ 5-0I121T7bh
518 BEOO—FT—2a FEEBOBER) . COTOvRIE TEO7 Y FTF— b : Key Update] &4
EEhET,

KUK &, thpa—HRBERBRIZ, 3— KI5y oaFzkFTF—475v>a (MCU CHEATRELRIES)
DVFTNNREETEET, KUKE, HILWRBZA VD23 0/5SyTTEDH—DAHDZXLTHD
1=, THBHAEZTAAEFICEROKUKZA 219230352 2@ BEOHLET., ThIZL Y.,
KUKZA—T—2 3 VERIFBEERETAIENTE, A2T7Z0EFaT4R)—FF ALY, BOE
HIZKStEFa2 T4 RBEIIHELEZYTEET,

THEEHICTATSIVIA U T —RAEZEN LRI, BIMOKUKZSA P2 HL 30 TELRND
CEITFELTLEEW, RIS VIA VA T — AN BEHINEESN T4 —ILFIZEASNS &,
HFLOEBEIBEEDOKUIKEZNLTODAHA DI avTEET,

KUK X, £ERFICEEDI—RFFELET =275V alcRETEHIENTEET, HILLWI—FHEEA
T avEAEOIZERTNAATHESNTWAEE RSA OB 7y TT—FRAAPIEZDT—4
ZHERALT, Z4—ILFTHLWEZA VDY a0 TEET

BOT7YITT—RIZIE. 3D2DRTYTAHYET,
1. RUDRATYTIF 141 X1 7HBEOA I3 DFE IZEHE I TS ESIZ, KUK EE

L. 122z 9230952&TY, KUKIEKey Type ‘KUK ELTA VD2V a3 VT HRENRHY F
EE

UFPK |
AES Encryption &»
KUK

Encrypted KUK

1.8 UFPKZERAL-KUKDZvEVY
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Feb.19.25




Security Key Management Tool 1. LR GRABREERXT L

Code or Data Flash

1.9 KUKDA ooz oay

22BBORTYIIE. KIKZFERALTHLLWIA—HFREKIKTI Y ITLET,

KUK

New User Ke
v Encrypted New User Key

110 KUK Z@ERALE#HLWLWLA—FEBOS YT

3. REDRATYTIE. ETNARRSANETTIZTAVSzHYarvEanf-KUKZFERALT, HILLha1—
HREAN DIV VTEHIETT, FILWEDA D232 APl EFDFERAAEIEX. & MCU/MPU
DTFNARRSANDI=2TILETSBIEEL,
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' MCU HUK

Unique
ID

Flash, External Memory, or RAM Secure Crypto Engine (SCE)/

X 111 1—4Y¥BOT7YIT—Fhk
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Feb.19.25




Security Key Management Tool 1. LR GRABREEXT L

1.5 Renesas ¥ a1 ') T 1 #E&E

Renesas M Tld, BOA PV avBLUICTyTT— RIS, Renesas X2 T« IP%EE
BALIEHRLEEX) T4 #EEZIRMHE L TLVET . Security Key Management Tool Tlk, 0¥ 7«
HEEZFERT 5-0DHEEEIR— ML TWET, HR—FLTULSHEEIZDULVTIE, MCUMPU IZ& 2T
ELHYET, & 1-IMCUMPU BEEY A FESEICERTNARADT T ) r—3 0/ — O RIANESHE
LTLEELY,

1.5.1 First Stage Bootloader

EXATHEVRATLTIE, ETTE7TV5—2a VIO SLADFEREERANRELTLENI L
EHRTHzH. 7TV —2320T05 5 LADIE LRI % Bootloader ANEHE®R., 7T r— 3> 70
TS5 LNEFTEINIDENHYET, S5IZ. D Bootloader BB DE LM FRIAT ILENH Y.
Bootloader [(FEZMA TELWVWAEYICERET HH. ESWA TEL LA EYICEE L2510 Bootloader
T, ELMRIAET ILENHYET,

Secure Update
Secure Boot

First Stage
Bootloader

Second Stage
Authenticity Check Bootloader
¢ B E o Authenti
Program

Authenticity Check

X 112 +EFxa174EPXTLO Chain of Trust

Renesas M—&BMD MCU # R TIE, T/34 XAAD Mask ROM %, L < [ OTP(One Time Programmable)
ROM #%E#(Z First Stage Bootloader(FSBL)Z#& & L TL &3, OEM_BL #RiF/L— AR, &ERO IO
TSI UHTRIZTINA RZEESINET, FSBLIZ OEM_BL #3iE/L— FABAS %## A L T. Second Stage
Bootloader D NFBE ZEFE > MR ZTITLVET S

ZROEIE, OEM_BL #&iE/L— b2 & M (OEM_ROOT _PK & U OEM_ROOT_SK), OEM_BL #&
SRS & T H2(OEM _BL_PK #& U OEM_BL_SK) . OEM(t 5> K - X7 —%) Bootloader (OEM_BL)
EERALE. PREETOI SISV EREDT IV r—a VvETOMAICE TS EXa7 - T—r 7
AEZAO70—%RLTLET,
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Security Key Management Tool [&. C O#RFERFIZEA 9 5 HEEBAE (Key Certificate)?x 5 IZ 3 — REEERE
(Code Certificate)Z £ L F T, FMiL. MCUMPU D7 TS5 —>a >y / —bRURSANETSHEE
LY,

™
m Device

. Internal Protected Area
OEM_ROOT_PK - ]

Wrapped OEM_ROOT_PK Hash of OEM_ROOT_PK ,

Key Certificate

OEM_ROOT_SK Generate
Key Certificate.

[

signature Flash ROM
OEM_BL_PK Authenticity Check .
Key/Code Certificate H
Code Certificate :
OEM_BL_SK —h Generateand Write » 8
—l —_— Code Certificate and | &
\ — OEM_BLHMAC n 8
Generate j— . .
Code Certificate and : TS )
OEMBL signature — a
€ T Code Certificate .
Authenticity Check A

OEM_BL

| j OEM_BL :

- J

1.13 OEM_BL IiH&E FiAA KM Authenticity Check
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Device

Internal Protected Area

q | 2

Flash ROM

: MAC value data .
: Code Certificate :
| OEM_BL :

Mask ROM

Comparel

MAC

1.14 T/ RE2EBED FSBL EiE
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1.5.2 Decryption On-The-Fly/On-The-Fly Decryption

NEBAEICHEMT D7 TN r—23 0700 S LORET—2EWET 5-HICE. BEELEZ7TTY
=3 TS LENTATY)ICHERT D2HENHY £9, Decryption On-The-Fly % L < [& On-The-Fly
Decryption ##E(LAE DOTF)I&. 488 ROM [ S NzBEELShiz7 TV yr—> 37055 L%
eXecute in Place TE{TY HFRIZ On-the-Fly TES L ET,

Device

Other IP

Bus Decryption Pl P : External
Matrix On The Fly - Memory

B 1.15 DOTF E% MCU/MPU ORER S X T L/ AR 4l

Security Key Management Tool [&. Renesas DOTF #8tTHERT 57 T r— a3 UiER (EfTrlgea—
RFERIIEET—4) OERICHIELTWET,
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1.5.3 Secure Factory Programming

Secure Factory Programming ##El&. BEEEL=7TUSr—2a v TR S LEEEATHETT, 115
EEFAHBICIENSTITIr—2a3 07095 L7 74 ULNRRLESBAETE, 274007055 4L%
LLEFT—2DRBEHSZENTEET,

Device
Internal Protected Area :
W-UFPK ‘ -
e NI
—] :
UFPK ‘ ‘ :
s ' Flash ROM g

) DLM Key
Key Wrap Service
’g—b -
Encryption Key

l : ' : Application
i . : . | . Program
program progra :

\_ J

1.16  Secure Factory Programming ¥#E3E % MPU/MPU @ & X 7 L5l

Security Key Management Tool Tl. Secure Factory Programming #8EZ R 5 - LU T DH#REE YR
—rLET,

A—YTFT I =370 5 5 LOBEL

-BEEICERALEZBOSYELY

- FERFIEARBELGTNARSA THA I LDBEDS v EDT

« First Stage Bootloader M % 5E

* ¥ DLM R T7— b~DEH

BEDTNARATHR—FSINTLIHEDY R RO, RBATYOHADOTATSII VT EYR—+T 5
% &, Secure Factory Programming D #IREIE(IZDLNTIE, MCUMPU DY = F7ILESHBLTLESL,
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2. @M=

Security key Management Tool £, 7 71J 4 —< 3 >4 DLM (Device Lifecycle Management) M#%. t
XaT7ICA0o0z 923 H LLKETYTT—bEFTSEZODY—ILTT,
AKY—JILIE3DDN—=PavERELTLET,
-OT VRS A URR —Windows @YY F7AY T RO Lnux DE—ZFILY T b,
B—T U REEFTLEY., Ny FRETEHIIU FEEFTLEZYTS
CENFEETT . F—IR—V v —VOJIL—THEZYR— L3500
Y—ILTY,
- RBAURT7AVGUIRR - 77— LDz 7THBEEEZXET H-HICEGSN-ERNLG GUI Y—IL
T9, Y—FN\—FT 1 & IDE CTRHEIT HIESIZERTT,
- e%studio 754 14 UhR — Renesas # IDE e?studio TERTAREL GUI 4 42— = —AXY—IL T,
T77—LOz7THRREEORFEEYR—FLET,

21 BE
Security Key Management Tool THHR— b L TUL\5HEEE MCUMPU ZLLTFIZTRLET, -

211 X1 TF7HEBOA O3 VITYvTT—

EXATHBOA Dy TYTT—MEETHUTOREESR—FLTVET,
H#HR— kL TL S MCUMPU [EF 2-1 BB 22X,

@ UFPK &£ & Renesas Key Wrap Service ~NEFRIRER 7+ —< Y DT 7 1 ILER
@ tXxaATHBOADO I I D=HD UFPK ZfE>1- DLM Key D5 v E > 5 (DLM Key [£—
E8dD MCU/MPU TOH Y R— kS TULET)
@ EXFaT7HBOAUDIIIar arvDEHDOUFPK EEoa1—FROSYEVY
@ EX1T7HEBOT7YITT—EOEOHD KUK ZFE--1—HBOSvEDS
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£ 221MCUMPU 2731 BDA>2xH a7y TT— b HR— Mg

7273 HR— b HEEE
@ | @ | ©) | @

RA Family

RSIP-E51A Security Function v v v v

and Protected Mode

RSIP-E51A Compatibility Mode | v - v v

RSIP-E11A Security Function v v v v

and Protected Mode

RSIP-E11A Compatibility Mode | v - v v

SCE9 Security Function and v v v v

Protected Mode

SCE9 Compeatibility Mode v - v v

SCE7 v - v v

SCE5_B v v v v

SCE5 v - v v
RX Family

TSIP v - v v

TSIP-Lite v - v v

RSIP-E11A v - v v
RZ Family

Rz/T2M v - v v

Rz/T2ME v - v v

RZ/T2L v - v v

RZ/N2L v - v v

TSIP v - v v
Renesas Synergy Platform

SCE7 v - v v

SCE5 v - v v

UTD 774N 74+—< v bDOHE %Y R— b(Renesas key file £ XTH MCUMPU THR— kSN T
WEEA):
e Renesas key file
e C source file
e Binary data
¢ Motorola hex file
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2. BME

2.1.2 Security Key Management Tool 54 7R— k9" %t F 2 7 H#E

Security Key Management Tool Tl&, £¥a 7ROz o 3>, Ty TT— RS, TNAR

AEDUTOHETHERT ST -2 E4EHT H EATHETT .

HHR— Kk LTLS MCUMPU [FF 2-2 28BL &L,
D FSBL Of=HDRFIIBAE L S IO — FEEBAZ D £/
@ DOTF CERAARELRLI—YTAT S L/IT—2EBSE

® Secure Factory Programming #8E CERTIRER 7 7 1 ILERK

@ TSIP#HEHALf-tXa277 Yy 7 T— FCHEBAIREL I 7AILER

& 2-2 MCU/MPU 7 7

-
=
~

) X 7RHEREDYR—

7=

) | @

RA Family

RSIP-E51A Security Function
and Protected Mode

RSIP-E51A Compatibility Mode

RSIP-E11A Security Function
and Protected Mode

RSIP-E11A Compatibility Mode

SCE9 Security Function and
Protected Mode

SCE9 Compatibility Mode

SCE7

SCE5_B

SCE5

RX Family

TSIP

TSIP-Lite

RSIP-E11A

RZ Family

RZ/T2M

RZ/T2ME

RZ/T2L

RZ/N2L

TSIP

Renesas Synergy Platform

SCE7

SCE5

R20UT5349JJ0108 Rev.1.08
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22 BFIRER

2.2.1 N— KT 7IRIE

(1) 7kZ k PC

e JOtwH :1GHzLLE
o AAUAEY 1G /A FUE
o TARTLAKRE : fiR{&E 1366 x 768 LIt
RRAT—IL 100%(HE)
F o BBEASTICRTAT—IHALEREUADEE, §XTOF TS avhRRTELAVEENHY FT,

222 YI YT T7IRE

(1) %is 0S

e Windows 10 (64bit ki)
e Linux (Ubuntu 20.04 LTS, Ubuntu 22.04 LTS)
e macOS 14 Sonoma (Apple Silicon M & xTit)

(2) estudio plugin kR e?studio By{ERESR/N— 3 ¥

e e?studio 2025-01
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3. GUI #8eskBA
ZDETIX. Security Key Management Tool GUI M EEERK & #REICDWNTHESRLET,
Standalone kit & e?studio plugin kIEZE U GUI DL TY . AL Standalone fRTITLVET .

3.1 A4 KD
BBROAA DIV FIEROEL S BERTT,

B security Key Management Tool — O *
(1) * Il F|E AT

BE  UFPKEsE KUKEs 82059FYY TSP Update FSBL  DOTF/OTFD SFP

Q) —> ENESAS

Security Key Management Tool

ZOY-JLE. FTUF-238E DLM (Device Lifecycle Management) 2O F1TEEOA/ VUi 030k
Py IT-RETIEHOEEY-LTE.
FFUr-3388k DLMEE(IUser Factory Programming Key (UFPK) TS Fah T, ¥aFiA it vavahis.
UFPK[IRenesas Key Wrap ServiceB EEL TSy TLET.
Renesas Key Wrap Servicef)'s Wrapped UFPK (W-UFPK)EERBL T2,

FFUT-w 3y E0EFIKey-Update Key (KUK) 4 LTEF2TIiThAET.
COEBKUKERFAT( v T3y T a s EN BYET.

Hi-FEn It FaIFAREOEEOL T EMOU/MPUD 1AV FESELTRE .

MCU/MPULEESTVYYY : |ed—TybrERL T iv

ETT 3R OMOUSEIMPUEERL T

)

X 3.1 ARAVREF7OUNR AAMVDq02FD
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B F0/(F4: rama1 [m] X

[3e527 | | security Key Management Tool G oo B
V-2
C/C++ EILF B’E UFPKERL KUKEEL @0O3vEYT TSP Update FSBL DOTF/OTFD  SFP
C/C++ —fF

RENESAS

Security Key Management Tool

Ei::,q:n Security Key Management Tool
ElL5-
FOUTI b F-Fo- ZOW-JLE. FFUT-23088 ) DLM (Device Lifecycle Management) @O UF17BROS Y1723y k
FoyroreE FyIT-FETIEDDEE Y- T,

U?T?_?UJJ:FEJ'E FIUT—348E DLMEE T User Factory Programming Key (UFPK) B39 720 T, B¥a7(24 v Ty avanEd. UFPKIIRenesas
ETFITEE Key Wrap ServiceBER LTS TLET.
Renesas Key Wrap Servicefi' 5Wrapped UFPK (W-UFPK)EEISL TS

TIVr-4avE0EFIIKey-Update Key (KUK) ESrLTEFaTIiThNET.
COEHKUKERFITICA Y Y1093 T 2 ENEYET.

Hilt-bEhaEFUTREOZECONTE. EMCWMPUDFF1AY MESBL TR,

(2)  —p
MCU/MPUXEES IV |RA Family, RSIP-E51A Security Functions and Protected Mode ~
ET8ICH & OMCUFEMPURERL TN
(3) > XF-5ATUT N7 <+ @4
(5) = ‘

3.2 estudio 7S TA VR A1 >D 4V KD

No | Item Description
1) | A=a—nN— AR R7AURO&HDHEEE,
HMIE 321 [T7AL]AZa— EZBBEBLTESL,
(2) | #To42 kD E£2TE. EXaT7HRBOAODO I 2a0BELUVTyTT—F

TOEAD—EELTHERASNDEI I 7FAIVEERT H51=0DA >
A7 —RERELFT,

B) | ART—2ROYT7 AT—BR74 VEJIZRRLTWAETHREZV VT LET,
ARAURT7AURIEAZ2—0D KRR > AT—F2RXY )7 TE
BLET,

@) |~ Security Key Management Tool @ User’'s Manual %°
Renesas DEEE LA T LZEET HSDICHERLGY A MEHRE
®RLFET,

AR R7OVURRIEA Z2—®0 ~JLT > Security Key
Management Tool [CDW\T... TRRLZET,

5) | RFT—E2 R4V K BRI TCETLEHEREZRTLET,
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3.2 A a—/\—
ABA U R7AOVROHDOMEREIZIEY T,

3.2.1 [T7AI]A=2—
BEOREICET ANEA 1 — 5 BRT B EATEET,

e [MEERTFTD..]

XML 7AW ERXD T 7AIIZ, KRFTTEHRELEABA 7 74 IVERERELET,
BERIRELEFEA,

o [BEZEFEAAD..]
[BREZRETS..|CRELEXREI7AMILEHZHAAT, EY4TITRBLET,

e?studio plugin fRD15E . [Apply and Close] RZ V& 2 & TRA JDREFERE estudodFTOTx
7 MIRELET,

3.2.2 [ER]A = 1—
GUI DXRRICEET S A=2—TY,

o [RTF—2RVVUT]
AT—B A4V FODRTHERZIIVTLET,

3.2.3 [NLTNAZa—

e  [Security Key Management Tool IZDULVT]

Security Key Management Tool®User’'s Manualt> RenesasDEEE L X T LAXEHET HDIC
BRLGYA MEBRERRLES,
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33 [BE]|% T

CDBITIH, EATSHE2—7Y EMCUMPU ERBSI VO VEEIRLET . D5 T TRIES HAETIC.
BFTE—TY FTNRAREBIRL TSN, hDE2 TOHEERF, CDE2TTOT/NA RERICE > TRE
YEY,

LENESAS

Security Key Management Tool
Zmy=ILiE. FFUT-3u8EDLM (Device Lifecycle Management) @OEF1 FRED A v Uz vayk
Tyl T-rETIENOEEY-ILTY.
FAU -5 38 DLME T User Factory Programming Key (UFPK) T59Fah T, EFaFlcd yvnivaveh iy,
UFPK[ZRenesas Key Wrap ServiceBERELTSYTLET.
Renesas Key Wrap ServiceS 5 Wrapped UFPE (W-UFPK)EERS LTS,

FIUT— 23BN EHIKey-Update Key (KUK) B LTEFAFICTHNET.
COEOKUKERFTF([CA VU vaud 3BENEYET.

- rEna 2T BE0ERIOOVTI. EMAU/MPUDFF1AVFESBLTER.

(1) e— Imcu_fmpue:ﬁé—lyiﬁy: <F-TubEERLT{ESL vI

ST 3t S OMCUEEEMPUEER LT

33 [WE|2T

No IEH SiBA
(1) | MCUMPU éREBET VDY FRHTEH9—4% Y F MCUMPU EREBET VS VDEIRLTL
AR
BREEFRETHE. MCUMPU ERES T U UERMNMREESAE
ERR
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3.4 [UFPK £m]% J

Z MDA T TIE. User Factory Programming Key (UFPK) 77 A JLZ&/NAF ) * . key 7741 ELTERKL
F9, TDT 74 I)L% Renesas Key Wrap Service IZEEL T, v &Nz UFPK (W-UFPK) Z#E&T 5
DENRHYET, UFPK 77K, EFXFa7HBOAM 0PV a3 AOBEZEKBT SDICERALET,

User Factory Programming Key (UFPK) [, TS &4 EIDevice Lifecycle Management (DLM) ¥
FAVr-way B0t TRE0 VIV nIcERLEY.
UFPK%Renesas Key Wrap Servicel oo TS0 733l b T, EFa TR0 »univayErlslLET.

User Factory Programming Key

OF _CEES:: a1 ir
EEEEERTD 32k EvITIyFTY)

00112233445566778890AABBCCDDEEFFO0112233 4455667 TEE20AABBCCDDEEFF k(z)

3) HATrA I (key) :
| | =&.

I UFPKI7A L ESRT D I<-(4)

34 [UFPK &£ RE]2 7
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No ER EnEA
(1) | A#9 % UFPK UFPKEICQ)DANEZFERT 5H. V—ILNOIBEREEEEFERT &
DIA—I vk RLET,
IBAERMBEEZFERT S =R
Y—IILNDEL B ERSMEEZERAL T UFPK ZE/RLET, [IF]
BEEZERYT S &R
UFPK 27/ ILEZERT B EEIZ, QITADShI-EEZFERALET,
(2) |¥EEMEZERYT | (1)THEEEZFEATHIERRKIC. TEFRXMRY I RICAASI{EZ UFPK{E
) ELT. UFPK 27 A LEERLET,
TFT—REIAFHYT—ETEYIIVTAT7UDIEFTAALTLESL,
3) |HAZFPAL HATBUFPK 27 A ILDIRRET7AINRBENRRERELET,
(. key) HBAT7AILDIEFIE* . key ERFELTLIEELY,

REEZRFETDHE, HATFAIWNRANRESLET,

(4)

UFPK 2 7S/ IL%
/95

UFPK 2 7 A LEZERLET,
BMZE]2 JTMCU BT VOV ERIRTDEADILHYET,

T Y—IVATERT ST VA LERTALEABMEERIAT H2LDOTEHY FEA,

ZMDAR T THER L= UFPK 7 7 A/ JL % Renesas Key Wrap Service(https://dim.renesas.com/keywrap)|Zi%
{EL. W-UFPK Z4£ L %9, Renesas Key Wrap Service [ZDL\TIX. Renesas Key Wrap Service ® FAQ
HLLCIE. EMCUMPU DT F)r—23 >/ —bE LLIERSA41 o7 0Tdadzy b (X
1-1IMCU/MPU BEEH A k) TS0,
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35 [KUK&ERK]Z T

ZMD4H% T TIlE. Key-Update Key (KUK) 27 A ILZENALF1)* . key Z77AILELTERLET, DT 7
AN, KUKDEF12T7HEBOA DI 2a ETTHELS, X2 7HBO7Y TT—LD=HICHthDH
FEEFETHHIZHLERINET,

Key-Update Keys (KUK) RTi§EEr&IC, 7TV r-vav@0tFa747yJ7-MOHIcERLET.
KUK BEREFa17icf »Iiti b 2uEFRYET.

Key-Update Key

CEEE
(M S EEEEET S (32004 k. EYITYFATY) )
00112233445566778890AABBCCDDEEFFO011 22334455667 788208 ABBCCDDEEFF *

HAT7A M [key) :

3.5 [KUK &£ RE]2 7

No 1B SR BA
(1) | ANDTBHKUKD | KUKEIZRDAHNEZEZFERT 55, V—ILAOEHEREEEFFRT SHE
T4+#—<T v k RLET,

ILBERMEEEFERYT S =R

Y—ILNDEBEBRBEZFEALTKUK ZERLET,. [F]
BEEZERT S Z:&ERE:

KUK 77AMILEERTDHEEIC, QICAAShI-BEEFERALET,

(2) |$eEEZFEHAYT | () THEEBEZEATSIEREIC. TEFXFRYIRIZAOEINI-{EE KUK E

% ELT. KUK 7ML EERLET,
FT—RFIAXHT—ETEYIIUTAT7UDIEFETAALTLESELY,
3) |HATZ7FAIL HATEBKUK Z7AILDIRRET7AINBENRRERELET,
(.key) HAT7AILDEEFIE . key EFRTELTLEELY,

BEERETDE. HATFAUNRZABRESHES,
(4) |KUKZ7A)LE |KUK 77 ILEERLET,
£/T S

T Y—IVATERT I VA LMERTALREBMEEZRIET LD TESHY FHA
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36 [BOSvEVI]ZT

CDATT, 2—5HEEL LXDIMEZESIEL., EXa7HBOAM02zH 3007y ITTF— Mk

BERI7ANLEERLET,

PRATEROA Y UTI VIV TRUFPKEERLT. ¥ 7807y T 7-FTRKUKEERLT.
TV - av @t L EDIMBE Sy LTSRN

ENEE =74
(1) 'PIDDLWAL AL2_KEY @ AES | 128 bits ~| () ARC4
QKUK ORSA | 2048 bits, public TDES
() OEM Root public (I ECC secp256r], public
(O HMAC |SHAZSE-HMAC
2) bl Fub i@
(2) ® UFPK  UFPKI7A ) : £E
W-UFPKI7A ]l : EE
OKUK  kUKI 71 =
v
G) Nesusnrzresss
O BEEEERTS (16/(1 k, E9TIYTATY) | 00112233445566778899AABBCCDDEEFF
4)
JA-%wk: |RFP w | T =8
TuT47 | Little T-HEEMEATS
FFLZ: 10000 Key name:
(5) = TPANEERS D

3.6 BOSYEVT12T

R20UT5349JJ0108 Rev.1.08 RENESAS
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No

IEH

st BA

(1)

[BROIER)
RT—4]
57

EOEE) Y JTHESLT 21— ROEEERINE., BT —42)2 TR
T—2%AALET,

[ROMEEH 2 TDEMIL 3.6.1 [BEDFEFE] 2 JESHBL TS
[BT—212 TOFHMIE 362 [#BT—4] 2TESBLTLIEELY,

()

SyEVYR

EELEICERTARBOBREEXELET,

REDNDEME363 SYEVITRSEBLTLIEEL,

R L= UFPK/W-UFPK 77 1 L3 LK KUK 7 7 1 LSRR IZRERTE
TREINFET,

@)

EE LB ZERT 5 Initial Vector(IV)DREE LET,
BREDFME3.64IVESELTLESL,

(4)

A

H 519 % Encrypted UserKey 7 7 1 LDHREZLET,
REDFHFMIE3.65 HAESRELTIES,

BRELEITA—T Y b, T7AIIRR, 7 KLR, key name [FHRTEHRT
TREILET,

®)

F71ILEERT S

B)THELI=FA+—< v b® Encrypted UserKey 7 7 /1 ILZER L F
ER
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3.6.1 [(BDIEE) 27

CDRTT, EXaT7HBOA LSz avEzERTYvIT—bOROOBOBEFEELET., I
TOROBEEA T I v, TRTOTNARIT 7)) —THR—FENTWWEhIFTEEWNIEEZTE
BELESL,

BOEE 574
() DLM/AL ALZ KEY (®) AES 128 bits “ ARC4
(1) =»
O KUK (QRSA 2048 bits, public TDES
(_) OEM Root public (O ECC secp2ser, public
(O HMAC |SHAZ56-HMAC

3.7 BoEE 2 D

No HH SiBA
(1) | BOBELER BELETIRO7ILITI)ILELVICBREZEIRLES,
iR

BOBEIBEIIUTHAEBIRAIAETT, Y R—FLTWAEOEELBREIEMCUMPU [CL->TERYE
T, EORBIBVICEEZHR—FLTLENE, EMCUMPUDTZ TS5 —>ay/ —raEbUIZKES AN
NI =217 IL(F 1-IMCUMPU BEEH A FETSHBEFEEL,

%= 3-1 DLM EiRBFDRRIER

EIRER E5EA
DLM-SSD DLM @ SSD R 57— kD25
DLM-NSECSD DLM @ NSECSD R 5 — + DR
DLM-RMA-REQ DLM @ RMA-REQ R 57— b DFRGE#
AL2_KEY DLM FEEELRIL AL2 B FRDE
AL1_KEY DLM EREELARJL AL EFREDOE
RMA_KEY DLM RMA_REQ R 7— FEREI D ##

& 3-2 AES ERFFDRTIER

ERRHE B
128 bits AES-128bit D
192 bits AES-192bit D
256 bits AES-256bit () ##
128 bits, XTS AES-128bit XTS D2
256 bits, XTS AES-256bit XTS D
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& 3-3 RSA ERFrDRRIER

EIRIER

nn
8

1024 bits, public

RSA 1024bit 04> B

1024 bits, private

RSA 1024bit D Fi % i

2048 bits, public RSA 2048bit 04> B ##
2048 bits, private RSA 2048bit D F4 7 i
3072 bits, public RSA 3072bit M E#E
3072 bits, private RSA 3072bit M iz
4096 bits, public RSA 4096bit @4 E#E
4096 bits, private RSA 4096bit 0 F % i

RSA-2048-public-TLS

TLS API A0 RSA 2048bit M2\ H

& 3-4 ECCERFDRTIER

ERIER

5

secp192r1, public

ECC NIST P-192 4 B

secp192r1, private

ECC NIST P-192 D FB % #i#

secp224r1, public

ECC NIST P-224 /A Bis#

secp224r1, private

ECC NIST P-224 Oi% i

secp256r1, public

ECC NIST P-256 (/A H

secp256r1, private

ECC NIST P-256 D FB% i

secp384r1, public

ECC NIST P-384 04 Bif#

secp384r1, private

ECC NIST P-384 D% i

secp521r1, public

ECC NIST P-521 D/ RaH

secp521r1, private

ECC NIST P-521 Oi% i

brainpool P256, public

ECC brainpoolP256r1 M4\ B

brainpool P256, private

ECC brainpoolP256r1 M4 i

brainpool P384, public

ECC brainpoolP384r1 M4 B

brainpool P384, private

ECC brainpoolP384r1 M # 8

brainpool P512, public

ECC brainpoolP512r1 M4\ B

brainpool P512, private

ECC brainpoolP512r1 M4

secp256k1, public

ECC Koblitz curve secp256k1 04\ i

secp256k1, private

ECC Koblitz curve secp256k1 M Fk% i

Ed25519, public

EJDSA Ed25519 )/ Ba%

Ed25519, private

EdDSA Ed25519 D fkZ#

# 3-5 HMAC ;&iREF D R RIEH

EIRIER

nn
8

SHA1-HMAC

HMAC-SHA1 M2

SHA224-HMAC

HMAC-SHA224

SHA256-HMAC

HMAC-SHA256 M ##

SHA384-HMAC

HMAC-SHA384 M ##

SHA512-HMAC

HMAC-SHA512 D ##

SHA512/224-HMAC

HMAC-SHA512-224 0§

SHA512/256-HMAC

HMAC-SHA512-256 0 ##

HRORESF 6.LRFZECSEILZSN,
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3.6.2 BT—%5]1 427

ESILESNIBT—2Z2ANTHMT—2]12 TDHEAZLET,
BT—2]2TT, EXa7HBOA 02023007y I T—rOEHICAET 2EXORT—4 %15
ELEY, ZOZTDORTIE, ROEBEZ ITHEELLBOBRICKELET,

3.6.2.1 (B DFEEE) 2 7 T DLM/KUK/AES/TDES/ARCA4/ECC private :# R ¥
#OES #77
® J74 )L SE..| g (2)
()= b Fx7-5 00112233445566778899AABBCCDDEEFF
<(3)
D?LHEE.EEI 2T = | e=(4)

3.8 DLM /KUK / AES / TDES / ARC4 / ECC private ## % :ZiIRED[RT—X1% 7

No 1EH £ R

(1) | ASHEDZER ESIET O T—42 ZEIR

(274)0] #REF: QICBI7AILEANLET,

EXT—4 ] EREE . Q)ICBOEXT—2FANLET,

FELBE R EIREF : Q)ICER SN BOEN I 7 ILEZEELET,

2 |Z2741L MT IT774I)L) ZERF, BEILT IR I7FAMILERELET,
BIO7AIIERK 4-53key A T3y T7AILAADIT+—< Y FOBEIEER
BETT,

3) | EXT—% MT MEXT—4%] ZFERLIEBE. TXORT—F% 16 EHTAALET,

T—A94 &, BOEFH Y JTHEEL-BOBEITKELET.

@) |HA7741L ()T Tl z=ER] #BRLIEBE. V—ILATRBT—2%4E/LET., V—
IWHNTERLEEXRT—2OHN T 7M1 IILERELET,
HATRAEXE I 7AIIE. TFERARIFZ7AILELLIINAF) T74IL%S
EARETT,

ECC private D##&E R (L. AREBLRFICERL. EELZT7 74 IILAICARH
#1%_public, WZEHEIL _private ZFIFTH=7 74 ILEHALET,

ECC private #(3A#gex HHR— F L TOARWROEEAHY ET, Y R—FL
TWad 73 XLIEER 3-6 BEMEYR— L TULVS ECC private ##% =5
B3,

S ARAY—ILTERINDEAREFS VA LMEZRIEILEREA, RY—ILTHE
ML=

BIIHAELLLETRAMEHMTOAERL TS ZELY,

= 3-6 BAEMAEYR— L TLVA ECC private S2DiE%E
BOBEHEHEE

secp256r1, secp384r1, secp521r1
brainpool P256, brainpool P384, brainpool P512 [;¥]
Ed25519

5E: macOS KR Tl&. brainpool DA ILIESR— FTT,
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3.6.2.2 [B2DiELE

1% 7 T RSA A BASEEIREs

gOEg B7-7

(1)_> T )l
Fx7-5

()
00112233445566778599AABBCCDDEEFFO0112233445566776899AABBCCDDEEFF w5
00112233445566776899A ABBCCDDEEFFO0112233445566778899AABBCCDDEEFF
00112233445566776899AABBCCDDEEFF00112233445566778899AABBCCDDEEFF
00112233445566778809AABBCCDDFEFFO0112033445566778300AABBCCODEEFE v (4
10001 fe—

39 RSA BB ZRIRFOBT—2]12 7

No EHH

-

(1) | ABEDZER

EELT HEDT—2 &R
T274)L) BiIREE: QITE I 7AMILEAHDLET,
TEXT—4 ] BiRE : 3),@)BOEXT—42%ANLET,

2) | 7741

EEILT AR I FAILERELET,
BI7AINIENAFT) T7AILT, IERFHI* . key DT 7 A ILHIEERIBET
7,

(3) | Modulus(n)

()T TMEXT—4% ] #REF., RSAmodulusn DEXT—H % 16 EHTAAL
FY,

(4) | Exponent (e)

()T TEXT—% ] 5EiRE, RSAexponente DEXT—42 % 16 EHTAAL
F9,
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3.6.2.3 [BEDFEFE]SF T T RSA W& SR IRAF
gnEEs #7-7
(1)
=P & T71]l
D FXT-5
) ELEEE

310 RSAMEREZERBFORT—2]127

No HH E%EA

(1) | AREDEIR EEILT DT —2 FER
T7274)) BiRE . QIZBI7A4ILEAALET,

TEXT—45 ] ZBIRE : 3),@IBOEXT—2ZANLET,
TELEE R ZEIRE : B)ICY—ILATERT I2BOEAT 7 IILBEREL
353—0

2 | 7740 EEILT RO FAMILERELET,

BI7AINIENAFT) T7AILT, IERFHI* . key DT 7 A ILHIEERIBET
—a—O

(3) | Modulus(n) ()T TEXT—% ] &R, RSAmodulusn DEXT—42 % 16 EHTAAL
EX IR

(4) | Decryption ()T TEXT—4 ] #iRE. RSA decryption exponentd DEXT—4 % 16 #

Exponent (d) HMTAALET,

5) | HAZ7AIL (1)T Random Z:&RLI-BE&. V—ILATRT—2ZEHLET, YV—ILAT
ERLEEXRBRT—2OHAT7AILERELET,
HATEIEXEI7AINIE. TERRI7ALELLENAFT YT 7L %
EARETT
AL, ARBELEBFICERL. IBELEZT7 74 IILAICAERBEIE_public,
MWEZRIL private ZH T2 74 ILEHALET,
ECARY—ILTERINDEBETS VFLEEZRIELERA. KY—ILTHE
L=
BEIBELLLETANEMTOAFERAL TS,
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3.6.24 [BBDFE%H) 2 7 T ECC public FEiREs

(1) snEE 877 )

00112233445566778899AABBCCODEEFFOD112233445566778899AABBCCDDEEFF (3)

00112233445566773829AA BBCCDDEEFFO0112233445566775899AABBCCDDEEFF (4)

X 3.11 ECC 2AREZHRBORT—42]127

No HH SiBA

(1) | ADEDFEIR | BELTIROT—2 FER

T7274)L) BiRE . QIZB I 74 ILEAALET,

EXT—4 ] #EIRFF: (3),4)I2Qx. QyIIANFHT—2ZAALET,

2 | 72741 ESILT ORI 7FAILERELET,
BIF7ANIENAFT) T7AILT, IERFN . key DT 7 A ILHDIEERIEET TS
(3) | Qx ()T MEXT—% ] EIRE, ECC ARBO Qx DEXT—F % 16 EHTAAL
FY,
(4) | Qy ()T MEXT—4% 1 #iREF, ECC ABO QY DEXT—2 % 16 EHTAAL
FY,
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3.6.2.5 [$2DFE%E] 2 J T OEM Root public R B

(1) #=0EF #/7-5

-> @ J71 ) EHE..

OFx7-9 00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDEEFF

tete

00112233445566778899AABBCCDDEEFFO01122334455667 788904 ABBCCDDEEFF (4)

O agemsl whir4l SE.. @_

t

3.12 OEM Root public #:ZRED[BT—%1% T

No 15H il
(1) | ADEDEIR | BELTIROT—2 FER
(7740 IR : QIIBI7MILEAALET,
EXT—45 ] EREF: (3),4)I2Qx. Qy IIAFHT—2FAALFET,
TELERZ R BN : B)ICERSNE=BOHEAT7MILEBEEELET,
2 | 72741 EEET A IO FAILERELET,
BI7ANIENAFT) T7AILT, IERFIN* . key DT 7 A ILHDIEERIBET TS
(3) | Qx (1)T MEXT—4% ] #FREF, ECC 2BRO Qx DEXT—2Z 16 EHTAAL
F9,
(4) | Qy (MT MEXT—421 #iREF, ECC LD QY DEXT—2 % 16 HEHTAAL
F£Y,
(B5) |HBHATZ7AIL | (1)T MELHEFERI 2BRLEBEE. YV-ILRATRT—2ZERKLET, Y—IL
NCERLIEXRBT—2DOHEAT7AILERELET,
HATDIEXRBI7AINIE. TFRALIT7ANLELLLENAFT) T 74 ILEREA
BT,

A ARY—ILTERINDIEBEELS VA LEEZRIELFE A

AY—)ILTERLE-RBIIFEFEELELETANEMTOAERL TS,
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3.6.3

SyEVYR

X ATHBOA SIS a3 v THLWVMEETNAARIZEY FF 588, UFPK TSI v &, W-
UFPK ZE T AELAHYET., tXa7HEBOT7YITT—FTHLWVEBZA OO - P30T 3154,
KUK TSy 7T 2ERHYET,

ol Lok
(1) =pfe urek furpkTr4 )L : 2
CUFPKT7A )l : S0 (3)
() KUK - |4
3.13 SyEVT#E
No IEH i BA

(1) | Wrapping Key @ | Wrapping 3 % D3R
B [UFPK] i#iREs : (2)I< UFPK 77 4 L. (3) W-UFPK 7 7 1 JL%:&iR

TKUK] 2iRE : (4) KUK 77 1 ILEEIR

(2) |UFPK 274 | (1)T TUFPK] :&IREFIC. [UFPK £/M]4 JTER L= UFPK 77/ LEAAL

iTO

(3) | W-UFPK 774 | (1)T TUFPK] EiREFIZ, [UFPK £F]2 T TEB L= UFPK 7 7 1 L%

L Renesas Key Wrap Y—E XTS5 v FLI=W-UFPK 771 ILEANLFET,
4) |KUK 274JL (1)T TKUK] ZIRBFIC, [KUKERK]Z TTERLIZKUK 274 ILEAALE
ERR
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3.6.4 \Y

Wrapping key TUFPK £ L < [T KUK £ 5 ZBIRL=BEE. Initial Vector(IV)BRE T, IV IZIEET
52¢EH. Y—ILTERTDHILELHETT,

v
© SIS REE AT O ]
(1) EEEEERTI (61, :"';"?IF;’#FL‘JI 00112233445566775899A ABBCCDDEEFF I <+(2)
314 IV
No I5H &5 BA
(1) VOI7+—<y |BESYEDTTBHEFIZHERT S Initial Vector B Z:EIR
b FELBAERREZ AT 51 BIRE - Y —ILOELBERBEEN S IV ZAERLF

ERS
MEEMBEZEFERT H1 BIRE : QICANESIIAFYT—2EFEALET,
(2) | EEEZERAT | (1) THREEZERT "EERF. ZZICANDSNIEZESEFIC Inital

% Vector E LTHERALET, 16 K. EVvIIVFoT7oI+—<y RTAAL
TLEEL,
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3.6.5 H A

ZDEVLIAVTE, EXaT7HBOA Oz a3 vFET7 YT T—bDEOICERTEHEAT 74
JILDBEER/ELET ., IRXTOA T3 Uhi, §XTO MCUMPU 77 2 JIZHELTWSDITTIEAL
CEITEELTLESTWL, HlZIE, RAZ7 21D SCE9 Protected Mode MDA x93 UIdTF/NA
AT7OTSIBHATOAYR— SN TEY, RFPHEAT+—I v FOHDBYR—FSATLET,

HH
1 2
( LPI JA-Vyb: |RFP v IJT/JI»: =2 I<—( )
(3) Little T—F &15]] 132 Q-(4)
315 WHAH
No EH E5EA

M | Z#4—< v k HBATEIT774ILT+—< v FDEIR
BIRTEDLTA—T Y FIR TESBLTLESL,

@ 2741 AT B I7ALNBERRERELET,

ERMEZREIEEL. MATOERT 5. HAShLIBSELBEOT7A4IL
BICHEBERD 74 ILIZIE" _private ". 2AFAHE 2 7 4 JLIZIE”_public’ M EnE
ER

@) |ZTvTaTY (1)T"Motorola Hex”% L < [X"Binary" #IREFICHEIZH Y £5,
HATE5T—2DT—2HUVERELET, ##lL4.56bswap 7T a3 %
SBZEN,

(4) | T—4%EMI | (1)T’C Source”. "Motorola Hex’#, L < [X’Binary” BIREICEMIZHRY FT,

% HAT DI 7ANENT TIZHIZT7AILBDBE. FDIT7AILDEDIZED
EELIESREM LTI, ML 4.5.5fileadd T a v ESEBLLEEN
(5) | 7FLR (1) T"Motorola Hex"ZiREFIZERIZEY £9,
Motorola Hex 7 7 A JLIZERET D7 FLRZAALTLIEEE LY,
(6) | Key name (1)T"C Source” & BIRBFICHERNZHYET, CY—RTF7AILPAYETT7A)L

TEEINTWBEEKR, T, T—2H 41 X{ED<keyname>E R #HEL F
¥, <keyname>DELNH DML, 4.5.4.2 filetype =T 3 >~ csource fEERF
#SRLTLIEEL,

x 37 BRAEG I+ —<v b

ERER NE
C source CY—RITF7AINEANYEEHNLET,
Binary NAF)TFT—R2EHDLET,
Motorola Hex ErO—SAFHIT7AILEEALETS,
RFP Renesas Key File 74+ —< v FOBT—R2ZHALET,
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® 3-8 TUT 4«7 VERER

ERER BES
Little "Big' & BIREBFICHNT BT —2MUVE4 /4 FRADYTLT, EbO—5AFH
F27ANELLLIENAF) T7AILTHALET,
Big ErO—FAFHITIFAINELLENAFTUT—2%, & 460, X 461DT+
—< v ML, A FEUOTHALET,
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3.7 [TSIP Update]% 7
ZNHIT, TSIP® Secure Update V1) 21— 3 > DA—HTAT S LOEEILETVET,

TSIPEERLT. BEELEIr-L0r7 A A-JET M AICEAT B LA TEET. ELAL. RXTSIP FTOF FUr -3/

-MEFBELTEL.

(l) *I HEH 4 A= | Secure Update ~ I
J7—[2TF A A=3%0 |
@) =P

RSUAYY  EE2{LFFLAEE  Image Encryption Key IV
(3) » RSUMASVer: |2 ~ A A-27354 ; | TESTING
4) = | 7

TA-Rub: | SAFY v| Al | | B8..
(5) - TP EERTD

3.16 [TSIP Update]4 7
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No

IHHE

=i

(1)

HAA A=

AT DT—234 TORIREANTEI7AILEEBELET,
Factory Programming] : TIHEEAAFDA A —ERDOENE
T7—ALADIFA*A—=—VelXaFTIT— b A—DFEEBELTLESLY,
'Secure Update ] D7 —LT YT T— DA A — TR
T7—LOTTAA—=DFEBELTLHEZEL,

ML 371 HAESHELTIEZEL,

)

F27—LoxTAA
-
tXa1F7T— A A
-

[D7—LIzTA*A—=2) ICIEEEETHTATSLO Mot 774 L%
AALET,

EXa7T—hA A=) 21X, HAT—4 T lFactory
Programming] ;EZREFIC. BB L7 7—LT7 vy TT— kA A—=I2D
F5E¥27T7—rTOTS LD Mot 774 ILEANLET,

©)

®REST

EEIEE O UNICH AT —2ICEAT IEREZITVET,
BERITDHREIZDOVTIL,

373[RSUAw A2 T

374 BT FLREH]Z T

3.7.5 [Image Encryption Key]% 7'

3.76[V]2 T

ECSROESL,

(4)

HAh

HAT BT 71LOREELFT,
REDFHMIEI77 HAZSHL TS,

®)

T71IWVEERT S

ATHEELEZA—I Y FDI7AMILEERLET,
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3.7.1 HhOA4 A=
CDRITTCHAT BT —E2DI7+—<y bEHEELET,

(1) = I H 74 X | Secure Update w7 I

3147 HWHA A=

No HE SiBA
(1) | A A= KA ITTHERTE774ILD2 4 TEBIRLET,

= 39 HAA A—PDRTFRER

EIRER E5EA
Factory Programming | TIZZEEAAEEEL. EXa7I—rTEELZZ7AINIZ, T7—LDIT
AA—DEBBIELIE-T—3ZEbE-mot 771 ILEERLET,
X217 T—FERRIEBESIEESNETA, ETAADEIE. X1 T7HRETT
EEFALELEHELET,
Secure Update 77—LTF7YvTTF—rEEEL, 727—LI9zF7AA—=ICAAESNE=mot 77
AILDIEET)FTEESIELIzmot 774 ILELLKIERSUAY ZEH[E LI/
AF)IT7AILEERLET,

3.7.2 T7—LITTAFA=D/2FaT7 T A=D

ERILT 277 —LVITAA—CRLUIC, BHIELET 225 EFa7I— b A—DFEE
LEY,

) = o sz |
(2) - lrz#l?j—lvfx—:)': P I

318 T7—LIITA*A—=/FxaTIT— b A=

No I5H o)
(1) | Z7—Loz7 |BEEIZTOTILOmMot 77AMIILERELET,
1A= EELIZ=mot 77 MLROD TESE7 KL REE] THRELE-HEAOT—4%

TSIP Firm Update V) 22— 3 VHOBEESLEITWVWET, BEEXIETSIP D
Application Note ZZB L T fZ& LY,

(2) |E*a7T—+ | HAF—% TFactory Programming’$§ R, BEBIE LT 7 —LI 7 A 4
A A= —DLEhERIEX AT I A—DFEEBELET,

X217 IT—brA A—=DIEBEILShEREA,

R20UT5349JJ0108 Rev.1.08 RENESAS Page 50 of 200
Feb.19.25



Security Key Management Tool 3. GUI HgEEREA

3.73 [RSUAYH2 D
ZDEHLaVTIEH, RSUAYSTDBEATEI77MILT+—< v hEIEELET,

RSUAYS EE{LTFLASE  Image Encryption Key IV

(1) =» IRSU-"\';'fi‘Ver: > v I TESTING <« (2
319 [RSUAvY A4 T
No IEH i BA

(1) | RSUAv % Ver

EEL LD 7—LITTFAA—DIZDIFBRSUAYADN— 3 UFEFEL
F9, Versionld1H LK IE2 #HBERRETT,
RSUAw & VerIZDWTId, 46.1ver # 73 zaSBLTLEELY,

(2) |4AA*A—2355

RSU N &M Image Flags IZ3XE T HIEXERLET,
MT2%#ERLI=HE. A A—CISTBEFREDSH, BETETEEA,
BIRTEDEIF T 3-10 #28BLTLESLY,

K F1ORSUANYE A A—=CT355

ERIEH HL:l
BLANK T7—LT Yy TAA—=THE0,
TESTING T7—LT7YTA A= Ty TT— b, BRI,
INSTALLING T7—LT7VTAA—CHPPRA A —CEA VR =L THY . BRIEP,
VALID T7—LT Yy TAA—HED,
INVALID T7—LT Yy TAA—HES,
END_OF _LIFE 77 —L7 v T4 *A—IF End of Life,
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3.74 ST FLREE] S 7
I7—LIITAA—COEBET SHEEEELES.

RSUAyS EEEETFLAEE  Image Encryption Key IV

(1)

IData Flash : fanL&L v < (4)

320 [MESIL7 FLREH]Z T

No BEH SRER
(1) |7 FRFLRIE | 27—L0zT7A*—CTHRELEMot 7274 IILADEEILT 28FHEIEEL
TZFKLR 9, eI HEEDLEIE8MB TY,

(2) |BBIEA A= |HBAT7AILIZMOT #IEERHIC. BEELIEZI7—LDITAA—CFEAT
HA7 ELR 57 RLREEBELET,

(3) | Flash BZA# |Flash DEZAHBEUEIEELET,

¥4 X YA XL 16 /84 FEEFEITIHREL TS,

(4) | Data Flash HATBI77M4IIZ, Z7—LITTFA*2A—JIZE8FNET—4E275vy2aDT
— A DFMOEEEZIEEREETT,

ML & 3-11 Data Flash MXE #SBL TS,

% 3-11 Data Flash D% E

ERIEH BL)
935 HAT BT 7ANICT7— LD TA*A—CDT—275vaT—42%MML
F9, HHA *— T Factory Programming ;&R L =15 & DA ERARETT .

EEELTHAMNMTSE | HAT BRI 7AINIZT7F—LITTFAA—SDT—E2I7591DT—2 %S
LT, ML ZFEF . RSUAYH Ver T Version 2 Z:EIR L I-1BE DA EIRATEE

T3,

A0 L7z Ly HBAT BT 7AW T 7F—LIDITTAA—CDT—E2I59S1DT—E M
LEEA.
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3.75 [Image Encryption Key]? 7
T7—LITA*A—VEBHILT HEEIHERTIRT 2 EEELET,

RSUNwY EES{LTFLAZERE Image Encryption Key ||y

Key Encryption Key

Image Encryption Key

2) =» @ AEE RS ERTD I

ETERERTS 2/ b EyTIUF4TY) | <« (3)
3.21 [Image Encryption Key]% 7
No 2R B
(1) | Key Encryption | 77 —LD 74 A —U%#EE1LT S8 (Image Encryption Key)& 5 v 79 5 ##
Key ERELES, 16, EVIIVTATUIA—Ty FTAALTLESE
LY,
(2) | Image T7—LITT7A*A—DFEEELT HRBIEZER

Encryption Key TELBERBEZ AT 51 FIREF . V—ILOELBERBENSBZERLE
DI7A&—< vk 9,
MEEEZFEAT S BIRE : Q)IANSINIAXTHT—2ZFEALET,

(3) |EEMEFERT | (2 CTHEMELFEATIERIRF. CJICAASKEEZBESETIRELT
% FARALET, 16 EH. EVIIUTAT7oITA—I Y FTAALTLESELY,

3.7.6 (vi2 7

® A MEMBERERTD
EFEEEET S (16/(1h, P9I IIFTY) I I - ()

(1) =»

322 [IV]3 T

No EH EnEA
(1) |[VDIZ+—Ty | Z7—LIT7A*A—CDESLRIZERAT 5 Initial Vector {E % &R
b FELBAE R AE AT 51 BIREE . Y—ILOERERBEEND IV EERLE
_d—-

MEEEEEAT 51 BRE : QICAASINIAFYT—2EFERALET,

(2) |HEEEZERY | (1) THEEEZERT S ZERE. CCICAASAEEET7—LTTT A 4
% — D DEESEEFIT Initial Vector & LTHERALET, 16 K. EVIIVTA7
VI =Y FTAALTLESLY,
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3.7.7 H A
DY arvTIE BATBIT7M4ILT7+—< v LEHRELET,

HA

om. |

(1) = Ij:r—vw: JAFY v I?Tﬂb: |

323 A

No 15H At BA

1) | 7=y k HBATEI774ILT+—< v FDOEIR
BIRTEDZ 74—y FEIR 312 ZSBLTLEEL,

2 2740 HATET7ANBENRRERELET,

® 312 ERAREL I+ —< v b

EREE RE

RSUZ7AMANYBEER/IFI-NAF)T—2FHALET,

N4+
RSU [%. HAT—% T’Secure Update & ER D A5 E BT HE,

ErO—35AF%Y ErO—SAFHT7ALILEHALET,
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3.8  [FSBL4J

Z (D% T T, First Stage Bootloader(FSBL)HREZ & L F= )L R R T/ A THEMATTRELGREAE &L 0—
FEIBAZDEREITVET,

First Stage BootloaderlZ 707 LN EZAHFIELLERITHIIC. OEMI-FO-F-HBEOTTU-23vI-FORLMES
SU/ELLHEBIEDFIYIZITVET,
FERAEDFRRET M AOFF1AVMEEBL TR,

(1) = boeM Bootloader A= : £28.
OIS LR (®) Signature |4 X—J\-J3¥
@) = . -« )
SEEAE  OEM_BLEEEE)L-hE OEM_BLIRFEE
1-KI5y VBT RLR (hex):
TIAZI-FI5vva84 X 2MB -
(ERTATNAADHA AN B WNEE, —DISHT A AEFIRL I, )
OEM Bootloader #1X :
(4) =» ® sEE
OHAAAT (hex)
SFERE: | | s®..
1-FEEFAE - S
(5) = TPANEERTS |
324 [FSBL]ZJ
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No HH ZRAA
(1) OEM Bootloader 4 #—< | FSBL A&EExXIHR &9 5 OEM_ BLDE FA—5AFH T 741 )L %R
ELES,
2) 0535 L&A E Signature] : ECDSA £ ##HALf-0— FIIBEZE L BIIAEZE
BLES,
[CRC] :CRC A L= S MEHREEZ1T 5> =D 31— FiEHA
EDHEERLET,
ML 381 JOVSLRIAAZESBLTIEZSIL,
(3) A A== 3y 70755 LREEAE T Signature”#IREFIC, 00— REEBAEZICEE T S
OEM Bootloader D/ N\— 3 U HHEFELET,
(4) [REBATE] [REFAE]4Z 7 : OEM_BL &R L BEABAZ &L O— FEEAZEDHE AT 74
[OEM_BL #iF/L— h§#] | LBZHEELFT,
[OEM_BL & EEF#] [OEM_BL #3F/L— 8% T £ [OEM_BL A8 7 7 :
27 7045 LRIEAET Signature) BIREFIZ, BIERZAHNLET,
[EIBAE] 2 JDE¥#lL 3.8.2 [FIEAE|2 JZxsBL T =Za
[OEM_BL #REE/L— R 2 T DEEMIE 3.8.3 [OEM_BL #REE/L— M #]
BITESBLTLEEN,
[OEM_BL #ET$#] 7 7 Dif#(d 3.8.4 [OEM_BL #if##]4 TS EL
TLEELY,
(5) T7AIVEERT S (4)THELEBIIBRELSUICO— RIEBEEZ4ERLET,
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3.8.1 PASRAS U - H Wb
OEM Bootloader DRI A EFH/ELFT,

JOIS LA E: <+ (1)

<« 2
325 oY 3 LRIEAE
No I5H £ BA
(1) | Signature OEM BLDEZ %3 51-6HNDHE(OEM _BL #&:I#)& . OEM BL RIS %A T
58E(OEM_BL #REEIL— FE)EERAL T, WIABAE L o— FIEAEZ4ERMLE

ER

[Signature] %;#&iREFIL. [OEM_BL #REE/L— F§&#)% O 5> OEM_BL #EE/L
— ~ 8. [OEM_BL 1RAI$#]% JH > OEM_BL BRIIBOAHNBLETT,
SEBAZ D Chain Of Trust #:& (%, FSBL #ge%#R%E 3 5T /34 XM User Manual
=SB ESL,

(2) | CRC OEM BL W CRCEZEHE L., O— FEIBAEDHZAERMLFY ., [F]

*: ICRC1 2fEEL Ta— FIIBAZZ LR L1-155. SignerID [C¥ S —{E&L L TCRCEZHALET,
FSBL &£ E— K T"CRC + report measurement”:#1R L. OEM_BL #&ZEHE % L\ f- measurement report %
HALUMEEIX. TSignature] #FEATIO— FEEAZEZERLTIZELY,
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3.8.2 [FEEAE]2 7

OEM Bootloader DA S5, HIEAEL O —FIIBAZED 77/ IILBEHRELET,

ALFAE  OEM_BLEIEIL-HE OEM_BLRILE

(1) =pf 3-F759v28#7FLZ (he: 02000000
(2) _»I TIRAZI-FI599284 X 2MB v
EATETAZADYA D BINESR, — D NS A AEERL TR, )

OEM Bootloader 4% :
(® HEIEHE
O HAZAA (hex)

3)

“4)

(%) =P NSZETRAE .
©) _»IZI—FEEE!H%:‘ | @H’n’l

326 [AEBAE]%Z T

No ER EnEA
(1) |3—FK275vy>a1 |OEM BLDETY FLRZEELET.
RIR7 FL X
2 | TNNARA—F7 |FARATEZTNARDIA—F IS99 aDYAXERELTLESLY,
PR LA AR NEEF, BVH A XEEELTLESL,
(3) | OEM Bootloader | OEM_BL ¥4 XDEHAZEHRELET,
RN [EEEE] BIRE: OEM BLA A—STAASINI= mot 77 AL ETFIiq
ZaA—F75y9y2aHY4XH5 OEM BLDH A XZEHLET,
OEM_BL OH 4 REHAi*IE4.7.2 OEM BL DEL 4 L < IZ CRC EEXI%4E
BESBLTLIEZEL,

4 XAA FRE :(@)ICADSINIZ{EA OEM BL YA XY FET,
(4) | OEM Bootloader | (3)T 4 XA N1 %&EREF, OEM BLDODY A XZAHALET,

i N YA XL 16 DEHIZHEZH A X1 DEEAALTLESL,
(5) | girmA=E BABAEOHEN T 7 A LB ERELET,
70455 LBEEAET ISignature] ZFINEFIZCAHALTLEELY,
(6) | o— FarA= I— RIERZEOHE NI 7 A LB EIRELET,
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3.8.3 [OEM_BL #&R3E/L— +8E12 T
7045 LRIEAET lSignature] s#RFIZ, OEM _BL #&E/L— FREREZAALZET,

s OEM BLSEEN-M8 OEm BT
OEM_BLIREE, - Mz E R )
(1) =»|@7711 0

001122334455667 755094 ABBCCDDEEFFO0112233445566778892AABBCCDDEEFF ¢ (3)
00112233445566775599AABBCCDDEEFFO01122334455667 AABBCCDDEEFF W

OEM_BLESEF)— o8

(4) =@ 77411 =z | €5

OFx7-% 00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF <= (6)
00112233445566778800AABBCCDDEEFFO0112233445566 7 TBE00AABBCCDDEEFF

001122334455667T8859AABBCCDDEEFFO0112233445566778599AA BBCCDDEEFF ' (7)
00112233445566778800AABBCCDDEEFFO0112233445566 7 TBE00AABBCCDDEEFF

3.27 |[OEM_BL #&fE/L— ]2 T

No ER Bl

(1) | OEM_BL #&iF | OEM_BL #&RiE/IL— FFEE DA DA EZEREIR

L— LR T774)L) BIRE: QIZBI7ALEANLET,
AAFEER TEXT—4%] #RE: Q)ICBOEXT—2ZANLET,

2 | 72741 OEM BL#&REEIL— FEZEROB I 7 ILEZRELET,
BO7AIIEABEBEREZSLPEM 270 I)L, THXERX T 74 IILTHREFA
*ext DT T7AIL, BLLIEFNAFTUT7AILT, PhiEFMN*. keyDIT 74 Il

MNIEERRETT,
PEM 7 7 A4 L ZIEEMIE. OEM_BL Bil/L— F2BBDOANIIFETT,
3) | FXT—% MT MEXT—4 ] #FBRLI-GE. TXORT—2Z 16 EHMTAALET,

OEM_BL #&3E/L— FHZR D secp256r1 DIFEIE. MEBDI A X, 32/814 +
DT—E2HANLTLESLY,

(4) | OEM_BL #&3E/)L | OEM_BL #&3F/L— FABRBO AN FHEZER

— M BAE T274)L] BiIRE: GBI F7AMILEAALET,
ANFHEER EXT—4 ] EIREF : (6). NITBOEXT—2ZFAALET,
5y | Z7ANL OEM_BL #&REE/L— F AFABOB I 7 ILERELET,

BIO7AILIE, TERRFIZAILTHEREREFN*.txt DT 7A4ILE L LIE, 781
TV ITF7AITHEFN* . key DT 7 A IILDIEETRETT ,

(6) | Qx (4T TEXT—4] #FRL=BA. OEM_BL #RiF/L— AR Qx DT
T—A2E 16 EHTANLET,
(7) | Qy (4)T TEXT—4] #BRL-BE. OEM _BL #RiE/L— AR Qy O T

T—RE 16 ERTANLETS,
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3.84 [OEM_BL #&:E8E]2 7
70455 LEEAET lSignature] #REFIZ. OEM Bootloader Key # AALET,

AR OFM_BLI&AL/ - OEM BLIZELE
OEM_BLI&EI S =&

2
(1) =l @771 e |<-( )
O :E-"—:_é;‘ 00112233445566775890AABBCCDDEEFFO0112233445566778800AABBCCD ~
DEEFF .| €03
O zmeemf w771 = |-
OEM_BLISEF 8
(5) =» =
@ 774l == ] €©)

AABBCCDDEEFFOO11 5 788994 ABBCCDDEEFF

AABBCCDDEEFFOO11 5566775899AABBCCDDEEFF
I 00112233445566778899AABBCCDDEEFF0112233445566773899AABBCCDDEEFF I{-(8)

00112233445566778899AABBCCDDEEFF001122334455667TBE99AABBCCDDEEFF

3.28 [OEM_BL #&FE##]2 7

No 5B A
(1) | OEM_BL #:E# | OEM_BL #iIMZHRD A N A X T EIR
wig TI74)L] BIRE : QIZBI7AILEANLET,

ANFEER EXT—4 ] EIREF : Q)ICBROEXT—2FANLET,

FELEZHEA FIRFE : Q)ICERSNEBOEH I 7AILBEEBELET.

2 | 7274 OEM_BL {&IIMERDB I 7M1 ILEHRELET,
BIOFAILINRABERZSTCPEM 774, THFRX T 7 M IILTHIEFH
txt DI FAI, HLLIE. NAF YT F7AILT, PRFH* . key DT 7 A

ILHMEERIRET T,
PEM 7 7 A L& $EEH L. OEM_BL BREEABRBOAAEITETY,
3) | FXT—% MT MEXT—4 ] #FBRLI-GE. TXORT—2Z 16 EHMTAALET,

OEM_BL #&REEFBEE I secp256r1 DIFE L. MERD YA X, 3284 FDT—
READLTLESLY,

@4) |BAZ740L ()T Tl z=ER] #RRLIEBE. V—ILATRBT—2%4E/LET., V—
IWHNTERLEEXRT—2OHN T 7M1 IILERELET,
HAOTHBEXRBI7AILIE, TFRARIZ7ALBLLLENLIFT Y T 7MILERE
AIRETY,
NRBLRBFICERL. BBELEZ7 74 ILRAIZAREIE_public, MEZEEIL
_private 21Tz 7/ LEHALET,
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No IEH HL:l
(5) | OEM_BL #&3:F4 | OEM_BL #iEARBD A h A% % EIR
3k [274)L) BiIRE: : B)<BEI7AILEADLET,
ANFEER TEXT—4%1 BB (NEB)ITBDEXT—2EAALET,
®) | Z74AIL OEM_BL {&RFIABBOB I 7M1 ILEHRELET,

BI7ANIE. XA T YT 7AILTHERFNkey DT 7ML, LLLETHR
F I 7AILTHIRFA* . txt DT 7 A IILHIEERRETT,

(7) | Qx B)T MEXT—4% ] %EIRLI=5A. OEM BL A Qx DEXET—42 % 16
EHTANALET,
(8) | Qy B)T T EXT—4] #FRL-BA. OEM BL ARE QY DEXRET—42 % 16
EHTANALET,
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3.9

CDRTIF, 2—HT—5(

[DOTF/OTFD]Z 7

EITAREGNA TV TR FELET TV r—2 a0 T7—2)EBEI{EL T,

DOTF HEETHAT 510D T—2 ZERLFET.

(1) = =i, T

Decryption On-The-Fly/On-The-Fly DecryptionZ{EAT 3(C[E, OSPHmSPINEIEARIATUCESESNO-F
T=RETOISATALENEIET. FRALERET) AN/ \—FIIF 1o FILESEL TR,

- B=S{tId3/A—>0FFLAH BREEFFLA
(2) ©27-SESI @ FTA-SBL <« )
O BSETRLR O FRLAIEEE (hex) | 20000000
OFFFFFFF
4 A—THES{LE
4) =» AES-128
@7l | S8

v
® ELEVERIEER AT
(%) =Pl OSEEEER (16/(/k, LA100y MEEA) | 00112233445566778899AABBC CDDEEFF
BBk 14— £,
(6) = e

OF3T—4 | 00112233445566778309AABBC CDDEEFFO0112233445566 778899 AABBCCDDEEFF

A A—ZFPRLAEDTY
@ ASITPALOPFLARER | |BSELET —Rs 0. T7 55505
(7)== OmsETELRO

(8) - BESEA X — TR
3.29 [DOTF/OTFD]% J
No IEH HL:l
(1) XA A—D EELT oM A—CEBCEIO—SAXTHIFAILEBRELET,
(2) ES L& (NTHESNEI7AILADEESLT 2EEEZHEELET .
T 3.91 IEBILEEEZSRE L T S,
(3) Lk 7 FLR ERICT—2%BRBETHELLIEETETHI7RLRAZEELET,
HEMX 3.9.2 EREET FLRAESEBLTL ALY,
(4) 4 A —TREE{i EELCHERT IHEBELET .
ML 3.9.3 1 A—TRESIEBESBL T,
(5) \Y, 5L THEHAT S nonce [EFHBELET S
X 3.94IVESHBLTCIEEL,
(6) EEILA A= EEilbEn=T—2DHAT 7M1 ILEEZRELET,
(7) HAAA—SDT7 R | BATE 77404 T avEEELET,
LREQaVTUY HMIX 395 HAAMA—C T RLREQAVTUYESHELTLLESLY,
(8) EBEkAA—T7 | B)THELEEESREAA—CI 7ML EERLET,

A IILER
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3.9.1 &=L EE
ARSNIFEXA A =L T 7 A LNTHELT 2EEEHEELET,

ST 31 X-JOT KL AEHE
T IESL
ES{LPELZ

uuuuuuuu

_________

3.30 HES{LEEE

No I5H 5 EA

(1) | BSLsFE:ER [T —A2MES1t] BIRE  EXAA—CTAASNETZ7ALOET—45 %
BEEIELET., (E1)

EEL7 FLR] BRE: TXA A—CTANSNE=T 74 ILNTR)TEE
SN-EEERSELET, (%F2)

(2) | EESLERE TREEERE 7 FLR]  BBBLERET 527 FLRAZHRELET,
ESERT7ZFLR] BBIEERTILS7FLAZREELET,

BE7 FLRIE16 /84 F7SAVF7 RLA, BTZ KLRIZ16 /81 F7 54
DFERLRADT RFLRAZEAALTLEESLY,

E1 ARTFAILOBEBT FLA 8TT7 RLADB16 NS b7 IA4A VERNTWVEWNMES, B LK
ARAA=DRIZT—ERBVNTYTHAHHEE. BSILERET 2EERNICT -2 DA VERIE.
00DT—ETT—REWELET,

F2: BESNETYTRIZAASNA A—DDT—ERRVI ) 7HAHBIHEE, 00DT—E2TT—42%

WELFET,
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3.9.2 BLEET7 FL R
EXETELA
@ FxAA-SERL
(1) = §o 7ru a6 heo <«
331 EEEXET7KRKLR
No 1EH B
(1) | EgEmEET7 FLR TEXA A—TERL) BIRE: EXAA—CTADINET FLRAZGELET
iR KLRELTHRELET,
(7 KLRIEE] BIRE . lEESN=7 FLRZEELET7Z FLRAELTHEELE
_d.-
(2) |EBEmEETRFLR | ()T I7RLRIBE] 2FEREIC. BELELTHITOTSLNGESNDIT L
AEEELET,
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3.9.3 A4 A —DHESEEE
TF—LYITAA—CERST HLEIERATIRT 2 EEELET,

{A-SEES{ba
AES-128

(1) =

2) =>

00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

332 A A—TmESILH

No IEH B

(1) | BREXE EELTHEATIREZHRELET,

TAES128] . TAES192) . TAES256] MoiEERIAETTY,

(2) |BOI7+—<v b | A A—DBEELBOANAEEER

(274)0) #REE: QI I 7M1 ILEAALET,

EXT—4 ] ERE : BICBOEXT—2EANLET,

3) | Z7AL QT 7741 Z&RE, 1 A—CBSLBOBIF7AILEZRELET,
NAF V) T7AIILT, PERFH* . key. HLLIETFAM I 7ML T, HEF
Mr . txt DT 7 A ILDIEETRETT,

@) | EXT—% Q)T IMEXT—4] ZERLI-BE. FXORT—2Z 16 EHTAALE
ER

(MTERLEBRICEDEEZYAI ADBT—2FAALTLESL,

3.94 \Y
T7—LITT7A*2—D%EELT B EEICHERT S IV(Counter [E)FHEELE T,

v
© ALBEARERERTD i
(1) =P O EmEeEm e/l |~_.J:1'E1DDE'JI~E1§.%JI 00112233445566778899A ABBCCDDEEFF I < (2)

333 IV

No IHH Bl
1) ([VOI7A—IY | Z77—LIDTT7A*—C%BELT 5 EEIZFERT S Initial Vector {E % 1E IR
b FELBAE R EEZ AT 51 BIRE - Y— LI BAEREEEN S IV EERLE
—d—o
MEEMEEER FBIRE . QICAAWSIhIATHT—2%FALET,

(2) |HBEEEER (1) T TEEEZFEAI &R, ZZICADShT=ED LA 100bit #EES1EE
[Z Initial Vector & LTHEALET, 16 K. EVIIVTAT7UIT+—<T v b
TAHALTLESLY,
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3.9.5 HAA A—=DF7 FLREQVTUY

- a
—_ t

@ ANTANOTRLARER] | | ESELEF-TUADERL. FXF-FEEH3 | —— (2)
() =» lommrivao

334 WAHAA—OUFTRFLREIVTUY

No ER

5

(1) | 7FLRADIEE

HATBA A—CT7AILDT7 FLAZEELET,

TART7ALDT RLRAZER] EREF: BEAT7 74 IILOREET FLAIEA
hENE=274LERLT7 FLRAZERELET,

MBAR7 FLR O) :BIREF : HAT7MIILORBT7 FLRAIEZ 0O BHICHELE
ER

(2) |BSkELET—
5 LASY O FR
2. FXT—%
EEDHD

(1) TTAAZ7A4ILDT FLRERLL Z:&REE., AEEELERTIRETT,
FzvIRYIRIZFz I EANTBE. AT 74T, BEIEREH
NDT—BFEXT—EDFEFE,. BEAT7AINIZEDDZENTEET,
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3.10 [SFP12 7

Z D% T TIlE. Secure Factory Programming #$8E TEZFRAL-HD T OIS LENT A—FIFERERES L
LT, Z74ILHALET,

TP-LOITPA AU FATICEI N LA A-VES LB TESLTIILT, REen /0307 maIcnYzy.
SEEREREATI M ADN-FIIPI- TR 2 PLESBLTSEN.

Ir-LIITAA=3 fA-FES4b#8 MNonce AL2/SECDBG_KEY AL1/NOMSECDBG_KEY Boundary #31)*

PEIF TSI I A CED ST I LI T A- SR T NTERLET.
Bl LT, I3k A=, QEMT-FO-F -, EFaTA A=, SR P A-SEENBYET.

FrAA-T0 8.
il

(1) =

i3

Irflla

EET

:III. :III. :III. @

e

(2) = MU/MPU i~ 4 |
3) B4DLM/ALZT -

(4) = ©5277075227774 )b )
©) 1 P¥a7IOIZZ0 I I7 R I

3.35[SFP]%2 J
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No 15H B

N | [Z7—LzF A *+A—] | Secure Factory Programming 7 7 A LERICEHAT 28ET—2 2 A
[f A —CREE{bR ALET.
[Nonce] [Z7—L9TTFAA—D12 TOFHMIE 3101 [T 7—LITTA A—
[AL2/SECDBG_KEY] SR TEBBLTLIEEL,
[AL1/NONSECDBG_KEY] | [f * —UREB L) 2 T DML 3.10.2[4 A —URESL#)|2 J&SHEL
[Boundary] TLEZELY,
MBI Ty aAEUMH | [Noncel7 T MEf#lIL 3.10.3 [Nonce]2 TEBHBL T &L,
5] [AL2/SECDBG_KEY] % 7 M&t#l(% 3.10.4 [AL2/SECDBG_KEY]% 7 %
27 BRLTESL,

[AL1/NONSECDBG_KEY] % J D&% 3.10.5
[AL1/NONSECDBG_KEY]2 7&#SBL T &L,

[Boundary]4 7 M&#(% 3.10.6 [Boundary]2 7&SHB LT &L,
7Sy XEEEK]Z TOFMIE3107NEBIS v AEY
A2 TESBL TS,

(2) | MCU/MPU Secure Factory Programming Zf#H9 % MCU/MPU ZZIRL FJ, &
FATZ% MPUMPU IIER JTEIRLEBEEI VD VICK>TREY
F9, ERATEED MPUMPU EREE TV D U(EE 3-13 MCUMPU %5
LTS,

(3) | =¥ DLM/AL XRFT—F DLM EREIFHREIEELE T,

BIRATRELREDFEMITR 314 ZSBLTIEE,

@) | EFxa77Fas53>4 | Secure Factory Programming 7 7 1 LD H/RR ERRTZEIRELE

274 ERR
B) | BFa27FAT5325 | (1)~3)THE L1=1&EHR T Secure Factory Programming 7 7 1 JL & 4K
774 IVER LET.

# 3-13 MCU/MPU

BEIRIEH BE42 T ER =¥ DLM/AL R 7— k E5EA
RA8D1/M1/T1 RA Family, RSIP-E51A - OEM PLO with AL2_KEY | fEESNfzA A—D %,
Security functions and - LCK_BOOT” RA8D1,RA8M1,RA8T1 [l
Protected Mode 7@ Secure Factory

Programming 2 #4#—< v k
THSLEERELET,

RA4L1 RA Family, RSIP-E11A * DPL with BESNFAA—D%F,
Security functions and SECDBG_KEYand RA4L1 @I+ ® Secure
Protected Mode NONSECDBG_KEY Factory Programming 7 +
« LCK_BOOT —< v FTHESIEEERL
F9,
YR— RSN | LERUSNOBESIOOVE | - #EE 42 J T Secure Factory
BIRLI-BE, Programming #4E %+ 7/R—

FLTUWREWLWBSIVYY
#ZERLEL,
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= 3-14 =¥ DLM/AL R T7—k

EIRIER =i

OEM PLO with AL2_KEY DLM # OEM, {REEE— FZ PLO~NE&E L, AL2_KEY Z2EEAHAF
9, [AL1/SECDBG_KEY]Z JI&fFEA L FE A,

DPL with SECDBG_KEYand DLM % DPL ~#5xX L. SECDBG_KEY 7i 5 U2 NONSECDBG_KEY

NONSECDBG_KEY EZTIAHFET,

LCK_BOOT DLM % LCK_BOOT ~#niX LF T
[AL1/SECDBG_KEY]% 7. [AL2/NONSECDBG_KEY]% JI&fERA L F
‘A,

;E: Secure Factory Programming ##£ %4 /R— k3% MCU/MPU T, 3XTOA T avEHYR—FLTWLWEDITT
EHYFERBAL, EDX TP arEHR—FLTWSEME. MCUMPU @ Hardware User Manual %
SRS,
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3.10.1 [Z7—L7IT7A*A=D)2 T
EEILT 277 MILERELES,

Tr-LIITAA-Y {4-UEEE{k8 MNonce ALZ/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #4 ¢ *

EFTIOIF I M BRI F L IF- LI T A- e T N TERLET.
FlELTIE. IFy A A=, OEMT-FO-4—, EFa 71 A=, FFEFa PO A- VRV BYET.

(1)

[|i||

Tri &

336 [Z7—LIITAA—U]8T

No IEH HL:l

(1) | EXXA A= 2T B1—H IO SLERELET,
BRRAVTI7AILERIRL, BIMARE2 o TC—&ICTT7/ILZEBMNLET, —
EDHIBRARE VU TEMLET77AILEBIRTEEY,

BA3 77AIILETIEEAEETT,

R20UT5349JJ0108 Rev.1.08 RENESAS Page 70 of 200
Feb.19.25



Security Key Management Tool 3. GUI HgEEREA

3.10.2 [ A —DBESLi]) 2 T

T7—LIIT7AA—COBESETHERT HRLGSUIC, TOROESIETHERT HIV. UFPK, W-UFPK
ZHEELFEY.

JF-LITFA A= AA-UESIEE Nonce AL2/SECDBG_KEY AL1/NONSECDBG KEY Boundary #44|*
#7-7 (AES-128)

(1) @7 e ®
OFx7-4 00112233445566776899A ABBCCDDEEFF <«
AEEEE JEA T FE.,
2 : <« @
IV
@ LA EAkeEEEETD |
(5) = lOEzErEETs 16/ :"J’SIIL'?'WL']Inﬂ"2233445555??5599:.&BBCCDDEEFF IQ—(6)
(7) UFPKT 71 )L

(8) W-UFPET 71 L

337 [MA—URESER]S T

No EH FREA
(1) | #7—% A—HTOTT L, INFA—F1ER,. v T LT SECDBG_KEY,
NONSECDBG_KEY DIEEL THERT 5 AES128bit BT — 2 ZIEEL F
ER
[I74)L] #BIREE - QTHEIZFAILERELET,
IEXT—43] Z&REF Q) TAALIAFTYT—2ZRRELTHERALE
ER
TELBzEA) &R - |T—2ZEBBERLET. ) TEBERT S
BT—ADT77ANREHNNREERELET,
(2) |BT—% (MT T774a4)L] ZEIRFF, AES128bit BT —R2 77 M ILEHRELET,
7274 NAF Y (*.key)s HELLIETHFR NI 7AIL(* . txt)DI/EMNARETT
3) |H#T—% ()T MEXT—%4 ) Z#EREE. AES128bit BEANFYT—RATAALET,
EXT—4
4) |®BT—%2 ()T TELBERMEEZERT 51 2B, BRERTEIRT 20774
xR WRBEHANREZZRELET,
(5) | IV BT—2%55y TTOHOMPIENI 2 EBIRLET,
TELEERSREZ R T 51 FIREE . Y—ILOELEN S IVEERLET,
MTEEEZFEAT L1 JIREF : BO)ITANSINIAXTHT—2ZFEALET,
®) | IV (5)T MEEEZERAT 5] BIRF. CCITAASIEZRT 2D T
EEEEZEHAT S BRICREER V2 E LTHERALET,
(7) | UFPK File BT—2D5y TITERAT B UFPK 27 A LERIRLET,
(8) | W-UFPK File W-UFPK 7 7 A LEEIRLET,
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3.10.3

[Nonce]2 7

NI A—FEROL—FTOJ S LOBSLIZERT 2PV 2 EEREELET,

Tr-LITFAA-3 A A-UES{kE MNonce Al2/SECDBG_KEY ALI/NONSECDBG_KEY Boundary #4i*|°

v (JOT 3229 NFRA-7)
(D= | @zuznmzresss
ETERERT D (12/(1 ~, FyJIUF4F2) | 00112233445566775899AABE |4- 2)
IV (JP-ADIT 1A%
B)=>| @sinsrrsrERTs
EEEEERTD (12001~ EyJIUF4F) | 00112233445566775899AABB I{- 4)
IV (AL/DLMEE)
(5) =» @AM ERREEERTS I
EEEEEETS (12/(1h, EvIIVF4TY) I 00112233445566773899AABB |4- (6)
3.38 [Nonce]% 7
No HAH E5EA
1) |[MFTRITS22T | RSA—LEROBESLICERT IOHERI 2 EERLET,
NS A=47) FELBEREE S AT 51 BIRE . Y—LOEEA D IVEERLET .
TEEEZFERAT D] BIREF: QICANSIAXTYT—22FERALES,
(2) |[MFTBrITZz22Y | ()T MEEEZFERAT 51 EREE. CCICANSINTEZ. T A—21ER
INTA—H) ZIRESIET HHOMBALRI 2 E LTHERALET,
EEEZERT S
B) |[VM(Z7—LDz7 |A—YTOJVSLOBSILICERT HMHERIFEBRLET,
1 A=) TELBAERBREZ AT 5 BIREF . Y—ILDEEN S IVEERLET,
MEEEZFEAT L1 BIRE : QICAASINIAXTYT—2ZFEALET,
(4) |V(Z7—LozxzT7 | (3)T MEEEZFERAT S FREF. CCICTAOShIEEZ. 22— T0J3

A A=) LZEEELT SFDOMELERI 2L LTHERALET,
EEEZFERT
(5) | IV(AL/DLM ##) 5w 7 L1- SECDBG_KEY, NONSECDBG_KEY MEEE1{cIZfE 9 5 #)H#A1L
RYOZEBRLET,
TELMAE MR E AT 5 BIREE . Y—ILOEKMNS IVEERLET,
HEEEEFEAT D] EIRE : @)ICANShEAFYT—2EFRALETS,
(6) | IV(AL/DLM ##) (5)T MEEEZERT 5 Bk, CZICAhShi-iEE, Sy TLI

HEEZEAT S

SECDBG_KEY, NONSECDBG_KEY #HEE1t 3 2B DHMEAILR I 2 LT
FRLET,
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3.10.4

[AL2/SECDBG_KEY]% J

Secure Factory Programming #8E T MCU/MPU (25159 % AL2_KEY % L < |& SECDBG_KEY % 5 UMZ,
SYTTCHERTEIVEREELET,

#7-9
® Il

D) - O Fx7-4 00112233445566778899AABBCCDDEEFF <+ (3)
O sgzER | 277/l —|<- “4)
v
@ AHEMBEEERTS |

(5) = OErEreEds astsk ForTyFl 00112233445566778809AABBCCDDEEFE <= (6)

IP-hIIPA A~ A A-UEES{LE# Nonce ALZ/SECDEGKEY AL1/NONSECDBG_KEY Boundary #4 ¢|*

3.39 [AL2/SECDBG_KEY]% 7
No HE EnEA
(1) |#|T—4 Secure Factory Programming ##t T MCU/MPU 232189 % AL2_KEY £ L <
[ SECDBG_KEY M AES128bit ¢ T — 42 #$EELE T,
T274)L] &R - QTHRIFAILEEELET,
EXT—42] ZFERE Q) TAALIAFHT—2%HLELTHERALE
ER
MBS ZEA 22N . BT 2 Z28BERLET . Q) TEBERT S5
T—RADIT7ANRBERNNREHRELET,
2) |BT—2 (MT T774)] ZBIREE, AES128bit BT —2 I 7 A ILEHRELET,
2740 NAFU(*.key)s BLLIETFER I 7AI(*. txt)DIEEMNTTRETT .
(3) |#®T—4 (NT TMEXT—4% ] %&IRE. AES128bit EANFHT—ETANLET,
FXT—%
4) |®BT—4 (1)T TELBZEFER] &R, B}ERT BT 2D T 7 IILAEH AN
= EA REBRELET,
5) | IV AL2_KEY % L < [£ SECDBG_KEY ™5 v FIZERAT 2MHE T 4 Z:E IR L
EX IR
FELBERBEEEERT 51 EREF . Y—ILOEEN S IV ZERK
MMEEEZFERT 5] BIRE : B)ICANShE=ATYT—2%FEH
®) |1Iv (5)T MEEEZERAT S FIREF. CZITANSINzfEEZ AL2 KEY £ L (&
IEEMEEFEHAT S SECDBG_KEY 23 v 79 BN 2 &L LTHERALET,
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3.10.5

(04}

[AL1/NONSECDBG_KEY]%2 7
Secure Factory Programming ## T MCU/MPU 22189 % AL1_KEY 4+ L < IX NONSECDBG_KEY % 5

Sy ITHERTSHIVEEELET,

FZOATE>YR—FLTLELMCUMPU %Y £, ##(E MCUMPU D1—HXI=a7)LOYR— b+ T
vavESRLTILESL,

(1)

(5) wp | @EBERREEERTD |
EEEEEETI (16/(1h f'ydly?fT:z:ul 00112233445566778899AABBCCDDEEFF

Tr—bLIIF{A-3 A A-UES{EE MNonce AL2/SECDBG_KEY ALI/NONSECDBG KEY Boundary #4*|*

IV

X 3.40 [AL1/NONSECDBG_KEY]% 7
No EH il
(1) | ®|BT—4 Secure Factory Programming ##& T MCU/MPU 23219 % AL1_KEY ¥ L
< [Z NONSECDBG_KEY M AES128bit 8T —42 ZfELE T,
(74 IR - QTHEI7AILERELET.
MEXT—4] #FRE Q) TANLEAFYT—2ERLELTHERALE
ER
MELB =R 28Ry . BT ZBBERLET . Q) TEBEKT S
BT—ADI77ANBEHNNRERELET,
(2 |B#T—2 (MT T774)] ZBIREE, AES128bit BT —2 77 A ILEFHRELET,
274 T7A4IWVANDEHE. NAF)(*.key). BLLEFTFRA LT 7ML
(*.txt)DIBEMAEET T,
(@) | BT—4 ()T MEXT—4% ] %#IREF. AES128bit BEAFTHY T - TAALE
EXT—4 E
4) |®@T—4 (1)T TELBZEER] Z:E&RF. BHERTIRT 20771 LB EHR
= EA NREEELET,
(5) IV AL1_KEY 4 L < [Z NONSECDBG _KEY W5 v FIZEAT 5 ¥H1ER5 &
ZEIRLET,
FELBAERBEEEERT 51 EREF . Y—ILOEEN S IV ZERK
EFEEZFERT 5] BIRE : B)ICANShEAFHT—2%2FEA
6) |IV ()T MEEEEFERT ] BIRE, CZICAHSh{EZEZ. AL1_KEY %
EEMEEFEHAT S L < [Z NONSECDBG_KEY 3 v 7 ¥ 5B 2 & LTHERALE

EE
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3.10.6

[Boundary]%? 7

Secure Factory Programming ##£ T MCU/MPU [Z3%{E9 % Boundary 1§ ZEEL X T,

Tr—LTTA A-3  AA-UEE{LE Monce AL2/SECDBG_KEY AL1/MONSECDBG_KEY Boundary 43 4 |¢*

(1) =»|=zr72ay: melsy | |
(4) =»
(5) =»
(6) =»
(7) =»
(3) =»
3.41 [Boundary]% 7
No 15H 5 EA
1) |J‘EXTPay Boundary 1&# % &% E Al 8E%% MCU/MPU 154 . Boundary (&8RN EFXENH
EmEEELET,
MMl L7Ly] : Boundary [BHRDBREIXITVVEE AL
BEEY 5] : Boundary fEHRDBEETVET, R TIZ7MILIEET
oM. 4)~@B)THEETINEHEIRLET,
(2) | Boundary &7 (T MR/ET D] %EREE, Boundary EHRDIEEAEEEIRLET,
IRenesas Partition Data File #18%€ 3 %]
B)TIF7ANEHEELET,
EEEZFERT 5] L (4)~B)IBEEDY A REBELET,

(3) | Renesas Partition (2)T TRenesas Partition Data File Z#8E 9 41 %:#EREFF. e?studio 5 H
Data File A7 $1E 1 % Renesas Partition Data File(* . rpd) N EEAIRET T,

(4) | Code Secure Size (2)T TEEEZFERT 51 &R, I—FI75v 220X 7HED

YA X% KBEMTHEELET,

(5) | Code Non-secure (2)T MEXEEZFERT S #BRKF. I—FI75v2aD/ oEFa70
callable Size — S LB YA X & KBEHTIEELET,

(6) | Data Secure Size (2)T TEEEZFERT 51 &R, T—2759v 220X 7HED

YA X% KBEMTHEELET,

(7) | SRAM Secure Size | (2)T MfEEEZEAT 51 TFIRE. SRAMDEF 1 7HEEBOH A X%

KB BAITHEELET,
(8) | SRAM Non-secure | (2)T MEEELXFERAT 51 Z:EREE, SRAMD/ X2 7a3—FTILME
callable Size BoYyA4 X% KBEHTIEELET,
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3.10.7 (NER TSy arEEEH]S T

Secure Factory Programming #8E THE IS v L1 AT EEDA A —C#BESIERRIZT BHEIC, 4
WISy VAAEYBEEENBIS Y A AT DESAHBMUFRELET,

NIy arEYBEBIE2 T FHEEARTT . 1TV 7LNMEALGWEEIL. A7 T v a At
EYMEBOICEEEZANLTLLEEL,

Monce AL2/SECDBG_KEY AL1/MONSECDBG_KEY Boundary SEEI5vLa1ATUEH 1
(1) =>[=et7vay: melsw V|
HERISw A XA EYEEE 0 HAER IS 1 AEUSEE 1
(2) - BETELA (hex) : _. «(5)

3) =» ETrRAGeo: | ] ] <+ (6)
O dl EEXE <+ (7)
B 342 [HMEBIFvaAE)EE]ZT
No 15H 5 EA
(1) |JwEXT>ay NE TS v a AT fBEAD Secure Factory Programming #RE % H 7R —
FLTLVS MCUMPU DIFE. 7S5y a AT EEHOREEETEL
EX I

Mt LALLM S v aAEYEEBOREEZTVER A,

MIYTHRETS] 1HEENB IS Y1 AEYEREEZTVET,
(2)~4)THE ISy L 1 EBEEFIRELET,

MRITYTHRETDH] 2HEEBNB IS Y1 ARYEREEZTVET,
(2)~(7)THE 7Sy L 1B EFIRELET,

(2) | MBIy a AT (MNTMITYT7ERETS] BLLF M2TYTEET D] :EREF. 5488

1) 835 0 TS59 aAEYEHODMBT FLAZEELET,

BR7 FLX

B) | HEITvaArE |(NMT MITUTEETDI BLLIE NR2IUTERET DI ZF IR, S5

1) fE15 0 TSy arEYEHONKRTZ FLRAEZEBELET,
®T7ELR

4) | MBIy atAE (MNTMITYT7ERETS] BLLF M2TYTERET D] :EREF. 5488
1) $R15 0 TSYVaArEYREEBODNDISYSAAEYDESAAHBUEFRELE
EEAHBLL o BEAHBALIF 16 /81 FEAETHEELTLEELY,

(5) |MEBITvaAE |[(N)T RITYTHEET D) ZRIREF. A8 T75 v AEYEE 1 ORE
) pE1E 1 7 RELRERBELEY,

BItR7 FL R
6) |HNEBITyatAE (NTRITYTHRET S #FIRE. NP7y ATYMHEE1OKRT

1) $E1E 1 7 RLRERELET,
BT7FLR

(7) | BTS2 AT |(NNT NR2IYTERET DI Z:ERE. NEBISV a1 ATYEE1DTS
1) fELE 1 YVAAE)DEEFAHBEFMEIRELET, EEAHEAIL 16 /84 FEY
ETAHBEN THEELTLEEL,
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4. CLI#resiBA

41  AXUERZAUEX

skmt.exe [command] [options..]

(63|

FoATUR ATV ar NIA—BORXFIXFORBELER A

#x 41 AT KSAUEX

EB il
skmt.exe ETI7740L%
command MERE-DLEBRESITURTY,
option... MERIEHSREDIF TSI UTT,

cLEITH LTS A—FFHEBELTLESL,
s D7 AR /AR ERX /ARSI LTWLVET,

4.2 avw Uk

DTFRICOTU RERLET,

® 42 avUF—&

avw kR £ BA

genufpk UFPK 2 7/ LEERLET,
FThBEICIEa VY —ILICER L= UFPK 2R RLET,

genkuk KUK 274 ILEERLET,
BIBICIEa Y Y —ILIZKUK ZRRLET,

genkey A—RELUDLMBEEZEEILLT. Z7MILHALET,
BB ZIEa > Y —ILIZ W-UFPK, IV & & U Encrypted key(MAC &)
#xTLET,

gencert First Stage Bootloader(FSBL)#REE & L =L R Y X T/\( A THEAT
BEGIREIAE & O — FREAZDAERZITVET,

encdotf DOTF #EEZBH LI RV RTNA A THEATEGZI—YTOT S LD
ESIEZITLET,

encsfp Secure Factory Programming(SFP)#EEE 188 L ;L R Y X T/ A TfE
ARG 1— 7075 LDOBEIEETVET,

enctsip TSIP#FERALEEX2 77y IT—h, 279 b)—TRGS2IU5T
FHTZ7055LOBEEEITVET,

calcresponse Challenge & Response PRFID L ARV REFFTE LTIV Y —ILIZH
ALET,

H ~LT

RKY—=)LIE, BEOIT7ANEA TIZRHIELTWET, 774 IILEDIRFTCEHNDO I 7M1 ILEXEIEE
LET (R 4-3S0), #ERNREBRNNRAOWAIZHIELTWLET,
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R 43 T7A4ILDEEEIRRTF

7274 ILDFESE PasRF Bl

NAFTYBRT—4 -key AKY—)ILhioHAEIhB UFPK PEEERT—2 2 ED/NA
FUT—=E2T74)

Renesas key file .rkey RFP M1—H#4 LLEDIMBOEX17HBOA VDT
a3 VICERT ST 7 A IL(—ED MCUMPU O &HHR—
~)

ErO—SAFHTFA .mot, EbO—SAFHTFAIL

L .srec

NAFYT—4 .bin NAFTIVT—RT74)

CY—R,. ANYHT74A .c, *.h CY—R, ANYHTF7A)

L

TXFALIT741L .txt AscCi XFTEMB T 7ML

PEM 7 74JL .pem x509 ASN.1 F¥—% Base64 TITva—KLE=TZ74 I,

RSUZ7AI)L .rsu TSIP Firmware Update TER SN A A= T 74 )L,

Secure Factory .sfp Secure Factory Programming #8E CER SN S A —2 T

Programming file 74 ),

Renesas Partition Data .rpd Secure Factory Programming #8E CTERT 5/\0 U4 J1E

File HI74MI),
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43 genufpkavY K 73V

% 4-4 genufpk 7 3>

AT ay | IS5 A—4 il

ufpk Hex data UFPK TEAT 5. 32/81 kDN AF Y T—EEBELET,

AKA TS aVIFEBRAEETT, AA T3 VEBLIZBE. Y—ILNTER
L5 4 LEZUFPK ELTHERALET. [F)

output File Path HAOT7 74 ILBERELES,

AA TSI VIFERAEETT, A T 3 VHxERLIZEE. RTHERE D
VY= ALET,

nooverwrite | 7% L AATL I VIFERAEETT . A T 3 VEERK. EHT7 74/ LHFEET
8. T73—ICRYET,

EY—ILHRTERT 5T VA LMEETAGEBEZRIETILOTEHY FE A

ufpkr 7 3 UERROERA :
> skmt.exe /genufpk
lufpk "00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff"
/output "D:¥example¥ufpk.key"
ufpkd 7 3 L EREEOER :
> skmt.exe /genufpk /output "D:¥example¥ufpk.key"
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44 genkuk ATV K A7 av

% 4-5genkuk 73>

TToay | R"sA=4 e

kuk Hex data KUK TERT S, 32/ bONAF ) T—2EBELET,

AA T aVITEBEARETT, A4 T a VA LEGE. Y—ILINTER
LESUALEZKUK ELTERALET . [F)

output File Path HAZ 74 ILBERELET,
AATLaVITEBARETT, A4 T a3 EEKRLIBE. BTHER%E0
UY—LICHALET,

nooverwrite | % L AATLaVITEBEARETT, A4 T aVEEl. HAT7 74 IULDEFEET
55BE. T5—ITHYET,
EOY—ILHNTERT S5 VA LEETRGEHEERIATIIOTIEHY A,

ufpkr 7 3 UERROERA :
> skmt.exe /genkuk "ffeeddccbbaa99887766554433221100ffeeddccbbaa99887766554433221100"
/output "D:¥example¥kuk.key"
ufpkr 7 3 L EBREFOERA
> skmt.exe /genkuk /output "D:¥example¥kuk.key"
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45 genkey AYV K 73V

genkey IV FTIK, UTOA T2 a UNERARIRETY, T—2 AN 16 ET—2FBFNA1FYT7
AILTHEELET, F7MILEEET HEE. 774 ILINRDEEIfile="%DFTLFZELY,

% 4-6genkey 7L 3> (1)

ATvay | RSA—4 e
iv Hex data/ | 1—4#+ L < (X DLM BOEESLFFIZEHT 5 Initialization Vector (IV) T
File Path (16 731 F)o
AATL aVIFEBABETT, AA T3 VAR LIZGAE. Y—ILRTER
LIS V5 LEEZIVELTERLET., [E]

ufpk File Path 1—H#EE L <X DM EDBESIEEIZERT %5 UFPKEAEM =T 74
LWERELET,
kuk =72 3 VIEERIC, ufpk A 7Y 3 VIXEEEFRATY,
wufpk File Path Renesas Key Wrap 4Y—EX TS v TENfz UFPK #EELF T,
kuk A7 3 UIEERIC, wufpk 7> 3 VIXEERAITY,
kuk Hexdata/ | Xxa 74807 v 77— MRICERT S KUK ZHEELET,
File Path ufpk - 7 3 VIEERIC, kuk A T2 3 VIFEEERATY .
mcu ASCII /M9 %5 MCUMPU ZHELFT, 451 meu 7> a3 vIci@EiLT
ASCII XFZHEELFET,
keytype ASCII/ 452 keytype AT a VICEEEH L ASCI XFHLLLIE1 /N1 D Hex T
Hex data —2EHEELET,
key Hexdata/ |DLM#T—%23 L I[E1—H@ET—2EEELET,
File Path ANTERT—E2DT+—< vy bE 453 1Hex T—2EEANESHELT
{FEELY,

AATL 3 VIFEBAIEETT, A4 T 3 U EEEEX. Y—ILATERL
FRT—2ZFERALET, L. AHBREEOBETERTETLHEVELE
HELET, #MIlE 4533key AT avnER 283BLTLESL,
filetype ASCII HAOTET77MILDEREIEELET, 454 letype T3 ESHBL
TLEEL,

AATL aVIFEBAEETT, AA T avEEBEMDoutput £ 73>
BERFIE* . bin 77/ ILTHALET,

AAToavéoutput AT a3V EEARBEIXaCY—ILICEALET,

F Y—IVATERT S5 VA LERTALEABMEEZRIAT H2LDOTEHY FEA

R20UT5349JJ0108 Rev.1.08 RENESAS Page 81 of 200
Feb.19.25



Security Key Management Tool 4. CLI| ¥Rk

% 4-Tgenkey 77 3> (2)

TFoay | R"S5A—4 B

address Hex data BEADOTV30FT BT RFLRAFEELET, filetype T'mot’#$5%E
BICERENADETT,

fileadd - filetype T. "csource”. "bin", 'mot’ # {5 ERFICREMN TS, XA T
I VIEER. HAT7MIULDBEET HHEE. HAT7AIILICT—2Z4FmL
F7,

bswap ASCII filetype T. ’bin", "'mot’ 5 ERICHKEMNTEE TS, KA T2 a3 VIEE
B, HAT—32%RTyvTLET,

keyname ASCII filetype T'csource’ ZIEERFICEREMNAEETT, CV—RELLEAY S
T7A4ILTERLTND, BEKRE., EHEL. TRERETEETHILNTH
BT,

keyfileoutput | File Path AATLaVIFEBAIEETT . key AT a VU EEBIKEE., Y—ILATERL
BT —ADHANRNREEELET,

output File Path HAOT7 74 ILBERELES,
AA TS aVIFEBRAEETT, AAF TP a3 v EER LGS, RTHERE D
VY=L ALET,

nooverwrite | %L ARKATL 3 VITEBAEETY, XA T a ViEER. HAT7 74 ILAGFEET
BIGE. T3—ITHYZET,

F: V—IVATERT I VA LERTAGEBMEEZRILT S LDOTESHY FHA

ufpkfE FAHI :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
/Imcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
[filetype "rfp" /output "D:¥example¥aes128.key"

kukfERHI :
> skmt.exe /genkey /kuk file="D:¥example¥kuk.key" /mcu "RA-SCE9" /keytype "AES-128" /key
"000102030405060708090A0B0OCODOEOF" /filetype "csource™ /output "D:¥example¥aes128.c"
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4.5.1

mcu 73>

mcu A7 3 v, ASCII XFTMCUMPU DREFELBEI O UERELET,

K 48meutr T3y

ASCII

5

RA-RSIP-E51A

RA Family RSIP-E51A %2 ') 7 1 #8& % L < [& Protected Mode & FBFIZHEE

RA-RSIP-E51A-CM

RA Family RSIP-E51A Compatibility Mode {3 FREFIZH55E

RA-RSIP-E11A

RA Family RSIP-E11A %2 ') 7 1 #8E % L < [& Protected Mode & FBFIZHERE

RA-RSIP-E11A-CM

RA Family RSIP-E11A Compatibility Mode {3 FREFIZH55E

RA-SCE9 RAZ7 3! SCE9 £¥al)T1#E+H L <[d Protected Mode {E FEFIZIEE
RA-SCE9-CM RA 77 ') SCE9 Compatibility Mode {3 AR 235 E
RA-SCE7 RA 77 3') SCE7 #HKICIETE
RA-SCE5 B RA 77 3') SCE5 B {#KIZIETE
RA-SCE5 RA 77 3') SCE5 FAKIZIETE
RX-TSIP RX 7731 TSIPFEABICIEE
RX-TSIPLite RX 77 ') TSIP-Lite E B IZIETE
RX-RSIP-E11A RX 77 ') RSIP-E11A {EREIZIEE
RZ-RSIP-T2M RZ 77 31) RZ/T2M RSIP &R CIETE
RZ-RSIP-T2ME RZ 77 31) RZ/T2ME RSIP {EAKIZ#EE
RZ-RSIP-T2L RZ 77 31) RZ/T2L RSIP ERKFIZIETE
RZ-RSIP-N2L RZ 77 3') RZ/N2L RSIP {EREIZIEE
RZ-TSIP RZZ773') TSIP HRAKICIEE
Synergy-SCE7 Synergy Platform SCE7 & FIFFIZ3E5E
Synergy-SCE5 Synergy Platform SCES5 & FFFIZ3E5E
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452 keytype =7 3>

keytype 7 7L aviE, £FaT7HBOA DI avFERRT Y IT—rET5BOEEEHRELE
T COA T a Tk, ASCHEF =X 16 EHDOWThIMEFRATEET, AIHFMEZEH S =HIZ ASCI
EHRELET,

FTRTOHO MCUMPU BN RTHOREDEEEZSR—FLTEYFERFA, THERICHES MPUMCU D K5 A /8
OFIY =230/ — FCIERATREBE7ILT ) X LE THERCEZSL,

& 4-9 DLM BB D= DFRFEH

ASCII keytype value | 788

DLM-SSD 0x01 DLM ) SSD X 7— +DERELHE

DLM-NSECSD 0x02 DLM 0 NSECSD R 7— b DER5E#E
DLM-RMA-REQ 0x03 DLM O RMA-REQ X 7— ~ DEREEHE

DLM-AL2 0x01 DLM EBEELRNIL AL2 B R DR (AL2_Key)
DLM-AL1 0x02 DLM EBEELANJL AL1T BFRFE DO (AL1_Key)
DLM-RMA 0x03 DLM RMA_REQ R 7— + 2L D #(RMA_Key)

# 4-10 1 —4Y§ AES

ASCII keytype value iz
AES-128 0x05 AES-128bit M ##
AES-192 0x06 AES-192bit D ##
AES-256 0x07 AES-256bit D ##
AES-128XTS 0x08 AES-128bit XTS D ##
AES-256XTS 0x09 AES-256bit XTS D ##

F 4-11 21— RSA

ASCII keytype value £ BA
RSA-1024-public 0x0A RSA 1024bit M A BA#E
RSA-1024-private 0x0B RSA 1024bit i HE
RSA-2048-public 0x0C RSA 2048bit M1 E#
RSA-2048-private 0x0D RSA 2048bit 0 F % i
RSA-3072-public OxOE RSA 3072bit M E#E
RSA-3072-private OxOF RSA 3072bit M inE#E
RSA-4096-public 0x10 RSA 4096bit /> BA%E
RSA-4096-private 0x11 RSA 4096bit 0 F % i
RSA-2048-public-TLS | Oxfe TLS API A RSA 2048bit M 1> E#E

3£ 1:keytype value IZ& BIEEIXTEE T A, ASCII TIEEL T LY,
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F* 4-12 2—H§ ECC

ASCII keytype value E5EA
secp192r1-public 0x12 ECC NIST P-192(secp192r1)D 22 B
secp192r1-private 0x13 ECC NIST P-192(secp192r1) D423 i
secp224r1-public 0x14 ECC NIST P-224(secp224r1)D A FA#E
secp224r1-private 0x15 ECC NIST P-224(secp224r1) D fi % 2
secp256r1-public 0x16 ECC NIST P-256(secp256r1)®D 2 B
secp256r1-private 0x17 ECC NIST P-256(secp256r1) Dk i
secp384r1-public 0x18 ECC NIST P-384(secp384r1)D 2
secp384r1-private 0x19 ECC NIST P-384(secp384r1)Dfi % 2
secp521r1-public 0x24 ECC NIST P-521(secp521r1)D A A%
secp521r1-private 0x25 ECC NIST P-521 (secp521r1) D F % 82
brainpoolP256r1-public 0x1C ECC brainpoolP256r1 M4 Fr#
brainpoolP256r1-private | 0x1D ECC brainpoolP256r1 M4 i
brainpoolP384r1-public Ox1E ECC brainpoolP384r1 M4 Bi%E
brainpoolP384r1-private | Ox1F ECC brainpoolP384r1 Mk #
brainpoolP512r1-public 0x20 ECC brainpoolP512r1 M\ BA#
brainpoolP512r1-private | 0x21 ECC brainpoolP512r1 Db i
secp256k1-public 0x22 ECC Koblitz curve secp256k1 M2 B fE
secp256k1-private 0x23 ECC Koblitz curve secp256k1 M k%
Ed25519-public 0x26 EdDSA Ed25519 D/ R
Ed25519-private 0x27 EdDSA Ed25519 DB

& 4-13 1—H§ SHA-HMAC

ASCII keytype value i BA
HMAC-SHA1 0x00 [;x) HMAC-SHA1 M
HMAC-SHA224 Ox1A HMAC-SHA224 0 ##
HMAC-SHA256 0x1B HMAC-SHA256 0 ##
HMAC-SHA384 0x28 HMAC-SHA384
HMAC-SHA512 0x29 HMAC-SHA512 O ##
HMAC-SHA512-224 0x2a HMAC-SHA512-224 M ##
HMAC-SHA512-256 0x2b HMAC-SHA512-256 M ##

7 keytype value [CK BIEEIETEEH A, Ascii TIREL T EELY,
R 414 1—HH ARC4
ASCII keytype value i BA
ARC4 0x00 [;x) ARC4 D
i - keytype value IZk BIEEIXTEE A, Ascii TIREL TL LY,
% 4-15 1—+# DES
ASCII keytype value £ BA

TDES

0x00 [F¥]

Triple DES M

7 - keytype value IZ& BIEEIXTEE A, Ascii TIREL TL LY,
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% 4-16 OEM Root A\
ASCII keytype value E5EA
OEM_ROOT_PK OxFD FSBL ERFICT /34 XIZFEA L TH < OEM Root 22 FA#E

i 4-17 Key Update Key

ASCII keytype value E5EA
key-update-key OxFF Key Update Key
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453 key 73y

key # 7> avid, €FaT7HBOAUP 23007y TT—rOEHIZ. BRELKEXD DLM #FET-
F1—YREEETHEOHIEALES., FXE, 16 EBDT—IZEEANTEIN, N4 FTUD *.key
T7AITHEETEEY., ROBHEICKOTIE, Y—ILTERTSHIELTEEY,

4.5.3.1 Hex T—AR E#&EA T

EXRE16ET—2 TEERANT HBEF. UTORDE S, IBEShi-keytyped T 3 VIZH LT
DLENA MREANT IRELNHY FT .

#= 4-18 DLM-SSD, DLM-NSECSD, DLM-RMA-REQ, DLM-AL2, DLM-AL1, DLM-RMA

Byte Data
0-15 DLM key data

# 4-19 AES-128

Byte Data
0-15 AES-128bit key data

= 4-20 AES-192

Byte Data
0-23 AES-192bit key data

= 4-21 AES-256

Byte Data
0-31 AES-256bit key data

# 4-22 AES-128XTS

Byte Data
0-15 AES-128bit key1

16-31 AES-128bit key2

# 4-23 AES-256XTS

Byte Data
0-31 AES-256bit key1

32-63 AES-256bit key2

& 4-24 RSA-1024-public

Byte Data
0-127 RSA 1024bit Modulus n
128-131 RSA 1024bit Exponent e
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= 4-25 RSA-1024-private

Byte

Data

0-127

RSA 1024bit Modulus n

128-255

RSA 1024bit Decryption Exponent d

#x 4-26 RSA-2048-public / RSA-2048-public-TLS

Byte Data
0-255 RSA 2048bit Modulus n
256-259 RSA 2048bit Exponent e
& 4-27 RSA-2048-private
Byte Data
0-255 RSA 2048bit Modulus n
256-511 RSA 2048bit Decryption Exponent d

#x 4-28 RSA-3072-public

Byte Data
0-383 RSA 3072bit Modulus n
384-387 RSA 3072bit Exponent e
& 4-29 RSA-3072-private
Byte Data
0-383 RSA 3072bit Modulus n
384-767 RSA 3072bit Decryption Exponent d

#x 4-30 RSA-4096-public

Byte Data
0-511 RSA 4096bit Modulus n
512-515 RSA 4096bit Exponent e
= 4-31 RSA-4096-private
Byte Data
0-511 RSA 4096bit Modulus n
512-1023 RSA 4096bit Decryption Exponent d

= 4-32 secp192r1-public

Byte Data
0-23 ECC Public key Qx
24-47 ECC Public key Qy
= 4-33 secp192r1-private
Byte Data

0-23

ECC Private key d
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= 4-34 secp224r1-public

Byte Data
0-27 ECC Public key Qx
28-55 ECC Public key Qy
= 4-35 secp224r1-private
Byte Data

0-27

ECC Public key d

#F 4-36 secp256r1-public / brainpoolP256r1-public / secp256k1-public / OEM_ROOT_PK

Byte

Data

0-31

ECC Public key Qx

32-63

ECC Public key Qy

& 4-37 secp256r1-private / brainpoolP256r1-private / secp256k1-private / Ed25519-private

Byte Data
0-31 ECC Private key d
3= 4-38 secp384r1-public / brainpoolP384r1-public
Byte Data
0-47 ECC Public key Qx
48-95 ECC Public key Qy
i 4-39 secp384r1-private / brainpoolP384r1-private
Byte Data
0-47 ECC Private d
%= 4-40 brainpoolP512r1-public
Byte Data
0-63 ECC Public key Qx
64-127 ECC Public key Qy
i 4-41 brainpoolP512r1-private
Byte Data
0-63 ECC Private key d
F 4-42 secp521r1-public
Byte Data
0-65 0 Padding(7bit) || ECC Public key Qx [%]
66-131 0 Padding(7bit) || ECC Public key Qy [¥]

F: || FEY MERKERLET
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= 4-43 secp521r1-private

Byte

Data

0-65

0 Padding(7bit) || ECC Private key d [F]

F|| FEY bEKBERLET

& 4-44 Ed25519-public

Byte

Data

0-31

sign(1bit) || ECC Public key Qy(255bit) [;¥]

F: || FEY MERKERLET

# 4-45 HMAC-SHAT1

Byte Data
0-19 HMAC-SHA1 key
= 4-46 HMAC-SHA224
Byte Data
0-27 HMAC-SHA224 key
i 4-47 HMAC-SHA256
Byte Data
0-31 HMAC-SHA256 key
= 4-48 HMAC-SHA384
Byte Data

0-47

HMAC-SHA384 key

# 4-49 HMAC-SHA512 / HMAC-SHA512-224 | HMAC-SHA512-256

Byte Data
0-63 HMAC-SHA512 / 512-224 | 512-256 key
% 4-50 ARC4
Byte Data
0-255 ARC4 key
% 4-51 TDES
Byte Data
0-7 56bit DES key with odd parity 1 [%]
8-15 56bit DES key with odd parity 2 [F]
16-23 56bit DES key with odd parity 3 [5¥]

E BT 2 Ot BICHFBUNY T4 EDIFTLLEEL,
5l DES key data = 0x00000000000000 — 0x0101010101010101
DES key data = OXFFFFFFFFFFFFFF — OxFEFEFEFEFEFEFEFE
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& 4-52 key-update-key
Byte Data
0-31 Key update key

R
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"

Imcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0B0CODOEOF"
[filetype "rfp" /output "D:¥example¥aes128.rkey"
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453.2 T74ILASD

key # 7 a Tl MTOIT 74N T+—I YV bDIT7AILANEYR—ELTWET,

% 4-53keyA T3y TJ7AILAA

274 YL5RF 74—V bk

NAF1) *.key 453 1Hex T—AEEAN TRTI I+—IV bDNALF ) T—42 D
74

THFRE *Ltxt 453 1Hex T—REEAN TRI I+—< Y bDNA bT—3 % 16
HEASCIi XETTXRAT—4T741L

PEM *.pem OpenSSL THE SNT=IEXHED PEM 77/ IL 74— FD#ED
7AINEHEHAHARETT
& 4-54 PEM 7 7 4 LY R— b IEATHE TRY keytype D IExt FRiE
D HIETE ATHE

& 4-54 PEM 7 7 4 LY R— & FExTFRiE

Algorithm keytype
RSA RSA-1024-private, RSA-1024-public, RSA-2048-private, RSA-2048-public,
RSA-3072-private, RSA-3072-public, RSA-4096-private, RSA-4096-public
RSA-2048-public-TLS
ECC secp256r1-private, secp256r1-public, secp384r1-private, secp384r1-public,
secp521r1-private, secp521r1-public
brainpoolP256r1-private, brainpoolP256r1-public, brainpoolP384r1-private,
brainpoolP384r1-public, brainpoolP512r1-private, brainpoolP512r1-public,
Ed25519, OEM_ROOT_PK [:¥]

5¥: macOS iR Tl&. brainpool h—7 M PEM 7 7 4 JLAAILIEHYR— T,

NAFYI7AIILERB :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.key" [filetype "rfp"
Joutput "D:¥example¥aes128.rkey"

THXRRT7AIILERA :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.txt" /filetype "rfp"
loutput "D:¥example¥aes128.rkey"

PEMZ 7 1 JLEEFRHI :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "RSA-2048-private" /key file="D:¥example¥rsa2048.pem"
[filetype "rfp" /loutput "D:¥example¥rsa2048private.rkey"
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(1) NAFVIT7A4ILDEREE
FHTRIFTAILZERTIEBE. AFYITA L LLENAFVIT A2 EFERALTHERLET,
T—RFEYITIUOTAT7UoDHUVTT—2ERLTLEELY,

UTIZHIZERLET,

- AES128bit DET 7 A ILEERT S5 :
AES 128bit f#27—4 00112233445566778899AABBCCDDEEFF Di5&

b | | aes128.key I]
I]I]ljljljlje];::-| 00 01 02 03 04 05 06 07 08 09 0Oa Ob Oc 0d O Of

000aoaoao 00 11 22 33 44 55 €6 77 58 9% aa bk cc dd ee ££
00000010

41 AES 128bit 827 7 4 L E AT Sl

- RSA2048bit AEABET 7 1 ILE LT S

Modulus bad47a84c1782e4dbdd913f2a261fc8b
65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544b
dae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d67634847
85622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817ccOe
€3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a
56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1
b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061
884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baa53916b
46c818ab99706557a1c2d50d232577d1

Exponent 10001
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b | | rsa-2048-public.key X
00000157 oo 01 02 03 04 05 08 07 05 09 0z Ob Oc 0d 0= OF

00o000oaoo ba d4 Ta 84 cl 78 2e 4d bd d9% 13 £2 a2 61 fc &b
00000010 65 83 54 12 cE e4 5@ 20 6% ed &d 7L le 29 cd £4
00000020 46 2k 3% 11 955 63 ca fb T4 k% ck £f2 5Sc f£4 54 4b
Q0000030 da €2 3b ff 0Oe be 7L 64 41 04 2k 7e 10 Sk %9a Sa
00000040 fa a0 56 82 1le £8 ef aa b2 1% d2 1d &7 63 43 47
00000050 85 82 2d 91 &8d 39 5a 2a 31 f2 ec el g 5a 81 31
000000s0 5 £ff 14 33 14 a% 2e 21 af 47 13 bka g 17 cc Oe
Qoo0ooTo 23 51 4d 48 39 00 Tcch 55 de 34 0% c% Ta 13 ab
00o000oso 62 fa 6f 9f 89 b3 f£9 4a 27 77 cd4 7d 61 36 77 Sa
00o000os0 56 a% a0 12 7f 68 24 70 be £f3 31 fk ec 4k cd Tb
000000a0 50 85 a7 g2 3£ 47 07 45 43 7d 1k £7 2k 83 c4 bl
000000R0 b4 a3 d0 583 1le 74 bf Sa de 93 cc 46 14 86 17 55
000000co 3% 31 a7 9d %2 e% e4 88 ef 47 22 3e e6 £68 c0 61
00o00oodo 8 4k 13 c% 08 5b 59 11 3% de 13 cl ea 29 27 45
000000e0 le 40 0f B7 93 cd €8 £4 &3 £5 f6 4k aa 53 91 &b
Qoo00oLo 46 c& 18 ab 59 70 &5 57 al c2 d5 0d 23 25 77 dl
00000100 00 01 00 01

4.2 RSA 2048 AR 7 M ILZEERKT 5451

453.3 key 7 7> 3 > DERE

ARV EREZAUD DS key AT a UhEREIh., IBE SNTz keytype ARFE 7 I)ILT ) XLFIFUT
DRTHEESNEZFERAFRETZILITIXLOGE., YV—ILEEHZERALTREERLET,

ERFROBZE X, BR7VERINET, MERLELARBIRARKICER SN, BESAET7M4IILEAIC
X, NHEBOBAEIE public., MBEROBEIE private AftMEhEST, COAF TP aviE, FRISETIE
XHEE A TDA T a3 vIZ/HELTWET,

key ## 7> a3 V&5 EKT BI5E. keyfileoutput # T a3 U EFRAL T, EXEBOABIT 71 ILEER
LTS,

AY—IDNERT HEREOERNLGS VA LRRIEESNEREA, RY—ILTERLEREIE, TO L4
AEVTOTRAFEHTOAMERLTLEEL,

& 4-55 EAMBER Y R— b keytype

Algorithm keytype
RSA RSA-1024-private, RSA-2048-private, RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521r1-private,

brainpoolP256r1-private, brainpoolP384r1-private, brainpoolP512r1-private  [;F]
Ed25519, OEM_ROOT_PK

3E: macOS R TIL. brainpool 71— JDBERMITIEYR— L TT,
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4.5.4 filetype A FS 3>

filetype 7 7> a3 U TIIH A7 7 A LR %E ASCI XFTHEELET,
EBRREFIEINAF)T—2FHALET,
8% L 1= filetype & 7 7 1 LB DILERFN—BMLEWEE., T5—ICHRYET,

% 4-56 filetype T 3>

ASCII YhiRF E%EA

rfp *.rkey Renesas Flash Programmer(RFP) CHAADZ T 7/ LEHALET,
Renesas Key File 74+ —< v bDBET—22HALET,

csource | *.c CY—RITFANEANY T IT7AILEERALETS,
keyname # 7L 3 VEFERT A L THEERE. L. CEEREZEEAHE
TY,

bin *.bin NAF VTR IT7A4LEHALET,

mot *.mot NAF)T—E2F%EbO—5AFHT+—T v MILTHALET,
address 7 73> T, 16 #EHS8HB2EY MNDBB7 FLRAZHRELTLE
LY,

4.5.4.1 filetype =7 3 > rfp {8 ER

Renesas Flash Programmer|Z3% €9 dRenesas Key File7+—< v FDBET—2 2HALFT,
rfp 2 7 4 JLH Al :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "rfp"
/output "D:¥example¥abc.rkey"

4542 filetype -7 3 > csource {EER

CY—RIFANEANYET7AILEHALET,

keyname A 7L a v E AT S L. BEAKRE. TO—NILEHE. N FHAXEEDND—EE LT, IBE
L f=<keyname>H\FHEINET, keyname ¥ T a3 VEZFALEBEWMGE., T4V FDOTEFR MHIMERSHL
FT, MDA T aVIFRORIZRT EHYTT,

% 4-57 keyname # 73>

keyname &% T B keyname & B& B
BEKA <keyname>_t encrypted_user_key data_t
Ja—nNILEHA g_<keyname> g_encrypted_user_key data
encrypted_user_key /N1 k¥4 | <keyname>_SIZE [F] ENCRYPTED_KEY_BYTE_SIZE
AEEE

£ ckeyname A 7L 3 U CHEE L1z Ascii #FAXFT, RELET,
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HATEHCY —RBERBFLUTIZHRYET,

%= 4-58 ufpk A 7L 3 VIEERD ¢ V—R 7 7 1 ILDEER
name # i BA

g_<keyname> <keyname>_t

keytype uint32_t keytype [EZ AT 5 tF2 )T
1 I UDEHEE. keytype
value. keytype fEZ{#MA L %0y
X1V TAIUDUDBEO
FHEALET,

shared_key number uint32_t OFHALET, mcuxd T3
UHRX-TSIP’% L < [X"RX-
TSIPLite"DIBZEIFFERALEFE

Ao
wufpk[32] uint8_t wufpk 7> 3 U THRE ST
EEHALET,
initial_vector[16] uint8_t 21—483 L<IEDLM B ORES
{t TfER L 1= Initial Vector %
HLET,
encrypted_user_key uint8_t dA—H#+E LI DM BOES
[<KEYNAME>_SIZE] ELEHBREHALET,

<KEY_NAME>_SIZE &
Encrypted User Key ™44 X(Z
%Y F£9, Encrypted User Key
Y4 XE K 4-62-% 4711 25
BLTLEEL,

crc[4] uint8_t keytype h 5
encrypted_user_key ¢ CRC-32
EEHALET,
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& 4-50kuk T2 a VIEERD c V—RX T 7 A ILOEER
name gl EL: ]
g_<keyname> <keyname>_t

keytype uint32_t keytype fEZ AT 5 EF21 )T
1T UDEE. keytype
value. keytype [EZ{HEA L ALY
EXIUTFAIUDUDBEO
ZFHEALFET,

shared_key number uint32_t OFHEALET, mcutr T3
UHVRX-TSIP"$ L < [X'RX-
TSIPLite’DGZEXFERALEFE

Ao

initial_vector[16] uint8_t 21—4H83H L<IEDLM B ORES
{t TfER L 1= Initial Vector %
ALFET,

encrypted_user_key uint8_t aA—H58+ LLIEZDLM BOESE

[<KEYNAME>_SIZE] ELIHEREHALET,

<KEYNAME>_SIZE [&
Encrypted User Key ™44 X(Z
%Y F£9, Encrypted User Key
Y4 XE K 4-62-% 471 25
BLTLEEL,

crcl4] uint8_t keytype H\ 5
encrypted_user_key ¢ CRC-32
ExHOLET,

cY—RITF7AILHAH :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
/keyname "aes128" /output "D:¥example"¥abc.c"
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4543 filetype = 7S 3 > bin {EEH

NAFYT—EDIT7ANLEHALET,
HATENAFTUT—2DT—2ERIIELTIZRYET,

& 4-60 ufpk 7L 3 VIEEERD/NAF Y T—4
Byte Data
0 keytype
keytype lEZ# AT D5 EFX 1T TP UDIHA. keytype value, keytype fE%
FEARALGAZWVEFIVTAIVSUODBE0EHALET,

1-3 Reserved (0 padding)

shared_key number
0ZHALET, mecut T3 UARX-TSIP’ L € [F’"RX-TSIPLite" D54 (X 1#

BALFEHA
5-7 Reserved (0 padding)
8-39 wufpk

wufpk # 7> 3 U CHRESNI-EZHALET,
40-55 initial_vector

A—H#EE IV DLM DS THER L 1= Initial Vector #FHHALFET

56 - (56+N-1) [:F] encrypted_user_key
A—HYRELVUDIMBEESEL-HEREZHALET,

(56+N) - 56+N +3 cre
(iE] keytype m 5 encrypted_user_key @ CRC-32 {EZHALET,

£ : TNI (&, encrypted userkey 4 XTY, +« 4-62- K 4-71 #5BL TSN,

® 4-61kuk AT a3 VIEEBHO/N(F ) T—4
Byte Data
0 keytype
keytype lEZ# AT D5 EF 1) T4 TP UDIHA. keytype value, keytype fE%
FERALGAZWVEFIVTAIVSUODBE0EHALET,

1-3 Reserved (0 padding)

shared_key number
0ZHALET, mecut T3 UARX-TSIP’H L < [F’"RX-TSIPLite" D54 (X 1#

BALFEHA
5-7 Reserved (0 padding)
8-23 initial_vector

A—H#EE XU DLM B OBESL THEMA L 1= Initial Vector #H A LFET

24 - (24+N-1) [iE] encrypted_user_key
A—HRELUDLMBZHESIELEHEREEALET,

(24+N) - 24+N +3 cre
(iE] keytype H 5 encrypted_user_key 0 CRC-32 fEZH AL FET,

¥ TNJ [&. encrypted userkey 14 XTH, & 4-62- & 471 2B L TN,

binary 7 7 1/ JLH 711 :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu " RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" [/filetype "bin"
/output "D:¥example¥abc.bin"

R20UT5349JJ0108 Rev.1.08 RENESAS Page 98 of 200
Feb.19.25



Security Key Management Tool 4. CLI| ¥Rk

4.5.4.4 filetype =73 3 > mot {5 ERF

AT avik, EFOA—F Hex 74—V b IT7A4ILERALET, 774D TA—T v M. &
4-60 ufpk A 7L a VIRERD/INA TV T—2E LUK 461 kuk A TS a VIRERO/NAF Y T—RIZHE
SNTWET, T—E2DT7RKLRIE, address 77T a U #FERAL T, 16 EH8H 32E v k) DBKRT
FLRZHEETIDELHYFET,

mot7 7 A JLH A1l :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu " RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" ffiletype "mot"
/address "FFF00000" /output "D:¥example¥abc.mot"
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LITIZ, keytyper 7S 3 »EMDencrypted_user_key sizeZF R LET,

i 4-62 encrypted_user_key size DLM Key

keytype =73 > Byte size
DLM-SSD 32
DLM-NSECSD 32
DLM-RMA-REQ 32
DLM-AL2 32
DLM-AL1 32
DLM-RMA 32

i 4-63 encrypted_user_key size AES Key

keytype =7 3> Byte size
AES-128 32
AES-192 48
AES-256 48
AES-128XTS 48
AES-256XTS 80

i 4-64 encrypted_user_key size RSA Key

keytype 7 3> Byte size
RSA-1024-public 160
RSA-1024-private 272
RSA-2048-public 288
RSA-2048-private 528
RSA-3072-public 416
RSA-3072-private 784
RSA-4096-public 544
RSA-4096-private 1040
RSA 2048bit public key for TLS 288
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i 4-65 encrypted_user_key size ECC Key

keytype A7 a3 v Byte size
secp192r1-public 80
secp192r1-private 48
secp224r1-public 80
secp224r1-private 48
secp256r1-public 80
secp256r1-private 48
secp384r1-public 112
secp384r1-private 64
secp521r1-public 132
secp521r1-private 66
brainpoolP256r1-public 80
brainpoolP256r1-private 48
brainpoolP384r1-public 112
brainpoolP384r1-private 64
brainpoolP512r1-public 144
brainpoolP512r1-private 80
secp256k1-public 80
secp256k1-private 48
i 4-66 encrypted_user_key size Ed25519 Key
keytype A a3 v Byte size
Ed25519-public 48
Ed25519-private 48
i 4-67 encrypted_user_key size HMAC-SHA Key
keytype A a3 v Byte size
HMAC-SHA1 48
HMAC-SHA224 48
HMAC-SHA256 48
HMAC-SHA384 64
HMAC-SHA512 80
HMAC-SHA512-224 80
HMAC-SHA512-256 80
F 4-68 encrypted_user_key size ARC4 Key
keytype 73> Byte size
ARC4 272
% 4-69 encrypted_user_key size TDES Key
keytype A a3 v Byte size
TDES 48
R20UT5349JJ0108 Rev.1.08 REN ESNS Page 101 of 200

Feb.19.25



Security Key Management Tool 4. CLI| ¥Rk

% 4-70 encrypted_user_key size OEM_ROOT_PK Key
keytype 73> Byte size
OEM_ROOT_PK 80

i 4-71 encrypted_user_key size Key Update Key

keytype 73> Byte size
key-update-key 48
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455 fileadd =73 >

fileadd -7 3 VX, filetype = 7 3 > IZ"csource”. "bin’ZE = [X"'mot’ Z s ERFICREREET T,
HAT7AIWER—T 7 A ILELRHDBEIZ. EEZTIELRL., BEDT—2IZER L 1= encrypted key 15
WEMAMLETS

X : filetype 72 3 > T'csource’ #18ERIC, T TICHEIT—F2 EFHHAICEBMTE2T—4 T, ALERENEERS
hTWEHDOHERETLVEEA, keyname 7 T2 a3 V2 FAL T, ALERBIZELHEVESICTLTLES
LY,

fileadd % €4 :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"

Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
[fileadd /keyname "aes128" /output "D:¥example¥abc.c"

456 bswap + 73>

bswap = 7L 3 ik, ASCIXETHATET—2DT—424HUV%2HEELFTT, BIEEIE32-big"DENE
IZBYET,

= 4-72bswap 7L 3>

ASCII i BA
32-big R 460, R A4BIDET—REEVIIOTATFUoT—2EUT, Z74ILICH
ALET,
32-little R 460, R 461 DET—RFA4NA PRIV T LE=ET—R2HEUVT, Z74I)IC
HALEYS,
bswapikEH :

> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
Ibswap "32-little" /keyname "aes128" /output "D:¥example¥abc.c"
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457 keyfileoutput =7 3 >

AR RSA UMD key AT a3 VEEBRLIZIGE. Y—ILVIES oA LGREERLET., ZOXTY
AV, EREINERBENSMFTVELLETERNIZANIZRETHEHICERALET, BETZ774
IWOIRRFNINAF ) T—EDHFE* . key. TFRA NI 7AMILDIBE . txt ZHRELET,

CHOY—ILTERTELDIE, AHBE—EBDIEAFRRTDHTY
TR T DERMILLLTD keytype T 3 &Y HR—FLTWVET,

= 4-73 FERMBERMYR— ~ keytype

Algorithm keytype
RSA RSA-1024-private, RSA-2048-private, RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521r1-private,

brainpoolP256r1-private, brainpoolP384r1-private, brainpoolP512r1-private,
Ed25519, OEM_ROOT_PK

AY—LTERESNDEBMECERNLGEBMEBIRIEShFREA. XYL TERLERIF, TO 24
EVIELUVTAMEHMTOHMERL TS,

ERIFBERT EEM L. /keyfileoutput Z15E L1=5E. MERD I 74 ILAIZIE" private". AFHED
T7AINABICE" public"MfFMEINET, HIRIEL "/keyfileoutput abc.key /output abc.rkey"
#BETDE, UTOT7AILDBERSINET,

-abc private.key FXDMEHEEI/MEMINTLET,

-abc public.key EXDLHBEIKMEINTILVD,

-abc private.rkey MEREA TV 30T HEHOBEILLINEBOT 7ML
-abc public.rkey DNFBEA DIV a VT E5-ODBEILEIN-RBOT 7ML

X FREEES O 7 A ILHAG -
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" [filetype "rfp" /keyfileoutput "D:¥example¥aes.key"
/output "D:¥example¥abc.rkey"

IEXFBIEE T 7 1 ILH B :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"

Imcu "RX-TSIP" /keytype "RSA-1024-private” /filetype "bin"
Ikeyfileoutput "D:¥example¥rsa1024.key" /output "D:¥example¥rsa1024_private.bin"
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4.6

enctsipaAav > K A7 a3y

enctsip IV RTIE. UTOA T a U ERAIETT, T—2ANK 16 ET—FFIENA4F) T 7
AILTHEELET,

% 4-TdenctsipA T a v

T ar | R"SA—4A E5ER
mode ASCII HAT 2774V DT—2T74—T v bERELET,
ML 46 1ver AT 3 UESBLTLESL,
ver Decimal HATE2T77ANICHMNTEIRSUAYSIDN—Da VEBELET,
data N=3 213 LLIE 2/ EERRETT,
AA TS a3 VIFTERAEETT, ERBREBE2ZBELET.,
HMX 461 1ver 7T aVESBLTLESLY,
prg File Path ST dmot I7 M IILERELET,
prg_sb File Path mode #+ 72 3 > T factory {EERIC. BEEILT D mot Z7 M ILEEDHLED
X a7 I—rTOTS LD Mot 77 A ILERELET,
enckey Hex data prg A7 a3V THRELIZ mot 774 IILDT—4 ZkES1LT % Session Key
oV TTH-ODRERELET, (16 /34 k)
session_key | Hex data prg A7 a3V THRELIzmot 774 )LD T—4R #kES1L3 % Session Key
ZHEELET. B2/81 k)
AA T aVIFEBARETT, AAF TP 3 v EERLIZEE. Y—ILATHE
LS VA LEERT—2ELTHERALET. [F]
iv_fw Hex data prg A 7L a3 THRELEZ Mot 774 ILDT—2 ZRESLBICFERT S
Initialization Vector (IV) T3 (16 /31 k),
AATLaVIFERAEETT, A4 T3 2EKRLIZEBE. YV—ILATHE
BLES VA LEZIVELTERALET, )
startaddr Hex data prg+ 7L a THRELIzmot 774 )LAT, BT 5EEORIET FL
RAEBELET, ZFRLRIZ16/1N\A FT7S5A VERMBIBENHYET,
endaddr Hex data prg+ 7L a THRELIzmot 774 )LAT, BEILT 5EEOERT7Z FL
RERELET, A7 FLRERT 7 FLATHEE SN HESLMEE
DA RXE16 /181 b TSAEMBBLENSHY . LRIZ8MB TT,
destaddr Hex data filetype 7 7> 3 > T’mot’ ZHEERKIC. BELLEzA—Y 7RIS LDOH
T 57 RFLRAERELET,
imgflg ASCII / RSU AN #® Image Flags [CAANT HEZHEELET .
Hex data ML 4.63imgllg AT a3 vESBLTLEEL,
filetype ASCII HATET7 71 ILDEHEEEELET,
FfHEIL 4.6.4 filetype AT a3 EBSBL T,
flash_wsize | Decimal verF 7232 DIBEEDHIEEARETT .
data 16 /34 FLLED 16 /31 FEMDBEEIEE LTS,
AA TS 3 VIFERATEETT ., ABELI-BE 256 #HELFET.
df_ena ASCII prg4 7> a v THRELESET dmot 77 A LICEFNET—5 T
SYYAEEO T2 EEATFAINIAMTEF T3 0T,
FMiX4.65df ena AT a v ESHELTLESLY,
output File Path HOT77A4ILVBEEELET,
nooverwrite | %3 L AATL A VIFERAGETT, A4 TP a3 VEER. BAT7MUDAEET

BIGEE. T7—ICRRYET,

F: V—IVATERT I v LERTALREBMEEZRILT S LDOTESHY FHA,
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mode factorys% 7€ B D 5 Al :
> skmt.exe /enctsip /mode "factory" /ver "1" /prg "D:¥example¥userprog.mot"
Iprg_sb "D:¥example¥secureboot.mot" /enckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /destaddr "FFF00300"
[filetype "mot" /output "D:¥example¥factory.mot"

mode update&% e i D A :
> skmt.exe /enctsip /mode "update" /ver "1" /prg "D:¥example¥userprog.mot"
lenckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /filetype "rsu” /output "D:¥example¥update.rsu"
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4.6.1 ver 773y

verA 723 RSUZ7A4ILDN—2aVEBELET. RSUTZ 7ML N—2 3> 1(verA T3
UTAHER)EN—Ua v 2verA T a v T2HER)TIE. HATEI7 74 LICHMTERSUAY S
L. BEBIET 2T —2DERAENELRY FT,

4.6.1.1 verA 73y 116EE

(1) BST—2ElAE

prg 47> a U THELE mot 774 ILIAGD. startaddr+ 7> 3> & endaddr 7> 3 U THE L8
BeEEEBEELET, T—2NBVERIXOXFF THRTA 2 J LET,

prg

(mot file image)

RSU Header destaddr RSU Header

ALL OXFF Encrypted Code Flash ange Encrypted Code Flash
data mot data

ALL OxFF

startaddr

endtaddr

Output Image(.rsu) Output Image(.mot)

X 4.3 verA 7 a1 EEROBS{EI0—

R20UT5349JJ0108 Rev.1.08 RENESAS Page 107 of 200
Feb.19.25




Security Key Management Tool

4. CLI #4gezREA

(2)

RSUAw A

R 4T5RSUAYHE N—2a3 1 TRIANYEEFSELET,

R 4-T5RSUAYHS N—23 21

offset Component Contents name Length Note
0x0000 Header Magic Code 7 “‘Renesas”
0x0007 Image Flags 1 imgflg &7 3 v CHEESNT-E
0x0008 Signature Firmware Verification | 32 ASCII “mac-aes128-cmac-with-tsip”
Type
0x0028 Signature size 4 A L TULVEHE A(0x00),
0x002C Signature 256 A L TULVEHE A(0x00),
0x012C Option Dataflash Flag 4 A L TLVEHE A(0x00),
0x0130 Dataflash Start 4 fEA L TLVEHR A(0x00),
Address
0x0134 Dataflash End 4 A L TULVEHE A(0x00),
Address
0x0138 Image Size 4 £/ L TLWEHA(0x00),
0x013C Reserved 124 All 0x00
0x01B8 Format Type ™ 4 HOTDT774ILTA—T Y +
ASCII T"rsu”(0x72, 0x73, 0x75, 0x00) % L
<l
“mot”’(0x6D, 0x6F, 0x74, 0x00)
0x01BC (VA 16 A—H707 5 LBEESEEICERLE IV
0x01CC SessionKey0 16 A—H7075 LBEEFICERLEE
enckey THES1k L 7=
0x01DC SessionKey1 ! 16 A—H707 5 LEEEEICERLEZEE
enckey THES1b L =8
0x01EC EElkShiz2—¥7 | 4 EEltEnza—y 03 LA+a—H 70
A4 5 L+MAC DT — 95 LEBEEEICER SN MAC DEETD
FHa X — k94X
0x01FO0 MAC 16 A—H709 3 LRBSERICER SN
MAC
0x0200 Descriptor | Sequence Number 4 I
0x0204 Start Address 4 A—H7055LBEEORAEBT FLA
0x0208 End Address 4 A—4H4T70JSLBEEOKRTT7 FLR
0x020C Execution Address 4 A—H7075LETHRIBT FLAEMT K
LR
(BEEfE OxFFFEFFFC)
0x0210 Hardware ID 4 A L TULVEHE A(0x00),
0x0214 Reserved(0x00) 236 -
0x0300 Application Binary N EEibahiza—5 705354
0x0300+N | Dataflash Binary M ML TWLWERA,

[*1] : RX Firmware Update FITV.1x TEZE&N 5 *.

/QE}_Q_GTO

rsuZ7AINTA—Ty bS5 TSIP BIZEELT=
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46.1.2 verA 7 a3y 2i5ER

EEIET—2ERR AL
prg+ 73 THELE mot 77 A4 ILAD. startaddr 77 3> & endaddr A7 3 > TIRE L8
% flash_wsize # 7L 3 VTHRELEY A XREIL., T—4M0NFETEHTAVIDAHEEELLET,
flash_wsize 7 7> 3 U THEILE7 AV Y RAD—HIZE T T—2HAEET D56, T—2 DG VEEI
OXFF TRT4 VT LET,

RSU Header
prg ncrypted Code FlashZ +

(mot file image)
Encrypted Code Flashl +
OxFF

& Output Image(.rsu)

RSU Header destaddr

startaddr —
ncrypted Code Flash2 +

startaddr+flash_wsize | AlLodF I X
startaddr+flash_wsize*2
ange
o)
-1 7 Encrypted Code Flashl +
] ] OxFF
endtaddr A —

Output Image(.mot)

X 4.4 verA 73 2 EEROBS{EI0—
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(2)

RSUAw A
R 4T6RSUAYHE N—2a3 2 TRIAYEEFSELET,

R 4T6RSUAYH N— 302

offset Component Contents name Length Note
0x0000 Header Magic Code 7 ‘RELFWV2”
0x0007 Reserved 1 A L TULVEHE A(0x00),
0x0008 Signature Firmware Verification | 32 ASCII “mac-aes128-cmac-with-tsip”
Type
0x0028 Signature size 4 £ L TLWEHA(0x00),
0x002C Signature 64 A L TULVEHE A(0x00),
0x006C Option Reserved(0x00) 332 -
0x01B8 Format Type 4 HAT 2774 LT7+—<T v k
ASCII T"rsu”(0x72, 0x73, 0x75, 0x00) & L
<I&
“mot”(0x6D, Ox6F, 0x74, 0x00)
0x01BC (VA 16 A—H707 5 LBSERICERALEIV
0x01CC SessionKey0 ! 16 A—4705 5 LEEEEICERLE-EE
prog user key THES1t L 1=
0x01DC SessionKey1 ™ 16 A—Y7075 LBEEFICERLEE
prog user key THEE1k L -8
0x01EC EEilkIhiza—Y7 | 4 EEilShiza—4 7055 L+2—H 70O
453 L+MAC D7 5 LBEESEEICER Iz MAC DEETD
— R X — FH9 4 X
0x01F0 MAC ™ 16 A—4707 35 LBESEEICERSI N
MAC
0x0200 Descriptor | 7RSS LT—4%4% |4 A—HTO05SLDOT—2HEK 31)
0x0204 BtR7 F L X[0] 4 A—Y705 5 LEEHORAKT FLRX14H
0x0208 T—4 44 X[0] 4 A—4705 5 LEEOT—24 X148
0x020C BR7 KL R[] 4 A—4705 5 LEEORET FLR 248
0x0210 T—294 X[1] 4 A—4707 I LEEOT 204 X248
. A—H705 5 LEEOET FL X 3-30
#B
A—¥705 5 LBEHEOT—2Y% 14 X 3-30
#B
0x02F4 BIE 7 K L X[30] 4 A—H707 5 LEEORET FLX 31 4
B
0x02F8 T—42 %4 X[30] 4 A—HT70T I LEEOT 284 X 31 #
B
0x02FC Reserved(0x00) 4 -
0x0300 Application Binary N EEilbahiza—5 705354
0x0300+N | Dataflash Binary M s L TUOWEE A,

[*1] : RX Firmware Update FITV.2x TEZIND *.

/‘33}_9—6?—0

rsuZ7AINT A=<y kM5 TSIP BIZEELT=

R20UT5349JJ0108 Rev.1.08

Feb.19.25

RENESAS

Page 110 of 200



Security Key Management Tool 4. CLI B¢AesRER

46.2 mode A7 3>

mode 7L a ik, ASCIXETHAT BT —42DT+—< v b EHRELET,

% 4-77mode + 7> 3>

ASCII R BA
factory TIHFEEFAHEEEL., prg_sb THRELI=EFa1a7I— 7055 LEESEEL
27855 LICRSU ZfmMLizmot 77/ ILEHALET,
T774NLDA *A—TIEE 4.5mode 7 3 > factory IEERED 7 7 1 ILERKRA A
— #BBLTLESL,
update 115 T Firmware Update 228 FE L. BESE LTRSS ALIZRSU L1z
NAFYIT7ANLELLEmot 77 A ILEHALET,
T74ILDA *A— (XK 4.6mode 7 3 > update D filetype # T 3 >
rsURRERD 7 7 A ILERA A—2 3 LI B 4.7mode 7 3 > update H
D filetype # T3> mot IEEBD T 7 A LERA A —DFESBL TS,

prg AT a3 TUTDEEIEERDHI
(MotTF7AILA A—) startaddr OxFFF8_0300
endaddr OxFFFE_FFFF
destaddr OxFFFO_0300

RSU Header

OxFFF8_0300
Encrypted Code Flash
data

OXFFFE_FFFF

i

prg_sb ERT7AIL
(motI77 A LA A=) (Mot 7 AILA A —)

OFS OFS

Data Flash Data Flash

OxFFFO_0000
RSU Header
OxFFFO_0300
Encrypted Code Flash
data

0xFFFO_0000
Code Flash 1

OXFFF7_FFFF OXFFF7_FFFF

OXFFFF_0000

Code Flash 0 Code Flash 0

OXFFFF_FFFF

45 mode 7 3 > factory IEERD 7 7 1 JLERKA A —D
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prg
(MotZ7AILA A=)

OxFFF8_0300

OXFFFE_FFFF

AT 3> TUTOEEEEROH
startaddr OxFFF8_0300
endaddr OxFFFE_FFFF

EHT7AIL
RSU Header+Ecrypted Code Flash
dataD/NAFYT7AIL

RSU Header

Encrypted Code Flash
data

46  mode+ 7 3 update D filetype ¥ T 3 2 rsuiBEHD T 7 A ILERA A —

prg
(Mot Z7A LA A=)

OxFFF8_0300 m

OXFFFE_FFFF

FTLar TUTDEZEIEER OB

startaddr OxFFF8_0300 ERT7AIL
endaddr OxFFFE_FFFF (motIZ7AILA A=)
destaddr OxFFFO_0300

0xFFFO_0000
OxFFFO_0300

Encrypted Code Flash
Encrypted Code Flash data
data OXFFF7_FFFF

RSU Header

X 47 mode# 7 3> update D filetype & 7> 3> mot IEERD T 7 A ILERA A —
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4.6.3

imgflg #7232

imgflg & 7> a3 viE. verA 7L 30T 2#BEROAENTT ., BATE2T774LICHMTSHRSUAY
A ?Image Flags 7 4 —JL FICEFALEZRELE T, COF T2 a3 T, ASCIEFE-IE 16 EHD L

IO EFERTEEY,

% 4-78imgflg ¥ 73>

ASCII & £ ER
blank OxFF A A=VEEIMNTNERA,
testing OXFE A A—=FT7yITT— R RIEEES
Installing | OxFC VA A—DDA VR =)L
valid OxF8 FIVr—aohnNEw
invalid OxFO T r— a3 UhNVES
end_of_life | OXEOQ 7 ) r—< 3 U HEnd Of Life
4.6.4 filetype =723 >

filetype # 7> a > TCIEIH DT 74 LK% ASCII XFTHEELET,
B L1 filetype & 7 7 A LA DIRFA—BLEBEWVEE, TS5—ITHYFET,

& 4-79 filetype T 3>

ASCII iR+ Bl
mot * . mot EFO—SAFYITF—I VDT FAILELEALET,
rsu *.rsu EEIbLzA—5 7RIS LICRSUAY S EAMLIZNAFTUT—2FHALE
ER
mode A= 7% 3 > % update I EBEFDHIEETRET T,
4.6.5 df ena 7> 3>

df enaA 7> a3 Tl HATZ7ANICprgA T a v THRELEMOt 274 ILVADT—2 75y
DT—REHEAT7ANIZHAHME LLIEBEBIELTHMT 520EEET 24 T3> TT,

AATLavEFERTHEE. prgA T a U THEELEZZ 74 /LD 0x00100000~0x0100FFFF [CEZE S
N=T—2E. T—42759220T7—42 & LTHRVLET,

moder# 7Y 3 > TfactoryiE €. prg_sbA 7L a v THRELEZIZ7AILDT—E275vaDT—4¢
7 RLANELG>TWSEER., T57—I2HBYET,

% 4-80df ena A 7L 3>

ASCII R BA
add HAT7AIIZ, prgZA T a v THEELEZmMot 774 ILHADT—2 75920 T—
AEMMLET,
mode 7+ 7 3 > T factory {5 ERFDAHIEEARET T,
enc HAT7AIIZ, prgAd T aVTHEELEZmMot 274 ILVHDT—2 7592 DT—

AEESIELTHMLET,
ver4 7L a3 T2 ERDAIEERRETT,
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4.7

gencert aY> K A7 3y

gencert A7 Y RTIE, UTDA T a U ERATRETT, T—2AAIE 16 E/MOET—2FIET 74
IWTHEELET., 727MILEEBETEHE. 774/ RDKEEIfile="#DF TSN,

% 4-81gencert A7 3 (1)

AFoay

INSA—4

FitEA

mode

ASCII

“signature” : ECDSA E& ## A L1-0— FIIBAZ L BIIAZEE4EMLF
ER

“CRC” :CRC 2R LI-BBMILTRIEZITO>-HDI— FEERAED#
ERLET,

ML 471 mode AT a3 vESBLTLESL,

loadaddr

Hex data

OEM Bootloader MEHIE7 FLAZEEELET,

cfsize

Hex data

FRTEZTNARADIA—FITv 21DV A XEHBELET,

oembl_size LR&H (L. loadaddr m 5 cfsize DEFEANIZHDT—2 ESR
HEIZLET,

ELZRMRBHICDONTIZ4.7.20EM_BL DEEH L < 1% CRC EE xR
pue R Y AW

oembl_size

Hex data

OEM BLDH A XEHRELET, YA XIE16 /31 F 754 0914 X%EHEE
LTLEELY,

ZEZAWREHIZDOTIX, 4.720EM BLDELZE L < [X CRC EEXRME
BxECSEESL,

ver

Decimal data

AZ T 3 % mode AVsignature’ DIZFTAEDHBHETT,

O— FEEBRZIZEHIT A OEM BLON—C 3 U EHEELET,
1~4,294,967,295 N ERIRET T,

KEIZEATES/A—2 3 I, MCUMPU OERIZIKELTULET,
MCU/MPU ® Hardware User's Manual £ LL [E7 TV 5r—> 3>/ —+ %
e R h- ] A

oembl

File Path

FSBL AREEXM R ETHOEM BLOE FO—FAXH T 7 IILEHEELF
EE
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% 4-82 gencert 7 3 2 (2)

7 a3y ING A=A FREA
oembl_private Hex data / AZ T 3 UL mode HVsignature” DG EITHETT,
File Path OEM_BL it ZEREIEELET,
HEX T—2EEDNHA. 32/8f FHEX T—42%AHALFET,
T7714IVANDIEZEE. OEM_BL BEAEMERD /N1 F 1) (*.key). B L
CFTHFRRIT7AIL(x.txt). HLLELFART—E2DNEEND
PEM Z7 7 4 JL(* .pen)DIEENAIHET T,
AKX T avEEBLIZEE. V—ILAERT OEM_BL 0 secp256r1 M
BRT7EERLET. [F]

oembl_public Hex data / AA T 3 vId mode HV'signature” DIFECHETT,

File Path OEM_BL BRI AR EEELET,

HEX T—2EEDNB A, 64 /84 FHEXFT—2FAHNLZET,
T7A4ILANDIZEE. Qx. QY D|T—2 D/ F 1) (*.key). B LKL
EFTFERBFT7AIL(*. txt)DIEEMNFIRET T,

oembl_private TPEM 7 7 4/ JLA QB (X EREAIRET T,

oemroot_private | Hex data / AZ T 3 VL mode HVsignature” DG EITHETT,

File Path OEM_BL #RiE/L— FREBEEELET,

HEX T—42EEDHZE. 32/8f FHEX T—42%AALFET,

774 ILAHADIEE. OEM_BL #RIE/L— FREZHED /N1 F 1)
(*.key)s BLLIEFETFRAMIZAIL(*.txt), B LLIEXARABET—4
MEENS PEM 77 A IL(* .pem)DIEEMNRRET T,

oemroot_public | Hex data / AA 7T 3 vId mode HV'signature” DIFECHETT,

File Path OEM_BL #&RiF/L— BB ZERELE T,

HEX T—AEENHE. 64 /84 FHEX T—42ZAHDLET,
T7AIANDIGEE. Qx. QY D|T—F D/ F 1) (*.key). B LKL
FTFERBFT7AIL(*. txt)DIEEMNFRET T,

oemroot_private TPEM 7 7 JLA QB X EREAIEET T,

output_codecert | File Path I— KFIRAZEOHE AW I 7 IILEBEEBELET,

output_keycert | File Path AZ T 3 UL mode HVsignature” DG EITHETT,
BREIAEDOE NI 7M1 LEETEELET,

keyfileoutput File Path mode HV'signature’MIHFEH D, oembl_private & 7 3 L HIREF

2. Y—ILIATHER. EH LT secp256r1 D|RF7D I 74 ILEHD
LET, HAT7AMLBEEBELTLESLY,

F: V—IVATERT I v LERTALREBMEEZRILT S LDOTESHY FHA,

mode CRCEE R D& A :
> skmt.exe /gencert /mode "CRC" /loadaddr "02000000" /oembl_size "1000"
/oembl "D:¥example¥user.mot" /output_codecert "D:¥example¥ccert.bin"

mode signature% e B o) 5 A :
> skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000" /ver "1"
loembl "D:¥example¥user.mot" /oembl_private file="D:¥example¥is_ec256_priv.pem"
loemroot_private file="D:¥example¥ms_ec256_priv.pem"
/output_codecert "D:¥example¥ccert.bin" /output_keycert " D:¥example¥kcert.bin"
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471 mode 73>

mode 7 7L 3 (&, ASCII XFTH AT HAEDEEEZEELET.

% 4-83mode A7 3>

ASCII

5

signature

OEM_BL IZE#£ 7 58 (0OEM _BL 12:F#)&. OEM BL BRI %ZE 2T 5%
(OEM_BL #&5E/L— F8)ZFEA L T, REEAE L 23— FEEAZEZERLEFT,
oemroot_private, oemroot_public =73 3 T OEM_BL #&iF/L— FER T,
oembl_private, oembl_public =73 3 > T OEM_BL #&RiFER 7 #HEE L TL
k=] AW

SEBHZE M Chain Of Trust D&k, FSBL #aEZRET 5T /34 XD User
Manual # 2SR <2 &L,

CRC

OEM Bootloader ® CRC{EZEHE L. O— FiIAZEDHFEERLET . [[F)

E:"CRC'ZIEEL Ta— FEIBAEZ 4K L1-354E. Signer DIZHAE—fEE LTCRCEZHALET,
FSBL E11EE€— F T"CRC + report measurement” &R L. OEM_BL #&5E## % £ /A L 7= measurement report %
HALEWEEIL, "signature’Z:2A Ta— FEIBAZ AL T EELY,
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4.7.2 OEM_BL ®ZE#£ 3 L < [F CRC EHE X R

OEM BLMDE®&+ L [X CRCEEXRIX. oembl 7 3 > THE ST mot 77 1 /L& oembl_size
AT avécefsizeA T aVTHRELETYZhDHE LA A—SEAICHYET,

4721 oembl_size ## 7 3 VIEER

loadaddr 7> 3 U CHRESINFT7 KLAH S oembl_size PDA A —C % EHZE L L CRCEHEXR
IZSLET, ABEhiz mot 77 4 JLIZ oembl_size IEES DT —2 M ULVEEIX OXFF TT—42 28HFE
ER

5l & LT, loadaddr “02000000”, oembl_size “4000" %5 ERFICLITD 3 HZEZRRTLET,

Bl ARETNTzmot T 7 A4 LD A A —TH0x02002FFFFE T LA LY

Fl2: A B Enf=motdD 14 A — T H0x02004FFFETH %

FI3: A Enf=motdD A4 »* — L A0x02002000A" 50x02002FFFE CTT— 2 MEE L ALY

/loadaddr “0x02000000”
Joemblsize “4000”
IEERF

511

0x02003FFF
“ OEM_BL
0x02001FFF Z4 CRCEEMZR
OEM_BL Data 1 OEM_BL Datal

0x02000000

512
0x02004F FF
0x02004000
OEM_BL Data2
= OEM_BL
OEM_BL Data2' ot
= E4.CRCEEXZ
0x02000000
513

0x02004FFF
-
0x02003000

0x02001FFF EL CRCEEXZR
OEM_BL Data3 OEM_BL Data3
0x02000000 -
48  oembl_size ¥ 7L 3 VIEERNDESR. CRCEEXNR
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4722 cfsize 77> 3 L DAHIEER

oembl_size 7 T 3 VDT EEHMBELIzI5EE. oembl AT a U THRESNzmot 771 ILHD.
loadaddr # 7> 3 VU THESNE=T7 KLAMND cfsize THESNETZ U ZICHET—S22E4R. CRCEEX
gELELFET,

51 & LT, loadaddr “02000000”, oembl_size “10000" =5 ERFICLITD 4 FlEZRRLE T,

Bl ARAENTzmot T 7 A LD A A —TH0x02001FF8FE T L MAE Ly

fFl2: A EntzmotdD A A — T H0x020014FFFE TH 5

BIB:AH SN TF=motD A * —A0x02010000LLEIZE T —2 ANEELTLVS

Fla: AhEnf=-motdD A »* —TA0x02010000F TIZT—ENFELLWLT Y 7HAH S

/loadaddr “02000000” /cfsize “10000" ¥ 7€ B
i1

0x02001FFF =

0x02001FF8 OEM_BL
OEM_BL Data 1 OEM_BL Datal ER.CRCEEXZR
0x02000000 -
{112
0x02014FFF
0x0200FFFF
OEM_BL Data2
= OEM_BL
OEM_BL Data2' =
= E& . CRCEEMR
0x02000000
{513
OEM_BL Datad
0x02014000
0x0200FFFF
0x02001FFF
OEM_BL Data3 OEM_BL Data3 OEM_BL
SRaE = B4 CRCEE X%
0x02000000 ——
fila
0x02014FFF
0x02010000 OEM_BL Data4
0x02003000
ALL OXFF OEM_BL
0x02001FFF B4 CRCEEXE
OEM_BL Data3 OEM_BL Data3
49 cfsize AT a3 DAEEHDESR. CRCEEXE
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4.8 encdotf A< > K A7 3 >

encdotf A< > KTIX, UTDATL 3 UNMERARIEETT ., T—2ANT 16 ET—2F=Emot 77 1L
TEELET., Z27MILERETREE. 774 IINADEEEIfle="%DFTE T,

% 4-84 encdotf 7> 3 >

FToar | "NSA—% E5ER
keytype ASCII A9 5 AESBESRO bt REHEELET,
FHMER 4-85 ZZRL T 2SN,
enckey Hex data/ keytype 7 7L 3 U CHELLZ bt ROBT—4. FIER I 7/ ILEHEEL

File Path FFY,

ML 4.82enckey AT avESRBLTLESLY,

nonce Hex data EHILTHEAT D nonce T—2FE/ELET ., T—2 %4 X(d 16byte TT,
ABREN=T—42DLAHL 100bit Z nonce E L THERALET .

AA T aVIFERARETT, KA T a3 v EEBLIZBE. Y—ILATHE
RLES VA LEME1)E nonce & LTHERALET,

startaddr | Hex data EEEDBIRT FLRZERELET, 7 FLARY A X(E 32bit TF,

AA T3 VIFERARETT, A4 T a v EEBLEBE. 774 L2K
EFESIELET. (NF2)

16 /8 FERODT7 FLRZIEBELTLIEESL,

endaddr Hex data EEEDRT7 FLREHBELET, 7 FLRY 41 X(& 32bit TF,
AATL 3 VIFEBAIRETT, AT a3 VEEB LGS, 7274 1LE8K
EFESIELET. (NF2)

startaddr 7> a3 Uh 5 endaddr 7S a U THRELEZ Y 7OH A4 XA
16 /N1 FBEFIIZHBESIZT FLRZHBELTLESLY,

prg File Path EEILT 277 AILEBELET,

output File Path HOT77A4IVBEREELET,

motaddr0 | 73 L AATOaVEER. HATE2mot 77MILDT7 FLADRBT FLX%EO
IZLET,
A4 T a3 VIEERIE., incplain A 7L 3 VB KU destaddr 7L 3 VIdiE
ETEEEA,

incplain BL startaddr =73 3 4 5 U2 endaddr 4+ 7S 3 VIEERC, BESEXHRL

NDTF—2EHAT7AIIZDIFT, TJ7A4ILHEALET,
AKA TS 3 VIEEEIX, motaddr0 A 7 3 VIFIEETEEH A,

destaddr Hex data EEILT 5T — 2 DEELXET FLRAEZEELET,

BLEET FLRIE, BESEED A VA T 28bit ITERALET,

AA T3 VIFERARETT, KA T a VLB LI-BE. BSLEED
GBET7 FLRAFEGREXRT FLRELET,

AA TS 3 VIEERE. motaddr0 A 7Y a VIdiEETEE A,

T Y—ILATERT 55V E LEFTARBEBEERIET H2EDTIEHY FEA,

;¥ 2 :/staraddr &/endaddr 72 3 VEEBLI-BA,. 77 MIILEFREESIELET, T—2ABNWTUTFTLHELY
2. BAR7 RLR, & T7 RLRDB16 /81 754 VERNATULELMES, 0X00 TT—H2 E@WELET,
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S-S LSRR E B
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/nonce "00112233445566778890000000" /startaddr "80000000" /endaddr "80000FFF"
Iprg "D:¥work¥program.srec” /incplain /output "D:¥work¥dotf_program.srec”

RSB EHEE L &LVl -
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/nonce "00112233445566778890000000" /prg "D:¥work¥program.srec"
/output "D:¥work¥dotf_program.srec"
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4.8.1 keytype 7 3>

keytype A 7L a Vi, BB THERATHENERE. ASCITHEELET,

& 4-85 BESLD-HORE

ASCII B
AES-128 #E 128bit D AES BEZHELET,
AES-192 BE 192bit D AES BEHRELET,
AES-256 K 256bit D AES BEHRELET,

4.8.2 enckey =7 3>
enckey4r 7o avid, AFHT—EARTFAILEEBELET,

keytype = 7 3 U CHEE SNz ASCI XFIZHL, UTDI+—I v bDT—2FIFNAFUT74
W, TXERARIZFANLEFELET ., T—E2ANFEEFTFIFRANIZFAILAIDEEIE. 1/84 bE 16
ASCI XFF|TRELET,

#* 4-86 AES-128

Bytes Data
0-15 AES-128bit key data

# 4-87 AES-192

Bytes Data
0-23 AES-192bit key data

# 4-88 AES-256

Bytes Data
0-31 AES-256bit key data

R20UT5349JJ0108 Rev.1.08 RENESAS Page 121 of 200
Feb.19.25



Security Key Management Tool 4. CLI| ¥Rk

49 encsfpa~v> K A7 3>

encsfp AV Y FTIX, UTOA T 3 UAMERTEETT ., T—2 AN 16 M0 ET—2 E=1Z/N1F 1)
IT¥AX KT 74). Renesas Partition Data 77/ ILTIEELEFT, Z77AILEEBETHIEE. 774N
ADFEEEIfile="ZDIFTLFZELY,

Secure Factory Programming #&E(£9 X TH MCU/MPU THHR—FShTWLWSHIFTTEHY FEA, SR
—FOEED L CIFBEBIERREHEICDOLTIE., MCUMPU DA—HI=aF7ILELWRIZT— b T 7—L"
I7DT7IV5—a30/ —bEZSELESL,

% 4-89encsfp AT 3>(1)

7T ay INTA—4 £ BA
mcu ASCII Secure Factory Programming 4 7/R— k9% MCU ¥ v JEHREIEE L
EX R
491meu A7 3 VICEREB LI ASCI XFTHRELET,
enckey Hex data / A—HTATS L, 8T A—21EHR. v T LIz secdbgkey &
File Path nonsecdbgkey DIEE L THERT 5 AES128bit BT — 2 ZIEELF T,

HEX T—2{EEDNHBA. 16 /814 FHEXTFT—2 % AALZET,
T7AIWVANDHE. N1 F)(*.key). BLLEFTFR LT 7M4IL
(*.txt)DIBEMAEETY,

AA TS aVIFERARETT, KA T a v EEBLIZEBE. Y—ILA
TER LISV F LMEF)E enckey & LTHERALET

nonce_prm Hex data INTA—RIEROESIETHERAT S nonce T—2 ¢HBELET, T—
244 X[& 12byte TY,

AA T aVIFEBRARETT, KX TP 3 vEERLIZEE. Y—ILA
THERLIE5 A LE(E)%E nonce_prm & LTHEALET

nonce_prg Hex data A—4H47075LOBBIETHERT S nonce T—2EHRELET. T
— 444 X& 12byte TT,

AAX T a3 VIFERAETT, A+ TP a3 V&K LIGHA. Y—ILA
THERL=5 V& LIE(*E)% nonce_prg & LTHEALET

nonce_key Hex data trn 773 3 T DPL_SECDBG_NONSECDBG {5EM. Sv L1
secdbgkey & nonsecdbgkey DEEFIL THEMAT % nonce T—R FI5E L
9., T—2Y A XL 12byte TT,

AATL A VIFERAEETT, A4 T3 E2ERLEBE. YV—ILA
TERLES VS LME(*E)% nonce_key & LTHERALET,

trn ASCII / DLM B FHREEELET,
Hex data 492t A7 3 VIZEEE L= ASCII XETHERELET,
prg File Path EStT 51— TOTSLmot 77 M II)EFRELET,

A—HYTOJSLFRRKIDETHEET DA ENTEET,
ML 4.93prg AT a v ESBLTLESL,

al2key Hex data / AL2_KEY ZHELFT, HEX T—2EEDIHZFE. 16 /N1 ~ HEX T—
File Path BEADNLET, Z7A4NLAIDEE. N4 F(*.key). HLLET
FRFTFAIL(*. txt)DIEEMNTTEETT

trn #7313 TOEM_PLO_AL2 2 5E LI=-1BEIIANDBRETT,
AT 3 VITEEAEIRETT, trn 473 3 > TOEM_PLO_AL2 ##5%F
BICALT T avE2EBLIEE. YV—ILNTERLES V& LE(RE)
% alkey & LTHERLET
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4. CLI #4gezREA

% 4-90encsfp + 7 3 >(2)

v i INGA—4 B
secdbgkey Hex data/ | SECDBG_KEY Z#ELFzJ, HEX T—HEEDHZSE. 16 /N1 k HEX
File Path F—BEAALET., F7MILAADEE. N1 F 1 (*.key). HLL
EFTFFRART7AI(>.txt)DIBEMFIEETT ,
trn 7= 7> 3 > T DPL_SECDBG_NONSECDBG ##5E L1=15&IZA N
MHETY,
AA T a VI TEBAIEETT, tn AT 30T
DPL_SECDBG_NONSECDBG #{5EMRICAA T a v &#EKRLT-15
B, Y—ILRTER LS5 V¥ LE(*F)% secdbgkey & LTHEALE
+
nonsecdbgkey Hex data/ | NONSECDBG_KEY #15E LF 9, HEX T—RIEEDIHFE. 16 /81 +
File Path HEX T—2ZAALET., Z74ILABADBE., NMFTJ(*.key). B
LLETHFRFIZ7ZAIL(* . txt)DIEENATRETT,
trn & 73 3 T DPL_SECDBG_NONSECDBG #i5E L1=15&FA D
NHETTY,
AA T a U TEBAIEETT, trn AT 30T
DPL_SECDBG_NONSECDBG #{5EMRICAA T a v &x4AKRLT1-5
A, Y—ILNTER LS V¥ LJE*F)% nonsecdbgkey & L THERA L
FY
ufpk Hex data/ | enckey, al2key, secdbgkey, nonsecdbgkey M 5 v R IZ{EHT %
File Path UFPKE. E£f=ld genufpk a<Y > FTEREIND UFPK 7 71 )L %35
ELET, T—F YA XL 32byte TT,
wufpk File Path Renesas Key Wrapping service T3 7 L1z UFPK {EANEh 4Tz W-
UFPK 2 7/ ILEBELET,
iv_enckey Hex data enckey DZ v JHICHERT S IVIEZEELES ., T—2 94 X(&
16byte T3,
AA T I VIFERAETT, AT a3 v EEBLIZBE. Y—ILA
THERLESVALEST)ZIVELTHERLEYT
iv_al2key Hex data trn 72 3 T OEM_PLO_AL2 {5 Efs. al2key DS v THICERT
HIVEZEELET, T—2H 4 X 16byte TT,
AA T I VIFERAETT, AT a3 v EEBLIZBE. Y—ILA
THERLESVALEST)ZIVELTHERLEYT
iv Hex data trn 7 73 3 > C DPL_SECDBG_NONSECDBG 157, secdbgkey
_secdbgkey Doy THICERTLIVEZEELET, T—2 941 X[ 16byte T
ER
AA T3 VIFERAETT, KA T a v E2EBLEZBE. Y—ILA
THERLESUALE®NE)EIVELTERALET
iv Hex data trn & 73 3 T DPL_SECDBG_NONSECDBG 15 Ef.
_nonsecdbgkey nonsecdbgkey D5 v JBIZEAT D IVIEZBELET, T—42HA
X% 16byte T,
AA T I VIFERAETT, K- T3 Vv E2EBLIZBE. Y—ILA
THERLESVALEST)ZIVELTHERLEYT

F: V—IVATERT I VA LMER+AGEBMEEZRILT S LDOTESHY FHA
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Security Key Management Tool

4. CLI #4gezREA

% 4-91encsfp+7 3 >(3)

rFoay INGA—4 B
boundary getcir??!l A—F75vyva. T—475v¥a, SRAMOEXa7. / vt¥a
Path | TA—TIADAIL K UEREEELET. 10£BD3IHED. HL
< I¥Renesas Partition Data File(* . rpd)#8E L £ 3,
AA T3 VIFERAEETT, BB LIZEE. NIV AU FEREHREL
FH A, F#ll34.9.4boundaryF T a v ESBLTZEL,
extarea0 gexldatla, NEBIS YA EVEEDOT FLREEEAHBMEEELET.
G| AT T aVISEE BAT KLR(1GEH) BT T KL R(16EH)
“EEFAABRCMI0ER)DIETANLET, BT v a AT EE
LEEAHBAIIFI6/ S FEATHEELTLESWL, XA T>ay
. MBI S Va1 AE) EFREERMRICEEFLZNEE. REAET
¥, F¥#ld4.9.5extareal/extareal # 7 3 v ESBLTLESL,
extarea1 gexldatla, NEBIS YL a1 A EVEEOT FLREEEAHBMEEELET.
s | AT avIEmE BBT FLRIGER) BT T K LR(16ER)
“EEFAABRMI0ER)DIETANLEST, BT v a AT EE
LEEAHBAIIFI6/ S FEATHEELTLESWL, XA TPay
. MBI S v AE) EFREEMRICEEFLZNEE. REFAET
¥, ¥#ld4.9.5extareal/extareal # 7 3 v ESBLTLESL,
output File Path HAT7A4IVE(STp 72714IL)ERELET,
sfp 77 A4ILDT+—< v M {8k Secure Factory Programming File
Format # CSH < fZ2& LY,
output File Path trn 73 3> TOEM_PLO_AL2 %35 E L al2key # 7 3 U #&HBE L
_al2key 1568, BELTHERALEY—ILATERLES VA LERT)ZH# D
7A4I(key 774 I)ELTHALET,
output File Path trn 73 3 > T DPL_SECDBG_NONSECDBG %*#§7 L secdbgkey
_secdbgkey T avELER LGS, BELTHEALEZY—ILATERLES Y
FSLEGE)ERTI 7ML key 774 ELTHALET,
output File Path trn & 7> 3 T DPL_SECDBG_NONSECDBG #%##§%E L
_nonsecdbgkey nonsecdbgkey 7> 3 U EHRE L 1zi5E. BELTERALEZY—IL
NTERLES VT LECE)EZR I 7AMIL(key 7714 IL)ELTHAL
F9,
output File Path enckey 7 7L 3 U HEEBLIZEE. BELTHERLIZY—ILRTER
_enckey LS oA LECE)ER T 7MI)L(key 774 IL)ELTHALET,

F: V—IVATERT I v LERTALREBMEEZRILT S LDOTESHY FHA,
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mcuz 7 3> RASD1_M1_T1trnA 7L 3 > TOEM_PLO_AL2{5EH :
> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" Inonce_prm "333333333333444444444444"
/trn "OEM_PLO_AL2" /prg "D:¥work¥program.mot"
lal2key “"77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa"
liv_al2key "ddddddddddddddddeeeeeeeececeeeceeee"
loutput " D:¥work¥ program.sfp”

mcuzx 7 3> RA4L1 trnA 7L 3 > TDPL_SECDEBG_NONSECDBGHEEHI :
> skmt /encsfp /mcu "RA4L1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
Inonce_key "555555555555666666666666"
/trn "DPL_SECDEBG_NONSECDBG" /prg "D:¥work¥program.mot"
Isecdbgkey "7T7777777777777778888888888888888"
Inonsecdbgkey "9999999999999999aaaaaaaaaaaaaaaa"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey " ddddddddddddddddeeeeceeeceeeeeeecee”
liv_secdbgkey "ffffffffffffffff0000000000000000"
liv_nonsecdbgkey "00000000000000001111111111111111"
/boundary "3" "29" "0" "6" "2"
loutput " D:¥work¥ program.sfp"

mcuZ < 3> RASD1_M1_T1trn7 7S 3> T LCK_BOOTHEEH :
> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
Itrn "LCK_BOOT" /prg "D:¥work¥program.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output "D:¥work¥ program.sfp"
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4. CLI #4gezREA

4.9.1 mcu 73>

mcu A7 a3 vlE, ASCIl XFET MCU FZiEELET.

& 4-92 MCU 1E#HD¥EE

ASCII £BA
RA8SD1_M1_T1 RASDI/M1/T1 DYy FEHREIEELET,
RA4L1 RA4L1 D7y TERZIEELE T, boundary # 7> 3 VA IEEARETT,

492 trn 773>

trn =72 3 UIE, ASCII XFTDLM BREREZEELET. mcuA T a U THRELEA TV avIzk
ST, IEETEAt AT aVIFBELRY EFT,

& 4-93 DLM EB% & ANd S R5LE

ASCII

st A

OEM_PLO_AL2

DLM % OEM. {R#EE— K% PLO [CEREM D AL2_KEY ZEERAAFE

ER

DPL_SECDBG_NONSECDBG

DLM % DPL IZ#5EH D SECDBG_KEY. NONSECDBG_KEY #& &

RAHEY,

LCK_BOOT

DLM % LCK BOOT IZEriE LFE T,

=& 494tn A T3V LIEFERNREA meu A T3y

ASCII mcut 7 a
RA8D1_M1_T1 RA4LA1
OEM_PLO_AL2 N4 -
DPL_SECDBG_NONSECDBG - v
LCK_BOOT v v
v IBEREE - REAST
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493 prg # 7 3>

prg -7 < 3 I, Secure Factory Programming #8E CHE St T 51— T OIS LEZEBELET,
prg4A T aviE, BRRK3DETHRETHIENTEFET,

prgAFay 3774 ILIBEH :
> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:¥work¥program1.mot" "D:¥work¥program2.mot" "D:¥work¥program3.mot"
Jufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"

494 boundary # 7> 3 >

aA—FK275vyda, T—4275v¥a, SRAMDtEFa17., /otEFa7a—JTILO/NNHo 5 ERE
BELEY,

BEAZEE. BIBIZKBAN., 774 ILAAMNAIETT,

4.9.4.1 SIBANDGE

SZEMSUTDIEBETET) 7O A X KBEMTHEELET,
Code Secure Size, Code Non-secure Callable Size, Data Secure Size, SRAM Secure Size, SRAM Non-
secure Callable Size
i : /ooundary “128” “64” “0” “16” “8” ZIEE L1=mE. TNENUTOREEITVET,
Code Secure Size : 128KB
Code Non-secure Callable Size : 64KB
Data Secure Size : OKB
SRAM Secure Size : 16KB
SRAM Non-secure Callable Size: 8KB

494.2 T77A4IVANDEGE

e%studio TTO Y =Y MERFFIZER SN S Renesas Partition Data File(* . rpd)hh B, LTD/NS A —4
FRAEY . NHUF)ERE LTHEE LET . Renesas Partition Data File M/35 A —4 [ Byte B 1=
6. KB BEIICEBREINET,

# 4-95 Renesas Partition Data File {Ef/35 A —4

Renesas Partition Data File /%5 * —4 [Byte] N U5 1) IER- [KB]
FLASH_S_SIZE Code Secure Size
FLASH_C_SIZE Code Non-secure Callable Size
DATA_FLASH_S SIZE Data Secure Size
RAM_S_SIZE SRAM Secure Size
RAM_C_SIZE SRAM Non-secure Callable Size
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495 extareaO/extareal 7> 3 >

Security Key Management Tool Tl. Secure Factory Programming ##E %4 7R— k L TLV % MCU/MPU
DIT—rI7—LITTOT7 IV r—232/ —FrTEEINTWINE TS v AEYBEIIHL T,
16byte B DIESILEHR—FLTWET,

AATavTlH, ERTINBIT VI AAT)DEZTRAABMICELE T, ATV aAEYMHE
7 FLREFERTEITVIAATDEZTAHBMERTEARETT . extareal & extareal 7 73 v %
FRALT2MEEEERRETY,

BEAREARA T aviciE, "FIR7 FLA(16 EH)" "R T7 FL X (16 #EHH)" "EEAHHEA(10 #
B)'OIETADLES, BT v aAEYHEEET 1 BBDOAIEET H15E. extarea0 7 T 3 V& EH
LTLZaLy,

Security Key Management Tool [&. EESN=NEF IS v a AR EEEZ. BESN-EZAATHE
L. T—AWHI2ETAABMTOVIERBELLET, ESAABEMLTOYIO—EIZLHAT—2H7E0
SB. T—3MNEWT7 FLRIE, OXFF TTF—4 2L TS LET,

SERT Sy arE) 1EERTE

0x90000000~0x903FFFFF & ZAAHAI64/84 ~ Z$E85ER :

> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/extarea0 "90000000" "903FFFFF" "64"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"

NERT S v aAE) 2[EERE

$E18.0 : 080000000~ 0x800FFFFF & &AAHifi128/31 + Z1EE

#Ei81 : 0x90000000~0x903FFFFF & &AAHi{u64/31 F Z4EE :

> skmt /encsfp /mcu " RA8D1_M1_T1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT"
Iprg "D:¥work¥program.mot" "D:¥work¥program_ext.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/extarea0 "80000000" "800FFFFF" 128"
lextarea1 "90000000" "903FFFFF" "64"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp”
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410 calcresponse Av K 7o 3>

% 4-96 calcresponse 7> 3>
*Foay INS A=A 5B
challenge | Hex data FrLUoUEEEELET. @EEIETNAIADI=—7 ID #IE%E)
T—RY A4 XL 16 /34 bk,
key Hex data DIMBT—2FHBELET., T—2H 14 XL 16 /81 |,
algorithm | Name HEFLITVILEBELET, UTHERTETT,
HMAC-SHA256
AES-128-CMAC

calcresponseZ < a L@ AEOEAH -
> skmt.exe /calcresponse /challenge "ABCDEFGHIJKLMNOPQRSTUVWXYZ012345"
/key "000102030405060708090A0BOCODOEOF" /algorithm HMAC-SHA256
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5. #&FFIE

5.1 Standalone iR

51.1 Windows kR

4 > R b—75 SecurityKeyManagementTool_installer vXXX.exe #&1TL. FED 7+ ILEF~AL VX =)L
LTLEELY,

GEE)

ETAHIERIHILIRCEVWVHEET TBHEREL] P ITRAR=—X] AA>TLEHL

TALFIZTA VR =L LTLEELY,

FUBBLIAILIDERARVESIC. BB TEHVLWEELAHY £7,
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51.1.1 GUI i
A4 VR b—=JL 7 # L ERA®DSecurityKeyManagementTool.exe NEFT 7 7 4 LTI,

B security Key Management Tool — O *
Jrill &R AT

BE  UFPKEE KUKER #059EYY TSIP Update FSBL  DOTF/OTFD  SFP

LENESAS

Security Key Management Tool
Zm=Jud, 7T r—2388E DLM (Device Lifecycle Management) @0 P Fa7REO( U1l vavk
Py T-FETIEHOERY-ITT.
T2 38k DLME(ZUser Factory Programming Key (UFPK) T3 2h T, ¥ FaFicd »3itdvayahsy.
UFPK[IRenesas Key Wrap ServiceBEBELTIvILET.
Renesas Key Wrap Servicefl s Wrapped UFPK (W-UFPK)EERBL T2,

TRV -2 av8nEHiIkey-Update Key (KUK) E-LTEFaTICITHhOES.
COEHKUKEFATICA I3y 20BN EYET.

Fi-FEh 3 FUFREOSEFACOVTE. EMCUMPUD FF1AY FESBLTEL.

MCU/MPUREESETYSY: 8Ty baERL T{ES > L

ETT 38 S OMCUERRMPUEZBIRL TS

5.1 Security Key Management Tool — &EEIFFD S 4 704
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5.1.1.2 CLI hix

AVAP=ILLFE=TAILEHRDCLITZAIILFIZHRMENTWBLUT 774 IILA, CLIERO—KIZH Y EFT, CLI
IREFTEASNSEBE, TR 7701 ETAHILF(BoldXFE)—XEZEEDTIAIILFITEVWTHEALTLE
AN

e skmt.exe
e device

e address

avrkFor T rhbskmtexeav Yy FEADLTLESLY,

em32¥cmd.exe

52 avr R7Far 7 Mz &k % Security Key Management Tool - CLI 32174

R20UT5349JJ0108 Rev.1.08 RENESAS Page 132 of 200
Feb.19.25



Security Key Management Tool 5. B%EFIRE

51.2 Linux kR

5.1.2.1 GUI hix

Linux iR D#RE L = 7 #+ JLH WD SecurityKeyManagementTool AEIT 7 74 LT,
fRER, RITHEREHET 5710 tar xvzfp xxxxx.tar.gz A¥ > FTHREL TS,

Security Key Management Tool = O ®
27T |ERE AT

i UFPKERE KUKERE ®RoOSwP»4 TSIPUpdate FSBL  DOTROTFD  SFP

o RENESAS

Security Key Management Tool

C @Y=, TFUr—i-5 0 EDLM (Device Lifecycle Management) @@t £ a2 THMOD x93
E
FulFr—rEFstonEfliv—-LTY,
F T r—i-g 288 ¥ DLME X User Factory Programming Key (UFPK) TS 73INRT., EFaFicA 22z
L3EhFET. UFPKIZRenesas Koy Wrap Service B ®EIL TS v TLET.
Renesas Key Wrap Service? S Wrapped UFPK (W-UFPK) BRI L. T < IE 3L,

P U4 =2 3 Ll O BEFiZKey-Update Key (KUK) £t L TEFa TiciTbhE ¥,
COEBKUKEEFaPIC P 223 T EHBHB0OET,
- rFENStFIUT BEOHEFICOVTE. SMCUWMPUD FFa2 A RESEL T EEL,

MCU/MPUERB T2 <R —F v FEHRLTIE SV ok

BETEMicHROMIVEIMPUERRL T (EW

5.3  Security Key Management Tool — #2&iE4 4 7 O4
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5122 CLI kR

Ao A— KLz Linux RO/ T —CFFEDI7AIVFICHRELTLEE W, CLIZHILFICADTLNS
UTI774IL—REEEDITAHILFICBENTLESLY,

e skmt

e device

e address

B—ZFILY T bhoskmtaT U FEANLTLIZELY,

G}I m w BN B P~ /work/skmt — O pe

5.4 Linux # — 2 FJLY 7 k2 &k % Security Key Management Tool - CLI Z£1745l
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513

macOS ki

Ao oA—RLERYTr—CHEFEDITAILATHEELTLLESL,
RRED T 7 A LBHIFUTOLSICHE>TVET,
SecurityKeyManagementTool.app.zip : GUI ik

skmt-cli.zip : CLIkR

5.1.3.1

GUI ki

f7E L1= 74 IILZAD SecurityKeyManagementTool.app.zip ZEEND I A ILETHREL T E &L,
SecurityKeyManagementTool.app BT 7 71 ILTT .

[ ] Security Key Management Tool

e UFPK £ KK 5RE BOFwE Wy TSIF Update FSBL DOTF/OTFD SFp

ENESAS

Security Key Management Tool

CZ@mY =k, FPFUr—i 3 8lE DLM (Device Lifecycle Management) 8@+ o FRB O e Fravk
FulF— RT3 neaE®Y—ILTT,
F7U4r—3 28 £ DLM B User Factory Programming Key (UFPK) 3w 72T, BHaFk,A ¥z 23 »Ehild, UFPKIE
Renesas Key Wrap Service EEEL T 5w FLET.
Renesas Key Wrap Service in& Wrapped UFPE (W-UFPK) ZIRWL T <20,

FFUT—2 3 BOBHE Key-Update Key (KUK) £LTE$ 2 PILFBRET,
IORBKUK EES 2 FiA ¥z 923 v TERESBDET,

#ih—kEhEtFa VT rRECHRIC VTR, EMCUMPUDFHaX» R E8BLTIREEN,

MCUMPU &R T2 37 =F—FrhERRLT NS e a

RiTT 2ECHROMCU i MPUERIAL T a0

55  Security Key Management Tool — f&2Ef4 4 7O
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Security Key Management Tool

5. &EFIE

5.1.3.2

CLI ki

RELI=74IFRHND, SKMT CLILZip Z#EED T+ ILFICEELTLEEL, ZHILFIZA-2TWBUT
T7A4IL—REFEEDTAILFICEWNTLEELY,

e skmt

e device

e address

—IFILY T Ehoskmtav U FEAADLTLIZELY,

[ NN = skmt — -zsh — 79x24

renesas@PRenesasnoMac-mini skmt % ./ skmt Sgenkey /iv "GG5aabbaabbaabbaabGaabGaakb
aaG5aa" fufpk file="../inputfufpk.key" Swufpk file="../input/ufpk_enc_ra_sce?.k
ey" /mcu "RA-SCE9" /keytype "AES-128" /key "00010203040506870EA90ARBECADBEBF"
UFPK: 2222222322222232222322222223222222211111111117111131131111131111111131111

W-UFPK: BPPRBRARA4F4CLIT2DEF2789DEL4FR41204C6B1218D11DCEBIDCEB3TFR72DBB29DCFF4BETLS
2]

IV: GBAAGBAAREAARBAARSAABEBAABBAAGEAA

Encrypted key: BE&SBAE77&5DAZFOSBCADEAFEZAABISPETBAEL1236A43BBFCAEFFFDAD26E4L6AFLE
Encrypted key data: BHPOBREDEOBERRER4FACL72DEF2Z7BYDE4AFR41294C6B1218D11DCE1DCEES
FFB7Z2DBBYPDCFF4BE71EBE5AAREAARBAAGRAAREAARBAAREBAALBEAABESBAET 76EDAZFPEBCADEAFEZ 4
AB3ISPETBA1236A43BBFCAEFFFDED2654L466FLBBALATERS

renesas@RenesasnoMac-mini skmt % [

X 5.6 macOS #— =X FJ)LY 7 kI &k % Security Key Management Tool - CLI 21745
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5. &EFIE

5.2

e?studio plugin hix

Windows fR. Linux iit. macOS fkld. RILFIETA 2R =L, FUA VR F=ILZETVET,
UTFIETA VA P=ILELWIZT oA VAR M=ILET2>TLESLY,

5.2.1
1.

AR M=IVEE

Renesas Web# 1 kM54 % > O— K L f=SecurityKeyManagementTool_Plugin_vXXX_Windows.zip.
SecurityKeyManagementTool_Plugin_vXXX_mac.zip$ L < [&
SecurityKeyManagementTool_Plugin_vXXX_Linux.zipZ. FED 7+ LA ITEWLNTL 2 &L,

2. e?studioZEBLET.
3. estudioD A =a— [NVIH)-HERY I EITFDA VA =)L A Za—%BRL, [1 VR b—
NEAT7RTEREET
& workspace - e* studio - m]
IPAIMF) BEE Y-RS) UIPFFULIM FEF-RN) BF(A) TOVIIMP) RenesasViews =R IUEIW) | ALTH)
@ -- No Launch Configurations A |- @ £7EW)
R Qibris -l Y oL BN R BT R R P @ AMTERED v
— — - omEmE L
PR TEREES 5 = Show Context Help
25 8 T
HAR-RTOST MY A F—FYANK)... Ctrl+ 27 h+L
Seeemtan o #020RTO.
§ Renesas Help >
CMSIS Packs Management >
##  Renesas Y-)LFI-Y0:&M
@ Eclipse User Storage >
%8 Perform Setup Tasks..
%, BHOBE
E FRYIRIITOA VAR,
W  ECNpse Marketplace...
Install New Device Family Support
i AR Embedded Workbench plugin manager...
& < studiolOLTA)
B 57  estudioMA=a1— [NLTH)=EHHRYI LIz TFDA VR F—)L..]

R20UT5349JJ0108 Rev.1.08
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4. [MYARF=N]FA4T705OEMARE VERBLT, VRS F)—ZBMFA 707 2H0EFET,
TMWEBERY IR IIT7ERDTBE0I2. A VA M—ILRIZEHFRY A FIRTICERKI OFz v %
AME=FEFLEE, AR F=ILIZEBMIDOINYEITODT, FzuTEALTLEEL,

& a1 O x
HATERYIMIIF

$AREERT 0. ALESAODT-Y3YEI LT, e
tezsis o RN 7] E2M)..
(71520 || zatERe
o T BRETATRED)

O@ SERLEH M BYERA.

|

2

FIETEDYIMITFOES/ - V3V ERRL ElAYAR-IENEEERET(H)
AFd)-TEBESHEG) HEDEE?
O5-YyrREIcER TEYIMIITOBERT

BERYINIIPER JIIEBIC, A VAN LFITEEFH L TEEQ

FTA

=3
@

Al

RAN) > #T() Frvtl

5.8 e?studio [1 YR b—]|ZFA4 7 BT

5. [DRSF)—ZEBMEAT7RIDT—HATRE2U%HWLT, 1ITHRHELS:
SecurityKeyManagementTool_Plugin_vXXX_Window/Linux/mac.zipZigE#. "BIN'RE U ZB L F
E

&

ZH(N): 0-7(0)..
| |

O3l |jar‘."i|e:;’[:;’w ork/SecurityKeyManagementTool_V1 03_20221| T-T4T(A)...

OK

©) azaal

5.9 e%studio [UARY b —ZBMFA4 705
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6. [ YR F=N]F 4 F70%5IZ. [Renesas Solution Toolkit] AEBMEINEIT DT, FxvIRyI RIZ
FIVIEANT, "ANREIVERLET,
“WDERY IR ITTERDTBEHIZ. A VR M—LRIZEHFRIA FETITER OF v I &0
FFEDHBE. A VX F—LICHEEDRI DB EZENHYET, FvIaNITLE2HEBHLET,

& AL o X
HHETEZYINIIY

AVA-WLEVEBEFTYY g .
EET (W) |Exported Repository - jarfile:/C/work/SecurityKeyManagementTool_Plugin_v103_Windows.zipl/ w EMN(A)... BEE(M)...
[Zvaan | zncmRy

25 ISS/EV] EiRETNTER(D)
- TT000 Renesas solution 1oolkit

@: Security Key Management Tool 1.0.0.202211101325

1REHERInELE

#

W

M AR TE3Y IMITF DR/ - I3V ETEERL) MBI YAR-LENEERRET(H)
HAaFdU-TEBE4EG) — I EHEOFE?
O5-7ry EEICERTEAYINIITOAET

O @EEYIbIIFER akbic. 1VAR-RIZEFH FETISERIO |

ITA

@ <E36) BT Skl

510 e2studio[41 ¥R b—JL]1Z 4 7 A% - Security Key Management Tool D57

7. [MYRAP=NFAT7RITNRTENDDT, [Security Key Management Tool] A4/ X k—JL &
NETEEHRLT. " BT HREZUERLTLIZELL,

B Akl o X

AR L »
A2A-ILEnEEELE2- _).-

&5 Ji=3a D
[k Security Key Management Tool 1.0.0.202210131046 com.renesas.apltool.skn

<
#4%: EH
=4

Security Key Management Tool

@' < E3(B) FAN) > 7 Foutll

511 e2studio [ YA bF=IL]ZA4T70Y - 4 VR F—)LEEH
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8. MLWT[FM Y RELEA—[EEARTENET, TSTM VREF V00— FEIIRRENA=54
TURAFBEDURLARTENET . "FRAEXHOFEICRABELETAVERRL, "BRT'R2UE#HLT

{fZ&Ly,
& - 0
FAAELE1—
YIRIIFEA VAT BEI. SV AEEEL. AST a4 EAEUET. ) =

FA YA THAN Security Key Management Tool 1.4.0.202309121705 B)(T):

See https://www.renesas.com/document/oth/disclaimer20

® EREHOEELFSLETA)
O EREs#0FELFELERAD)

@ <E3(B) EAN) > ®TA Fuvtll

512 e?studio [ YA F—=ILFA TR - SAEVARFEE21—

9. EHETHIHEDRRIA7OINRTEINGEE., RoRShI=IHEEZF v L=, "Trust
Selected’ "2 VEBL T, 41 VA F—ILZ#ELTLESLY,

@ =Ee3 m] *

2 Do you trust unsigned content of unknown origin?

il D £ Validity Dates
Unsigned n/a Unknown nfa
[] Always trust all content FTHATER(S) BRETNTERD)
Classifier Id Version
osgi.bundle com.renesas.apltool.skmt 1.3.0.202211101325
org.eclipse.update.feature com.renesas.apltool.skmt.feature 1.0.0.202211101325

513 e2studio [{EET S5 1 705

10. e%sstudioD BILEIZ RSN AHD T, e?studiox BIREEILET,
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1.

AVAM=ILAETLEL, 7AS Y rFO[FANRTF 2154 704, Security Key Management
ToolAEMENFET,

& 70/(71: rae1

O *

(7105 27 Security Key Management Tool G f

UY-2

C/C++ FILE BE  UFPKER KUKER 8059E2Y TSIP Update FSBL  DOTF/OTFD  SFP

C/C++ —f%

Sence RENESAS

Key Management Tool

Task Tags H

aridation Security Key Management Tool

e

FOuT b F—Fo— Zmy- . TTU’I-*}'E)‘@&DL_N:‘! (Device I:Egcyc_le I'\ia_n_igement]@@ﬁ#JT*&‘@@/)"‘JI’?“}'S)'&

FouoreE FyIT-FETIHOZEEY-IITY.

Uj?*’)&"il)'g'.'_"iﬁ FFUT—3 352k DLME(ZUser Factory Programming Key (UFPK) T390 T, EF2TI0f V91793030 ET. UFPKIRenesas

STTNVIEE

Key Wrap Service B @EELTSvTLET. )
Renesas Key Wrap Servicef/ 6 Wrapped UFPK (W-UFPK)EERBL TS,

FIVT-23U 20 EFIKey-Update Key (KUK) ELTEFITICITONET.
ZOEDKUKEEFaTIA VYT vavd 2 ENBYET.

Hi-REnatF T ARE0SA0V TR EMCUMPUD FFLAV FESBEL TS,

MCU/MPUXEES TV : |RA Family, RSIP-E51A Security Functions and Protected Mode

&7 3T S OMCUSEEMPURZRL T

AT-5A50F MLT

514 e2?studio Security Key Management Tool 75441 >
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5.2.2 oA R M=ILAE

1. e2studio® * = 21— [AJLF(H)]—[e?studiolZDUVT]EEIRL ., [e2studiolcDWNWT|FA47ATERTL
9,
2. [e*studiolD2WVWTIZFA 7RI DA VA M—ILEHR2 D EWLET,

:a-:' -2 O

Renesas &’ studio

Version: 2022-10 (22.10.0)
Build Id: R20221010-0928

Parts Copyright (C) 2010-2022 Renesas Electronics Corp.
All rights reserved.

e” studio IDE is an extension of software developed for
eclipse.org.

e* studio IDE is based on Eclipse Platform 4.24 (2022-06)
and COT versicn 10.7.0,

Source code for the Eclipse Foundation plug-ins is available
from www.eclipse.org, under the Eclipse Public License "EPL"

see hitps://www.eclipse.org/org/documents/epl- 2.0/EPL- 2.0.html
and htips://www.eclipse.org/org/documents/epl-vi0.html

cecmzmomeocmescme

515 e2studio [e?studio 2D\ T]¥ 4 7O%

3. [e®studioDA VR F—ILEM|S A 7RITD[A VAR —ILEnt=Y T k7 xF7]4% T —Security Key
Management Tool Z#:#IR L., "7 A4 VR F—=JL(U)....RE2 V&ML ET,

@ < studio 01232 O
| [4vam-Nanryarorr | 4VA-NBE | 24-Fr- | T304 | B
| [P7naan “
=¥l S EV, “
@: Renesas Synergy Debug Support Files 22,10.0,w20220920-...
| < Security Key Management Tool | 1.0.0.202211101325
K Terminal (Console) View 10.7.0.202204200013
| (i TM Terminal 10.7.0.202204 110055
| @: TM Terminal Control 10.7.0.202204200013
@: TM Terminal Local Connector Extensions 10.7.0.202204200013
[k TM Terminal Serial Connector Extensions 10.7.0.202204200013
(k- TM Terminal 55H Connector Extensions 10.7.0.202204200013
@: TM Terminal Telnet Connector Extensions 10.7.0.202204200013
v
< >
The Security Key Management Teol is a key-wrapping tool for use with key- A
management systems that use security IP modules incorporated in Renesas MCls and
MPUs.
This tool is provided to assist in the secure installation and updating of user-application v

@ FHD.. | 7y vAL.. | F06F4R) BL30 ‘

5.16 e2studio [e2studio DA VR F—ILREHMI|ZF (4 70O4
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5. &EFIE

4. [PUAVARF=IFA4T7ATHRRREINDD T, Security Key Management ToolZ3EiR L T, "¥&T”

REVEHLTLEEL,

& 7oA | X

P42 A -G B
P VAN FEBELEI-LTES) o) -
E2ED S eV

@: Security Key Management Tool

<

1.0.0.202210131044

=4

Security Key Management Tool

@ < E3(8)

RAN) > | TR Foutll

517 e2studio [PYA4 YA M—=IL1FA4 705

5. estudioDBEIFIEINDIDT, e2studioFzBFBEILTLIEELY,

R20UT5349JJ0108 Rev.1.08
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6.  {ERAH

6.1 Example 1 -RX 773! TSIP D AES 128 DA oz L3V FIR

RXZ77XUYDTSIP &, MCU L TETENDZ T 7—LY9T7E2NLEEXa7HBOA T3y
EFHR—FLTWET, BDELFS AL K& 1-1 MCUMPU BEEH A D TSIP ZSBLTLEELY,

AEIRETIE, 2<DGFE. ALREHFE OTNAREZTOITSLTHILENHYET, BOIPY
LavERIITOES 3o a—RIZEOAD T ENTEEITA, BELIBEE >EHDITIL—THHS
BE. BERZIOED IV a—FhonBT 52 ENEELWVMEALHY T, ROFIET Motorola
Hex 274 ILEHER L. FRED a2y a—FRE—RIZTOISLTEHIET, 1 2FLIFEHOHEEL
XaT7ITAo0 020 TBENTEET, COHTIE, AES1288 DA 2oz arFIBIZDNT
HREALET .

6.1.1 GUI R Security Key Management Tool Z{&£H T 5154

1. MCU/MPU LB T MiER
[#EE]2 JTMCUMPU (BRSBTS VERIRLET,

XENESAS

Security Key Management Tool
Zmu=JLE. FTVT-23088E DLM (Device Lifecycle Management) @02 P RO VUl vavk
Py bETSEHOEEY-ILTE.
FFUr—2 38 DLMEE (I User Factory Programming Key (UFPK) T3 T8 T, PFaFlCa4vditovayaniy.
UFPK(IRenesas Key Wrap ServiceBEELTFILET.
Renesas Key Wrap Servicef'sWrapped UFPK (W-UFPK)EERBLT{EEL.

TV 238N EHIKey-Update Key (KUK) E-LTEFaTICITOOES.
ZOEHKUKERFATIA VTl avT 3R ENEYET.

FM-kEh 3 FUTEREOERICON TR, EMCUMPUD 1AV FEBBLTEEN.

MCU/MPUFBEES T/ : |RX Family, TSIP o

ET73gcH S OMCUERRMPUEBIRL TSN

6.1 [B®]| % T

R20UT5349JJ0108 Rev.1.08 RENESAS Page 144 of 200
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2. UFPK Z4£5K

[UFPK £RX] 2 FICUFPKEZEREL T, #H5RF*.key EVWSI T 7ML T, UFPK 7 7 M ILEF AR
LET.,. COFTIKufpk.key EVWI T 7S ILEEFFRALTULET,

User Factory Programming Key
OIAEERBERERTD
EEERERTD (321 By IIyT4TY)
| ecBb8fasc0dsdasi42ccafliadlaebeae2 e feTefoddbobebT0523c balf5c 5c

EATrA M (hey) :

C¥work¥ufpk. key =8,

UFPKI P Il EE/RT 3

6.2 [UFPK &2 7 $EEET UFPK £ K 9 5158 D4l

“UFPK 27 AILEERT BRI VBT EUFPK D7 M ILAERENET, ERICTFAILNERS
h=5E., UTOLS BRTHEEAHAIAFET,

UFPK: ECEBBFASCODSDAS142CCAFIAI1AEBEAE2346CFETEF644B9BEETO523CBAOFSCSC
Cutput File: C¥work¥ufpk. key
OPERATION SUCCESSFUL

6.3 [UFPK £R%]2 7 E1THR

3. W-UFPK QO E#
2 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
FLTW-UFPK ZEELE 9,
ST ERS1E%R (1L, Renesas Key Wrap Service W FAQ £ LLIZ7 FUr—L 3>/ — &2 ZB8EL
&Ly,

R20UT5349JJ0108 Rev.1.08 RENESAS Page 145 of 200
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4. AES128 #2774 JL% Motorola Hex 7 7 4 L TERL
BOSYEVY12 T TAES128 BO7AILEERLET,
[BOFEF 2 J T AES128" % BIR%E. [BRT—H]2 JTAES128 DET—F2EAHALTLIEELY,
“Wrapping key”IZI&. FIE2 TERKLIZUFPK 274 JILEFIE3 TEFBLIZW-UFPK 7 71 )L &
BRELTLESY, COBTEEREDES IVIXEBERBREEZFERT I EERLETS,
T74—3y MI"EFA—FAFH EERL. 7 FLRIZTFFFFO000 # AN LET,
I T4 7 U LitleZ_ELET .

BNEE @7-4
DLM/AL DLM-S5D (@) AES 128 bits w | (C)ARC4
O KUK ORsA | 2048 bits, public () TDES
OEM Root public (D ECC secp256r, public
(O HMAC [SHAZS6-HMAC
Sy
@ UFPK  UFPKI74 )L CHwork¥ufpk.key 28,
W-UFPK T4 )| | C¥work¥ufpk.key_enc.key =
i EUE EEE
v
OIBERBErERTD
ETEEERTD 16/, E9JIUF(TY) |55aa55aa55aa55aa55aa55aa55aa55aa
H A
JaA—Vuk: | ERO-FMEH w | IR C:¥work¥aes128.mot FE.
IUFATY: | Little ~ Ll7-9&amineda

FRLA:  |FFFFo0DO |

IrEERTD

6.4 BOSyELY] - [BOEME S J AES128 #7714 JL Motorola Hex H H15& 5 51

BOES #8775

O I
@ Fu7-7 000102030405060708090a0b0c0d0e0f

md

o
nd

O ilEEER - £h7r1)l

6.5 BOSYELY]-[BOT—4]% T AES128 7 7 4 JL Motorola Hex H 1 5% E 51
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EEICRTIDEUTDESITRTSINET,

Output File: C¥work¥aes128.mot A
UFPK: EC6BBFASCODSDAS142CCAFIAITAEBEAE2346CFETEFG44BOBEBT0523CBAOFSCSC

W-UFPK: 000000011020464621E30TEAFF70270246B 04 2DEABE3SABETIDC2685DE0283CEEDE2DEE

Vi FAF2AD46B11CT0CE3CAEZDTET21A9322

Encrypted key: FB57C14B20404C0F0AST269168E71ADEOZDESFSF182FBC1 216F 298755982 FD9E

OPERATION SUCCESSFUL

6.6 [BDSYELT2T TR
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6.1.2 CLI iR Security Key Management Tool A9 5156

1. UFKP DAL
A—ZF)LYITFTUTOIAIY REEFTLET,
> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5¢c5¢c™
/output "C:¥work¥ufpk.key"

6.7 genufpk 7> FEITHR

2. W-UFPK MOE#
1 TEM LT ufpk.key 7 7 4 JL % Renesas Key Wrap service(https://dim.renesas.com/keywrap)(Zi%
FLTW-UFPK ZB3 LE 9,
ST ERS1E%R (1L, Renesas Key Wrap Service W FAQ £ LLIZ7 FUr—L 3>/ — &2 ZB8EL
&Ly,

3. AES128 #7277 1 JL% Motorola Hex 7 7 1 L THAERX
LIR®D genkey AY 2V FER—SFILY T FTEITLET,

> skmt.exe /genkey /ufpk file="c:¥work¥ufpk.key" /wufpk file="C:¥work¥ufpk.key_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
[filetype "mot" /address "FFFF0000" /output "C:¥work¥aes128.mot"

UFPK 7 7 A JLIZFIE 1. W-UFPK 7 7 A JLIZFIE2 TER L=t DZEFRLET,

SFDOCO971190B

6.8 genkey 1< > KE1T4I

R20UT5349JJ0108 Rev.1.08 RENESAS Page 148 of 200
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6.2 Example 2—-RA 77 1) SCE9 Protected Mode Key-Update Key D1 > o &

-~

3

SCEORBBMORAT7IUMCUIE, TATSIVIA VA T—ABRATOEX2T7HBOI DI
3 %Y R— bk LTULET, Renesas Flash Programmer [ Z D#REFHR— b L TLVET,

TS24 71— REFERLTRELXATICA022I a0 BRI, MCU ICHRIL T
AEDaZyJa—RFARBELGWNIETY, BET7TYr—2ava—FE RALTRTS309 708X
D—BMELTA DTV VT HENTEFET, COBITE, KUIKZE1D242020x9vavg5HlE
T, BETORDT7Y IT—FETREICILET,

6.2.1 GUI lR® Security Key Management Tool B3 5154

1. MCU/MPU EREE T DU DER
[BE]2 T TMCUMPU LS TV VEBRLET,

XENESANS

Security Key Management Tool
Zmy-LE. FFU—2388E DM (Device Lifecycle Management) 20 F1FEROA 1Tl vave
Ty T-FETIRDDEEY-NTY.
FAV -3k DLME(IUser Factory Programming Key (UFPK) T392h T, EFaFicf »orivavzhy.
UFPK[FRenesas Key Wrap ServiceBEBLTFvTLET.
Renesas Key Wrap Servicef' = Wrapped UFPK (W-UFPK)EEREL T2

FHUr-2av BN EH(IKey-Update Key (KUK) EfrLTEFITICThNET.
COEDKUKERFATICA 179307 2 BN BYET.

#m-renat 1T RS0V TE. EMCUMPUD FF1AY FESBLTIR.

MCU/MPUREEEST 3% | RA Family, SCED Security Functions and Protected Mede ~

T3 EOMCUSEEMPUEERLTSEEL

69 [WE]ZT
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2. UFPK OXRK
[UFPK £ k] % JTUFPK{EZ+twy LT, ¥LIEF*. key EWDI T 7A4ILEBD UFPK 7 7 A4 ILE5ERK
LET. COBTIX utpk.key EVWIT7AILBEZFALET,

User Factory Programming Key
OilaEnsrERTD
EEEEERT3 (324 k EvIIVF4TY)
| ecBb8fasc0d5das142ccaf3a3lacbeae? 360 feTefe44bobELTO523c balf5c 5c

AT (key):

C¥work¥ufpk key E=E..

UFPKIF{ L EE/T 3

6.10 [UFPK &£RX]2 7 UFPK & REREHI

“UFPK 27 A IVEERT 5" R2 V%53 & UFPK 2 7 M ILAAERR SN E T,
EERTIBHELUTORTRASINET,

UFPK: EC6BBFASCODSDAS142CCAF3AIAEBEAE2346CFETEF644B3BEETO523CBAOFSCSE
Output File: C¥work¥ufpk.key
OPERATION SUCCESSFUL

6.11 [UFPK £pk]% 7 E1THRE

3. W-UFPK E1%
2 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
FLTW-UFPK ZEELE 9,
ST ERS1E%R (1L, Renesas Key Wrap Service W FAQ £ LLIZ7 FUr—L 3>/ — &2 ZB8EL
&Ly,
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4. KUK DAERE
KUK EfR]Z2 T TY—ILZFE>TKUK DS VA LIEZERT 5h . 256bit D KUK ZAHT S
MEIRLET, HAT7AINBITIERF* . key EWSIBBITHRELET . COFITIE kuk.key &
WS 774 WA EFERALET,

Key-Update Key
QilEEmieErERT
EEEEERTS (32001 EvIIVFTY)
| d0aec19726cbc0e2fba03866b9b465a6c 0d05bTa60362d5f435f0a3e08c 70054

HEHT7A N (key) :

C:¥work¥kuk key =8..

KUKTPf ILEEMTS

6.12 [KUK £RK]42 7 KUK 7 7 1 )L AR E

‘KUK Z7AILEERT B REVERTEKUK J7 ML EREINET, EERTIEHELUTOLS
[CRERENFET,

KLIK: DoAEC19726CBCOE2FB403866B9B465A6C0D05ETAG036205F435F2AIEABCTI084
Output File: C¥work¥kulekey
OPERATION SUCCESSFUL

6.13 [KUK &% 7 E1T#HE

5. RFP 774N T74—< v FD KUK 771 ILDERL
BOSYEVYT] 470 BOESE) 27T KUK 2BIRLET, BOT—2]2TT. #IOXTYy 7
TERLEKUK 774 LA (ZOHITIE kuk. key)EADLET, [BDOS v ELT]E "UFPK "%:#iR
L. FIE2 TERLIZUFPK 27 JLEFIE3 TG LI W-UFPK 72 7 M LEERLET, CDOHIT
(FEERRIED =, IV X EBMERBEEZFERAT S ZERLET., ‘HA/RILT, T+4—Tv rELT
RFP] Z:&IRL. RFMN*.rkey DT 7AILEZEAALET,
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BOEE 74
(O DLM/AL DLM-SSD (OAES | 128 bits ARC4
® KUK ORSA | 2048 bits, public TDES
OEM Reoot public (OECC secp256r1, public
(CHMAC |SHA256-HMAC
FuE T
@ UFPK UFPKJ7AJl:  |C¥work¥ufpk.key 8.
W-UFPKT74 )l | C¥work¥ufpk.key_enc.key ZE..
OKUK  KUEIFf )L =8
v
@I EaREEEETD
QO BEERERTS (6/(1h, EvyTIYT4TY) | 00112232445566778899AABBCCDDEEFF
HA
J#-7wh: |RFP | Jpd)l: | C¥work¥kuk.rkey =E..
I2747: |Little T-FEEMENTD
FELZ: 10000 Key narme :

TrANEERTD

6.14 [BDOSYELY-[ROIEE]Z2T KUK 77 ILERFP 774 ILTHAT HEH

BgOES #7-7
® 771l C:¥work¥kuk.key ==
O X7 001122334455667 78899AABBCCDDEEFF

6.15 [BOSYELT-BT—42]127 KUK 774 IIL%E RFP 774 ILTH AT BB EH
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EERTIDEUTOESICHASINET,

Output File: C:¥work¥kuk,rkey e
UFPK: ECOBEBFASCODSDAS142CCAFIAZT1AEBEAE2340CFETEFO44BIBEET0523CBAOFSCEC
SW-UFPK: 00000001102D46462 1E30TE4AFFT027D346B9A2DEABEISAG6TIDCI6E5DEN2EICBEDEZDETE
IV: 82C10C6000852261D4BDE3 T4485E57BC
Encrypted key:
AB3EABGB0S5BOCEDIDS04D08521ECT1751BB1CF36393F76B9D0996E5816859C62DB624C49E4DEEDDO962CT 266EALABBGER

ZOPERATION SUCCESSFUL et

6.16 [BOFYELT]2T ETHE
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6.2.2 CLI iR Security Key Management Tool A9 5156

1. UFKP DAL
—3FJ)Y T +Tgenufpk a7 REEFTLET,
> skmt.exe /genufpk

/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346cfe7ef644b9b6b70523cbadf5¢c5¢c”
/output "C:¥work¥ufpk.key"

6.17 genufpk a7 > FETHE

2. W-UFPK MH %

FlE 1 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)
[2E-> T, W-UFPK 7 7/ LZZITRY ET,

F¥#ll%. Renesas Key Wrap Service ® FAQ 3 LL[E7 TV — a3/ —bESRBLTIEEL,

3. KUK D4R
—3FJ)LY T +FTgenkuk a7 Y RZEEITLET,
> skmt.exe /genkuk /output "C:¥work¥kuk.key"
/kuk "d0aec19726cbc0e2fb403866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"

6.18 genkuk I7 > FERI{THE
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4. RFP 774N T7+—< Y D KUK 771 IILDER
A—=FJ)LY T FTgenkey AT FEEFTLET,

> skmt.exe /genkey /ufpk file="c:¥work¥ufpk.key" /wufpk file="C:¥work¥ufpk.key_enc.key"

Imcu "RA-SCE9" /keytype "key-update-key" /key file="C:¥work¥kuk.key" /filetype "rfp"
/output "C:¥work¥kuk.rkey"

FIE1 TERLIZUFPK 774 )L, FIE2 TRITWM - W-UFPK 727 M ILZFERALZET,

6.19 genkey O < > FE{THI
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6.3  Example 3—RA 77 3 !) SCE9 Protected Mode RSA 2048 ABRBD 7 v 77—k

BIX, BRICAOz a3V ENEKUKEFRLTIA—ILRTTP7YITT— T BIENTEET,
WELL FSA4/80F, £ 1-1 MCUMPU BEH A FDETNARADHHR— bk FSANETHERLESL,

TJ4—ILFTORBODT Y TT—ME, SEIEFLHETITIIENTEET, 1 DOFEIE. 77—L"
IT7 TV TT—FrD—HELTKUK TS Y TENRBEEHDHIETT, CNETSEHELAEE. CV
—RTF7ANELTT—EZEHATLIETT, ZITHEH. FIETERShA Pz ¥ 3> ahiz KUK
#{E>T. RSA 2048 NEHBDT v TT— rlZERLET,

6.3.1 GUI lR® Security Key Management Tool B3 5154

1. MCUMPU ERES T VDU DE&ER
[BiE]2 7 TMCUMPU EBES IOV EERLET,

XENESANS

Security Key Management Tool
Zmy-LE. FFU—2388E DM (Device Lifecycle Management) 20 F1FEROA 1Tl vave
Ty T-FETIRDDEEY-NTY.
FAV -3k DLME(IUser Factory Programming Key (UFPK) T392h T, EFaFicf »orivavzhy.
UFPK[FRenesas Key Wrap ServiceBEBLTFvTLET.
Renesas Key Wrap Servicef' = Wrapped UFPK (W-UFPK)EEREL T2

FHUr-2av BN EH(IKey-Update Key (KUK) EfrLTEFITICThNET.
COEDKUKERFATICA 179307 2 BN BYET.

#m-renat 1T RS0V TE. EMCUMPUD FF1AY FESBLTIR.

MCU/MPUREEEST 3% | RA Family, SCED Security Functions and Protected Mede ~

T3 EOMCUSEEMPUEERLTSEEL

6.20 [WE]ZT
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2. CY—RIT74ILMDRSA2048 BT 71 ILDERK
BOSYEVT2 T%#FEALTRSA2048 NI 7AINLECY—RIT7AILELTERLET,
[BDIEEH) 2 J T'RSA” L2048 bits public’Z:ER L. [BT—4] 2 7T RSA2048 NHABET—42 %
ABALFET,
“|RDS v E>H”(Z6.2.Example 2—-RA 77 3') SCE9 Protected Mode Key-Update Key D1 > x
93y THEBRLEKUK 27M4IILERELET, BRRIEDT=H. COFITIXIVIZELHMERBIEEE
BAT3%&RLET, ' HADIT+A—< Y MTCY—R"EBIRL., HEF*.cDIF7AILBEEEL

F9,
BDEE @7-4
(O DLM/AL DLM-55D (O AES 128 bits ARC4
O KUK @RSA | 2048 bits, public v| (TDES
OEM Root public (O ECC secp256r1, public
(O HMAC |SHAZ256-HMAC
FuET#
() UFPK, EH
® KUK KUKT7A)) : C¥work¥kuk. key EHE
v
@I EMBEEERTD
EEERERT S (16/(1 b, E9YIUT4TY) | 00112232445566775899AABBCCDDEEFF
Hh
Ta—Fup: |CU=2 v [ A ) C¥work¥rsa2048public.c =,
Little O 7-9&ameEngds
10000 Key name: |r532048pu|::-|in:
JrNEERTD

621 [BOSYEVYT]-[BOIEE]Z T RSA2048 N C V—R T 74 IILERH

gnEsE 879

O I7 )l

® F7-F Modulus(n) : | hada7aB4c1782e4dbddo13f2a261fcBR6583841 20 6e45a2068ed6d 7F 16e0cdf4d62 A
b39119563cafbT4bacbf25cfds4dbdae23bffOoebeTied4 10420 7e109b%9a8afaa0568
21efBefaab219d21d6763484785622d918d395a2a3 1 2eceB365a813 125/ 1433 14a8
2e21afd713baed17ccOee3514d4830007ccbS5d68409c97a 1 Baba2fanfofBobifada

2=H

|

Exponent(e) : [ 10001

6.22 [BOSYEVYT]-[BT—4]127 RSA2048 N C V—R T 74 IILEFHI
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EERTIDEUTDLSIICHATNET,

Output File: C¥work¥rsa20d8public.h s
Cutput File: G¥work¥rsa2048public.c
KUK: DoAECT19726CBCOE2FB403866E9B465AGC0D0SETAGO362DSF435F2A3ESECTI084
I: D21D301ABOIC209A87 2757 74FE4BAZOC
Encrypted key:
1BABF73E0101EDY2D54FoAEE4136F 302901 BDYF46919B AGE 741 44DF 04 ASETAE44BB B 18EBC1ACOFOB4TDO023024F AL
0B5BF723026BBDD330B6910F7610FE5B25137071F064321E6982239E47F 5097 A1CBDeCFoB83581442DB8880ACH1074
Fe2D21607C2ETCaCsF74327C4BAB04CT1D2D4C4ABTFAS143E7EDBETOEEEC443B9C4C5BDE2451Fa416D54B651EE2AT
9158728CB42430244922BF539F1FESE035ATT5CB830099936360FBFBE22E2A F5BET35195ET14A525F3939F 3983FA2536
FEBSOCCTOB3ZFE2FFEEE233E8578005CAFTD2ZABFE4F5482F 6447 AR4EIB55B10A5821E694328FSASB38ETDEDSECO1B4
16009eDASFBETTEC36ADUFSE56DE33SEEADTTOTE121509E062DFF4T4E1EE240228B123925D10CAS209F10B72358E5E
BEDsD7193032D
OPERATION SUCCESSFUL
623 [BDSYELI2T HTHFE
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6.3.2 CLI iR Security Key Management Tool A9 5156

1. CY—XT7A4JLD RSA2048 NI 7 A ILDER
—3FJ)LY T LT genkey IT Y FEEITLET,

> skmt.exe /genkey /kuk file="C:¥work¥kuk.key" /mcu "RA-SCE9" /keytype "RSA-2048-public"

lkey "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baa53916b46c818ab99706557a1¢c2d50d232577d1
00010001
[filetype "csource" /output "C:¥work¥rsa2048public.c”
/keyname "rsa2048public"

KUK 7 7 4 JLIE 6.2.Example 2— RA 7 7 2 1) SCE9 Protected Mode Key-Update Key D1 >z &
IVTERLEI 7ML EFERALET,

6.24 genkey 1< > FZEFTH|

R20UT5349JJ0108 Rev.1.08 RENESAS Page 159 of 200
Feb.19.25



Security Key Management Tool 6. {EMAH

6.4 Example4-RX 77 X !) TSIP Secure Update B DER A A

TSIP 2FEALEX 7RI 7—LIz 77V ITT— Y )a—23 20T, A—5TO5 I LEZBEERL
T 23— YERTFNARIZEEL, TNARAATLA—HTOSSLZEBS LTEHRIT A ENTRETT,
BRRSANGLUITH Y TILEFERLEERAEE. ® 1-1 MCUMPU BEY A RO RXTSIP D&EHRZEC
FERCIEEEL,

6.4.1 GUI R Security Key Management Tool Z{&H T %154

1. MCU/MPU LB T O MiER
[#EE]2 JTMCUMPU EREE TS UERBIRLET,

LENESAS

Security Key Management Tool

ZOY=IiFE. FFVT-23088EDLM (Device Lifecycle Management) @01 FEEODA VI10 3wk
PyIT-bETSEDOEEY-ILTE.
FFUr—2 38k DLMEE(IUser Factory Programming Key (UFPK) T3 Fan T, PFaFlca/ vyt vayangy.
UFPKI3Renesas Key Wrap Service®EELTSTLET.
Renesas Key Wrap Serviceff 5 Wrapped UFPK (W-UFPK)EEREL T2

TV -2 38N EHIIKey-Update Key (KUK) E-LTEFaTICIThRET.
COEBHKUKERFATICL v van T 3B ENEYET.

FM-rEh 3 FUTREOSRICIN TR, EMCUMPUD AV MEBBLTIEN.

MCU/MPUFBES T |RX Family, TSIP “

EidagilcSOMCUEEMPUEZERL TSN

6.25 [#®E|%T
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2. T7—LI9ITFAA—CT7A4ILDER
[TSIP Update] 2 T EAL TCRSUANYF ZEFIF =T 7—LI T4 A—CEERLET,
[RSU A H12 TTIE"RSUAY & Ver’ 2717, "4 A= 757 I2"TESTING” 2 ELFE T,
“HHA A—T7T”Secure Update” ZEIRL ., "I 7—LI T TA A= ICHESIET S
T77—LIzT7DOmot 77 A ILERELET,
[(EEIL7 FLREH]2 JTHESILd 57 FLRXEE & Data Flash D T — 2 A IMOBEEZHELF
9., ZOHFITIE, "Data Flash” ("ML ARV ZRIRLF T,
[Image Encryption Key]% 7“Key Encryption Key"IZ, 77 —LD 74 A —L 4B E1LT 58
(Image Encryption Key)# 5 v 73 28R ELET . BREDH. ZDHTIL Image
Encryption Key’ |Gl BREZ AT 5" 48 IRL F7,
[IVIZ D TlE. BEED=. COFITITHBERBEZERT " EERLET,
"HADT A=y ML F Y EERL, BRF*.rsuDT7AILBERELET,

RSUNYY  E2S4kTFLASE  Image Encryption Key IV

RSUA S er: | 1 w A A=2754 | TESTING w

6.26  [TSIP Update] — [RSU A #1427 L&

#7144~ ;| Secure Update ~

Wit Ak L i S | C¥work¥RXSecurellpdate¥user_program.mot 8.

RsUAwS ES{LTFLAZEE  Image Encryption Key IV

ETRLA: | FFE00300 |
BTPRLR: | FFFEFFFF |
256
Data Flash : FHanL&EL e
tHh
Ta=Fub: | AT s | T7A e |C:¥r.fuc:-rk¥RKSecurEUpdate¥userprc:-g.rsu E£8..

TPANEERTS

6.27 [TSIP Update] - [[ES1L7 FLAEH]% 7 thDEEH
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RsUMwS BES{LTFFL-AEE Image Encryption Key |y

Key Encryption Key

| 012345678%bcdef012345678%bodef

Image Encryption Key
® I EnREEEETS
EEERERTS 32/~ EvIIUFTY)

6.28 [TSIP Update] — [Image Encryption Key]% 7 & E |

RSUNwY  ES{LTFLAER Image Encryption Key [V
@A EnBeErERTD
EEEEERTS 16/ h EvTIVF4TY)

6.29 [TSIP Update] - [IV]1%Z T E&EHI
EERTIDEUTOESICHASINET,

Output File: C¥work¥RXSecurellpdate¥userprog.rsu
OPERATION SUCCESSFUL

6.30 [TSIP Update]2 7 ={TiE
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6.4.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJ)LY T LT enctsip ATV KEEFTLET,

> skmt.exe /enctsip /mode "update" /ver "1" /prg "C:¥work¥RXSecureUpdate¥user_program.mot"
lenckey "0123456789abcdef0123456789abcdef"
Istartaddr "FFE00300" /endaddr "FFFEFFFF" /imgflg "testing" /filetype "bin"
loutput "C:¥work¥RXSecureUpdate¥userprog.rsu”

C:¥work¥skmt¥tool >skmt. exe /enctsip /mode “update” /ver “1° /prg “C:¥wo
rk¥RXSecureUpdate¥user_program. mot” /enckey “0123456789abcdef0123456789
abcdef” /startaddr “"FFE00300” /endaddr "FFFEFFFF” /imgflg""testing" /i

letype “bin” /output “C:¥work¥RXSecurelUpdate¥userprog. rsu
Output File: C:¥work¥RXSecureUpdate¥userprog. rsu

6.31 enctsip a7 > KETH
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6.5 Example5-RA 77 3!) FSBL ##iIBE / 00— FEIFAZE D ERBFOFERAE

First Stage Bootloader(FSBL)#BE#HEEH L= L R Y R T/Af A CHEATEELRIIAE - a0 — FIIAZENE
REITWET, $EIBAE L 00— FEEBAEIL OEM_BL # Renesas Flash Programmer #{#H L TT /31 X[Z&
FRATMEIC, BIEREL — FIIAEOESHRITHEALET,

WERY—ILOY U TIVEFERALIZERAZEIE. & 1-1 MCUMPU BEY A FOEHE ZTHERIZS0,

6.5.1 GUI R Security Key Management Tool Z{&H T %154

1. MCU/MPU LB T O MiER
[#EE]2 JTMCUMPU EREE TS UERBIRLET,

XENESAS

Security Key Management Tool
ZmY-IE. FFVr-2 38 EDLM (Device Lifecycle Management) @0 ¥ 1 7H @0/ V1030t
Ty T-FETIRNDEEY-ITY.
FAr—238 Lk DLME(IUser Factory Programming Key (UFPK) T392n T, EFaTicf »uizivavahiy.
UFPK[FRenesas Key Wrap Service2EELTFYTLET.
Renesas Key Wrap Service'cWrapped UFPK (W-UFPK) EEREL T{Z21.

FAVT— 43BN EF EKey-Update Key (KUK) ELTEFaFICTONET.
COEDKUKEEFATICA vunyvayd s ENBYET.

#m-rEnatFaUTrREOFAICIV T, EMCU/MPUD FF21 AV FEZBLTOEL.

MCU/MPUEEESTY S : | RA Family, RSIP-ES1A Security Functions and Protected Mode e

T IRICHEOMCUSEEMPUEERLTEZN

6.32 [ME]ZT
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2. SEEFRAE L 00— FEEFAZ O &R
[FSBL]Z 7% AL THIIMAE L a— FIIAEZEMLET,
COFETIXTOY S LRIEAET Signature’DISEDFIEZHBALET,

“OEM Bootloader f A —J"CTERARMREHRDOEM BLO mot 77 A ILEEBELET .
“FO4S5 LBREARE T Signature’ #BIRL £,
A==V IT1EHRELET,

[FEBAE]Z JDREETVET,

“O— K275 v aftk7 FL X (hex)’I|Z OEM Bootloader MEIR7 KLRAZHRELET ., ZDHITIE
02000000 #EXE L E 9,

TFTIARA—RISYLITHERATEITNAANDIA—FR ISV 1Y A XEBIRLET, COHIT
[2MB"%#:E IR L E T,

“OEM Bootloader ¥« X" C'HBIFHE £:82IRL F T,

“REIAE CRIAZED I 7 LBEHRELET,

“O— FEEBAR CO— FIBAZD I 7 M LB ZEHRELET,

OEM Bootloader 4 A—37 1 | C¥work¥fsbl¥oembl.srec

TOUILIEEERE - (® Signature A X-J/{-Y3:
(O CRC

FERAE  OEM_BLISEE)L- P8 OEM BLISEFE

1-K759Y1EI T RL R (hex) -

TRAZAD-FIT9vav4X 2 MB

At

(ERT BT INAADHA ADRIEE, —D/NEBH A AEZIRL TR,
OEM Bootloader 44 :

(® BEETE
O HYA4ZNA (hex)
@EEFAE . | CY¥work¥fsbl¥kcert.bin

£

J-FEEERE - ‘C:¥w0rk¥fsb|¥ccert.bin =

TP 1IVeEd %

6.33 [FSBL] - [REEA®E ]2 T #hDREH!
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[OEM_BL #&REE/L— B2 TDREFTLVET,

“OEM_BL #RiE/L— FRFER T 771" %:E IR L OEM_BL #®iF/IL— FEO LB ES AT PEM 7
FAILEBELET, “OEM_BL #REE/L— FRER T PEM 7 7 A/ LEZIBE L=z, “OEM_BL 1&3E
L— 2R DEREEFETT,

ifAs OEM_BLI=ELIL-M28 OEM_BLIZELE
OEM_BLEET)L- M EE

@ Fr4 )l C¥work¥fsbl¥manifest_signer_key¥ms_ec256_priv.pem =0,
OFx7-4 00112233445566778899AABBCCDDEEFFO01122334455667 78899AA BBCCDDEEFF ~
00112233445566778520AABBCCDDEEFFO01122334455667 75892 ABBCCDDEEFF W
OEM_BLIZELI— MR #
Ird 8.
TRT-F 00112233445566778899AABBCCODEEFFD0112233445566778899AABBCCDDEEFF
00112233445566778899AABBCCODEEFFD01122334455667 78899AABBCCDDEEFF
00112233445566778899AABBCCDDEEFFO01122334455667 78899AABBCCDDEERF
00112233445566778829AABBCCODEEFFO01122334455667 78892AABBCCDDEEFF

6.34 [FSBL]-[OEM_BL #&3E/L— M2 T XAl

[OEM_BL &I % JDXREZITLVET,

“OEM_BL #2iIMBE T I 74" %E IR L OEM BL BB ONRBREESATPEM J 7 M LEHEE
LE3 . “OEM_BL REIMHBR TPEM 77 A JLERE L=, “OEM_BL BRI AR DIEEFIFE
TY,

SFEAS OEM_BL#EE)—-hg OEM_BLERELE
OEM_BLigsat i E &
@ 774l C¥work¥fsbl¥image_signer_key¥is_ec256_priv.pem £,

O Fx7-% 00112233445566778899AA BBCCODEEFFO011223344556677B899AABBCCD A
DEEFF W

O ALHEER - HAT7 ) ZE..
OEM_BLEEEFEHE8

Tl =3

nd

il:{

T —=r ar )

TXETT

[=]

122334455667 78809AABBCCDDEEFFO01122334455667 78890A ABBCCDDEEFF
122334455667 78890AABBCCDDEEFFO01122334455667 78802 ABBCCDDEEFF
122334455667 78899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF
1122334455667 78899AABBCCDDEEFFD0112233445566778899AABBCCDDEEFF

[ e |
[=]

[ |
= |

6.35 [FSBL]-[OEM_BL #&RES&])% T %6

“DFPAINEERT SR &R ERAPAEL I— FIERAENERSINET, EBITT 7 IILHERK
SNBE. UTOL S BRITHERESAEASIET,
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Cutput File: C¥work¥fsbl¥kcert.bin
Cutput File: C¥work¥fsbl¥ccert.bin
OPERATION SUCCESSFUL

6.36 [FSBL]Z 7 E{T#R

R20UT5349JJ0108 Rev.1.08
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6.5.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJLY T T gencert AT KEEFTLET,

> skmt.exe /gencert /mode "signature" /loadaddr "02000000" /cfsize "200000" /ver "1"
/loembl "userprog.mot" /oembl_private file="is_ec256_priv.pem"
loemroot_private file="ms_ec256_priv.pem"
loutput_codecert "ccert.bin" /output_keycert "kcert.bin"

C:¥work¥skmt¥tool>skmt. exe /gencert /mode “signature” /loadaddr “02000000” /cfsize 200000~
/ver “17 foembl “C:¥work¥fsblY¥oembl.srec™ /oembl private file="C:¥work¥fsbl¥manifest_signer
key¥ms_ec25b6_priv. pem” /oemroot _private file="C:¥work¥fsbl¥image signer_key¥is_ec256 priv. pe

m~ /output_codecert “C:¥work¥fsbl¥ccert.bin” /output_keycert ~ C:¥work¥fsblYkcert. bin~
Output File: C:¥work¥fsbl¥kcert.bin
Output File: C:¥work¥fsbl¥ccert.bin

6.37 gencert O< > KE{TH|
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6.6 Example6-RA 77 3') DOTF HREKO 70455 LKESIEA X

DOTFH#EEZFRREH LI R Y RTINS A THEAAREGLI—F 7 TV r—2 3 VOBEILEEITVET,

MBI RESANOY U TIVEFERLIERAEIE. ® 1-1 MCUMPU BEY A FOERE CHRLIES
LYo

6.6.1 GUI lR® Security Key Management Tool B3 5154

1. MCU/MPU EREE T DY DER
[BIE]2 JTMCUMPU LRSI VDV ERBRLET,

XENESAS

Security Key Management Tool
Zmy-ILE. FFUr—23488E DM (Device Lifecycle Management) 20 S FEEOA Y1793y d
Ty T-FETIRNDEE Y- TY.
FAVr—238 Lk DLME(IUser Factory Programming Key (UFPK) T390 Eh T, EFaTlcf »3izivayeh iy,
UFPK[FRenesas Key Wrap Service® EELTF9TLET.
Renesas Key Wrap Servicef'cWrapped UFPK (W-UFPK) EERELT{EAL.

FIVT—2 3 BN EFIKey-Update Key (KUK) £ LTEF2TICITONET.
IOEHKUKERFATICA VI vasd 2 ENBYET.

#m-tenat 1T rRE0FACIV T EMCUMPUD FF1AY FESBLTOR.

MCU/MPUREES T4 . | RA Family, RSIP-E51A Security Functions and Protected Mode e

ST 38ICH EOMCUSEEMPUEERLTGEEN

6.38 [#E]Z 7
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2, D7—LI9TTAA—CDEE
[DOTF/OTFD]Z2 J%#ERAL T, 727 —LDIT7A *—COEESILETVET,
“EXA A=V THESIETEZITI7—LITIT7TOmot 77 ILERELET,
‘BEBIET R A—CDT7 FLRARHICEXA A —P TADShEBESLEREZEELET .
“BRERT FLREEEILTH57 FLRE, BBESNDT FLANERLGDIGEICTEEZLET,
COHITIE, BESEEREIL 90000000 A 5 90000FFF, "85k 7 RLRNIEXAS A —SERL EH

ELEY,

Eargd-. | C¥work¥dotf¥userprog.srec =8,
ESkT31A-YOTFLA%EH EEE TR
O £7-5:=24 ® FXAA-TLAEL
@ EELTELA () PFL-AESE (hex) | 80000000

ESESTELA (hex) : | 20000000
ESLETTELA (hex) : | 90000FFF

6.39 [DOTF/OTFD]4# 7 - Plaintext Image. BESbL&E. E1T7 FL XADEEH

3. BEEEIVORE
‘AA—DRBEIERICIES{ETCHERAT IEEZERELET, COBTIXAES128 DEZFEALET,

‘“VICEXA A—DDESETHERT D nonce ZRELEFT . COBITIEIBRALDT=O. IV ITELEE
BREEERT 5" 2 ERLET,

13-JRES R

AES-128 ~

Q71N -
@ Fx7-4 0001020204050607080904A0BOCODOEDF

v

OEECE - a3crr

EETEREE 16/ &, E{E100Fy REER) | 00112233445566778890AABBCCDDEEFF

6.40 [DOTF/OTFD]%4 7 —Image Encryption Key., IV %3l
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4. HAT7 74 ILDERE
“BEBIEA A—DICH AT BT 7 M IILEEEBELET,
‘WA A—=DDOF FLREQAVTUY' T, BATHEO—IAFHOT RFLRE, BBELRLEDN -
EXT—2 %805 EHRELET,

‘ANT7Z7ANDT FLRZFERICFz v I F AN, "BEELET—2UNDERIC, EXT—4%
OB NIFIvIEANTET,

EEq{E4 -3 | C¥work¥dotf¥dotf_userprog.srec =0,
HAMA-YTFLAEIITIY
® A NI7ANOTELAEER M ESELET-YLUADEEL. FXT-5E50H
O B®T7ELA0
| ESAA-JTr L ER
6.41 [DOTFIOTFD]Z J — BBEItkA A—Y HAA A—DDTFT FLREQVTUY REH
EERTIBHEUTOLSICHASIAET,
Output File: C¥work¥dotf¥dotf_userprog.srec
K.ey: 0D0102030405060705090A0B0C0D0ECF
Counter 932225FSEEFBS04EFETSEEED19000000
OPERATION SUCCESSFUL
X 6.42 [DOTF/OTFD]% J SRiT#HR
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6.6.2 CLI iR Security Key Management Tool A9 5156

1. #—=FJ)LY T FT encdotf ATV FEEITLET,
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0CODOEOF"
Istartaddr "90000000" /endaddr "90000FFF" /incplain
Iprg "C:\work\dotfluserprog.srec" /output "C:\work\dotfidotf userprog.srec"

C:¥work¥skmt¥tool>skmt. exe /encdotf /keytype "AES-128" /enckey “000102030405060708090A0B0
CODOEOF™ /startaddr “90000000” /endaddr “90000FFF” /incplain /prg “C:¥work¥dotf¥userprog.
srec” /output “C:¥work¥dotf¥dotf userprog. srec”

Output File: C:¥work¥dotf¥dotf_userprog. srec
Key: 000102030405060708090A0BOCODOEOF
Counter: 81E4EE532AA836BBBB247754E9000000

6.43 encdotf 27> FEITHI
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6.7 Example 7-RA 7 7 ) Secure Factory Programming #8EFERED 705 5 LK
FtAE

Secure Factory Programming ##E T 9 5 =8 D Secure Factory Programming 7 7 A JL(* .sfp)&H A
LFET,

¥ : Secure Factory Programming 7 7 1 JLIZIZU T RDEEEEZED LI ENTEFHA. T o DHEEE
X, BIOAETCTNARICAANTI2HENHY FET,

% 6-1 Secure Production Programming [ZBIIMABELZ T 7 1 L

IEH WEITIGE ANAE
A—HROEA FIV5—=2avhEXa7IEAS |GUI O [BOSYELT2T B6[BODS
N-REVELTEHEHE v EVY14 J) F£i=Ik genkey CLI O <%

YK (45genkey ARV K 7L 3)
FHEALT, BEG . rkey Z7AMILET
RTERT B, BOFAICERT S UFPK
I%. Secure Factory Programming IZfE ¢
HUFPK LRILTHILEEHY FE A,
BEEIEAE ZELFATE FSBL 2R 5158 GUI D[FSBL]%Z 7 (3.8 [FSBL]%Z J) 1=
X gencert CLI <> K (4.7 gencert A<
YFE AT ay) 2ERLT. BEG/NA
TUBRBRAE D 7 A ILEERKT 5,

a— FEEEAE ERRBIHEDL LLIECRCHEEICK | GUID[FSBL]Z 7 (3.8 [FSBL]% J) #F1=
% FSBL 2R ¥ 4546 I% gencert CLI I <> K (4.7 gencert A<
YK T ay) ERLT. BEGNA
FTYI—RAAE T 7 M ILEERT b,
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6.7.1 GUI iR Security Key Management Tool Z{&£H T %154

1. MCU/MPU LB T O MiFER
[#EE]2 JTMCUMPU ¢EREE TS U ERBIRLET,

XENESANS

Security Key Management Tool

ZDY=-IE, 7TV r—3Y8 DM (Device Lifecycle Management) 2D ¥ 17HEOS Y I1TV3ave
TYIT-MERATIEHDZEY-INTT,
T7FUr—3v8 DLME[{User Factory Programming Key (UFPK) T Tan T, a7/ VY1073 vEnzyd.,
UFPKIdRenesas Key Wrap Service® @R LTIV /LET,
Renesas Key Wrap Service/*5Wrapped UFPK (W-UFPK)EERIZL TLIEEL,

TV -3V OEFEKey-Update Key (KUK) ZMLTEF2TICITHONET,
COEHKUKECF1TICA VI Y3V 2ERHYET,

Y- tand 52U T HEEEQFEIC OV TE, EMCU/MPUD FFIAVFESBLTLESL,

MCU/MPUXEESTI VY : RA Family, RSIP-E51A Security Functions and Protected Mode v

AT AEICH ROMCUZ T EMPUZE ZEIR L TSN

6.44 [E]ZT
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2. D7—L9ITAA—CIT7AILDER
[SFP]% 7 #{#f L T Secure Factory Programming 7 7 1 JL(* .sfp)ZER L E T,
[P7—LIDITTA A=V TEXA A=V THEBILT DA TOITSLEEELET, 7710
EIRLTEMARZ OTEMLET,
“MCU/MPU’ T3 % MCU/MPU 18 ZRIRLEI ., ZOHFITIE” RASDI/MITIERIRLET,
“BIEDLM/AL R T— RN TI7—LITTAA—DEEAAEDEBE DLMAL R T— FERIRLE
¥, COFITIEOEM PLO with AL2_ KEY’%#:ZIRLZE T,
X7 TIATSIVTIFAIVTHA I 7AILEERELET,

Tr-LIIFA A=Y {4-JEES{k# Nonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #H ¢ |*

PFATTOIZI T TP EDIFILIF-LIITPA A-VETNTERLET.
FlE LTI, I35y A=, OEMT-bO-5-. 1 Fa P4 A=, FEOF2TAA-JBRENBYET.

Fard d- | C¥work¥sfp¥userprog.srec ..
S0

T4l BT
C:¥work¥sfp¥userprog.srec ik

MCU/MPLU RABD1/M1/TH ~

EEDLM/ALZT—b: OEM PLO with ALZ_KEY w

b%17T0755774 ) : |Céworkisfp¥sip_userprog.sfp 2B..

E¥A7TOIZIVT TN EEL

6.45 [SFP]—[ZF7—LDITFAA—=]2 T tDHEH
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6. fERAH

3. MA—CHEEBER|Z TORELZTVET,
‘BT —H(AES-128)'TA—HTOVFLELU/INT A= EROESILICERT %5 AES128bit T —
REREELET.

IVIEBED=, COPI TR EABERBEEEZERT 5 ERRLET.

“UFPK 2 74 IV ICUFPK 7 74 )L, “W-UFPK 2 74 L' ICW-UFPK 2 71 JLZEELET,
UFPK 7 7 4 ILE LU W-UFPK 7 7 4 LD AR A% (E 6.1Example 1-RX 77 £ 1) TSIP M AES 128
BOAOz )V a FIEDFIE1~3 SR LT ZE,

O F7A I
® Fx7-5

v

UFPKI7A L :
W-UFPKT 74 .

Tr—LIFA 4—3 AA-UEE{LE MNonce AL2/SECDBG_KEY AL1/NONSECDBG_KEY Boundary #H 4!

&7 -9 (AES-128)

o
nd

| 000102020405060708020a000 0d0e0f

QO ilEEER - £h7rv )

@ AEEmREEEET
O EEEEREETD (16/(4 k, E9TIUTATY)

001122334455667 7BE00AABBCCDDEEFF

o
nd

C¥work¥sfp¥ufph.key

C¥work¥sfp¥ufplk.key_enc.key

6.46 [SFP]—[4 *—THEE{LiE]2 T HEH
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4. [Noncel? JDHREETLET,
‘W(TATSITUTNRGA—EYBEPINV(T7—LITTA A=) IXEBRIEDT=H. ZOFITIXE
BEMMEZHERT 5" EBIRLET,

“IV (AL/DLM £8)" [ Z DI TILHEIRFE T,

]

Tr—LIIFAA—4 A A-UEES4k#@ Nonce AL2/SECDBG_KEY AL1/NOMSECDBG_KEY Boundary #4 ¢
IV (70T F225 1N54-5)
OEan: gl
ETEEERTS (12/(1 &, E9JIYT(TY) | 00112233445566778899AABB

IV (77— hDITA A=)
@I EmgErERET2

EEEEERTD 12k, E9TIYF1TFY) | 00112233445566778899AABB
IV (AL/DLME)

AEEamsErEEdTd

EEEEERTI 12/ EvIIUF4TY) | 00112233445566776899AABE

6.47 [SFP]-[Nonce]%2 7 E%7E

5. [AL2/SECDBG_KEY]Z JDHREZITLET,
“BT—H"TAL2_KEY L LTHEAT 5 AES128bit BET— 2 FIBELET,
WVILHBRRIED -6, COBITIEAMEMBEEZERT 5" Z:EBRLET,

¥

IP—LITTFA A% A A-UEESEE MNonce ALZ/SECDBG KEY AL1/NONSECDBG_KEY Boundary #4 ¢

g#r-9

O 771l v
@ Fx7-5 (7777777777 7888s888ssse

O EL#EEE - NI -
v

@ ALEEmREEERTS

ETEFERTS (16/04 k, FufTUF47) | 00112233445566778890AABBCCDDEEFF

6.48 [SFP]—[AL2/SECDBG_KEY]% 7 &4l
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‘a7 TATSIVITT7AIVERRS > EHT & Secure Factory Programming 7 7 1 LAV ERK
SNFET, ERBICT7FAILDBERINZEE. UTOLSBETHENEASINET,

Output File: C¥work¥sfp¥sfp_userprog.sfp
OPERATION SUCCESSFUL

6.49 [SFP]2 J EITH#R
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6.7.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJ)LY T LT encsfp ATV FEEITLET,
>skmt /encsfp /mcu "RA8D1_M1_T1" /enckey "000102030405060708090a0b0c0d0e0f"
/trn "OEM_PLO_AL2" /prg "C:¥work¥sfp¥userprog.srec”
lal2key "77777777777777778888888888888888"
lufpk file="C:¥work¥sfp¥ufpk.key" /wufpk "C:¥work¥sfp¥ufpk.key_enc.key"
loutput "C:¥work¥sfp¥sfp_userprog.sfp”

C:\work\skmt\tool>skmt Fencsfp /mcu "RABD1I_M1_T1" Fenckey "000102030405060708090a0b0cOdBeBT"

/trn "0EM_PLB_ALZ2" /prg "C:\work\sfp\userprog.srec” /fal2key " 1117 THITTHITTTT788888888888888
88" /ufpk file="C:\work:\sfph\ufpk.key” /wufpk "C:\work\sfpiufpk.key enc.key” foutput "C:\work]
A\sfp\sfp_userprog.sfp”

Output File: C:\work\sfp\sfp_userprog.sfp

C:\work\skmt\tool>

6.50 encsfp a7 > FETHI
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7.

TEFE

7. FEFHE

7.1 Windows IREBEF RO T A A T LA EKTE
Windows BT, 24> R7A VS L < 1L e?studio 7554 VD GUI T, T4 R TL A BELHIE

DETFELUNDEFEIZLIBEIZ. FA4 700 2ENRETTEHVNMEENHY £,
=L, UTOAETCRRINHEINZGHGENHY FT,

1. BT 7274LEHT )Y
ARV EFE7OVBRDES

29LFET,
. SecurityKeyManagementTool.exe

e2studio 7594 VDB E . e2studio.exe
* e2studio.exe (&, e2studiof YA F—J)LL =T+ ILF A eclipse 7+ ILFIZHY FTT,

2. JanF4-E#HKER D

B DPIZENDEF] RAVEWMLTCLESL,

3. TEDPIRT—ILEBEEDLEE]
TBEVWDPIRT—LOEEELEZTLET, | TFTVvIEANT
KB NDETIT: TVRATL] ZBATLESL,

=

=8  ERiE FIOLE£ brals 38 Lmo-vay

ZOT0ISLHZ0/(-530D Windows TELEHELEWES L. Bl
DESIN2-F42T Y- NERTLTEIL.

B

BiEt-
OEE

Windos

G

SecurityKeyManagementTool.exe) FO/{ T4 =

03 ofo4d5h0E DP EEEERLET.

JO04ZL.DPI

O [T TOEETRECOETEERALT. 07075 L0AT -V
TOFEBEEETD i

=T AT-LOEEBTEEC

Windows A A 4 &I Y 7427140 DPI A EEEnaeL. 70
ISLAEPFTRADILABYET . IO TOISLERICE S AV 741

AFLAICEESN TS DRI EERALT. 20705 L0AT-UYT0RE

BERETIZENTEST.

ROBE. A Y FAATVAZHESN TS DPI EERTS:

Windows [CHA 24 JLIzEE

SwemiEsD

e

= DRI AT- I SBED LSE

1) DPI AT L OB IFE L SELET.
My xmnoza:

VATh 2

OK oot

|

7.1 SecurityKeyManagementTool.exe ® 70/ F «

B DPIRT—ILDOLEEZ=]
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7.2  Linux kit e2studio plugin ERKEDTEEIE

Linux IRIET. e?studio 7371 ViREFERINZHEE. 1 VA F—ILRICAT U RFA4 VEFTIT 7ML
EITHERZHRET ILENHY FT .
e2studio [IZ 754 4 »® Security Key Management Tool 4 >~ & b—)L#. e2studio 1 VR F—IL T #
IWEDUTD I 7AIVICEITHEER/E LTI,
/eclipse/plugins/com.renesas.apltool.skmt_X.X. X XXXXXXXXXXXX/cli/skmt

7.3  macOS ik e3studio plugin {EABD;TEEIE
macOS IRIET. estudio 7554 VIiiEFERINSEE. 41 VXA M—)LEICAT U RFSAVETI7AIL
[CRITHERZRET IRLELHYFET,
e2studio [IZ 754 4 »® Security Key Management Tool 4 > & b—)L#. e2studio f VR F—IL T #
WEDUTD I 7AIVICEITHEER/E LT EEL,
/eclipse/plugins/com.renesas.apltool.skmt_X.X. X. XXXXXXXXXXXX/cli/skmt

74  macOS D HFIREIE

macOS hRIFTAT Y K54 ViR, RV K7 B VAR, estudio T35 4 VD LT OBEEICHIBRAH Y F
EE

R 7T-1A RS54 URHIREE

avw ok AT av HIPR = IR
genkey LITHED/keytype T 3 VIEER FHTEEEA,
2. /key AT a3 o EEK L TRER “Error: For BRAINPOOLPxxxR1-PRIVATE,
#1795, key option cannot be omitted when using MAC
"brainpoolP256r1-private” OS"EVNSITF—MRYET,

"brainpoolP384r1-private”
"brainpoolP512r1-private”
LUTHEDkeytype = T 3 Ui ERF FHTEEEA,

IZ. /key AT 3> TPEM 774 JLA | “Error: For BRAINPOOLPxxxR1-

NETI, PRIVATE/PUBLIC, PEM file cannot be
"brainpoolP256r1-public”. specified when using MAC OS."& VS T 5 —
"brainpoolP256r1-private”. ARY FET,

"brainpoolP384r1-public”.
"brainpoolP384r1-private”.
"brainpoolP512r1-public”.
"brainpoolP512r1-private”.
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=& 7-2 X3 K70 VAR, e?studio plugin MRFIREIE

27 1B HIPREIE
BDOSvEY | [KeyTypel? 7T. UTDHEEEEIR RAERKETERATEEE A,
g K. [KeyData]® 7 T’Random”%:EIRL | Generate file R4 v &#09 &
TRERTITI, “Error: For BRAINPOOLPxxxR1-PRIVATE,
"brainpoolP256r1-private” key option cannot be omitted when using MAC
"brainpoolP384r1-private” OS"EWVWSITF5—MRYFET,

"brainpoolP512r1-private”
[KeyType]2 7T, LIT D#EZREIR PEM 77 4 LERAFE A,
BF. [KeyData]? 7 T'File"#:EIR L TA | Generate file R4 > £ #¥ &

AIZPEM 27 A ILEERT 5, “Error: For BRAINPOOLPxxxR1-
"brainpoolP256r1-public”. PRIVATE/PUBLIC, PEM file cannot be
"brainpoolP256r1-private”. specified when using MAC OS."& V5 T 5 —
"brainpoolP384r1-public”. MNRYFET,

"brainpoolP384r1-private”.
"brainpoolP512r1-public”.
"brainpoolP512r1-private”.

7.5  Secure Factory Programming #8e D #IfE 18

Secure Factory Programming 8 CHIATE 51— IO S LA A—DH A XIZIELERAHY £9 .

A—%7045 35 LA A—T1&, Boot Firmware ® 7 7') r—< 3 >/ — b Encrypted Data Write Command
- Data Packet [Encrypted User Data] - DAT - User data and write address/size TE&Z N b 7+ —< v FZHE
DTHEEINFET, DEISAz2—FTATS LA A—DDEF YA XD LBEMN16MBIZHEY ET, ZDi=
& Secure Factory Programming #8e CRIATE 21— TAT S LA A—DDHERKRY A XL 16MB & Y £/
SR XY FET,

Security Key Management Tool Tl&, & AKH 4 AULDI—HFTOT S LA A—OHRAASA TG
B, UTFTIS>—%2HALET,

Error: The user program information to be encrypted is too large. The total size of the user program
information is less than 16MB.

7.5.1 Security Key Management Tool @ User data and write address/size fER A&

Security Key Management Tool Tl&. write address/size fEfiFx1—H 7RIS LA A—CDaA—FKIT5y
Pa, T—A273via, OFS B DEEEDEZT AABL(R/IN16 /N1 M) TEITHMLUET, £, 5B
72wl a T EE%E extaread/1 TIEE LHE. HESNEFTAAHEN I & (T write address/size 153k
MLET, =1L, T—20EHKT H15E(d. User data D717 T User data and write address/size % 1
B LFET, Userdata BiDwmAHY A X% 1024 /34 LT,

5l : BT B4 A—2 HNEET S v o AE ) FEE 0x90000000~0x9000040F 2T — 42 H7FTE
extarea0 “0x90000000” “Ox9000FFFF” “16” &% ERF
Encrypted Data Write Command - Data Packet [Encrypted User Data] - DAT ADT—42 &L T
Security Key Management Tool [&
184 kB ® DAT : SAD+SIZE+Reserved+(0x90000000-0x900003FF M7 —4 )& E&1t
2 /8%y B ® DAT : SAD+SIZE+Reserved+(0x90000400-0x9000040F M T—42 )& a5 1t
ERBESCT—REHERLET,
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76 RAUEKE7OVERYE L <X e3studio Plugin kiR [SFP]2 7 77 A LR ERDHIESE
18

[SFP]Z2 JAD[ 7 7—LITTFAA—12 T TEXa 7705530525774 IV EHRERIZ, B4
ZHICTRITBEEZ LEEES. EXa7 70550977/ ILDEBMNTETEEA,

(1) RERH

1. UTEDOKLSIZ. F8H L <&, Security Key Management Tool A —a— “T 7 A JL" — “BRTE ZiRAiA
O'T, EF2T7T0ITSIVTETIT7AINERE,

Jr-LIIPA A3 fA-TEES{r# Nonce AL2/SECDBG_KEY AL1/MONSECDBG_KEY Boundary #434*

P¥ITIOIZZ T TP M EDIFIIF- LT A-VETNTERLET.
BlELTIZ. I3y A=, OEMT-F0-F—, E¥a71 A=, SEFa P A-UBENBYZT.

T A-u ;| CH¥work¥skmit¥sfp_2.srec ‘ 8.
B0
Tr{ & EhiF
C¥worlkdskmit¥sfp_1.srec Ak
C¥work¥skmt¥sfp_2.srec gl

7.2 [SFP1Z2 T - [77—LDxFTA*A—DIRTTI7AIERTE

2. Security Key Management Tool A —a2— “T7 A JL" - “B/EZFHAAL"ZEFHAL T, [SFP1Z2 TAD[Z
F—LOITAA=VI2 TDEFXaT7IOATSI VT ETST7ALNERSINTVSERETI 7ML
AR,

E Security Key Management Tool
Jrdll. #x ALT

BEERFYD.. =

BEEEHAL..

JI7-LITPA AU FITICEAE
=aEniEEl

Tr=hRITAA=%  fo—iEEdaE

7.3  Security Key Management Tool MR/ E & xHA L
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3. 1DFIETHELzEXa7IOTSIVIETST7MAILDHE. 2O[REIT7AILTHRESND L
X7 TOTSIVTEFTIT7ALDEHANE T7AIULIZHEZBE, REIT 7 A ILEHRHAH
BICRRENDS REFFHAAFFELIZ] EVWSFAT7OIRRRINFEREA,

NETIE4 77MIVREBFLTORREICHE>TWSED, (X277 0553 05774 ILER)
REVERTE, UTIS—HDMRTRINET,

Error: Up to 3 prg option parameters can be set.
OPERATION FAILED

X 7.4 4 T7AIWUEEF2T7TOTSIVTI7AIILEERELEEENDIS —

(2) [EEE%R
[P7—LDzTAA—=DI2 TDHEIBRZ VEBLT, FELI 7ML, HLLETRTOI 7 ILZHIER
LT, 727M4ILDHBREZPYELTLIEELY,

vl N
C¥work¥skmit¥sfp_1.srec EULES
C¥work¥skmi¥sfp_2.srec Hi[f
C¥work¥skmit¥sfp_1.srec EIS

7.5 [Z7—L2xT7A*A—=212 7T HIREREZ Y

HIRAR 2 &R LI-EEIZ, UTIS—SA47RTNHSBENHYES. COHEAE. OKKREZVEHWL T
KIfZEW, Z7M4ILHHEIBRENES,

B’ Internal Error O *

"-.I Internal Error

Reason:
java.lang.ArraylndexOutCfBoundsException: Index 3 out of bounds for length 3

7.6 IS—547RYJ
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8. {8

81 ZSA4t2R
RKYITEYz7THEALTWEA—TUY—R54TSUDSA LV RELUTITRLETS,

(a) .NET

A 7 bz 7I(ENET Foundation®DA—T>Y—RY I bz 7 NETEERLTWLWET,
NETDZA U RELUTEISSEIEZEL,
.NET License :
https://github.com/dotnet/runtime/blob/main/LICENSE.TXT
.NET Foundation :
https://dotnetfoundation.org/

(b) Inno Setup

AY 7 b7 OwindowshRD A > X b—FI&Inno SetupZEH L TERRLTLET,
Inno Setup DS A U RIFUTZE TS FZELN,
Inno Setup License :
https://jrsoftware.org/files/is/license.txt
Inno Setup :
https://jrsoftware.org/isinfo.php

(c) NSec

KYT bz 7DEA25519D B E S HERE(X. NSec5 /4 TS Z#FRALTWLWET,
NSec DS A LU RIFUTE#TSHELLIEELY,
NSec License :

https://nsec.rocks/license
NSec :

https://nsec.rocks/

(d) Bouncy Castle

AY 7 b7 DmacOSkMencsfpa < > K TlEBouncy CastleZ AL TWLET,
Bouncy Castle D54 £V R IEIUTE TS ZELN,
Bouncy Castle License :
https://www.bouncycastle.org/about/license
Bouncy Castle :
https://www.bouncycastle.org/
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8. {I&k

8.2 Renesas File Key Format

8.2.1 TE¥FARITIA—<T v bk
% 8-1Renesas File Key Format T¥X k74—< v b
Item Specification
XFF| ASCII
(Unicode 4> multi-byte character (X{EFATEEHA)
EHXF TAB(0x09) / Space(0x20)
1ITORRNA bR 80 bytes
#Fa— K CRLF(0x0D,0x0A) / CR(0xOD) / LF(0x0A)
Base64 Chars = Alpha / Digit / "+" / "/"
Pad = "="
Line length = 64 chars (BR#&1T1E& <)
8.2.2 T7ANLDT—2EE

T7ANDT—REUTOIERNLEREIAETS,

<Header>
<Base64Lines>

<Footer>

<Header> & <Footer> EEXF35ITY .
Header = "-----BEGIN RENESAS KEY-----"
Footer = "-----END RENESAS KEY-----"

<Base64Lines> (£ 4)TRENDIBET—FD/NAF ) T—4 % Basebd T LI-XFITT, 7vI2—%D

T, ATIFERLES,

8.2.3 77 14 IILDHLERF

" . rkey"
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8.24 BT—4

8.2.4.1 Bis
BT—R(ELUTOEEL YA XZRYET, T—4 & big-endian LU T,

% 8-2 Renesas File Key Format #57—4 &

Name Type Size Description
Magic code Char[4] 4 Bytes "REK1"
Suite Version Integer 4 Bytes T—RIT+—Iy b= 32 1
Reserved Byte[7] 7 Bytes 0
Key Type Byte 1 Bytes [DLM ##]
0
[ —H#)
Keytype 1B

(Keytype {E[% 4.5.2keytype 4 7T 3 & SE)
Encrypted Key Size Integer 4 Bytes "Encrypted Key" ( = N bytes)®H 1 X

Byte[36] | 36 Bytes | Renesas DLM H—/A—Mm 5k ffEhd W-UFPK 7 7 A JLOD{E

W-UFPK BHID4/34 ~IFshared key number
%Y D 32 /84 +HYWUFPK &
Initial Vector Byte[16] | 16 Bytes | A—H &5 v T3 5L EITFERALIZEIEAY 2
Encrypted Key Byte[N] | NBytes | UFPK T3 v JLfza—+# L MAC B
Data CRC Byte[4] 4 Bytes T—4X M CRC-32 jHHEE

#)4AfE = OXFFFFFFFF
Magic number = 0x04C11DB7
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8.2.5 Encrypted Key 5tE&E

A—HEEZUFPKE LLIFKUKTS v 735 L EDESIE EMACERIZUTORXTITLET,

RAZ7 3 1), RXZ7 2 1), Synergy Platform®Encrypted Keyst &=

uint32 t i = 0;

uint32 t n = User key byte size;

uint8 t IV[16]; // Initial Vector (128bit)

uint8 t CBCKey[16] = UFPK[0:15] or KUK[0:15]; // CBCKEY in either UFPK or KUK
uint8 t CBCMACKey[16] = UFPK[16:31] or KUK[16:31]; // CBCMACKEY in either UFPK or KUK
uint8 t User Key[n]; // Plain text User key

uint8 t MAC[1l6] = {0};

uint32 t encrypted key[n]; // Encrypted Key

for (i = 0; 1 < n; i1 += 16)
{
MAC[0:15] =
AES128-Enc (CBCMACkey[0: 15], xor lébyte(User Key[i: i+15], MAC[O0: 15]));
encrypted key[i: i+15] =
AES128-Enc (CBCkey[0: 157, xor lé6byte (User Key [i: i+15], IV[0: 15]));
IV[0: 15] = encrypted key [i: i+15];
}
encrypted key[i: +15] = AES128-Enc(CBCkey[0: 15], xor lébyte(MAC[O0: 15], IV[0: 15]));

*: AES128-Enc()l&. AES ECB £—F # K 128bit DEESILERLET
5% BERICERT SR FI518: BT EIFEXT—4

RZ/T2M2, RZ/T2ME, RZ/T2L, RZ/N2L, RZ-TSIP®Encrypted Keyit &=

uint32 t n = User key byte size;

uint8 t IV[16]; // Initial Vector (128bit)

uint8 t CBCKey[16] = UFPK[0:15] or KUK[0:15]; // CBCKEY in either UFPK or KUK
uint8 t CMACKey[16] = UFPK[16:31] or KUK[16:31]; // CMACKEY in either UFPK or KUK
uint8 t User Key[n]; // Plain text User key

uint8 t MAC[le] = {0};

uint32 t encrypted key[n]; // Encrypted Key

MAC[0:15] = AES128-CMAC (CMACkey[0O: 15], IV[0: 15], User Keyl[O: n-1]); *1
encrypted key[0: n-1] = AES128-CBC(CBCkey[0: 15], IV[0: 15], User Key[O: n-1]); *2
encrypted key[n: n+15] = MAC[0:15];

*1 : AES128-CMAC()I&. #E& 128bit ® AESCMAC £RiEEEZRLET,
5% BEESEE. F518 : Initial Vector £=51%: TXT—4

*2 : AES128-CBC()I%. # & 128bit ® AES CBC BESLEEERLEY .
E—5I%  BEESEE. F518 : Initial Vector £=51%: TXT—4
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8.3 Secure Factory Programming File Format

8.3.1 T7A4ILTA—< vk

TLV 7 4 —IL RSN DOEFERS EEMT S [Pre-Data 74 —IL K] . TLV 7 4 —IL FDOHY A X% 1Hh
95 [TLVLength 74 —JL K] | BEHILT—2 £4&#MT 5 [TLV(Type-Length-Value)7 4 —JL Kl THER S
NdNAF)IT74ILTY,

[Pre-Data Field)] [£ MCUMPU IZ&2TI7 74N T+#—<y bHNELZYFET, £D MCUMPURED T

FANTA—T Y MZHEBZMER 83 FSEBLTLEEELY,
T—#4 & Big-Endian QiU TT—2 #EBRELF T,

% 8-3 MCU/MPU & Pre-Data Field %t i3

Format Version

MCU/MPU

Format Image

VA1

RASD1_M1_T1

8.1

V2

RA4LA1

X 8.2

LV
Length

— N

Header(268byte)

TLV1(variable length)

TLV2(variable length)
TLV3(variable length)
TLV N(variable length)
4

TLV length(4byte)

— Header Field

— TLV Length Field

—  TLVField

8.1 V1 74—y b A—DE
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Header(92byte)

Parameter(60byte)

-------------------- DLM_AL Key length(4byte) | Pre-Data Field

DLM_AL Key(variable length)

Nonce and MAC for encrypted user data(28byte)

.................... TLV length(4byte)

TLV1(variable length)

TLV2(variable length)
. TLV3(variable length) —  TLVField
TLV N(variable length)
N

X 8.2 V2 74—y b A—DE
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8.3.1.1

Pre-Data 7 4 —JL F

(1) V1 274+—<v b®D Pre-Data 714 —JL K
V1 7+—< v kO Pre-Data 7 1 —JL Fl&, BEHIEHRZHMT 5 268byte DEIERT 1« —IL K TT,

& 8-4V1 74—< vy kD Pre-Data 74 —JL F

Field Size Description
[byte]
Magic 4 BEDI VI F2N\—Tsfpr’®d ASCIl a— FZHFEEL
4byte B THR L f="0x73667072"%HKRET D
Version 4 T+—Iv b= 3 >
E47 2byte A v —/"\—2 3 > THL2byte BT A F—/N\
—2avERY
V.1.00 TIX"0x00010000" % K%ET %,
W-UFPK 36 Renesas DLM H—/\—M 53EF S5 W-UFPK 7 7 1 )LD
E
=D 4 /34 kIF shared key number
YD 3284 FHWUFPK {E
Initialization Vector used for 16 A—HTOTSLELUIT/INS A —2DESLICERL -8
encrypting ENKY (Encryption Key)& 5 v 73 5 & EIERALIMEERY &
ENKY 32 Encryption key # UFPK TS v JLf=T—%
Nonce used for encrypting 12 NS A—B EEEILT HEZIZHERAL = Nonce T—4
parameters
Encrypted Parameter 16 INT A —%{E% Encryption key THS{ELI=T—4%
MAC for Encrypted Parameter | 16 INT A —#H{E% Encryption key THS{t LI=& EICER SN
% MAC {E
Reserved 3 OxFF
Encrypted AL2 Key Enable 1 Initialization Vector for used encrypted AL2 Key 7 « —JL K &
Encrypted AL2 Key with MAC 7 4 —JL KOESEHN 755
0: #&%h
TR B
Initial Vector used for 16 AL2 Key BEE1EEFIZfEF L 7= Initialization Vector {&
encrypting AL2 Key
Encrypted AL2 Key 32 AL2 Key # UFPK THEB{E L1=7—4 +MAC {&
Reserved 52 OxFF
Nonce used for encrypting user | 12 A—4T05 5 LERESIET S L EHEMALT- Nonce fE
data
MAC for encrypted user data 16 A—HTOTSLERELTHEEFICER SNz MAC B
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(2) V2274—<y b® Pre-Data 74 —JL K

V2 74#—< v kD Pre-Data 7 « —JL Ki&.Header, Parameter, DLM_AL key(DLM_AL key length Z&13).
Nonce and MAC for encrypted user data Z#&#13 %7 1+ —JL KT,
DLM_AL key [FRAIZER 7 4 —IL KT,

(@) Header 74 —IJL K

Header”Z « —JL FI&. Magic} > /73—, Version, W-UFPK, ENKY®DIV & ENKYT—4 #92byte D EE &K
J14—ILKTYT,

Magic(4byte)

Format Version(4byte)

W-UFPK(36byte)

Initialization Vector used for encrypting ENKY(16byte)
ENKY(32byte)

X 8.3 V2 74—<w bk Header 74 —JL K

% 8-5V2 7+—<w k Header 74 —JL F

Field Size Description
[byte]
Magic 4 BEDI VI F2IN\—Tsfpr'®d ASCIl a— FZFEEL
4byte B TH L1="0x73667072° B ET 3

Version 4 T7+—<Iv b= 3>

E4I 2byte A D v —/N—2 3 > T 2byte BT A F—/\
—JavERYT

V.2.00 TIX"0x00020000" #ZE T 5,

W-UFPK 36 Renesas DLM H—/\—M & F &b W-UFPK 7 7 1 )LD
&

=)D 4 /134 k& shared key number

%Y D 32 /84 hH WUFPK fE

Initialization Vector used for 16 INTA—=E, Sy TEN=DLM ALBLSUIC2a—HTAY
encrypting ENKY S LDEEEIEIZERA L =8 (Encryption Key) &S5 v T§ 5 L &
IZERAL-E8ERT 2
ENKY 32 Encryption key % UFPK TS5 v FL=F—%
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(b) Parameter 7 4 —JL K

ParameterZ « —JL K&, BES{t S f=Parameter/g#k. Parameterf S LB L /=Nonce & MAC'H
MEHIMNT 560byteDEIER 7 4 —IL KT,

Nonce used for encrypting parameters(12byte)

Encrypted Parameters(32byte)

MAC for Encrypted Parameter(16byte)

X 8.4 V2 74+—< v b Parameter 7 4 —JL K

& 86V2 J4+—<w bk Parameter 74 —JL K

Field Size Description
[byte]
Nonce used for encrypting 12 Parameter 1B Z &S 19 % & FIZfEA L 7= Nonce
parameter
Encrypted Parameters 32 Encryption key TH&EF 1t & L= Parameter &R
MAC for Encrypted Parameter | 16 Parameter 1§# % Encryption key BEB{E L1z& FICERK S
% MAC fi&

(c) DLM_ALKey 74 —JL K

DLM_AL Key 7 4 —JL Fl&, v F&h iz DLM_AL # OISt T—%4 (Encrypted DLM key data), 5 v 7
Shi- DLM_AL DS 1B D Nonce(Nonce used for encrypting DLM key data), MAC(MAC for Encrypting
DLM key data)Z#&# 9 601 ZER 7 1+ —IL FTY,

DLM_AL Key length [ DLM_AL Key 7 4 —JL KD/ A F I EF T 5 4byte DEER 7 4 —IL KT,

Nonce used for encrypting DLM key data (12byte)

DLM_AL
{p KeyData DLM_AL Key(variable length) Encrypted DLM key data(variable length)
Length

—

MAC for Encrypted DLM key data (16byte)

8.5 V2 24+—<v b DLM_ALKey 74 —JL K
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%= 8-7V274+—<v ~ DLM_ALKey 71 —JL F

Field Size Description
[byte]

DLM_AL Key length 4 DLM_AL Key 7 4 —JL RD&E /A YA R
Nonce used for encrypting 12 Zw JE Ntz DLM_AL DK S 1t 7— 4 (Encrypted DLM key
DLM key data data)ZF5E1td % & =M L 1= Nonce
Encrypted DLM key data AER | Sy 7EShfzDLM AL BOKStLT—4
MAC for Encrypted DLM key 16 S v &Ntz DLM_AL B DIE S 1L 7— 4% (Encrypted DLM key
data data)ZRES1Ld 5 & EFITERA L= MAC

(d) Nonce and MAC for encrypted user data 7 1 —JL

Nance and MAC for encrypted user data 7 4 —JL FlZ, 22— 7045 5 LDOKESILHFFIZEA L 1= Nonce &
AR ENT- MAC B3R £ 4&H89 % 28byte DEIER 74 —IL FTY,

Nonce used for encrypting user data(12byte)

MAC for Encrypted user data(16byte)

X 8.6 V2 74+ —< v k Nonce and MAC for encrypted user data 7 4« —JL K

% 8-8V2 7+—< v k Nonce and MAC for encrypted user data 7 « —JL

Field Size Description
[byte]
Nonce used for encrypting user | 12 A—HYTAISLERESILT HE EHAL = Nonce B
data
MAC for Encrypted user data 16 A—YTOTSLEBBIETHEEICERINT MAC (B
R20UT5349JJ0108 Rev.1.08 RENESAS Page 194 of 200

Feb.19.25



Security Key Management Tool

8. {I&k

8.3.1.2 TLV Length 7 4 —JL

TLV Length (X TLV 7 4 —JL kDY 1 X% 5T % 4byte DEIER T+ —IL FTY,

% 8-9 Secure Factory Programming File Format TLV Length 7 4 —JL

Field Size [byte] Description

TLV Length 4 TLV 74 =L FOEF/NA b4 X

8.3.1.3 TLV Z4—JL K

TLVIZ. UTFTOWWIThHhDIEZType-Length-Valuele X THREIT ALK T4 —IL KT,
> Encrypted User Program(l St a =T AT S L)

TLVD 74—< v k%R 8.7TLV formatlZ;R L E T,

32bit

8bit 8bit 8bit 8bit

X 8.7 TLV format

% 8-10 Secure Factory Programming TLV Format

Field Size [byte] Description

Type & Length 4 Value M#E 7 & U word(32bit) 44 X

Value ALk 2L TBDT—4

(Length (& word ¥ X$EED =)

Y4 Xl Length THEESNZED4EELD
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(1)  Type&Length 71 —)L KDEEHE
Type&LengthZ 1 —JL FIE32EY FDEY b 74 —)LFTEELZET,

% 8-11 Secure Factory Programming TLV Format Type&Length 7 1+ —JL K

Field Bit Field Size(bit) | Bit position Description

Type Class 4 31:28 Value® 5 %8

bit31 28
0000 :Encrypted User Data
et (EFH9
<Class unique> 4 27:24 ClassBMD 7 1« —JU F(EEMAIL A& &)

Length word size 24 23:0 Value®word# 4 X(1word = 4byte)

[{E]0~16,777,215

(2) Class ® Unique 7 1 —JL K
Class&MClass unique 7 4 —JL FDIEIZ DWWV TEHRBALF T,

% 8-12 Secure Factory Programming TLV Format

Class 7 4 —JL KH' [Encrypted User Datal] ®i54&

Bit Field Size (bit) Bit position Description
Use type 4 27:24 MASAT
[value]
bit27 24
0000 :Encrypted User Data

AL T

8.3.2 77 4 ILDILEF

n . Sfpll
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8.4  SEAIEAE / O— FEIBAE

8.4.1 BEBAZ D 7AILTDA—<T VY b

UTT—28EDNAF) IT7A4ILTY,
SHMH( FSBL #Rex HR— F L TLVDT/N1 RD User Manual 2 ZSEB &L,

= 8-13 IIBAZE T—42 74—V k

Field Size [byte] Description
Header Magic 4 0x6B657963
Manifest 4 0x00010000
Version
Flags 4 Reserved (0x00000000)
Reserved 20 Reserved (ALL 0)
TLV Length 4 BEAZED TLV Z4—ILFDT—2 /11 +E
0x000000AC
TLV ECC PUBKEY | Type&Length | 4 0x00088010
Value 64 /gencert /Joemroot_public & 73 3 V CIRE L 1=
OEM_BL #&:E/L— + B8
TLV KEYHASH Type&Length | 4 0x10144008
Value 32 /gencert /Joembl_public = 7Y 3 > T#E%E L 7= OEM
BL #REE /A BA# D SHA2-256 HASH &
TLV Type&Length | 4 0x20088410
EXPECTED_SIG Value 64 Z41E
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8.4.2

UTT—4#EDNNAF Y T7A4ILTY,
4% FSBL #BEEHR— F L TWLWAB T/ XM User Manual 2 ZSB &L,

mode “signature” TER NS a— FEEHETI 7ML T+—T v b

% 8-14 mode “signature’MZEN I — REAE T—4T7+—< v b

Field Size [byte] Description
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 /gencert /loadaddr 7 3 > T8 %E L 1= OEM BL Btk
7 ELR
Dest Addr 4 Igencert /loadaddr 72 3 > T8 L 7= OEM BL Fta
7 FLX
Image size | 4 Igencert /oembl_size - 7> 3 > THEE L 7= OEM BL #
4 X Joembl_size HIEEFIL. /cfsize ¥ T a &
loembl TAAENI=OEMBL 77/ LDV HETE LT
OEMBL #4 X
Image 4 Igencert ver A 7L 3 U THRE Lfz/\—2 3 U1ER
version
Build number | 4 Reserved (ALL 0)
TLV Length 4 O—REEBAEDTLY 74 —ILFDT—42 /1 bR
0x000000AC
TLV ECC PUBKEY | Type&Length | 4 0x00088010
Value 64 OEM_BL #&5E/L— ~2ABASE
TLV Type&Length | 4 0x40000001
EXPECTED_CRC | value 4 OEM BL 0 CRC32 {#&
TLV SIGNER_ID Type&Length | 4 0x10144008
Value 32 OEM BL #&5E RS0 SHA2-256 HASH f{i&
TLV Type&Length | 4 0x25088410
EXPECTED_SIG Value 64 A
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8.4.3 mode “crc’ CAM SN S A— FEERAZE D 7ML T+ —< v b

UTTF—424EEDNAF) T7A4ILTT,

4% FSBL #BEEHR— F L TWLWAB T/ XM User Manual 2 ZSB &L,

% 8-15mode “crc’NIHFANI— REEHET—2 I+ —< v b+

Field Size [byte] Description
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 Igencert /loadaddr = 7 3 > C#§%E L = OEM BL B4
87 KL X
Dest Addr 4 Igencert /loadaddr = 7 3 > C#§%E L = OEM BL 4
7 KL R
Image size | 4 Igencert /Joembl_size = 7 3 > T#EE L = OEM BL
Y4 X Joembl_size HEEEF(E. /cfsize A T 3ok
loembl TAAENI=OEMBL 77/ /LMW HETE LT
OEMBL ¥4 X
Image 4 0
version
Build number | 4 Reserved (ALL 0)
TLV Length 4 O— REEAZEDTLY 24 —ILRODT—2 /131 +R
0x000000AC
TLV Type&Length | 4 0x40000001
EXPECTED_CRC | value 4 OEM BL ¢ CRC32 {&
TLV SIGNER_ID Type&Length | 4 0x10144008
Value 32 OEMBL ® CRC32fET FILL LEY,
8.4.4 CRC32 mEt&E=

O — REEBAE® TLV EXPECTED_CRC O EMITFUTIZHAY EFT,

-CRC32 (x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5+ x4 + x2 + x + 1)

1A

Y7 bAR BV TH

AFAEY FREE :

&L

HAEY FRE:: HY

#HE

. OXFFFFFFFF

: OXxEDB88320(Bit revesed)
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8.5 TSIP Update

8.5.1 A—5705 5 LDOEEIER
1—H70455LDOEEIEE MAC £RIFULTORXTITWLET,

uint32 t i = 0;

uint32 t n = User program byte size;

uint8 t IV[16] = IV[0:15]; // Initial Vector (128bit)
uint8 t IEkey[16] = Image Encryption Key[0:15];

uint8 t IEMACKey[l16] = Image Encryption Key[16:31];

uint8 t KEKey[16] = Key Encryption Key[0:15];

uint8 t User Program[n];

uint8 t MAC[le] = {0};

uint32 t encrypted user program[n]; // Encrypted user program

for (1 = 0; 1 < (n-16); 1 += 16)
{
MAC[0:15] =
AES128-Enc (IEMACkey[0: 15], xor lé6byte(User Program[i: i+15], MAC[O0: 15]));
encrypted user program[i: i+15] =
AES128-Enc (IEkey([0: 157, xor l6byte(User Program[i: i+15], IV[O0: 15]));
IV[0: 15] = encrypted user program[i: i+15];
}
encrypted user program[i: i+15]
= AES128-Enc (IEkey[0: 15], xor lébyte(MAC[O: 15], IV[O: 15]));
SessionKey0[0:15] = AES128-Enc (KEkey[0O: 15], IEKey[O0: 15]);
SessionKeyl[0:15] AES128-Enc (KEkey[0: 15], IEMACKey[O: 157]);

*: AES128-Enc()l&. AES ECB £—F # K 128bit DEESILERLET
E—5I%  BSERICERLEZE EI5H: TXT—4
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Rev.

®1TH

HETAE
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I
\

KAk

1.00

Dec.28.21

R FE1T

1.01

Mar.31.22

3 GUI #8EERBABED
5 GUI §iBAEsE
6 GUI 1A %KIBRC

1.02

Jun.30.22

451 mcu 4 7L 3> RA-SCE5_B B
4532 Z74ILAA pem 77 AL B0
5.2.1 Linux ik GUI FRBDOFERAE R

1.03

Dec.29.22

5.2 e?studio plugin ki EtBAIBE
f18% Renesas Key File Format ;&3¢

1.04

Sep.29.23

3.7 [TSIP UPDATE]%# 7 &/

451 mcu 7 3> RE-TSIPLite Bk
46enctsipav> K +#FL 3> BM

4.7 calcresponse AY Y K A7 a3y B

1.05

Dec.22.23

1.5 ¥ To#8E B

3.8 [FSBL]Z 7 &M

3.9 [DOTF]% 7 &N

3.10 [SFP]% 7 BN

4.7gencert avX K A7 ar B
48encdotf v K #FL 3> BM

49encsfp av U R A7 3> BM

6.5 FSBL $RIIBAE/0— FEEBAZ LR AR BMm
6.6 Decryption On-The-Fly D{#EE A% &M

6.7 Secure Factory Programming O {E 5% B0

1.06

Mar.29.24

P.26
P.50
P.52
P.88
P.100

P.104

P.107

2.2.2 e2studio ENfEREIR/N—T 3 > 2024-01 ZEE
3.7.3 BE51L 9 S EHO LRIX 8MB B
376 RSUA Y S Ver2 #i5E0Hs £&F

4.53.2 pem 7 7 4 LY R— FIERFREIZ RSA-2048-public-TLS 1870

46verAF 3> 2 BN
HBEBIX 2 1ZEE
endaddr 77> 3 > BEELBEOY A XD LR
462 ver£ 73> RSUAYH V1
Sequence Number [EEIZ 1 B1E
Execution Address EZE{E OxFFFEFFFC &
RSU A4 V2 BN
4.7verZ+ 7T ar 1~4,294,967,295 THEE AT

(& 8MB iBiE

B




Rev. F¥47H BETAR
R— R"A 2k
1.07 Aug.30.24 P.5 FAEE Encrypted KUK ;&1
P.11 | 1.2 & 1-1 RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.25 | 2.1.1 & 2-1 RX RSIP-E11A RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.26 | 2.1.2 & 2-2 RXRSIP-E11A RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L 3&#n
P.34 | 2.2.2 ®tis OS Ubuntu 22.04 LTS, macOS14 B0
e2studio B)fERESR/N—2 3> 2024-07 B
P40 |3.6.2 % 3-6 macOS BrMD;I=F1E B
P.47 |3.6.5 % 3-8 &M
P.49 | 3.7 TSIP UPDATE — TSIP Update # J&ZHE
P.63 |3.9DOTF — DOTF/OTFD # J&%E
P.69 |3.10 % 3-12 “OEM PLO with AL2_KEY and AL1_KEY” Hilf&
EEBEER
P.74 |3.10.5 FE$IE BF
P.78 |4.5genkey AT 3>
fileadd 77> a >, bswap # 7 3 BN
P.81 | 4.51 % 4-8 RXRSIP-E11A RZ/T2M, RZ/T2ME, RZ/T2L, RZ/N2L ;&#n
P.88 |4.53.1 &£4-44Qx — Qy {&IF
P.90 |4.53.2 % 4-54 macOS B:DXEEE B
P.92 |4.53.3 £4-55macOS BrMD;IEEE B
P.101 | 4.5.5fileadd =7 3> &0
456 bswap A7 3> BN
P.119 | 4.9all_key + 7> a VK
~121
P122 1492 % 4-91 OEM_PLO_AL2 1 A&
P27 | 5112CLIKRD 7 7 A ILFERLZER DLL 7 7 1 JLHIBR
P.130 | 5.1.3 macOS kx BN
~131
P76 | 7.3 macOS kR e2studio plugin {E DI ESIE B
P76 | 7 4 macOS B TEEIE B
~177
Appendix
li‘j 17789 Renesa‘s File Key Ff)rn]at
a1—HH§ ESEER
P.187

TSIP Update
aA—47045 5 LESEXEMN
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P
P.25,26
p.27
P.39
P.48
P.51
P.52

P.67
P.68
P.69
P.72

P.73
P.74
P.75
P.76
P.78
P.83
P.92
P.94
P.104
P.105
P.107
P.113
P.122
~124

P.126

P.183,
184
P.185
~200

SRBASIZ RSIP-Exxx &0
% 2-1,%& 2-2 RSIP-E11A PM, CM &1
222 VI b TRE BH
3.6.2.1 & 3-6 Ed25519 &M
3.7 K 3.16 BH
3.73 X319 E#
3.74 X320 EFf

Flash £Z3A&4Y 4 X, Data Flash ;&0
3.10 ® 3.35 B#r

% 3713 &40

% 3-14 DPL with SECDBG_KEY and NONSECDBG_KEY ;&N
3.10.3 X 3.38 E#Hr

IV(AL/DLM #2) 3&hn
3.10.4 AL2_KEY -> AL2_KEY/SECDBG_KEY # 7 Z&
3.10.5 AL1_KEY -> AL1_KEY/NONSECDBG _KEY #J £ &
3.10.6 Boundary # 7 &0
3107 [ ERT 5w a AT YEEZ T B
4.2 % 4-3 Renesa Partition Data File &0
451 % 4-8 RSIP-E11A PM, CM iEjn
4.5.3.2 3 4-54 Ed25519 BN
4.5.3.3 % 4-55 Ed25519 &0
4.5.7 & 4-73 Ed25519 &0
4.6 X 4-74 flash_wsize, df_ena 4+ 7> 3 »iBM
46 1vertrFay IZrAINT+—< v FOHBAESH
465df enat 73> BM
4.9 macOS ICE9 %:FEEE HIb

%% 4-89 nonce_key, secdbgkey, nonsecdbgkey, iv_secdbgkey,

iv_nonsecdbgkey, output_secdbgkey, output_nonsecdbgkey iE/0
4.9.1 % 4-92 RA8x1 — RA8D1 M1 T1 £&E
RA4L1 ;BN

% 4-93 DPL_SEC_NONSECDBG 3&n

7 4-94 BN
7576 HIREIEENM

8418k EHHOZERE
8.1 NSec, Bouncy Castle &0
8.2 Format Version 2 &0
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