RE N ESAS Application Note

Renesas RX Family

AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi
DA16600 (CC-RX) — Getting Started Guide

Introduction

This document describes a system that uses the CK-RX65N v2 Cloud Kit plus US159-DA16600EVZ Pmod
board (part number: RTK5CK65N0S08001BE) from Renesas. This system demonstrates AWS Cloud
connectivity using the CK-RX65N v2 board running Amazon FreeRTOS via a Wi-Fi connection using
DA16600 Pmod. It visualizes the HS3001, ZMOD4410, ZMOD4510, OB1203, ICP20100, and ICM42605
sensor information on the dashboard and controls LEDs on the board. In addition, this application note also
describes several feature options for users when using CK-RX65N v2 Cloud Kit with AWS: OTA (Over-The-
Air) feature (section 6) and Fleet Provisioning feature (section 7).

The document covers following items:

o How to create the 10 USD credit free trial account for AWS

e How to operate and install the certification information certification for Cloud
¢ How to see and run the sensor data on the dashboard

e How to use OTA feature to update firmware via Cloud

e How to use Fleet Provisioning via Cloud
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Figure 1. CK-RX65N v2 (with Wi-Fi DA16600 Pmod)
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1. Terms

Terms used in this document are explained below.

Table 1. Terms

Term Meaning

AWS Amazon Web Service

Pmod Peripheral Module

MQTT Message Queuing Telemetry Transport
OTA Over-The-Air

TLS Transport Layer Security

UuUID Unique ID for each kit

2. Overview

This section gives an overview of hardware and software configuration of the demo project and the tera term

settings.

21

Hardware Configuration

The hardware configuration of the demo project is listed in the table below.

Table 2. Hardware Configuration

Item

Content

Description

CK-RX65N v2 Cloud Kit

Target board for CK-RX65N v2
Part number:
RTK5CK65N0S08001BE

Please see detail at:
https://www.renesas.com/rx/ck-rx65n

DA16600 Wi-Fi Pmod module

Wi-Fi connection

This Pmod is used with CK-RX65N v2
for Wi-Fi connection.

DA16600 SDK version: v3.2.7.1 or
later.

Please see detail at:
US159-DA16600EVZ - Ultra-Low-
Power Wi-Fi + Bluetooth® Low Energy
Combo Pmod™ Board (Renesas
Quick-Connect |oT) | Renesas

PC

Windows® 10
Google chrome

Recommended OS
Web browser used.

R01QS0070EJ0121 Rev.1.21
Jul.21.25
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https://www.renesas.com/rx/ck-rx65n
https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-power-wi-fi/us159-da16600evz-ultra-low-power-wi-fi-bluetooth-low-energy-combo-pmod-board-renesas-quick-connect-iot
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https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-power-wi-fi/us159-da16600evz-ultra-low-power-wi-fi-bluetooth-low-energy-combo-pmod-board-renesas-quick-connect-iot

Renesas RX Family

AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

2.2 Software Configuration
The software configuration of the demo project is listed in the following table.

Table 3. Software Configuration

Update module Rev.2.01

Item Content Version
Integrated development e?studio 2024-01 or later
environment

Compiler CC-RX V3.05
Communication Software Tera term Version 4.99
Emulator E2 emulator Lite (on-board) -

RTOS AWS FreeRTOS V202210.01
Python - V3.11.0 or later
Keygen tool Win64 OpenSSL V3.0.12

Flash programming tool Renesas Flash Programmer V3.12.00
Renesas Image Generator Supplied with Firmware V3.02

Note:

v2 with Wi-Fi DA16600 (GCC) — Getting Started Guide”.

2.3 Tera term Setting
Table 4. Tera term Setting

For the GCC version software, refer to the Application Note “AWS Cloud Connectivity on CK-RX65N

Item Settings

Baud rate 115200

Data length 8

Parity None

Stop bits 1

Flow Control None
R01QS0070EJ0121 Rev.1.21 Page 6 of 136
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3. System Diagram

HS3001 Sensor

0OB1203 Sensor
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Figure 2. System Diagram
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4. Cloud Connectivity Application Example

4.1 Overview

This application project demonstrates the use of Driver, Middleware and RTOS components, FIT configurator
on Renesas RX65N MCU to establish AWS Cloud connectivity using Wi-Fi DA16600. It illustrates how the
cloud service provider is configured and operated.

This documentation illustrates Subscribe and Publish communications between MQTT Client and MQTT
Broker, on-demand publication of sensor data, and asynchronous publication of a "sensor data" event from
the MCU to the Cloud.

Subcribe to conirol LED ON/OFF

i
%

- ——
—

o LED | |
on/off 5
(Actuption) ! E s
Telemetry Publishing —1-
: < — Actuation — 3 2,
A r P | Ce_ AWSIOT
% PUBLISH / SUBSCRIBE =
I'I
.u_
\____-/""—"'
SENSOR ; Publish Sensor Data

AWS 10T Core - MQTT Broker

Figure 3. MQTT Publish/Subscribe to/from AWS loT Core

Application also supports OTA over MQTT feature for updating new firmware (please refer to the section 6.
OTA over MQTT), and Fleet Provisioning (please refer to the section Fleet Provisioning) via AWS.

4.2 MQTT/TLS Application Software Overview
The following files from this application project serve as a reference as shown in Table 5.

Table 5. Application Project File

No. Filename Purpose

1. src/application code/main.c Contains initialization code of the Wi-Fi
connection, provisioning cloud credentials
used in Cloud Connectivity, main function of

application.

2. src/application code/usr wifi.c Contains Wi-Fi initialization functions and data
structures.

3. src/application code/usr wifi.h Contains macros, data structures, and

functions prototypes used to initialize Wi-Fi
across the project.

RO1QS0070EJ0121 Rev.1.21 Page 8 of 136
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No. Filename Purpose
4. src/application code/CommandLine/c | Contains macros, data structures, and
ommon_init.h functions prototypes used to initialize common
in the project.
5. src/application code/CommandLine/c | Contains data structures and functions used
onsole.c to print data on console using UART
6. src/application code/CommandLine/c | Contains the function prototypes used to print
onsole.h data on console using UART
7. src/application code/CommandLine/m | Contains data structures and functions used
enu flash.c to provide CLI flash memory related menu
8. src/application code/CommandLine/m | Contains the function prototypes and macros
enu flash.h used to provide CLI flash memory related
menu
9. src/application code/CommandLine/m | Contains functions to get the application’s
enu kis.c version, get UUID and help option for main
menu on CLI
10. src/application code/CommandLine/m | Contains the function prototypes and macros
enu kis.h used to get application’s version, get UUID
and help option for main menu on CLI
11. src/application code/CommandLine/m | Contains data structures and functions used
enu main.c to provide CLI main menu options
12. src/application code/CommandLine/m | Contains the function prototypes and macros
enu main.h used to provide CLI main menu options
13. src/application code/CommandLine/c | Contains macros, data structures, and
ommon utils.h functions prototypes commonly used across
the project.
14. src/application code/CommandLine/r | Contains typedef used in application
_typedefs.h
15. src/application code/sensor thread | Contains the code for sensor thread (HS3001
_entry.c + [CP20100 + ICM42605)
16. src/application code/ICM42605/ICM | Contains the code for the 6-Axis MEMS
42605.c Motion Tracking™ Sensor
17. src/application code/ICM42605/ICM | Contains the Data structure function
42605.h prototypes for the 6-Axis MEMS Motion
Tracking™ Sensor
18. src/application code/ICM42605/apex | Contains the code for apex feature of the 6-
_feature.c Axis MEMS Motion Tracking™ Sensor
19. src/application code/ICM42605/icm_ | Contains the 12C code to communicate with 6-
i2c.c Axis MEMS Motion Tracking™ Sensor
20. src/application code/ICM42605/icm | Contains the 12C function prototypes to
i2c.h communicate with 6-Axis MEMS Motion
Tracking™ Sensor
21. src/application code/ICM42605/moti | Contains the code for 6-Axis MEMS Motion
on sensor icm 42605.c Tracking™ Sensor
22. src/application code/ICP20100/ICP_ | Contains the code for Barometric Pressure
20100.c and Temperature Sensor
23. src/application code/ICP20100/ICP_ | Contains the data structure and function
20100.h prototypes for Barometric Pressure and
Temperature Sensor
24. src/application code/ICP20100/ICP_ | Contains the I2C code to communicate with
I2C.c Barometric Pressure and Temperature Sensor
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No. Filename Purpose
25. src/application code/ICP20100/ICP_ | Contains the 12C data structure and function
I2C.h prototypes for Barometric Pressure and
Temperature Sensor
26. src/application code/ICP20100/pres | Contains the code for Barometric Pressure
sure sensor.c and Temperature Sensor
27. src/application _code/OB1203/RX OBl | Contains data structures and functions used
203.c for the oximeter sensor
28. src/application code/OB1203/0b1203 Contains the Data structure for the oximeter
_bio.c sensor
29. src/application code/0B1203/0b1203 | Contains data structures and functions used
~bio rx.c for the oximeter sensor
30. src/application code/0B1203/0b1203 | Contains the Data structure and function
_bio.h prototypes for the oximeter sensor
31. src/application code/0OB1203/KALMAN | Contains algorithm for Heart Rate, Blood
/kalman.c Oxygen Concentration, Pulse Oximetry,
32. src/application code/OB1203/KALMAN Proximity, Light and Color Sensor sample
/kalman.h calculations
33. src/application code/0OB1203/SAVGOL
/SAVGOL.c
34. src/application code/OB1203/SAVGOL
/SAVGOL.h
35. src/application code/OB1203/SP02/S
PO2.c
36. src/application code/0B1203/SP02/S
PO2.c
37. src/application code/HS3001/RX HS3 | Contains the code and function for Renesas
001.c Relative Humidity and Temperature Sensor.
38. src/application code/HS3001/RX HS3 | Contains the common data structure’s
001.h function prototypes for the Renesas Relative
Humidity and Temperature sensors.
39. src/application code/zZMOD4x10/RX_z | Contains the common code for the Renesas
MOD4XXX Common.c ZMOD sensors
40. src/application code/ZMOD4x10/RX_z | Contains the common data structure’s
MOD4XXX Common.h function prototypes for the Renesas ZMOD
sensors
41. src/application code/ZMOD4x10/RX_z | Contains the common code for the Renesas
MOD4XXX IAQlstGen.c ZMOD Internal Air Quality sensors
42. src/application code/zZMOD4x10/RX_z | Contains the common code for the Renesas
MOD4XXX OAQlstGen.c ZMOD Outer Air Quality sensors
43. src/application code/softTimer.c Contains the code for timer
44, src/application code/softTimer.h Contains the common data structure’s
function prototypes for timer
45, src/application code/frtos skeleto | Contains the ob1203 sensor thread (for
n/obl1203 thread.c oximeter sensor)
46. src/application code/frtos skeleto | Contains the sensor’s thread (for Renesas
n/sensor thread.c Relative Humidity and Temperature Sensor,
Barometric Pressure and Temperature Sensor
and the 6-Axis MEMS Motion Tracking™
Sensor)
47. src/application code/frtos skeleto | Contains the ZMOD’s thread (for Renesas
n/zmod thread.c ZMOD Internal Air Quality sensors)
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No. Filename Purpose
48. src/application code/frtos skeleto | Contains the common data structure’s
n/task function.h function prototypes for thread
49, src/application code/frtos startup | Contains the source code for FreeRTOS
/freertos object init.c thread
50. src/application code/frtos startup | Contains FreeRTOS user-defined functions
/freertos start.c
51. src/application code/frtos startup | FreeRTOS's user-defined functions header
/freertos start.h file
52. src/application code/frtos config/ | Contains FreeRTOS configuration header file.
*.h
53. src/application code/sensorsData.h | Contains the common data structure’s
function prototypes for sensors
54. Demos/SimplePubSub/simple pub sub | Contains code and functions used in MQTT
task.c interface for Cloud Connectivity.
55. Demos/mgtt agent/mgtt agent task.c | Contains the code for running the MQTT task
56. Demos/OtaOverMgtt/OtaOverMgttDemoE | Contains function for running OTA over MQTT
xample.c
57. Demos/Fleet Provisioning With CSR_ | Contains function for running Fleet
Demo Provisioning
58. Demos/cli/serial.c Contains function for serial communication.
59. Demos/cli/serial.h Contains the common data structure’s
function prototypes for serial.c
60. Demos/include/*.h Contains the common data structure’s
function prototypes for demo function.
Note: The above table only lists some important files in the application.
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Figure 4. Application Example Implementation Details

The IoT Device (CK-RX65N v2) will perform step by step from initializations for Flash, CLI, Log Task,... and
Wi-Fi connection to MQTT Init and establishes session. After the establish session step is completed, CK-
RX65N v2 (MQTT Client) sends a CONNECT message to the MQTT broker, which responds with a
CONNACK message, and the connection is established successfully.

MQTT Client takes both publishers and subscribers, so, continue to send a SUBCRIBE message with list of
desired topics (for example, LED control) and QoS (quality of service) level 1 to MQTT broker.

Note: QoS refers to the level of guarantee or assurance provided for message delivery between the MQTT
broker and MQTT Clients. There are three QoS levels in MQTT:

e At most once (0)

e Atleastonce (1)

RO1QS0070EJ0121 Rev.1.21 Page 12 of 136
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e Exactly once (2)

The broker responds with a SUBACK message that confirms the subscription and indicates the maximum
QoS level that the broker will deliver. At this time, the application sends PUBLISH messages continuously to
update the value of sensors to cloud with user’s configured time (every 2 seconds in default), which
responds with a PUBACK message for publishing successfully. In addition, the MQTT broker sends
messages to the loT Device to control the status of LEDs (ON/OFF) in the device. When the network is
down, the application will start re-connecting by resetting DA16600 Pmod and re-connecting to MQTT
broker.

5. Connection to AWS
AWS account is necessary to connect CK-RX65N v2 Cloud Kit to AWS.

Renesas provides the 10 USD of AWS account credit to users who buy the CK-RX65N v2 and this 10 USD
credit cannot be used for an existing account. This document covers both cases of way to connect AWS
account.

e Case 1: For the users who want to use trial AWS account with 10 USD credits and Renesas Dashboard,
please refer to section 5.2 For Users Using the Provided Dashboard and AWS Account of Kit to get
this AWS account.

e Case 2: For other users who already have an AWS account and want to use it instead of trial account,
please skip section 5.2 For Users Using the Provided Dashboard and AWS Account of Kit and refer
to section 5.4 For User Who Use Their Own AWS Account to use account with application.
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5.1 Hardware Setup and Import the Project

5.1.1 Hardware Preparation
— Connect micro-USB cables to debug port (J14 on the CK-RX65N v2 board)
— Connect USB Type-C cables to serial port (J10 on the CK-RX65N v2 board)
— Connect the Wi-Fi DA16600 Pmod module to the Pmod 1
— Set the Jumper of J16 “Debug”

Figure 5. Connecting the USB and DA16600 Pmod

5.1.2 Connecting the Board to the Serial port Console of the PC

1. On the host PC, open Windows Device Manager. Expand Ports (COM & LPT), locate USB Serial Port
(COMxx) and note down the COM port number to be used in the next step.

Note: USB Serial Device drivers are required to communicate between the CK-RX65N v2 board and the
PC.
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4 Services and Applications

* = T
-.'.j Device Manager = Keyboards
=2 Storage O Mice and other pointing devices
e Disk Management & Menitors

v B Network adapters

P Bluetooth Device (Personal Area Network) #2
I3 Fortinet SSL VPN Virtual Ethernet Adapter
¥ Fortinet Virtual Ethernet Adapter (NDIS 6.30)
& Intel(R) Wi-Fi 6 AX201 160MHz

3! Microsoft Wi-Fi Direct Virtual Adapter

7 PPPOP WAN Adapter

P WAN Miniport (IKEv2)

¥ WAN Miniport (IP)

EF WAN Miniport (IPv6)

¥ WAN Miniport (L2TP)

' WAN Miniport (Network Monitor)

¥ WAN Miniport (PPPOE)

& WAN Miniport (PPTP)

& WAN Miniport (SSTP)

E? Other devices
v @ Ports (COM &LPT)

Intel(R) Active Management Technology - SOL (COM3)
i USB Serial Port (COMB)

=l Print queues
—

Figure 6. USB Serial Device in Windows Device Manager

Open Tera Term select New connection and select Serial and COMxx: USB Serial Device (COMxx)

and click OK.
1
i | Tera Term: New connection X
OTCPNP myhost.example.com
History
Telnet .
SSH SSH2
Other
UNSPEC
® Serial Port: COM8: USB Serial Port (COM8) v
Cancel Help
Figure 7. Selecting the Serial Port on Tera Term
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2. Using the Setup menu, select Setup > Terminal... and select “AUTO” as Receive and, select “CR” as
Transmit, as shown in Figure 8.

Tera Term: Terminal setup

Terminal size

T x|

M Term size = win size

Auto window resize

Terminal ID:

VT100 v

New-line

Receive:

Transmit:

AUTO  ~

CR

[ Local echo

Answerback: l

Coding (receive)

UTF-8

v

Coding (transmit)

UTF-8

locale: ‘american

‘ CodePage:

W

*

Cancel

Help

| O Auto switch (VT<->TEK)

65001

Figure 8. Select Receive: “Auto” and Transmit: “CR” on the Terminal Setting

3. Using the Setup menu pull-down, select Serial port... and ensure that the speed is set to 115200, as

shown in Figure 9.

Tera Term: Serial port setup

Port: COMB v

Speed: | 115200 v |

Data: 8 bit v

Parity: none v

Stop bits: 1 bit v

Flow control: none v
Transmit delay

0 msecichar

OK

Cancel

Help

0 mseciline

Figure 9. Select 115200 on the Speed Pulldown
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5.1.3 Import the Project

Use the following steps to prepare the software for the demo program:

1. Extract the project files from the archive and copy them to the C drive.
Please unzip the project file to the shortest path of your PC.

If the path is deep, a build error may occur due to the file path length issue.

2. Launch e? studio and specify a workspace directory and click Launch.

8 < -tudio Launcher O ot

Select a directory as workspace

g® studio uses the workspace directory to store its preferences and development
artifacts.

| ChUsers', niinis 1 - RA65Mye | | Browse...

[ Use this as the default and do not ask again

b Recent Workspaces

Figure 10. Launch e?studio

3. Select File > Import...
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Jul.21.25 RENESAS




Renesas RX Family

AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

K-RX63Mv2 - & studio

@c
Edit Source Refactor Navigate

Search Project Renesas Views

Mew Alt+5hift+M >
Open File...
4 Open Projects from File System...
Recent Files »
Close Editor Crrl+W
Close All Editors Ctrl+5Shift+W
Save Ctrl+5
Save As..
Save Al Ctrl+Shift+5
Revert
10VeE.
Rename... F2
Refresh F5
Convert Line Delimiters To »
Print. Ctrl+P
= Import.. Import '
3 Export.
Properties Alt+Enter

Switch Workspace
Restart
Exit

»

-

ng existing code

Figure 11. Select Import

4. Click General > Existing Projects into Workspace > Next.
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ﬁ Import

Select

ES ] X

E\J 3
Create new projects from an archive file or directory.

Select an import wizard:

| type filter text |

v = General
S Archive File
) CMSIS Pack
LA (PCIC Darl

- Existing Projects into Workspace I

- T
T GNUARM-MNOME/RZ(DS-5) project conversion to GCC ARM Embedded
[C] Preferences
([} Projects from Folder or Archive
=% Rename & Import Existing C/C++ Project into Workspace
la# Renesas CCRX project conversion to Renesas GCC RX
Ta# Renesas CS+ Project for CATEKOR/CATEKD
Ta Renesas CS+ Project for CC-RX and CC-RL
& Renesas GitHub FreeRTOS (with loT libraries) Project
" Sample Projects on Renesas Website
= C/C++
(= Code Generator
= Git
= Install
= Oomph
(= Run/Debug
= Team
= Tracing

KAl

@ < Back Finish Cancel

Figure 12. Select Existing Projects into Workspace

5. Click Browse..., then specify the root directory as follows.

Import
8 imp

Import Projects

Select a directory to search for existing Eclipse projects.

(®) Select root directony:

() Select archive file:

Projects:

e | Browse...

Brow

N

S

Figure 13. Find the Project
Please go to the “[Project Root folder]\Projects\aws_da16600_ck_rx65n” folder
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Project Details

Project Name

Compiler

Connectivity

aws_da16600_ck rx65n CC-RX

Wi-Fi

Open the “[Project Root folder]\Projects\aws_da16600_ck_rx65n\e2studio_ccrx” folder.

Q Select Folder

~ v N « Projects * aws_da16600_ck_ndé5n > e2studio_ccrx w (9]
Organize ~ New folder
a G Name Date modified Type Size
u o sre 12/6/2023 2:07 PM File folder
(]
i
&
i

Search e2studio_corx

Folder:

Select Folder Cancel

Finally, click Finish.

Figure 14. Select the Project Folder

Note: Make sure “Copy projects into workspace” is unchecked.
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@ Impaort
Import Projects

Select a directary to search for existing Eclipse projects

(@ Select root directory: | C\User _ v

O Select archive file:

Projects:

[ aws_da16600_ck_r65n (C\Users\ niiiakii i —m

< >

Options
[[]Search for nested projects

I [_] Copy projects into workspace I

|_IClose newly imported projects upon completion

[JHide projects that already exist in the workspace
‘Working sets

] Add project to working sets

O X
[
"
Browse...
Select All

Deselect All

Refresh

6. Execute code generation.

@ < Back Cancel
Figure 15. Import the Project

This application uses FIT; the user can configure them in the “aws_da16600_ck_rx65n.scfg” file.
If you have changed the Smart Configurator settings, click Generate Code.

Note:

If the user’s environment does not have the FIT component’s version match with the application,

please download it by choosing aws_da16600_ck_rx65n.scfg > Components > downloading

it
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Components

W = Startup
W 2 Doneri
'{r' r_bip
W (= Dibeers
L= Inkerrapd
mf g

et BB :'.QI""‘* Configure

T . Component is missing. The issue may be resobedg

by downloading it or iy changing the wersion.

Software component configuration

n

Components PR 2 B =

N

|Iy;)e filter text

~ = Startup
v [ Generic
O rbsp
~ = Drivers
v = Interrupt
& g
v (= A/D Converter
B rs12ad
v = /O Ports
& r_gpiorx
v (= Memory
& r_flash_rx
v [ = Communications
O r_riicne
O r_sciiic_rx
& rscine
~ = Timers
& Config CMTWO
& remenx
v = Middleware
v (= Communications
& r_comms_ize_rx
v (= Sensors
D r_hs300%_x
& r_zmoddiooe rx

(G (=]
Generate Code (fenerate Report

Configure @
Property Value =
~ @ Configurations

# Enable DA16600 support [¥] Enable
# SCI Channel number for DA16XXX Initial Command Port for AT command communication 6

# Interrupt Level for WIFI_LCFG_SCI_CHANNEL 4

# Peripheral clock speed for WIFI_CFG_SCI_CHANNEL 60000000
# Communication baudrate for WIFI_CFG_SCI_CHANNEL 115200
# UART hardware flow control RTS(Hardware), CTS(Software)
# CTS port number PORT)

# CTS pin number 3

# RTS port number PORT)

# RIS pin number 3

# RTS pin function set value Ox0AU

# General-purpose port PDR register connected to the DA16X3CC EN pin PORTS

# General-purpose port PODR register connected to the DA16XXX EN pin 5

# Creatable Sockets number 4

# Socket Receive buffer size 8192

# AT command transfer buffer size 1500

# AT command receive buffer size 3000

# Callback function use o

#

# Country code Eyes

# Max SSID Length 32

# hdav BESIN L th A v

Figure 16. Generate Code

Note: If the user’s environment does not have CK-RX65N v2 board description file (*.bdf), please download
it by choosing aws_da16600_ck_rx65n.scfg > Board > Download more boards... > New Cloud
Kit V2 for RX65N Board Description File > Download
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15} *aws_da16600_ck_rk65n.scig X

Device selection

Device selection

Board: |CK-RXB5M (V1.02)

Device: R5F565MEHxFB

Download more boards..

Board Description File Download

Select the board description files for download

PMOD 1/2 Type 3A (Expanded UA
PMOD 1/2 Type & (IIC)

Cal
e

Title Rev. =
+ Feature Selection [0 MCB-RX26T Type A Board Description File 1.00
11 0 MCB-RX26T Type B Board Description File 1.00
Iﬁ: gg:}éﬁ?;ﬁg:j?;:g::g T-::Ir:‘_ledii:ic“ [ MCE-RX26T Type C Board Description File 1.00
| c] Mew Cloud Kit V2 for RX65MN Board Description File 1.00
Features. . [l Evaluation Kit for R¥671 Board Description File 1.00
Application Header [0 Renesas Solution Starter Kit for RX130 Board Description File  1.00
Ethernet [0 Renesas Solution Starter Kit for RX140 Board Description File  1.00
LEDs [0 Renesas Solution Starter Kit for RX23E-B Board Description.. 1.00

Universal Serial Bus

Module Folder Path:

CA\Users\ oininkiiel, =clipse\com.renesas.platform_download\Boards

=]
Select All

Deselect All

Cancel

Figure 17. Download CK-RX65N v2 Board Description File on e? studio

Table 6 shows the configuration of each component in this Project.

Table 6. Components Configuration

No | Component

Configuration

1 Startup—Generic—r_bsp

User stack setting: 2 stacks

User stack size:0x2000

Interrupt stack size: 0x400

Heap size: 0x1000

Initializes C input and output library functions: Enable

function

Enable user stdio charget function: Use BSP charget()

User stdio charget function name:
my_sw_charget_function

function

Enable user stdio charput function: Use BSP charput()

User stdio charput function name:
my_sw_charput_function

Software Interrupt Unit1 (SWINT1): Unused

Software Interrupt Unit2 (SWINT2): Unused

Serial terminals select: Enable

Channel for serial terminal: Channel 5

Bitrate for serial terminal: 115200

R01QS0070EJ0121 Rev.1.21
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No | Component Configuration
Interrupt priority for serial terminal: Priority level 15
(highest)
2 Drivers—Interrupt—r_irq_rx Locking function for IRQ APIs: Enable
Resources — ICU:
IRQO Pin: v
IRQ1 Pin: v
IRQ2 Pin: v/
IRQ3 Pin:
IRQ4 Pin:
IRQ5 Pin: v/
IRQ6 Pin: v/
IRQ7 Pin: v/
IRQ8 Pin:
IRQ9 Pin:
IRQ10 Pin:
IRQ11 Pin: v/
IRQ12 Pin:
IRQ13 Pin: v’
IRQ14 Pin: v’
IRQ15 Pin: v/
3 Drivers—A/D Resources—S12AD—S12AD1: v/
Converter—r_s12ad_rx —AN115 Pin: v/
—AN117 Pin: v/
4 Drivers—I1/O Ports—r_gpio_rx -
5 Drivers—>Memory—r_flash_rx Enable code flash programming: Includes code to program
ROM area
Enable BGO/Non-blocking data flash operations: Enable
BGO (background operations/interrupt) mode
Enable BGO/Non-blocking code flash operations: Enable
BGO (background operations/interrupt) mode
Enable code flash self-programming: Programming code
flash while executing from another segment in ROM
6 Drivers—Security—r_tsip_rx -
7 Drivers—Communications—r_riic_r | MCU supported channels for CHO: Supported
X MCU supported channels for CH1: Supported
CHO RIIC bps(kbps): 400
CH1 RIIC bps(kbps): 400
Resources—RIIC
RIICO: v
e SCLO Pin: v Used
e SDAO Pin: v Used
RIC1: v
e SCL1 Pin: v Used
e SDA1 Pin: v Used
8 Drivers—Communications—r_sci_ii | MCU supported channels for CH12: Supported
c_rx Resource—SCl
SCi2: v
—S8SSCL12 Pin: v Used
—SSDA12 Pin: v Used
9 Drivers—>Communications—r_sci_r | Include software support for channel 5: Include
X Include software support for channel 6: Include
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No | Component Configuration

ASYNC mode TX queue buffer size for channel 5: 80

ASYNC mode TX queue buffer size for channel 6: 2180

ASYNC mode RX queue buffer size for channel 5: 80

ASYNC mode RX queue buffer size for channel 6: 8192

Transmit end interrupt: Enable

GROUPBLO (ERI, TEI) interrupt priority: 3

Resources—SCI
—8CI5: v
e RXD5/SMISO5/SSCL5 Pin: v Used
e TXD5/SMOSI5/SSDAS5 Pin: v Used
—SCIl6: v
¢ RXD6/SMISO6/SSCL6 Pin: v Used
e TXD6/SMOSI6/SSDAG Pin: v Used
o CTS6#/RTS6#/SS6# Pin: v Used

10 Drivers—Timers—Config_CMTWO0 Count clock setting: PCLK/8

Timer counter size: 32 bits

Counter clear: CMWCNT is cleared by CMWCOR

Internal value: 1ms

Register value: 7499

Priority: Level 15

11 Drivers—Timers—r_cmt_rx CMT interrupts priority level: 5

12 Middleware— Number of 12C Share Buses: 3

Communications—r_comms_i2c_rx | Number of I2C Communication Devices: 7

12C Driver Type for 12C Shared BusO: RIIC
Channel No. for I2C Shared BusO: 0

12C Driver Type for 12C Shared Bus1: RIIC
Channel No. for 12C Shared Bus1: 1

I12C Driver Type for 12C Shared Bus2: SCI lIC
Channel No. for 12C Shared Bus2: 12

12C Shared Bus No. for I2C Communication Device0: 12C
Shared Bus0

Slave address for I2C Communication Device0O: 0x44

Callback function for I2C Communication DeviceO:
rm_hs300x_callback0

12C Shared Bus No. for 12C Communication Device1: 12C
Shared Bus1

Slave address for I2C Communication Device1: 0x32
Callback function for 1I2C Communication Device1:
rm_zmod4xxx_callback0

I12C Shared Bus No. for [I2C Communication Device2: 12C
Shared Bus1

Slave address for I2C Communication Device2: 0x33
Callback function for I2C Communication Device2:
rm_zmod4xxx_callback1

12C Shared Bus No. for I2C Communication Device3: 12C
Shared Bus2
Slave address for I2C Communication Device3: 0x53

Callback function for 1I2C Communication Device3:
rm_ob1203_callback0
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No | Component Configuration
I12C Shared Bus No. for 12C Communication Device4: 12C
Shared Bus2
Slave address for I2C Communication Device4: 0x53
Callback function for I2C Communication Device4:
rm_ob1203_callback1
I12C Shared Bus No. for 12C Communication Device5: 12C
Shared Bus0
Slave address for I2C Communication Device5: 0x63
Callback function for I2C Communication Device5:
comms_i2c_callback_icp
I12C Shared Bus No. for 12C Communication Device6: 12C
Shared Bus0
Slave address for I2C Communication Device6: 0x68
Callback function for I2C Communication Device6:
comms_i2c_callback_icm

13 Middleware—Sensors—r_hs300x_rx | Number of HS300x Sensors: 1
Data types from HS300x Sensor: Humidity and
Temperature
Programming mode for HS300x sensor: ON
12C Communication device No. for HS300x sensor device0:
12C Communication Device0
Callback function for HS300x sensor deviceO:
hs300x_callback

14 Middleware—Sensors—r_zmod4xxx | Number of ZMOD4xxx Sensors: 2

_Ix Operation mode of ZMOD4XXX Sensor0: IAQ 15t Gen.

(Continuous)
12C Communication device No. for ZMOD4XXX sensor
devices: 12C Communication Device1
12C callback function for ZMOD4XXX sensor deviceO:
zmod4xxx_user_i2c_callback0
IRQ callback function for ZMOD4XXX sensor deviceO:
zmod4xxx_user_irq_callback0
Enable IRQ from ZMOD4XXX sensor device 0: Enabled
IRQ number for ZMOD4XXX sensor device0: IRQ14
IRQ interrupt priority for ZMOD4XXX sensor device0: 10
Operation mode of ZMOD4XXX Sensor1: OAQ 15t Gen.
12C Communication device No. for ZMOD4XXX sensor
devices: 12C Communication Device2
12C callback function for ZMOD4XXX sensor device1:
zmod4xxx_user_i2c_callback1
Enable IRQ from ZMOD4XXX sensor device 1: Enabled
IRQ callback function for ZMOD4XXX sensor device1:
zmod4xxx_user_irq_callback1
IRQ number for ZMOD4XXX sensor device1: IRQ13
IRQ interrupt priority for ZMOD4XXX sensor device0: 5

15 Middleware—Generic—r_byteq Memory allocation for queue control blocks: Static memory
allocation
Number of static queue control block: 32

16 Middleware—Generic—r_fwup Select the update mode: Dual bank
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No

Component

Configuration

Select the function mode: user for User program

Main area start address: 0xFFF00000

Buffer area start address: 0OxFFE00000

Install area size: 0xF0000

17

Middleware—Generic—r_ob1203_rx

Number of OB1203 Sensors: 2

Sensor mode of Ob1203 Sensor device0: Proximity sensor
mode

12C Communication device No. for OB1203 sensor deviceO:
12C Communication Device 3

12C callback function for OB1203 sensor deviceO:
0b1203_comms_i2c_callback

Enable IRQ from OB1203 sensor device0: Enabled

IRQ callback function for OB1203 sensor deviceO:
ob1203_irqg_callback

IRQ number for OB1203 sensor device0: IRQ15

IRQ trigger for OB1203 sensor device0: Falling

IRQ interrupt priority for OB1203 sensor device0: Priority 14

Sensor mode of Ob1203 Sensor device1: PPG sensor
mode

12C Communication device No. for OB1203 sensor device1:
12C Communication Device 4

12C callback function for OB1203 sensor device1:
ob1203_comms_i2c_callback

Enable IRQ from OB1203 sensor device1: Enabled

IRQ callback function for OB1203 sensor device1:
ob1203_irqg_callback

IRQ number for OB1203 sensor device1: IRQ15

IRQ trigger for OB1203 sensor device1: Falling

IRQ interrupt priority for OB1203 sensor device1: Priority 14

18

Middleware—Generic—r_wifi_da16x
XX

Enable DA16600 support: Enable

SCI Channel number for DA16XXX Initial Command Port for
AT command communication: 6

Interrupt Level for WIFI_CFG_SCI_CHANNEL: 4

Communication baud rate for WIFI_CFG_CHANNEL: 115200

UART hardware flow control: RTS(Hardware),
CTS(Software)

CTS port number: PORTJ

CTS pin number: 3

RTS port number: PORTJ

RTS pin number: 3

RTS pin function set value: 0x0AU

General-purpose port PDR register connected to the EN pin:
PORT 5

General-purpose port PODR register connected to the EN
pin: 5

Creatable sockets number: 4

Socket Receive buffer size: 8192

Country code: “VN”
Note: Depending on the user’s country
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No | Component Configuration

Timezone offet in hours (-12 ~ 12): 7
Note: Depending on the user’s time zone

Use FreeRTOS logging functionality: Disable

19 RTOS—RTOS RTOS scheduler: Preemptive
Kernel-FreeRTOS_Kernel Maximum number of priorities to the application task: 7
The frequency of the RTOS tick interrupt: ( TickType_t)
1000

The size of the stack used by the idle task: 768

The configTOTAL_HEAP_SIZE_N: 256

The maximum permissible length of name: 12

Idle should yield: v Used

Mutex functionality: v Used

Counting semaphore functionality: v Enable

Software timer functionality: v' Enable

Priority of the software timer task: 6

The length of the software timer command queue: 5

Kernel interrupt priority: 1

Maximum syscall interrupt priority: 4

Tick vector: _CMTO0_CMIO

Record stack high address: v Enable

Support dynamic allocation: v Enable

Support static allocation: v' Enable

20 RTOS—RTOS Initialize | Task Code Priority Stack

Object—FreeRTOS_Object— Size
kernel ob1203 thread | 3 1024
start
kernel zmod_thread 2 1024
start
kernel sensor_thread 2 2048
start
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7. Data Publishing Interval Settings (Optional)
Data publish interval can be set by the user. Default publishes interval time 2 sec.
“Demos/SimplePubSub/simple pub sub_task.c” file has the macro to change the publish time
interval.
t#tdefine mqttexampleDELAY_BETWEEN_PUBLISH_OPERATIONS MS (2000U)
Wl 2% Y § = 0| g simple_pub_sub_taskc X |
~ 5 > aws_da16600_ck_rx65n (in e2studio_ccre) [Harc 220 1
>ﬁ. Binaries 221 char pubPayload[PUBLISH_PAYLOAD_BUFFER_LENGTH_BULK_JSON] = { ox@e };
. 222 #define mgttexampleTOPICRx "aws/topic/set_te
’ -’_‘J'I Includes 223 #define mgttexampleTOPICRx1 "aws/topic/set_sp
> (&R Commen 224 void parse_temperature_led_actuation_message(char *Subscribedmsg,uintl6_t ms
v G Demos 225 void parse_spo2_led_actuation_message(char *Subscribedmsg,uintl6_t msglen);
5 &1 eli 226 extern void getOB1203Data(st_sensorsOB_t *obData);
N :_L"f 227 extern void getICMData(st_icm42605_data_t *icmData);
ks common 228 extern void getZMOD441@Data(st_sensorsZmodd4410 t *zmod441@Data);
> k% dev_mode_key_provisioning 229 extern void ge 4518Data 7 Data):
» k£ Fleet_Provisioning_With_CSR_Demo 23a o [**
> £y matt_agent ;;1‘ : dbrief Delay for the synchronous publisher task between publishes.
? [ OtaOverMatt | PR Tt texanpleDELAY BETWEEN_PUBLISH_OPERATIONS MS [EENEFLLCIID)
Vr.dmn.hmm_l i 234
> Irl simple_pub_sub_task.c 236 & * _E-:rin-.’ Number of publishes done by each task in this demo.[]
> 4 MiddTevare ;22 #define mgttexamplePUBLISH_COUNT 1@
763 > 241 # * {@brief Number of times a publish has to be retried if agent cannot send &
» (= HardwareDebug 244 #define mgttexampleNUM_PUBLISH_RETRIES (3)
» £y > output 245
> £ trash 247 # * f@brief The maximum amount of time in milliseconds to wait for the command
- 251 #define mgttexampleMAX_COMMAND_SEND_BLOCK_TIME_MS ( 1060 )
|5 > aws_da16600_ck_rx65nrepe 252
74 aws_da16600_ck_rx65n.scfg 254 # * f@brief Maximum length of the thing name as set by AWS IoT.[]
¥} aws_da16600_ck_r65n HardwareDebug.launc 257 #define mgttexampleTHING_NAME_MAX_LENGTH (128 )
. i 258
> (# = Devel Assist mazon-freertos dev
@ > Developer Assistance [amazon-freerto 260 #® * ([ibrief Size of statically allocated buffers for holding payloads.[]
262 #define mgttexampleSTRING_BUFFER_LENGTH ( 100 )
Figure 18. Data Publishing Interval Settings (Optional)
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8. Select Project — Build All and confirm that O errors are reported.

CK-RXB3Mv2 - ¢° studio
2

File Edit Source Refactor Navigate Search Project Renesas Views Run Renesas Al Window Help

|-~ & Biw

3 Project Explorer X — k-

d 1;;' Binaries
* miF Includes
» 8 Common
* R Demos
» 8 Middleware
v g% > src
“ g% application_code
&% CommandLing
gy HS3001
Ex ICM42605
& ICP20100
g include
Ex 081203
R ports
% ZMOD4x10
of mainc
| sensor_thread_entry.c
|K sensorsDatah
(& softTimerc
|K softTimerh
| user_initc
L] usr_wifi.c
|B usr_wifih
* kg% frtos_config
» & frios_skeleton
> &y frtos_startup
* g > sme_gen
» = HardwareDebug
» & trash
y = aws_dal 6E00_ck_rxB5n.repc
45 aws_da16600_ck_nbSnschg

-

~ by > aws_da16600_ck_m65n (in e2studio_cond)

R

Open Project
Close Project

Open FSP Configuration

Build All

Build Configurations b

Build Project

Build Working Set »

Clean...

Build Automatically

Build Targets
C/C++ Index

Update All Dependencies Alt+D
Change Device
Change Toolchain Version

C/C++ Project Settings Ctrl = Alt+P

Propaerties

Build Al 'm“m"‘a

Cirl+B

¥y aws_dal16600_ck_rx65n HardwareDebug. launch

» (3] » Developer Assistance [amaz:

g Problems | &) Console | [[] Properties| @ Smart Browser | L&} Smart Manual
CDT Build Consale [aws_da16800_ck_rx65n]

Invoking: Converter
Building target:

Renesas Optimizing Linker Completed
Finished building target:

Loading input file aws_dal66Bd_ck_rx65n.abs
Parsing the ELF input file.....

35 segments required LMA fixes

Converting the DWARF informatiom....
Constructing the output ELF image....

Saving the ELF output file aws_dal6bdd _ck_rxb5n.x
Build complete.

16:36:07 Build Finished. @ errors, 150 warnings. (took 2m:31s.836ms)

Figure 19. Build the Project
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9. Debug configuration and load image to board:
Open Debug configuration: Right click on project > Debug As > Debug Configurations...

B CK-RXA5MW2 - &° studio

File Edit Source Refactor MNawigate Search Project Renesas Views Run Renesas Al Window Help

B-g-i Do -G~
(5 Project Explorer X B9 Y § o

g -u_fr - aws_dal-&&l]]_:k_ntﬁfm o aBubiilion samd B lasdenanl ol s
New

> b’ Binaries
Go Into

B Includes
* ¥R Common Open in New Window

» §& Demos Show In
*ﬂ Middbeware Show in Local Terminal
5% > s & Ccopy
= HardwareDebug Paste
* & trash X Delete
aws_dal16600_ck_nd Source
'.‘_:'e_ aws_da16600_ck_nd5
¥y aws_dal6600_ck_nd5 Rename..

(7] > Developer Assistanc . Import_.

Export..

Build Project

Clean Project

Refresh

Close Project

Close Unrelated Project
Build Targets

Index

Build Configurations

seuice

Alt+Shift+W >
*

Cirl+C

Delete
H

F2

Run As

Debug As

Restore from Local History...

MISRA-C

¥ C/C++ Project Settings
Renesas CfC++ Project Settings

" Run CfC++ Code Analysis

Team

Compare With

sl

5

Cirl+Alt«P

1 GDB OpenOCD Hardware Debugging (DSF)
2 GDA Simulator Debugging (RHE50)

3 Local C/C+ + Application

4 Renesas GDB Hardware Debugging

| 5 Renesas Simulator Debugging (RX, RL78)

Debug Configurations...

1 R FFE

™

6 aws_dal16600_ck_rx65n HardwareDebug (Renesas GDB Hardware Debugging)

Replace With
System Explorer
Command Prompt
Validate

S

Configure
Source

Properties

w

>

Alt+Enter

ing Linker Completed
ng target:

Hle aws_dalbt00_ck_rxb5n.abs
input file.....

uired LMA fixes

IIZN.-\l.l'lRF information....

e output ELF image....

Jil:lutput file aws_dal668_ck_rx65n.x

Build complete.

16:36:87 Build Finished. @ errors, 150 warnings. (took 2m:31s.B36ms)

Figure 20. Configuration Debugger 1/2

Go to Renesas GDB Hardware Debugging > aws_demos HardwareDebug > Debugger tab then
configuration for “Main Clock Source: EXTAL” and “Connection Type: Fine”.
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&) Debug Configurations

Create, manage, and run configurations

B XBY~
type filter text

[€] ¢/C++ Application
[t] €/C++ Remote Application
EASE Script
[£] GDB Hardware Debugging
[€”] GDB Simulator Debugging (RHS850)
% Launch Group

~ [t Renesas GDB Hardware Debugging

| [£7] aws_da16600_ck_rx65n HardwareDebug |

[€7] Renesas Simulator Debugging (RX, RL78)

Filter matched 9 of 11 items

?

Name: | aws_da16600_ck_rx65n HardwareDebug
[2) Main| 3% Debugger| [ Startup| % Source| [] Common

Debug hardware: |E2 Lite (RX) ~ | Target Device: | RSF565NE

GDB Settings Connection Settings Debug Tool Settings

~ Clock
Main Clack Source I EXTAL
Extal Frequency[MHz] 24
Operating Frequency [MHz] 120.000

Permit Clock Source Change On Writing Internal Flash Memaory Yes
~ Connection with Target Board

Emulator {Auto)
Connection Type
JTag Clock Frequency[MHz] 6.00
Fine Baud Rate[Mbps] 1.50
Hot Plug No

~ Power
Power Target From The Emulator (MAX 200mA) Yes

Supply Voltage (V)
~ CPU Operating Mode
Register Setting Single Chip
Mode pin m
Change startup bank

Single-chip mode

Close

Figure 21. Configuration Debugger 2/2

5.1.4 Running the Application Project
To run the Application project, use the following instructions.

In Serial port console of the PC already setup in section 5.1.2, Tera Term, the console will display as below.

M COM14 - Tera Term VT

File Edit Setup Control Window

ress any key for going to application’s setting area or after 10 second, application will run automatically

Figure 22. Start the Application

In the first-time users run the application (or users want to change the configuration), please press any key to
set some necessary credentials for application.

Note: After 10s, the application will run automatically with option “6. Run Sensor App with MQTT” in
application’s menu. User can modify this time’s value by changing the value of WAIT_USER_TIME

macro in file:

Projects\aws_da16600_ck_rx65n\e2studio_ccrx\src\application_code\CommandLine\menu_m
ain.h before building the project:
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=0

~ =% aws_da16600_ck_rx65n (in e2studio_cerx) [HardwareD #

I3 Project Explorer X -

i;;.p Binaries
ml Includes
% Common
& Demos
(& Middleware
W & src
v = application_code
+ CommandLine
1] cli_thread_entry.c
\h common_inith
\h common_utils.h
\t] consalec
ki consaleh
1€ menu_flash.c
h menu_flash.h
el menu_kis.c
k| menu_kis.h
L] menu_main.c

vkl menu_mainh

\h| r_typedefs.h

2
20
2'.‘
24

| menu_mainh X

# * DISCLAIMER]]
# * File Name : menu_main.h[]

#include "common_utils.h"

- gifndef MENU_MAIN H_
#define MENU_MAIN_H_

I #define WAIT_USER_TIME

(10000) |

extern 1nt8_t main_display_menu (void);
bool_t ApplicationCounter(uint32_t xWaitTime);

#endif /*

MENU_MAIN_H_ */

Figure 23. Modify macro to Wait for User Input!

After pressing any key, the settings are as shown below.

File Edit Setup Control Window Help

> Select from the options in the menu below:

MENU

1. Get version

2. Data flash

3. Get UUID

. Configure Wi—fi

- Run Only Sensors Ap

. Run Sensor App u1th HQTT
- Help

4
5
6
?

Ju

Figure 24. Main Menu

Choose the number to select the commands. For example, when you press ‘“1°. The firmware version of the
application is displayed as shown below. To return to the main menu, press the “space bar” key.

R01QS0070EJ0121 Rev.1.21
Jul.21.25

RENESAS

Page 33 of 136




Renesas RX Family
AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

File Edit Setup Control Window Help

1. GEI UERSION
1.2.8

gDPPess gpace bar to return to MENU

Figure 25. Get Version Information

The next section provides an introduction to the setup for the AWS account. Please refer to section 5.2 For
Users Using the Provided Dashboard and AWS Account of Kit, refer to section 5.4 For User who use
their own AWS account.

5.2 For Users Using the Provided Dashboard and AWS Account of Kit

This section explains about the registration account and access dashboard. It needs to get the “UUID” of the
kit.

5.2.1 Getting the UUID Information of the Board

Press ‘3’ from the Main Menu to display RX MCU UUID. This command obtains the UUID information of the
kit and displays it on the console like the snapshot shown below. You will need this information to register on
the Cloud Dashboard.

File Edit Setup Control Window Help

3. GET UUID
R¥ HMCU 128-hit Unique ID <hex» =

EDPPESS space bar to return to MEHNU

Figure 26. Getting Board UUID Information

5.2.2 To Get the Account 10 USD of Trial of AWS

1. Register/sign up at “https://renesas.cloud-ra-rx.com/” with an email account that was not used
previously for signing up to an AWS account.
Note: The provided free credit starts consuming when users register their email and UUID on this system.
Renesas recommended disabling the AWS EC2 service when users don't use this system. Please
refer to the How to Enable/Disable EC2 Instance.
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RENESAS

Q A "’[ - =< Don't have an account? Sign up

Sign in to Dashboard

Enter your details below.
Email address

Password )

Forgot password?

Figure 27. Get the Account 10 USD of Trial of AWS (1/2)

SN v/ "‘ SN Aveacy have an account? Legin

8y RA > =<
18} 2

Sign up

Enter your details below

estname
S
[
N

Figure 28. Get the Account 10 USD of Trial of AWS (2/2)

2. Wait for AWS verification email (~10 min). Then put on the email and UUID to register the kit in below
window. You can get the UUID from section 5.2.1 Getting the UUID Information of the Board.

Note: Only 1 device will be assigned to an account.

RENESAS
8 oo = 45 e e

Register Device

[mn

Figure 29. Register Device
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3. Verify the AWS account in your email that you registered.
4. Wait for the status change on the registration page/ wait for provisioning to complete. Please refresh the
page in case the Registration in progress screen still shows up.

B myDevices ﬁ-\ '%“ @\

o)

Device 1 Status:

>

Account name: . Download Gertificate

Go To Dashboard —

Email:

I o
UuID:

Figure 30. Dashboard Build In Progress

5. Once the account status shows up as online in the registration page, click on device to see device UUID.

RENESAS

o

B My Devices %im\ "’:’“ | = e

Device 1 Status: Online C hd

Figure 31. Active Device

6. After finishing the progress, you can get the file of certification to connect dashboard from “Download
Certificate” button. It is used for installation on the application demo of kits that you got previous step.

)
/
o
4
1
X

/
®

B My Devices %
Device 1 Status: Online C ~
Account name: 4 Download Certificate
Email:
|
Figure 32. Dashboard Build Complete
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7. Click “Go To Dashboard” to access the dashboard. First time users will access the dashboard with
default ‘username’ is admin and default ‘password’ is admin1234. Once completed, users can access
the dashboard.

~ B3 General /Renesas CKv2.0 <

RENESAS

Indoor st guelny - Ech e Ounsoor st qualiny ) cP - Pressure (mibar) HE3001 - Humidty )
/} /N 47.24
P - Temperaur (1 HE3O - Temperature F prabaa: X Gy Dt ¥ o Baia 2

Figure 33. Dashboard for this Application

5.3 Software Preparation-Run Project from IDE

5.3.1 Storing the Device Certificate, Key, MQTT Broker Endpoint and loT Thing Name
Device Certificate, Device Private Key, MQTT Broker Endpoint and IOT Thing name need to be stored in the
data flash for the application to work. These are obtained after registering to the Cloud Dashboard.

1. Press ‘2’ on the Main Menu to display Data Flash related commands as shown in the following
snapshots. This sub menu has commands to store, read and validate the data.

Tl COMS - Tera Term VT
File Edit Setup Control Window Help

> Select from the options in the menu helow:
2. DATA FLASH

a? Info

bh?> Write Certificate

c? Write Private Key

d?> WUrite MQTT Broker end point
Write 10T Thing name
Urite code signing certificate <for OTAD
Urite template name (for Fleet>
Write claim cert ID <for Fleet>
Write claim private key ID <for Fleet)
Read Flash
Check credentials stored in flash memory
Format Flash data
Help

glPress space bar to return to MENU

Figure 34. Data Flash Related Menu and Commands

2. Please unzip the cert.zip from dashboard.
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3. To store the Device Certificate, press the option ‘b’ and Click the File tab of the Tera Term and Send

File option and choose the downloaded Device certificate file from the dashboard

“xxxxxcertificate.pem.crt”. The details of downloading the certificates are explained in the Dashboard
document linked as part of this Application Note.

Edit Setup  Control

Mew connection...
Duplicate session

Cygwin connection

Log..

Pause Logging
Comment to Log...
View Log

Show Log dialog...

Stop Logging %

Window Help
Alt+M
Alt+D

ta in data flash

Alt+G

| Sendfile.

Transfer

S5H SCP...
Change directory...
Replay Log...

TTY Record
TTY Replay
Print...

Disconnect
Exit
Exit All

Alt+P

Alt+]
Alt+Q

Figure 35. Accessing the Device Certificate
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Eile Edit Setup Control Window Help

DATA FLASH WRITE CERTIFICATE

E‘ljelect the file to write data in data flash

M Tera Term: Send file

Look i_n:| certs v| O 2 E-

Mame Date modified
03-06-2022 0242 PM
03-06-2022 0&:42 PM

03-06-2022 08:42 PM

03-06-2022 02:42 PM

_| private.pem.key

i<
File name: I |cert'rfiu:ate.|:uem.crt I | I Open I
Files of type: | Alli".") w~ Cancel
Help
Option
|:| Binary

Figure 36. Downloading the Device Certificate into the Data Flash

File Edit Setup Control Window Help

—————ENI_CERTIFIGRTE
itored data into dataflazh correctly.

> Press space har to return to MENU

Figure 37. Status of the Downloaded Device Certificate into the Data Flash

4. To store the Device Private Key press the option ‘¢’ and click the File tab of the Tera Term and Send
File option. Choose the downloaded Device Private Key “xxxxxxxprivate.pem.key” which is downloaded
from the Dashboard download link.

5. Open the “iot-data.json” file
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This file has information about 10T things name and loT Endpoint.

|| AmazonRootCAl.pem

=l certificate.pem.crt
iot-data.json

|| private pem.key

"I0TThingName" :

“IOTEmdpoint™:

Figure 38. Getting the loT Things Name and loT Endpoint Information

6. To store the MQTT Broker end point, copy the end point string between the quotes xxxxxxxxxx.iot.us-
east-1.amazonaws.com from the downloaded certificate link, press the option ‘d’ and click the Edit tab
of the Tera Term and Paste<CR> and verify and confirm the valid string and press OK.

Note: Please copy the IOTEndpoint without “”.

"I0TThingName" :

"IOTEndpoint™:

Figure 39. Copy loT Endpoint Information

| Eile  Edit Contral Windew
|

'..,--|II

DATA FLASH WRITE HQTT EWMD POINT

SDe lect the file to weite data in data Flaszsh

B Tera Term: Clipboard confirmation X

Cancel

Figure 40. Storing the MQTT loT Endpoint into the Data Flash

7. To store the IOT Thing Name, copy the Thing Name string between the quotes XXXXXXXX-XXXX-XXXXXXXX-
xxxx of IoT thing Name from the downloaded certificate link, press the option ‘e’ and click the Edit tab of
the Tera Term and “Paste<CR>" and verify and confirm the valid string and press OK.

Note: Please copy the IOTThingName without “”.
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“I0TThingName" :

"IOTEndpoint™:

Figure 41. Copy the IOTThingName

| File Edit Setup Contrel Window Help

DATA FLASH YRITE THING MAME

Select the file to write data in data flash

B " Tera Term: Clipboard confirmation x

3647301 T ok |

Cancel

Figure 42. Storing the Thing Name into the Data Flash

8. Press option " and ‘k’ to read and validate the stored information in the data flash.

Note: Validation of the stored data is very limited and validates minimum set of data points. Users are
required to input the valid data to the flash obtained from the Dashboard for the proper working of the
Application.

Note: Option ‘) Format Flash data’ will erase all saved value in data flash. Please be careful when using
this option in application.

5.3.2 Storing the SSID Name, Password and Security Option
SSID Name, Password and Security option need to be stored in the data flash for the Wi-Fi connection of
application.

1. Press ‘4’ on the Main Menu to display Configure Wi-Fi related commands as shown in the following
snapshot. This sub menu has commands to store and read the data.

> Select from the options in the menu below:
4. CONFIGURE WIFI

a> SSID Name

b> Password

c? Security Option

d> Help

> Press space bar to return to MENU

Figure 43. Configure Wi-Fi related Menu and Commands
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2. To store the SSID Name, in the Wi-Fi menu, press the option ‘a’.
Note: Max length of SSID is 32 characters and the min length is 2 characters.

— If users have copied the SSID before, please click the “Edit” tab of the Tera Term and “Paste<CR>"
and verify and confirm the valid string and press OK as shown below.

DATA FLASH WRITE SSID NAME

$elec‘t the file to write data in data flash

© | Tera Term: Clipboard confirmation

TP-Link_2502]

Cancel

Figure 44. Storing the SSID Name into the Data Flash 1/3

— If the user did not copy the SSID before this step, they can input directly to the Tera Term. And for
checking easily the SSID, click the Setup > Terminal > Local echo of the Tera Term as below.

Terminal size New-line oK
80 X |24 Receive: AUTO -
Term size = win size Transmit: ¢cR v Cancel
Auto window resize
Help
Terminal ID: VYT100 v Local echo
Answerback: [ Auto switch (VT<->TEK)
Coding (receive) Coding (transmit) \
UTF-8 v UTF-8 v
locale: |american . CodePage: 65001

Figure 45. Storing the SSID Name into the Data Flash 2/3
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— Input SSID and press Enter.

. COMS - Tera Term VT
File Edit S5etup Control Window Help

DATA FLASH WRITE SSID NAME

Select the file to write data in data flash
STP-Link_25082
stored data into dataflash correctly.

> Press space bhar to return to MENU

Figure 46. Storing the SSID Name into the Data Flash 3/3

3. To store the password, in the Wi-Fi menu, press the option ‘b’, input the password, and confirm the
valid string then press Enter. Max length of password is 32 characters, and the min length is 8
characters.

File Edit Setup Control Window Help

DATA FLASH WRITE PASSWORD
Select the file to uwrite data in data flash

User Input: 6a00ceex

Figure 47. Storing the Wi-Fi Password into the Data Flash

4. To store the security type, in the Wi-Fi menu, press the option ‘c’, then press the option ‘a’ for Open
Wi-Fi, ‘b’ for WPA security, ‘c’ for WPA2 security to choose the correct security for Wi-Fi
configuration.

File Edit Setup Control Window Help

> Select from the options in the menu bhelow:
4. WIFI SECURITY
a> None

b> WPA
c> WPAZ2

;lPPess space bar to return to MENU

Figure 48. Storing the Security into the Data Flash

5.3.3 Starting the Application

After registering to the Dashboard and configuring the required Cloud credentials through the CLI, the
application is ready to run. Press the option ‘6’ to start the application. The application prints the Welcome
screen along with the status of validating the Cloud credentials data present in the data flash as shown
below. When the connection is successful, the data is shown.
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¥ COMS - Tera Term VT
File Edit Setup Control Window Help
HECK CREDENTIALS STORED IN DATA FLASH
key 1D
abled, do not need ( im cert ID
wbled, do not need template name
hled. do not need code sign certificate
saved in data flash i erified and
sed in data flash erified and
31D saved in data flash is verified and suc
" thing name saved in data fFlash is ver ed and s
Endpoint saved in d flash is verified and su
Private He ed in da flash is wverified and su

Certificate ed in data flash is verified and s

fll cr entials in data flash erified and succ
4308 [CLI] Write certificate...

Alternate Key Provisioning successfully e
tt?t Wi-Fi Init Successful %%

ESID: TP-Link_2582
onnecting to TP-Link_2582

}i-Fi connected to SSID TP-Link_2502.

vice IP address: 192.168.258.227
vice network mask: 255.255.255.8
Device gateway address: 192.168.258.8

IP address = 52.6.78.223
STARTING DEMO——---————

[MQTT1 LINFO]

[MQTT] L[INFO] Creating a TLS connection to us—east-1.amazonaws.com:8883.
[MQTT] C[INFO] Created new TCP socket.
[MQTT]1 L[INFO] Established TCP connection with = .us—east—1.amazonaws.con.
[MQTT]1 L[INFO]1 <Network connection 888c3c) TLS handshake successful.
[MQTT]1 L[INFO]1 {Network connection 888c3c> Connection to -us—east—1.amazonaws.com established.
L[INF0] Creating an MQIT connection to the broker.
MQTT connection established with the broker.
ully connected to MQIT broker.
L1 24175 [ob1283_threl I12C bus 2 setup success

12 24175 [oh1283_threl

DB1283 Device open success

13 24176 [sensor_threl I2C bus B setup success

i4 24186 [sensor_thre] HE38BB1 open sensor instance successful: B

15 24186 [sensor_threl] ICP28188@ open sensor instance successful: B

Figure 49. Welcome Screen on the Console
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M COMS -

File Edit

1 23508

32203
32283
3a22e3

8 33161
9 33161

Tera Term VT
Setup  Control

[MQIT] Created
[MQTT]
[MQTT] [
[HQTT]
[MQTT]
[MQTT]

Window

Help
new TCP socket.

[INFO] (Network connection 888c3c) TLS handshake successful.
INFO]1 <(Network connection 8@8c3c> Connection to

[INFO] Creating an MGTT connection to the broker.

[INFO] MQTT connection estabhlished with the broker.

[INFO1 Successfully connected to MQIT hrokew.

rast—1.amazonaws.com established

B 33161 [obl2B3_threl] [2C busz 2 setup success

2 33161
33172
33172
33182
33183
33689
34845
34846

34169
34175

35582
35582

35582
35582
36874
36292
37199
39679
39441
39579
400885
40488
i2147
43365
43365
43678
44149

44580
44588

[sensor_threl
[sensoy_threl
[sensor_threl
[zmod_thread]
[AWS_DA166881
[zmod_thread]l
[zmod_thread]
[zmod_thread]l

[AWS_DA16668]
[sensor_threl

[AWS_DA16600]
[AWS_DA1666@1

[AWS_DA16688]
[AWS_DA166861
[zmod_thread]l
[MQTT] [INFO]
[MQIT]1 [IWFO1
(znod_thread]
[AWS_DA1668E@]
[MQIT1 [INFO]
[zmod_thread]
[HQIT]1 [INFO1
[Znod_thread]
[AWS_DA166681
[AWS_DAl66881
[MQIT]1 [INFO]
[zmod_thread]

[HGIT1 [INFO1]
[HQTT] [INFO]

I2C bus B setup success

HE3BB1 open sensor instance successful: B

ICP28188 open sensor instance successful: @

I2C busz 1 setup success

[INFO]1 ———-—-———-Start AWS Wi-Fi DA1666O - MQIT Demo Task —-————————
ZMOD4410 open sensor instance successful: B

ZMOD4518 open = instance szuccesszful: 8

1]

nsor
Task zmod4418 measurement Success:

[INFO]1 Successfully subscribed to topic: aws-topicrsset_temperature_led_data
ICH42685 open sensor instance successful: @

[INFO]1 Successfully subscribed to togic: aws/topicszet_spol_led_data
[Send Datal ZMOD4418-1AQ TUOC: AB0.0RA

[Send Datal ZMOD4418-1AQ ETOH: ©00.000
[Send Datal ZMOD4418-1AG ECO2 =
ZMOD4418 in stabilization:1%96689

880 . 888

Publishing message to aws/topicrsiag_sensor_data.

fAck packet deserialized with result: MQITSuccess.
State record updated. New state=MQTTPublishDone.
ZMOD4418 in stabilization:19668%9

[Send Datal ZMOD4518-0AQ : B60.888

Publishing message to auws- topicroag_sensor_data.
ZMOD4418 in stabilization:196689

Ack packet deserialized with result: MQITSuccess.
State record updated. Hew state=HGQTTPublishDone.
ZMOD4418 in stabilization:19668%9

[Send Datal H$3081i-Humidity : 837.959

[Send Datal HS3881i-Temperature: BB9.895

Publishing message to aws~stopic-hs3001_sensor_data.
ZMOD4418 in stabilization:196689

Ack packet deserialized with result: MQITSuccess.
State record updated. New state=HQTTPublishDone.

Figure 50. Application with MQTT

Note: Sensor data will be able to read correctly after having stabilization time. You can also check the
sensor’s operation by choosing option “5. Run Only Sensors App”.

Note: With OB1203 sensor, besides the stabilization time, OB1203 sensor data which is sent to the MQTT
(is showed in the terminal) is affected by the “Data Publishing Interval Settings” (refer to Data
Publishing Interval Settings (Optional) to set this value). So, please keep your finger on the sensor
until the terminal displays the correct data. It can be longer than the stabilization time a little bit.

About the detail of stabilization time, please see Table 9. Sensor Stabilization Time.

5.4 For User Who Use Their Own AWS Account
Note: Complete the steps up to section 5.4.6 Check AWS loT endpoints.

Get an AWS Account

5.

4.1

Get an AWS account > Click the Sign into the Console button.

When considering using AWS, you can use the AWS free tier.

AWS Free Tier

R01QS0070EJ0121 Rev.1.21

Jul.21.25

Re Page 45 of 136
RENESAS


https://aws.amazon.com/?nc1=h_ls
https://aws.amazon.com/free/?nc1=h_ls&all-free-tier.sort-by=item.additionalFields.SortRank&all-free-tier.sort-order=asc

Renesas RX Family
AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

5.4.2 Logintothe AWS Management Console

Amazon Web Services > My Account > AWS Management Console

@ [ | @ Cloud Computing Services - Am- X | +

C W ) https//aws.amazon.com

Account Settings.
Billing & Cost Management
Security Credentials

AWS Personal Health
Dashboard

AWS

re:INvent

On-demand content

Watch the keynotes, Innovation Talks, and breakout sessions on demand.

Figure 51. Login the AWS
5.4.3 Move to loT Core Control Panel

AWS services > All services > loT Core

8% Services | Q. Search

Console Home > All services

All services

Services by category

FEJ:}. Compute Manag

Fr72 DWES Cirere

Figure 52. Search the loT Core (1/2)
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AWS HealthOmics
Amazon Bedrock

| Internet of Thingsl

AWS Healthlmaging loT 1-Click
Amazon Q loT Analytics

! Analytics loT Device Defender

loT Device Management

Athena loT Greengrass
Amazon Redshift loT SiteWise
CloudSearch
Amazon OpenSearch Service loT Events
Kinesis AWS loT FleetWise
QuickSight 10T RoboRunner
Data Pipeline loT TwinMaker

Figure 53. Search the loT Core (2/2)
5.4.4 Create a Security Policy

Secure > Policies > Create a policy.

P LPWAN devices AWS laT » Security > Policies

Software packages New

Remote actions

AWS loT policies (3) info

AWS loT policies allow you to control access to the AWS loT Core data pl 7 AWS loT policies and different from IAM policies. AWS IoT poliz

Py only ta AWS loT data plane operations,

v

Message routing

Retained messages

Q. Find palicies

Policy name

Ciytificates
Certificate authorities C

Certificate signing New l

Figure 54. Create the Policy (1/3)

AWS 10T » Security » Polities » Create policy

Create policy we

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties

AWS 10T Core supparts named policics sa that many identitics can reference the same policy document.

Policy name

|[ekrsesn_test]

A policy name is an alphanumeric string that can also contain period (., comma (), hypheni-), underscore (), plus sign (+), equal sign (=], and at sign (©) characters, but no spaces.

» Tags - optienal

Policy statements Policy examples

Policy document oo sson |

An AWS loT policy contains one or mare policy statements. Each policy statement contains actions, resourees, and an effect that grants er denies the actions by the resources.

Policy document

]
2 “Version®: "2@12-1@-177,
3w "Statement™: [
av {
5
6 "action”™: 7,
7 “Resource™: "
3 ¥
s 1
° |k

Figure 55. Create the Policy (2/3)

R0O1QS0070EJ0121 Rev.1.21 Page 47 of 136
Jul.21.25 RENESAS



Renesas RX Family
AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

Copy the following code:

{
"Version": "2012-10-17",
"Statement":

[

"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "*"

}

Paste the copied code into the policy syntax > Create.

Palicy name

‘ ch_rx65n_test

A policy name is an alphanumeric string that can also contain pericd (), comma (), hyphen(-), underscore (), plus sign (+), equal sign (=], and at sign (@) characters, but no spaces.

» Tags - optional

Policy statements Policy examples

Policy document info

An AWS loT palicy cantains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denics the actiens by the resources.

Policy document

"Version": "2812-18-17", -
"Statement":
E [
Y {
L

1dv {
1
1
1
ty s
1qv {
b1
17
1
& b
2y {
2 "Effect”: “"Allow’
2 At fot:Recedve”,
2 "Resource "
24 1

JSON  Line27,Column1 @ Ermorss0 A Wamings: 0

Cancel

Figure 56. Create the Policy (3/3)
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5.4.5 Register your device (thing) with AWS loT
¢ Manage > Things > Create things.

AWS loT 3 Manage  Things

Things (9) info [ ! daaced cearch H " } _.:]
physical device in the coud. A physical device

Figure 57. Creating the Things (1/5)

Creating AWS loT things > Create a single thing.

AWS loT Manage Things Create things

Create things

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
oT.

Create many things

Create a task that creates multiple thing resources to register devices and provision the resources those devices require to

connect to AWS laT.

Figure 58. Creating the Things (2/5)
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¢ Add your device to the thing name > Next.
¢ Make a note of the name with a text editor (will be used later).

AWSToT 5 Manage > Tnings
Step 1

Specify thing properties

Step 2 - optional

Step 3 - optionat

Create things » _ Create single thing

Specify thing properties i

A thing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Thing properties info

Thing name

eT 3 Unigue name contaiming onty: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations
You can use these configurations to add detail that can help you to organize, manage, and search your things.

» Thing type - optional
» Searchable thing attributes - optional
» Thing groups - optional

» Billing group - optional

Device Shadow info

Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing’s

shadow using either HTTPs or MQTT topics.

© No shadow

Named shad
Creater
your de

with different names to manage aceess to propertics, and logically group

< prop

Unnamed shadow (classic)
A thing can have only one unnamed shadow.

o

F

Auto-generate a new certificate.

igure 59. Creating the Things (3/5)

AWS loT Manage Things Create things

Step 1
Specify thing properties

Step 2 - optional
Configure device certificate

Step 3 - optional Devi

Create single thing

Configure device certificate - optional i
A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your deviee now, or
you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an
active certificate with an appropriate policy.

ce certificate

o

Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS laT's certificate authority.

Use my certificate
Use a certificate signed by your own certificate authority.

Upload CSR
Register your CA and use your own certificates on one or many devices.

Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.

F

igure 60. Creating the Things (4/5)
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e Add a policy for your thing

AWS loT Manage Things Create things Create single thing

Step 1

Attach policies to certificate - optional

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

Specify thing properties

_ the device.
Step 2 - optional

Configure device certificate

Policies (1/1) | (&) | ‘ Create policy [2

Step 3 - optional . . -
Select up to 10 policies to attach to this certificate.

Attach policies to certificate

Q 1 0]
Name
—
ck_rx65n_test ‘

Cancel Previous Create thing

Figure 61. Creating the Things (5/5)
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Download a Certificate for this Thing/A Public Key/A Private Key

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS,

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT.

Device certificate

Deactivate certificate | | i Download
6f328a5a610...te.pem.crt

Key files
The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and sawe them in a secure place.

/A This is the only time you can download the key files for this certificate.

Public key file
6f328a5a6105a56cc38d92d...bad2 118-public.pem.key

() Key downloaded

Private key file [ Download
6f328a5a6105a56cc38d92d...a42118-private.pem.key

[

() Key downloaded

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpeoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint [ Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint [ Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [

Figure 62. Download A Certificate for this Thing/A Public Key/A Private Key
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5.4.6 Check AWS loT Endpoints
o Make a note of the Endpoint in a text editor and so forth (will be used later)

a_“ll-"_5 =5 Services | Q

AWS loT * AWS loT % Settings
Moritor Settings

Device data endpoint info
Connect

Your devices can use your account’s device data endpoint to connect to AWS.
Connect one device

» Connect many devices
Each of your things has a REST API available at this endpoint. MQTT clients and AWS [oT Dev

Endpaint

Test

p Device Advisor
MOQTT test client

Device Location New

Select security policy  Infe
To customize your TLS settings, such as TLS versions and supported cipher suites, choose a security policy.

loTSecurityPolicy_TLS13_1_2_2022_10

Compare security policies [

Manage
» All devices . . s
Domain :unﬁguratlnns Info

» GIEEI](JFESS devices You can create domain configurations to simplify tasks such as migrating devices to AWS loT Core, migrating

p LPWAN devices

Software packages Nfw Name Domain name
» Remote actions
p Message routing

Retained mesghges

B Security
p Fleet Hu
Logs info
Device foftware You can manage AWS loT logging to log helpful information te CloudWatch Logs.
Billigh groups
m As messages from your devices pass through the message broker and the rules enging, AWS
Feature spotlight Role
Documentation [4} Log role is not available
Figure 63. Check AWS loT Endpoints
Reference

Register device to AWS loT tutorial also available GitHub using https://github.com/renesas/amazon-
freertos/wiki/Register-device-to-AWS-IoT

Install for the credential in application as instruction at section 5.3. Software Preparation-Run Project from
IDE.
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5.4.7 Running Application
After collecting Cloud Credentials, it includes:

o Device Certificate, Key, lIoT Thing name: after registering device (see section 5.4.5)
o MQTT Broker endpoint: (see section 5.4.6)

Please refer to the section 5.3. Software Preparation-Run Project from IDE for storing Cloud credentials
and running application.

Note: Instead of getting cloud credentials from cert . zip file, users collected them directly from AWS
cloud.

5.5 Verifying the Application Project using AWS Dashboard and Renesas
Dashboard

5.5.1 Subscribe to a Topic Messages on the AWS loT
This section describes the steps on verifying this application example’s functions.

Note: Wait for the board to get the IP address from the service provider upon successful Wi-Fi initialization,
and the board to resolve the DNS lookup for the endpoint. After the successful MQTT connection
message on the console “An MQTT connection is established with
<MQTT_BROKER_ENDPOINT>"", the device is ready for Publishing and Subscription of messages.

Note: This application involves AWS MQTT IoT Core, the user has an option to use the AWS loT
Dashboard for validation purposes, in addition to using the Renesas GUI based Dashboard for
customized view of all the Sensor Data.

For the verification purposes, the user can use the AWS loT core Dashboard for configuring and controlling
the subscription and publishing of the topics as described in the following sections.

On the AWS cloud Dashboard side, go to loT Core and select Test, then choose MQTT test client.
Subscribe to a topic listed below one at a time. A sample snapshot of subscribing to the topics are shown
below.

Note: The messages shown below are case sensitive; users need to take care of this entering the publish
or subscribe messages.

Only enter one message at a time. Copy the message ‘as-is’ between the quotes and do not include
any extra spaces.

“aws/topic/iaq_sensor_data”
“aws/topic/oaq_sensor_data”
“aws/topic/hs3001_sensor_data”
“aws/topic/icm_sensor_data”
“aws/topic/icp_sensor_data”
“aws/topic/ob1203 sensor_data”

Note: After the subscription to the Topics, the Dashboard is ready to receive the messages being published
from the device.
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-

Subscribe to a topic Publish to a topic

AWS loT X
Monitor Topic filter  Info
ETPEINSITRCIE e i ou want to subscribe. The topic filter can include MQTT wildcard characters.
aws/topic/ob1203_sensor_data
Connect

) » Additional configuration
Connect one device

» Connect many devices -

Test

b Device Advisor Subscriptions aws/topic/ob1203_sensor_data

MQTT test client

EJ aws/topic/iag_sensor_data QD X M load
Device Location New ES52g¢ pay’ea
E3 aws/topic/oag_sensor_data QD X {
"message”: "Hello from AWS IoT console”
Manage E1 aws/topic/hs3001_sensor_data X }
B All devices g
B aws/topic/icm_sensor_data QX » Additional configuration
P Greengrass devices
> LPWAN devices B aws/topic/icp sensor dat @ X Publish
Software packages New aws/topic/ob1203_sensor_data Q7 X

Remote actions
¥ aws/topic/ob1203_sensor_data

Message routing

Retained messages

Security {

Fleet Hub "0B1203": {

"spoZ ()": "esZ.aeea",
"Heart Rate ()": "@66.88",
"Breath rate ()": "8@6.8088",
"P2F ()": "eed.eod"

Device software

Figure 64. Subscribe to a Topic Messages on the AWS loT Screen
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Subscriptions aws/topic/icm_sensor_data

B aws/topic/iag_sensor_data P X Message payload

L3 aws/topic/oag_sensor_data QD X {
"message”: "Hello from AWS loT console”
B3 aws/topic/hs3001_sensor_data @ X 1
aws/topic/icm_sensor_data QX P Additional configuration

L aws/topic/icp_sensor_data G X Publish

L aws/topic/ob1203_sensor_data 7 X

¥ aws/topic/icm_sensor_data

{
"ICMT:
“acc": |
"gee.ge4",
"-geg.eas",
"z ": "Bee.sgr"
Is
"mag”: {
"x ": "OBe.sea",
"y ": "Bbe.eea",
"z ": "Bee.oea"
s
"gyrti
"x ": "-p@g@.asse",
"-gaa.as1",
"z ": "-p@g.e54"
1
}
}

Figure 65. Subscribed Messages on the AWS loT Screen
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5.5.2 Publish a Topic Messages on the AWS Dashboard and Renesas Dashboard
5.5.2.1 With AWS Dashboard

The board subscribed to the topic: aws/topic/<topicRx>

If we publish the below data from AWS console
HS3001 temperature alerts:
Based on temperature dashboard will send the alert messages to CK-RX65N v2 kit via below topic

Topic: aws/topic/set temperature led data

Message: {"Temperature LED": "HOT"} Will turn on RED in Tri-Color LED
Message: {"Temperature LED": "WARM"} Will turn on GREEN in Tri-Color LED
Message: {"Temperature LED": "COLD"} Will turn on BLUE in Tri-Color LED

Example:
Click Test > MQTT test client

AWS loT X AWSIoT > MQTT test client

MQTT test client i
Monitor

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate the
Connect to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

Connect one device
» Connection details
You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

» Connect many devices

Test

P Device Advisor Subscribe to a topic Publish to a topic

MQTT test client

Device Location New
Topic name
Lhc{onicpame idegtifiesihe mecsape The message pavload will be published to this topic with a Quality of Service (QoS) of 0.

Manage

I‘ Q_ aws/topic/set_temperature_led_data X |

» All devices

Message payload
P Greengrass devices I‘ {“Temperature_LED": "HOT"} I

P LPWAN devices

Software packages New ‘

» Remote actions
B Additional configuration
P Message routing

Retained messages Publish

b Security

Figure 66. Publish the MQTT Message (1/2)

0OB1203 SPO2 alerts:
Based on SPO2 value dashboard will send the alert messages to CK-RX65N v2 kit via below topic
Topic: aws/topic/set spo2 led data

Message: {"Spo LED": "ON"} Will turn on BLUE LED in CK-RX65N v2
Message: {"Spo LED": "OFF"} Will turn off BLUE LED in CK-RX65N v2
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= S - -
AWS loT % Connection detall..s

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue pagg

Monitor

Subscribe to a topic Publish to a topic

Connect

Connect one device .
Topic name

b Connect many devices The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of O

I |Q aws/topic/set_spo2_led_data I

Test Message payload

» Device Advisor L {"Spo_LED": "ON"}

MQTT test client

Device Location New

» Additional configuration

Manage
Publish
P All devices
P Greengrass devices
P LPWAN devices Subscriptions Topic
Software packages New
» Remote actions You have no topic subscriptions. Sul]

Figure 67. Publish the MQTT Message (2/2)
5.5.2.2 With Renesas Dashboard

Grafana alerts are a way to send notifications when a metric crosses a threshold that has been configured.
By default, the dashboard has thresholds for the following sensors:
e OB1203-SP0O2: SPO2 above 90, SPO2 below 90

e HS3001 — Temperature, F:
— Temperature — Cold: below 65
— Temperature — Warm: within range from 65 to 85
— Temperature — Hot: above 85

88 General / Renesas CKv2.0 # < hi+ & O Lastisminetes ~ @ & 10s~ &
Panel Title
Q Spo2 below 90
@b FIRING for 2d 10h 17m 155
+ . > 1instance
oo Temperature-WARM
oo (4 FIRING for 2d 19h 22m 258
> 1instance
U Indoor air quality - Etoh (ppm) Qutdoor air quality (Index) ICP - Pressure (mbar) HS3001 - Humidity 0B1203 - spo2 ()

0%

Figure 68. Sensor Status Feedback

Sensor status feedback is sent to the device which is indicated by the LEDs.
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6. OTA over MQTT
6.1 Overview OTA

This section describes the steps on using OTA in this application.

OTA (Over-The-Air) updates are crucial in maintaining the functionality, security, and performance of loT
devices. This feature allows the user to efficiently deploy updates, patches, or new versions of software to

connected loT devices without requiring physical access to each device.

Please refer to the document about OTA: OTA-using-Amazon-Web-Services-in-RX65N-FreeRTOS-for-

v202210.01-LTS-rx-1.1.0

Note: This OTA feature in the application is not available for users who use AWS account with free
10$ credit and dashboard that are provided by Renesas, because of some limitation with this account’s

permission.

6.2 Prerequisites
6.2.1 Installing Python

1. Access the Python download web site: Python downloaded website and Download the Python 3.11.0

installer: Click the Download link for Python 3.11.0

Looking for a specific release?

Python releases by version number:

Release version Release date Click for more
Python 3.9.16 Dec. 6, 2022 & Download Release Notes
Python 3.8.16 Dec. 6,2022 & Download Release Notes
Python 3.7.16 Dec. 6,2022 & Download Release Notes
Python 3.11.0 Oct. 24,2022 Release Notes
Python 3.9.15 Oct. 11,2022 & Download Release Notes
Python 3.8.15 Oct. 11, 2022 & Download Release Notes

Figure 69. Python Download Website
2. Run the installer and follow the prompts to install Python

On the installation screen, select the Add python.exe to PATH check box.

. & Python 3.11.0 (64-bit) Setup _

/ Install Python 3.11.0 (64-bit)
Select Install Now to install Python with default settings, or choose

Customize to enable or disable features.

—> Install Now
C:¥Users¥brich¥AppData¥Local¥Programs¥Python¥Python3
ncludes IDLE, pip and documentation
Creates shortcuts and file associations

—> Customize instgflation

Choose location aghd features

python o sionins Lleces when inctaling py.exe

l_DAdd python.exe to PATH I Cancel

windows

Figure 70. Python 3.11.0 installer
3. Open a command prompt and confirm that Python 3.11.0 is installed.

Execute the following command and confirm that information appears: $python -V
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Microsoft Windows [Version 18.8.19844.3693)]
{c) Microsoft Corporation. All rights reserved.

Usersh; *python -V
Python 3.11.@

AUsersh,

Figure 71. Checking version of Python

4. |Install the Python encryption library (pycryptodome)

Install the encryption library by executing the following command: $ pip install pycryptodome

" »pip install pyervptodome
! aent already satisfied: pycryptodome in c:lusers) “appdata’local\programs\pythen\python3llhlib\site-packag
=5 (3.19.8)

[ 1 & new releaze of pip avai
[ ] To wpdate, run: pytheo

CoUserst,

Figure 72. Installing Python encryption library

6.2.2 Installing OpenSSL

1. Access the Win32/Win64 download web site for OpenSSL: OpenSSL Download Website and download
the installer for the operating system you are using.

Win32 OpenSSL v3.0.12 120MB Installer
EXE | Ms| -

Figure 73. OpenSSL Download Website
2. Run the installer and follow the prompts to install OpenSSL.
3. Open the Win64 OpenSSL Command Prompt and confirm that OpenSSL is installed.

Execute the following command and confirm that information appears: $openss/ version
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EX Wint4 OpenSSL Command Prempt — O b

Figure 74. Checking version of OpenSSL

6.2.3 Installing Renesas Image Generator

Renesas Image Generator is a tool that generates the firmware images used by the firmware update module.
Renesas Image Generator can generate the following images for use by the firmware update module:

e Initial image: An image file containing the bootloader and application program written by flash writer
during initial system configuration (extension: mot)
e Update image: An image file containing the updated firmware (extension: rsu)

Renesas Image Generator is provided as part of the Firmware Update FIT module.

Note: Version Rev.2.00 and later of the Firmware Update module only support firmware generation using
Python scripts.

1. Access the link RX Family Firmware Update module Using Firmware Integration Technology Application
Notes Rev.2.01 - Sample Code | Renesas and download the firmware update module.

RENESAS w @® Account

Products Applications Design Resources Sales & Support About

RX Family Firmware Update module Using Firmware Integration
Technology Application Notes Rev.2.01 - Sample Code

By clicking on the "I accept” button or other button or mechanism designed to acknowledge agreement to the terms of an electronic copy of the
Disclaimer002 (the “Agreement”), or by downloading, installing, accessing, or otherwise copying or using all or any portion of the licensed software,
documentation, or other materials described in the Agreement (the “Licensed Materials”), (a) you accept the Agreement on behalf of the licensee for
whom you are authorised to act (the “Licensee”), and acknowledge that the Licensee is legally bound by the Agreement, and (b) you represent and
warrant that you have the right, power, and authority to act on behalf of and bind the Licensee. IF THE LICENSEE DOES NOT AGREE TO THE TERMS
CONTAINED IN THIS AGREEMENT, OR IF YOU DO NOT HAVE THE RIGHT, POWER, AND AUTHORITY TO ACT ON BEHALF OF AND BIND THE LICENSEE, DO
NOT SELECT THE "I ACCEPT” BUTTON OR OTHER BUTTON OR MECHANISM DESIGNED TO ACKNOWLEDGE ACCEPTANCE OF THE AGREEMENT, AND DO
NOT DOWNLOAD, INSTALL, ACCESS, OR OTHERWISE COPY OR USE ALL OR ANY PORTION OF THE LICENSED MATERIALS.

Accept and download

Figure 75. Renesas Image Generator Downloading (1/2)

2. Extract the downloaded firmware update module.
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Downloads

P oQ

¥

| r01an6850wx0201-re-fwup.zip

3. Extract Renesas Image Generator.

Figure 76. Renesas Image Generator Downloading (2/2)

Extract the file RenesaslmageGenerator.zip in the firmware update module. The RenesaslmageGenerator
folder contains the Renesas Image Generator script file (image-gen.py) and the parameter files for various

devices (*_ImageGenerator PRM.csv).

v Download
v r01anBB50xx0200- ne-fwu pdate
> FITDemos
» FITModules
A4 RenesasimageGenerator

RenesaslmageGeneratorzip

» | r01an6850xx0200-r«-fwupdate.zip

» ota_sample

image-gen.py

4 RX24T_Linear_Full_ImageGenerator_PRM.csv

4 RX24T_Linear_Half_ImageGenerator_PRM.csv

% RX26T_DualBank_lmageGenerator_PRM.csv

% R¥26T_Linear_Full_lmageGenerator_PRM.csv

% RX26T_Linear_Half_ImageGenerator_PRM.csv

% R¥esM_DualBank_ImageGenerator_PRM.csv
R

(5D 15D (2 (2 (2D (B (B

65M_Linear_Full_ImageGenerator_PRM.csv

]

% R¥esM_Linear_Half_ImageGenerator_PRM.csv

Pythen File

Microsoft EBxcel CSV 74l

Microsoft EBxcel CSV 74l
soft Excel CSV 7741,

Microsoft Excel CSV 774 I,
soft Excel CSV 7741,

soft Excel CSV 7741,

soft Excel CSV 7711

Aicrosoft Excel CSV 7741,

Figure 77. Renesas Image Generator package

6.3 Setting up AWS for OTA

6.3.1

Register your Device in AWS

See chapter 5.4 for details on how to sign up for an AWS account.

6.3.2 Creating an Amazon S3 bucket
Amazon S3 is an online storage web service used to store the firmware with which the device will be

updated.

1. From the Services menu, select Storage and then choose S3.
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es ‘ Q Search [Alt+S] ‘ L (@)
nwwJo Dd\.l’\l.lp
Front-end Web & Mobile AWS Backup centrally manages and automates backups across AWS services

9 Game Development
EFS
Internet of Things Managed File Storage for EC2

Machine Learning

AWS Elastic Disaster Recovery

Management & Governance Scalable, cost-effective application recovery to AWS

1 Media Services
FSx

> Migration & Transfer Fully managed third-party file systems optimized for a variety of workloads

& Networking & Content
Delivery S3

. Scalable Storage in the Cloud
£2 Quantum Technologies

Robotics | S3 Glacier

Satellite Archive Storage in the Cloud

Security, Identity, &

Storage Gateway
Compliance

Hybrid Storage Integration

Figure 78. Create AWS S3 bucket (1/2)
2. On the Buckets page, click the Create bucket button.

aWS_’ EEE Services Q, Search [Alt+S] Q @ {n} Global v

Amazon S3 X

General purpose buckets Directory hu:ketsi

Access Grants New
General p ts (3) info
Access Points
[ Copy ARN Empty D Create bucket

Object Lambda Access Points § |~ | = —Rro o mER o e

. . . Buckets are containers for data stored in 53. Learn more [/}
Multi-Region Access Points

Batch Operations ‘ Q, Find buckets by name S|
IAM Access Analyzer for S3

Figure 79. Create AWS S3 bucket (2/2)

3. Enter a bucket name (example: s3test-rx65nv2)
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Amazon S3 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [/}

General configuration

AWS Region

US East (N. Virginia) us-east-1 v

Bucket type Info

O General purpose Directory - New
Recommended for most use cases and access patterns. Recommended for low-latency use cases. These buckets
General purpose buckets are the original 53 bucket type. use only the 53 Express One Zone storage class, which
They allow a mix of storage classes that redundantly provides faster processing of data within a single
store objects across multiple Availability Zones. Availability Zone.

Bucket name Info

s3test-rx65nv2

Bucket name must be unigue within the global namespace and follow the bucket naming rules. See rules for bucket naming_z

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Figure 80. Naming for bucket

Note: The bucket name must be globally unique. The following error message: “Bucket with the same name
already exists” appears if the bucket name is already in use. In this case, use another name.

4. Create the bucket.
Enter the settings as follows, and then click the Create bucket button.

¢ Block Public Access setting for this bucket: Block all public access.
e Bucket Versioning: Enable
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Block Public Access settings for this bucket

Public access is granted to buckets and ohjects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Figure 81. Bucket setting (1/2)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more Z

Bucket Versioning
() Disable
© Enable

Figure 82. Bucket setting (2/2)

6.3.3 Allocating OTA execution permission to IAM users
Create a role with the appropriate access permissions to create OTA update jobs.

1. Enter “IAM” in the search box at the top of the screen and click IAM in the search results.

Services

Q 1AM

Search results for 'IAM'
Try searching with longer queries for more relevant results
s (11)

Features (20) Services

Resources | New

Documentation (48,933) IAM ¢

Knowledge Articles (552) Manage access to AWS resources

Marketplace (714)
IAM Identity Center Yt

Blogs (1,719)
Manage workforce user access to multiple AWS accounts and cloud

Events (12)

Tutorials (2)

Resource Access Manager v¢

Share AWS resources with other accounts or AWS Organizations

Figure 83. IAM search box
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2. Inthe menu, click Roles and then click the Create role button.

[Alt+5] | BB & @ Global ¥ pis_osamura @ 7951-5

Identity and Access % 1AM > Roles
Management (IAM)

Roles (19) info o

An IAM role is an identity you can create that has specific p ns with credentials that are

Q Search IAM .
valid for short durations. Roles can be assumed by entities that you trust
[ Q, search / ] < 10> @
Dashboard
Role name e Trusted entities Last activity 4
¥ Access management
User groups AWSServiceRoleForAmazonElasticsearchService AWS Service: es (Service-Linked Role) -

Users

AWSServiceRoleForAmazonCpenSearchService

Policies AWSServiceRoleForOrganizations AWS Service: organizations (Service-Linked Rt -

Identity providers AWSServiceRoleForsso AWS Service 550 (Service-Linked Role) -

Account settings ‘
AWSServiceRoleForSupport AWS Service: support (Service-Linked Role

¥ Access renorts

Figure 84. Creating a role
3. Under Select trusted entity, enter the following settings, and then click Next:

o Under Trusted entity type, select AWS service
e Under Use cases for other AWS services, select loT
e Select the loT option button

IAM 3 Roles » Create role

il i Select trusted entity o
Select trusted entity

Trusted entity type
Step 2

O AWS service AWS account Web identity

SAML 2.0 federation Custom trust policy

Use case
= = o Lambd. rothers i oaform actions in thi Lount
Q I x

ol

RoboRunner
B SiteWise

[ Things Graph
TwinMaker
ol -

O loT

Allows 0T to call AWS senices on your behalf

loT - Device Defender Audit
Frovide

W3S 10T Device Defender reg

loT - Device Defender Mitigation Actions.

Provides AWS loT Device Defender wrile access to 16T and relaled resources for execulion of Mitigation Aclions

s

Figure 85. Selecting trusted entity

R0O1QS0070EJ0121 Rev.1.21 Page 66 of 136
Jul.21.25 RENESAS




Renesas RX Family
AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

4. Click Next on the Add permissions page without making any changes.

Add permissions

Permissions policies (3) mfo

The ype of role that you selected requires the TCllC'.-‘.'I\’.Q leIC}-‘.

Policy name I v Type ~ Attached entities v
i# AWSIoTRuleActions AWS m.__ 1
W8 AWSIoTLogging AWS M. 1
i AWSIoTThingsRegi.. AWS M 1

b Set permissions boundary - optional o
Set a permissions boundary te control the maximum permissions this role can have. This is not 8 common setting, but you can use it to delegate permission
management to others

Cancel Previous m

Figure 86. Add Permissions for Role

5. Enter a role name (example: ota_role_rx65n), and then click the Create role button

Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role

ota_role_rx65n

Maximum 64 characters. Use alphanumeric and “+=,.@-_' characters.

Description
Add a short explanation for this role.

Allows 10T to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,_@-_' characters

Figure 87. Naming for Created Role

6. Click on the role you created.
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Identity and Access X ey Roles
Management (IAM)

Roles (20) 1
An A role i3 an Kenl

Q Searen LM e A
Shexl Quralions, Reles can e asi
[ Q, search
Dashboard
Rele name = | Trusted entities

¥ ACCHE MANIGEmEnt

User groups MNS Beqvica:
Users

BNS Beavice:
Rales
Folicies SNS Bedvice!
Identity providers NS Sevics!

Aceount sertings
NG Sedvica

¥ Aceescrepants NS Betvica:
Azeess analyzer

" -
Adehiv nlis MNS Badvies! |
Analyzers ANE Sadvice) |
Settings

NS Servica: |

Credential repoet

NS

Figure 88. Created Role
7. Select Attach policies.

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (3) fo 2 || simulate Remove Add permissions &
*You can attach up to 10 managed policies
Attach policies
Q. Filter policies by property or policy name and press enter Create inline policy
Policy name & - Type - Description
N AWSIoTRuleActions AWS managed Allows access to all AWS services supported in AWS loT Rule Actions
i AWSIoTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups
| AWSIoTThingsRegistrati. .. AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegistrati..

Figure 89. Add permission (1/3)

8. Enter AmazonFreeRTOSOTAUpdate in the Permissions policies search box, and then press the Enter
key.

Permissions policies (6) o o Simulate Remove Add permissions w |
ou can attach up to 10 managed policies
I| Q, AmazonFreeRTOSOTAUpdate X I € 9 ©
Policy name = - Type - Description
W# AWSleTRuleActions AWS managed Allows access 1o all AWS services supported in AWS loT Rule Actions
1] AWSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups
W AWSloTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegistrationTask AP|

Figure 90. Add permission (2/3)

9. Select the check box beside the AmazonFreeRTOSOTAUpdate policy, and then click the Add
permissions button.
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Attach policy to ota_role_rx65n

» Current permissions policies (3)

Other permissions policies (Selecled 1/881) o Create policy &
Q. Fiter palicies by property or policy name and press ente 1 match 1 {§}
"AmazonFreeRTOSOTAUpdate" X Clear filters

Policy name &' - Type - d Description

7] AmazonFreeRTOSOTAUpdate AWS managed Allows user to access Amazon FreeRTOS OTA Update ‘

Cancel Add permissions

Figure 91. Add permission (3/3)

10. From the Add permissions drop-down list, select Create inline policy.

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (4) info fe) Simulate Remove Add permissions & |

You can attach up to 10 managed policies.

Attach policies

Q, Filter policies by property or policy name and press enter. Create inline policy

Policy name (&' - Type - Description
i AWSIoTRuleActions AWS managed Allows access to all AWS services supported in AWS 10T Rule Actions
W AWSloTLogging AWS managed Allows creation of Amazon CloudWatch Log groups and streaming logs to the gro...
[T AWSIoTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS loT StartThingRegist. .
i AmazonFreeRTOSOTAURG... AWS managed Allows user to access Amazon FreeRTOS OTA Update

Figure 92. Create inline policy (1/3)
11. Click JSON, paste the following code, and then click Next.

This code grants permission to pass the IAM role to AWS services.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"jam:GetRole",
"jam:PassRole"
1,
"Resource": "*"
}
]
}
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Specify permissions

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor 1 Visual | JSON H Actions ¥

e {: -

2 “Version": *2012-16-17", Edit statement

3~ “Statement": [

4~ {

5 "Effect": "Allow",

6~ "fction": [

b "iam:GetRole",

K Select a statement

8 "izm:PassRole"

9 1 Select an existing statement in the policy or add
10 “Resource™: "E anew stalement.
11 ¥
12 1 =4 Add new statement
13 3

||

Figure 93. Create inline policy (2/3)

12. Enter a policy name (example: rx65n_ota_demo_iam_policy), and then click the Create policy button.

Review and create

Revigw the pemmissions, Specily delais, and 1295

Policy detalls

Folicy name

( refEn_ota_cema_lam_palicy] ] I

—
RLACETrm T2 CTEATRLINTS, W0 DERNUMEN NG =8, o CHAMCIoNs

Permissions defined in this policy e

Edit
Pesmizsions in the policy documan! specity which actions are allwed of denled
O Seanh
Allow {1 of 384 services) (B Show remaining 383 services
Sarvice " ACCass laval b Resource Regquest condition
1AM Limited: Read, Wrie All fesources Hone

cancel Previous | Create policy

Figure 94. Create inline policy (3/3)
13. Again, from the Add permissions drop-down list, select Create inline policy.
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Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (4) o b Simulate Remove Add permissions & |

You can attach up to 10 managed policies

Aftach policies
Q. Fiiter policies by property or policy name and press enter. Create inline policy

Policy name & A4 Type - Description
Wi AWSloTRuleActions AWS managed Allows access to all AWS services supported in AWS 10T Rule Actions
Wil AWslaTLogging AWS managed Allows creation of Amazon CloudWaich Log groups and streaming logs 1o the gro...
W AWSIoTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS IoT StarThingRegist.
i AmazonFreeRTOSOTAUp... AWS managed Allows user to access Amazon FreeRTOS OTA Update

Figure 95. Create inline policy (1/3)
14. Click JSON, paste the following code, and then click Next.

This code allows access to Amazon S3 where the updated firmware is stored.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject”
]I
"Resource": [
"k
]
}
]
}
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Specify permissions

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor [ Visual ” JSON I Actions ¥

1 {

2 "Version: "2012-18-17", Edit statement

=)o "Statement”: [

4~ {

5 "Effect": "Allow",

6~ "aAction™: [

7 "s3:GetObjectVersion”,

. T Select a statement

8 "s3:GetObject”,

9 "s3:PutObject” Select an existing statement in the policy or add
10 1. a new statement.

11 - "Resource™: [
12 o == Add new statement
13 1
14 3
15 1
16 ;

A

Figure 96. Create inline policy (2/3)

15. Enter a policy name (example: rx65n_ota_demo_s3_policy), and then click the Create policy button.

Review and create

Review the parmissions, specity detalis, and fags.

Policy details
Policy name
Enlar 4 madecatul nams ta idantibs this g

rXBSn_ota_dema s3_policy]

Maximum 128 charectars, Use alphanumenc and +=,,@._" chaads
Permissions defined in this policy Edit
Permissions in the policy Gocument specify which actions are alipwed or denled
Q Search
Allow (1 of 384 services) (B Show remaining 383 services
Service - Access level - RESOUICE Request condition
33 Limited: Ri2ad, Writa All resaurces Mone
Cancel Frevious |
Figure 97. Create inline policy (3/3)
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6.4 Setting up the Device

6.4.1 Generating Key Pairs and Certificates
1. Open the Win64 OpenSSL Command Prompt and create a CA private key using ECDSA.

Execute the following command: $openss/ ecparam -genkey -name secp256r1 -out ca.key

Figure 98. Creating CA private key
2. Create a CA certificate from the created CA private key.
Execute the following command: $openss/ req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt

3 -new -nodes -key ca.key -da -out ca.crt
information that will be in

= lQ 1h..=tt E... called a Distinguished Namz or a DN.
save some blank
some fields Lh'—"rt m|JI hu a r'!n-f'arJIt value,
qou enter ".", the field will be left blank.

[ﬁ”]

ramal [S9ape-State]:
mpany) LInternet Widgits Pty Ltd]
v VIR n-«nn—-l] []

Jommon Name (e
Email| Address []

Figure 99. Creating CA certificate
3. Create an ECDSA key pair.

Execute the following command: $openssl/ ecparam -genkey -name secp256r1 -out secp256r1.keypair

Figure 100. Creating ECDSA key pairs

4. Create a certificate signing request from the created ECDSA key pair.

Execute the following command: $openss/ req -new -sha256 -key secp256r1.keypair > secp256r1.csr

R0O1QS0070EJ0121 Rev.1.21 Page 73 of 136
Jul.21.25 RENESAS



Renesas RX Family
AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

will be a dafay
, the field will be left bl

letter code) [.-'-'J.U] .

Figure 101. Creating certificate signing request
5. Create a certificate from the certificate signing request, CA certificate, and CA private key.

Execute the following command: $openss! x509 -req -sha256 -days 3650 -in secp256r1.csr -CA ca.crt -
CAkey ca.key -CAcreateserial -out secp256r1.crt

S6rl.cer -CA ca.ort -Cak ey ~Choreateserial -out secp2Bbril.crt

R T . Emai

Figure 102. Creating code signing certificate
6. Extract the private key from the ECDSA key pair.
Execute the following command:

Sopenssl ec -in secp256r1.keypair -outform PEM -out secp256r1.privatekey
- -outform PEM -out

Figure 103. Create private key (secp256r1.privatekey)
7. Extract the public key from the ECDSA key pair.
Execute the following command:

Sopenssl ec -in secp256r1.keypair -outform PEM -pubout -out secp256r1.publickey

pair —outform PEM -pubout -out secp?bBrl.publickey

Figure 104. Create public key (secp256r1.publickey)

8. After creating, please check the result:
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Mame Date modified Type Size

a cacrt 12/10/2023 10:06 AM Security Certificate 1 KB
| cakey 12/10/2023 10:05 AM KEY File 1KB
| casrl 12/10/2023 10:07 AM SRL File 1KB

' secp256ril.crt 12/10/2023 10:07 AM Security Certificate 1 KB
| secp256ri.csr 12/10/2023 10:07 AM CSR File 1 KB
| secp256r1.keypair 12/10/2023 10:06 AN KEYPAIR File 1 KB
] secp256ri.privatekey 12/10/2023 10:18 AM PRIVATEKEY File 1 KB
| secp256r1.publickey 12/10/2023 10:14 AM PUBLICKEY File 1KB

Figure 105. Total created files

6.4.2 Setting up the project
6.4.2.1 Creating initial firmware

The following explains how to create the initial frmware that combines the boot loader
(boot_loader_ck_rx65n_v2) and the firmware (aws_da16600_ck_rx65n).

1. Additional import boot_loader_ck_rx65n_v2 project:

Make sure that configuration in boot_loader_ck_rx65n.scfg file of boot_loader _ck rx65n_v2 project as
below:

Table 7 Components Configuration of boot loader project

No | Component Configuration

1 Startup—Generic—r_bsp Enable user stdio charput function: Use user charput()
function

2 Drivers—>Memory—r_flash_rx Enable code flash programming: Includes code to

program ROM area

Enable code flash self-programming: Programming code
flash while executing from another segment in ROM

3 Drivers—Communications—r_sci_rx | Include software support for channel 5: Include

4 Middleware—Generic—r_fwup Select the function mode: user for Boot Loader

Main area start address: 0xFFF00000

Buffer area start address: 0OxFFE00000

Install area size: 0xF0000

Check the boot loader device.

And also in the boot_loader_ck_rx65n.scfg file, click the Board tab. Confirm that RSF565NEHxFB_DUAL
appears in the Board field.
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[{5 Project Explorer < == = . boot_loader_ck_rx65Snscfg
= aws_da16600_ck_rx65n (in e2studio_ccrx) [iot-reference-1 o ~
. _ Device selection
“ lg = boot_loader_ck_n65n_v2 (in e2studio_ccrx) [iot-reference
t;' Binaries
i Includes Device selection
> 8 = src
Board: | CK-RXB85N-V2 (V1.00) b

* = HardwareDebug

'+ boot_loader_ck_r65n_v2.rcpc Device: | RSFS65MEHxFB_DUAL
|3 boot_loader_ck_rx65n.repec
174 boot_loader_ck_n5n.scfg

\¥, boot_loader_ck_rx65n HardwareDebug.launch

Download more boards,.,

(7) - Developer Assistance [iot-reference-rx iot-reference-1

< 3 Overview | Board C|-DEkS-S)f$TEI‘r‘I Components | Pins Inlerrupls'

Figure 106. bootloader’s device selection

Assign public key: Copy the contents of the secp256r1.publickey file you created in 6.4, and paste the
contents into CODE_SIGNER_PUBLIC_KEY_PEM defined in the following files:
boot_loader_ck rx65n_v2\src\key\code_signer_public_key.h

[n code_signer_public_key.h X

2 ® * code_signer public_key.H]
25
26 - #ifndef CODE_SIGNER_PUBLIC_KEY H_
27 #define CODE_SIGNER_PUBLIC_KEY H_
28
29 e /"
30 * PEM-encoded code signer public key.
31 ¥
32 * Must include the PEM header and footer:
33 pEEEP BEGIN CERTIFICATE----- "\
34 * " ..basebd data..."\
35 ke END CERTIFICATE----- "
36 */
-—53? - #define CODE_SIGNER_PUBLIC_KEY_PEM \
538 Mamana BEGIN PUBLIC KEY==--- "\
139 " mfmc™\
110 ! "\
A S END PUBLIC KEY----- :
42
43 #endif /* CODE_SIGNER_PUBLIC_KEY_H_ */

Figure 107. Add Code Signing Public Key to Boot Loader Project

2. Set ENABLE_OTA_UPDATE_DEMO to 1 (Enable) in
aws_da16600_ck_rx65n\src\frtos_config\demo_config.h. (The default is 0)
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In| demo_configh X

o

77 = /* Please select a provisioning method
78 * (@) : Pre-provisioning
79 * (1) : Fleet provisioning
80 =/
81 #define ENABLE_FLEET_PROVISIONING_DEMO (@)
82
83 = /* Please select whether to enable or disable the OTA demo
84 * (@) : OTA demo is disabled
85 * (1) : OTA over MQTT demo is enabled
86 =/
B s7 IMefine ENABLE_OTA_UPDATE_DEMO (1)
Q0
89 #define democonfigROOT_CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE_PEM
9@
92 b * ief Path of the file containing the provisioning claim certificate. This[]
109 #define democonfigCLAIM_CERT_PEM "...insert here..."
11e@
112 # * @brief Path of the file containing the provisioning claim private key. This[]
122 #define democonfigCLAIM_PRIVATE_KEY_PEM "...insert here..."
123
125 # * @brief An option to disable Server Name Indication.[]
131 #define democonfigDISABLE_SNI ( pdFALSE )

Figure 108. Enable OTA Demo
3. Checking the project environment settings:

For both projects, from the Projects menu, select Properties, expand the C/C++ Build menu, and click
Settings. On the Toolchain tab, confirm that the toolchain is Renesas CC-RX

Q Properties for aws_da16600_ck_rx65n O b4
i type filter text Settings o (5 v
> Resource
~
Builders
v C/C++ Build Configuration: 'HardwareDebug [ Active ] ¥

Build Variables
Environment

Logging -i evice| & Build Steps Build Artifact| axh Binary Par
Stack Analysis Enable toolchain infegration
Tool Chain Editor Current Toolchain

> C/C++ General Toolchain: Renesas CQARX

Project Natures
Project References

Version: v3.05.00

Refactoring History Change Toolchain (click Apply before switching tabs)

Renesas QE Toolchain: Renesas CC-RX v

Run/Debug Settings

Task Togs Version:  v3.05.00 i
> Validation

Figure 109. Project toolchain

4. On the Tool Settings tab, expand the Converter menu and select Output. Confirm that the Motorola S
format file check box is selected.
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@ Properties for aws_da16600_ck_rx65n

| type filter text

> Resource
Builders
v C/C++ Build
Build Variables

Environment

) 5]
Logging x
i

Stack Analysis

Tool Chain Editor

W

C/C++ General
Git

Settings

Configuration: |HardwareDebug [ Active ]

i ‘ |Manage Configurations...|

Tool Settings | Toolchain ‘ Device

# Build Steps

Build Artifact| lap Binary Parsers| @ Errar Parsers|

[JIntel HEX format file (-form=hexadecimal)

| Motorola S format file (-form=stype) |

inary file (-form=binary)
Cutput file directory (-output)

$iworkspace_loc/${ProjNamel/${ConfigMame

Project Natures er Division output hex file {for Hex) (-output=<File name>) %) #) & /¢

Project References

Renesas QF Hex format

Run/Debug Settings (2 CRC Operation

Task Tags (% Miscellaneous
> Validation (22 User

v

@ Apply and Closel | Cancel

Figure 110. Project setting
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5. Device selection setting

Open the file aws_da16600_ck rx65n.scfg and click the Board tab. Click the ellipsis (...) beside the

Board field in the Device selection area.

Ity Project Explorer X | B % E 7 B | & aws_da16600_ck rbSn.scfg <
~ 15 aws_da16600_ck_rx65n (in e2studio cen
> ‘g‘ Binaries

> )l Includes

Device selection

> (8 Common Device selection

> &8 Demos

> §8 Middieware Board: CK-RXG5N-V2 (V1.00)

> B src Device:  RSFS6SNEHXFB

» = HardwareDebug Download more boards...
» = trash

1 dadienn ol 5

%5} aws_da16600_ck rx65n.scfg

] aws_da _ck_rxbon HardgvareDebug
> (@ Developer Assistance
~ 1% boot_loader_ck_n65n (in e2studi} con
> i Includes

> B src

=/ boot_loader_ck_nib5n.repe
{8 boot_loader _ck_rbSn.scfg
¥ boot_loader_ck_rx65n HardwareDelfug.
@ Developer Assistance

< » || Overview] Board [Clocks | System | Components | Pins | Interrupts

Figure 111. Device selection (1/3)

Click the ellipsis (...) beside the Target Device field and select RSF565NEHxFB_DUAL. The value in the

Target Board drop-down list changes to Custom.
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Q Refactoring
Change Device

i Szl
Select the new device for aws_da16600_ck_rx65n

Current Device: RSFSGSNEHxFB
Current Board: CK-RX65N-V2

Target Board: | Custom v ‘
Download additional boards...
Target Device: R5F565NEHxFB 1

Unlock Devices

a8

Device Selection

You can filter devices by regu

‘ Search Device

Device “RAM Pin ~

B G40 KB 144 2
RSES65NEHXFE DUAL 640 KB 2 M8 144 |

> RXB5N - 145pin

1 W
<
@ < Back I Next > :: — : 2 : OK I Cancel

Figure 112. Device selection (2/3)

Under Build Settings > HardwareDebug > Toolchain Settings, clear the ROM to RAM mapped section
(-rom) and Sections (-start) check boxes and then click Finish.
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ﬁ Refactoring O =

Change Device

The fallowing changes to 4 files are necassary to perform the refactaring.

Changes to be perfarmed &4 | I
v [m] & Build Settings ~

~ [m] &) HardwareDebug

» &= Device Name

v [B] & Toolchain Settings
ﬁ_’-‘_ Device Mame
&, Device Command
[]€ _Include file directories (-include)
Dﬁ_‘-‘_ ROM to RAM mapped section (-rom)
[ ]# Sections [-start)

[V Project Fies

[«]#, Smart Configurator

Mo preview aviiable

(?) < Back Next > Einish ﬂ Cancel

Figure 113. Device selection (3/3)
6. Change the firmware (aws_da16600_ck_rx65n) vector.
Open the aws_da16600_ck_rx65n project and select Project and then Properties.

Expand the C/C++ Build menu and click Settings. In the menu tree on the Tool Settings tab, expand the
Linker menu and click Section, and open the Section Viewer. Allocate EXCEPTVECT to OxFFFEFF80 and
RESETVECT to OxFFFEFFFC.
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E9 Properties for aws_da18600_ck_m65n O
type filter text | Settings - - g
Resource a
Builders
w CJC++ Build Configuration: HardwareDebug [ Active ] ~ | Manage Configurations_.
Build Variables
Environment
going ) Tool Settings [Toolchain | Device | # Build Steps Build Artifact | lag Binary Parsers | @ Error Parsers
Tack Analysic v i#|Common Sections (-start) | SUSLR_1,8_2 RRPFRAM2/04,C_LITTLEFS_MAJ
Tool Chain Editor
C/C++ General
Praject Natures - . y
Project References - .DI'I'IPI|ET . x
Ben w ([} Source :
esas OF Section Viewer
Run/Debug Settings (£ Advanced
ny 9 ng . Address Section Mame
Task Tags  Object RPFRAMZ
Validation ? List .
v (it Optimization (20 10D0DD
B Advanced (00102300
 Output CheOBHO000
(=} MISRA C Rule Checic
B} Miscellaneous Add Section
CuFFEDO300 New Overlay
v
Remove Section
Maove Up
Move Down
Import..
Export_
v B
o
PFRAM2
W
ChFFFEFFED EXCEFTVECT
(uFFFEFFFC RESETVECT
W
w |: Oweerride Linker Script
(=} Symbol file
(& Advanced
(%} Subcommand file Re-Apply
(2 Miscellaneous
(= User m Cancel
W) Library Generator
& Mode |
(@2 Standard Library
(=t Object
v (2 Optimization
(= Advanced
(= Miscellaneous
13 User =+
@ Apply and Close Cancel

Figure 114. Vector setting
Build the project as instruction in Topic: 5.1.3.Import the Project
7. Generate the initial firmware.
Place the following files in the Renesas Image Generator folder:

e The results of the building the firmware: aws_da16600_ck_rx65n.mot
e The results of building the boot loader: boot_loader_ck_rx65n_v2.mot
e The private key created in 6.4.1: secp256r1.privatekey

Open a command prompt, navigate to the Renesas Image Generator folder, and execute the following
command to generate the file userprog.mot.
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$ python image-gen.py -iup aws_da16600_ck_rx65n.mot -ip RX65N_DualBank_ImageGenerator_PRM.csv -0
userprog -ibp boot_loader_ck_rx65n_v2.mot -key secp256rl.privatekey -vt ecdsa -ff RTOS

6.4.2.2 Running OTA project

1. Start Renesas Flash Programmer and create new project:

¢ FRenesas Flash Programmer V3.12.00 — x*
File | Target Device Help
| Mew Project...

ck Settings Connect Settings  Unigue Code

Open Project...

Save Project

Figure 115. Create New Flash Project (1/4)
After that:

— Choose Microcontroller: RX65x

— Input project name.

— Browse “Project Folder”

— Communication: Tool: E2 emulator Lite
— Communication: Interface: FINE

— Choose “Connect”

Note: Jumper of J16 is “Debug” mode.
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é Renesas Flash Programmer V3,12.00 —
File  Target Device  Help
Operation | Operation Settings  Block Settings  Connect Settings  Unique Code
Project Information
Cument Project: Erase.pj
Microcontroller: RX Group Endian: |Litle v
Program File
s Create New Project — >
Project Information
Flash O
Bl Microcontroller: RX6Rx 1 v
Erase >
Project Name: | |Flash_RXE5hv2 | 2 |
Project Folder: |C:\Users\a5124225\Dncuments\ﬂenesas Flash || 3 Browse...
Communication
Tool: |E2 emulator Lte | | Sinterface:| | FINE ~[I5
Tool Details... Num: AutoSelect Power: None
Connect [ Cancel
Clear status and message

Figure 116. Create New Flash Project (2/4)
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h Create Mew Project —

Project Information

Microcontraller: | DWRR. |
Progress Report
F Running... I
Com
h Authentication — e
Tool Detagis | “uthentication Code
ID Code: |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF |
Fruswyiss — Auto .ﬁ.l.rthenticatiunl 1 2 el

Figure 117. Create New Flash Project (3/4)
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s Renesas Flash Programmer ¥3,12,00

File  Target Device Help

Operation  Operation Settings  Block Settings  Connect Settings  Unique Code

Project Information
Cument Project: Flash_RX65MNv2 mj

Microcontroller: R¥ Group

Program File

Endian: |Little ~

Browse...

Flash Operation

Erase >> Program => Verify

Start

Setting the target device
Setting the target device
Cuery the device information.
Signature:

Device: F Group
Code Flazh 1 (Address : 0xFFFFOQ00, Size : 64 K, Erase Size: 8 K)
Code Flash 1 (Address : 0xFFFO0000, Size : 960 K, Erase Size: 32 K)
Code Flash 1 (Address : 0xFFEFO000, Size : 64 K, Erase Size: 8 K)
Code Flash 1 (Address - 0xFFEOO000, Size: 960 K, Eraze Size : 32 K)
Data Flash 1 {Address : 0z00100000, Size: 32 K, Eraze Size : f4)
Config Area (Address : IxFETFRD00, Size: 128, Eraze Size: 0)

Dizconnecting the toal
Operation completed.

| Clear status and message

Figure 118. Create New Flash Project (4/4)

2. Choose code flash area in configuration:
Only tick option “Select” for “Code Flash 1”.

= R Group
1 Code Alash 1
Diata Flash 1
Config Area

(=FFEODODD
(00100000
OxFE7FED00

OxFFFFFFFF
0xDD107FFF
(xFETF5D7F

12K
128

£ Renesas Flash Prograrmrmer V3,12.00 — >
File  Target Device Help
Operation  Operation Settings  Block Settings  Connect Settings  Unique Code
Reqgion Start End Size  Select
[m]

Figure 119. Choose Code Flash Area
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3. Erase “Code Flash” before loading new image:

Choose “Operation Settings” > “Erase”.

Command

E& Renesas Flash Programmer V3.12,00

File  Target Device

[ Erase

] Program
[ Verity

[ Checksum

Fill with OxFF

[ Data Fash

[] Code Rash / User Boot

Operation Operation Settings  Block Settings Connect Settings  Unique Code

Erase Options
Erase Selected Blocks w

Program & Verify Options
[] Erase Before Program

Verify by reading the device

Checksum Type
32bit additive method ~

Emor Settings
Enable address check of program file

| Clear status and message

Figure 120. Erase Code Flash (1/2)
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File  Target Device Help

[l Operation Operation Settings Block Seitings Connect Setings  Unique Code
\

i Project Information

i Current Project: Flash_RX65Nv2.pj

Microcontroller: RX Group Endian: Litle v
f
I Program File

Browse...

i Flash Operation

Erase

Start

Progress Report

Tool : E2 emulator Lite (CBE11002
Emulatar's supply power : OFF
Emulator's firmware version: 3.03 Running...
Connecting to the target device
| tain Clock @ 16.000000MHz

l{Setting the target device I
[lSetting the target device

Communication speed : 1,000,000 by
Signature:

Device: R Group

-

FErasing the selected blocks
[Data Flash 1] 000100000 - 0x00107FFF  size: 32 K
[Code Flagh 1] 0xFFEDOOO0 - 0xFFFFFFFF  size: 20 M

Clear status and message

Figure 121. Erase Code Flash (2/2)

4. Write the initial firmware (userprog.mot)

This flash project will use commands: Erase, Program and Verify.
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ﬁ Renesas Flash Prograrmer ¥3.12.00 — b

File  Target Device Help

Operation Operation Settings  Block Settings  Connect Settings  Unique Code

Command Erase Cptions
Erase Erase Selected Blocks e
o
ST Program & Verify Options
Werify [1 Erase Before Program
[] Checksum Werify by reading the device

Checksum Type
32bit additive method w
Fill with (eFF
[1 Code Aash # User Boat Ermor Settings
[] Data Fash Enable address check of program file

Figure 122. Flash the Firmware (1/3)

Add firmware’s path (users have created in 6.4.2.1) to “Program File” and click “Start”:
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File  Target Device Help

Operation  Operation Settings  Block Settings  Connect Settings  Unigue Code

Project Information

Current Project: Flash_RX65Nv2 mpj

Microcontroller: R¥ Group Endian: | Little ~
Program File

- < rog ot 1 Browse...

CRC-32 : AAG7BBSS

Flash QOperation

Erase >> Program =3 Verify 2

‘ Start \

Progress Report

Connecting to the t ~
Main Clock : 16.000 Rurrii
|Setting the target d L
Setting the target d
Communication spe -
Signature:
Device: R Grou,

Erazine the zelecte

Operation completed.

Clear status and message

| [Code Flash 1] 0xFFEONNOT = GFFFFFFFF =ize : 20 M
iritine data to the target device
| [Code Flash 1] 0xFFEFO000 - 0xFFEF?BFF  =size: 31 K
[Gode Flash 1] 0xFFEFFF20 - 0xFFFDFATF  size: 893 K
? T
Clear status and message
Figure 123. Flash the Firmware (2/3)
If it is successful, it will display “Operation completed”:
Wiriting data to the tareet device -
[(Code Flash 1] 0<FFEF0000 - 0xFFEF?EBFF  =zize: 31 K
[Code Flazh 1] 0<FFEFFF20 - 0xFFFDF27F  size: 893 K
[(Code Flash 1] 0xFFFEFFA0 - 0xFFFFYBFF  size: 310 K
[Caode Flagh 1] OxFFFFFFE0 - 0xFFFFFFFF  =ize: 128
Werifying data
[(Code Flash 1] 0<FFEF0000 - 0xFFEF?EBFF  =zize: 31 K
[Code Flazh 1] 0<FFEFFF20 - 0xFFFDF27F  size: 893 K
[(Code Flash 1] 0xFFFEFFA0 - 0xFFFFYBFF  size: 310 K
[Caode Flagh 1] OxFFFFFFE0 - 0xFFFFFFFF  =ize: 128
Digconnecting the tool

Figure 124. Flash the Firmware (3/3)

R01QS0070EJ0121 Rev.1.21
Jul.21.25

RENESAS

Page 90 of 136




Renesas RX Family
AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (CC-RX)

5. Running the application:

Set jumper of J16 is “Run” mode. The application will run as below (like application in section 5.3.3
Starting the Application, but have activity’s log of boot loader):

T COME - Tera Term VT

File Edit Setup Control Window Help

verify install area main [sig—sha2bhb6b—ecdzal.._ 0K
execute image ..

Press any key for going to application’s setting area or after 18 second, application will run antomatically

Figure 125. Start Application with OTA

Press any key to configure the application. For setting Cloud’s credentials for IoT Device, please refer to
the 5.3.3 Starting the Application.

Besides that, for OTA, please store the code signing certificate (user created “secp256r1.crt” file at
step: Create a certificate from the certificate signing request, CA certificate, and CA private key ).

Press ‘2’ on the Main Menu to display Data Flash.

T COMSE - Tera Term VT
File Edit Setup Control Window Help

» Select from the options in the menu helow:

MENU

1. Get wversion

Data flash

Get UUID

Configure Wi—fi

Run Only Sensors App

Run Sensor App with MQTT
Help

Figure 126. Main Menu

Press ‘f' for storing code signing certificate:

T COMS - Tera Term VT
File Edit Setup Control Window Help

> Select from the options in the menu helow:
2. DATA FLASH

a? Info

b> Urite Certificate

c? Write Private Key

d> Urite MQTIT Broker end point

e Urite I0T Thing name
WUrite code signing certificate <for OTA>
Urite template name <for Fleet)
Urite claim cert ID <(for Fleet>
Urite claim private key ID (for Fleet)
Read Flash
Check credentials stored in flash memory
Format Flash data
Help

;lPress space bar to return to MENU

Figure 127. Data Flash Menu
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W

File

Control  Window

Edit

Setup Help

MTA FLASH WRITE CODE SIGHING CERT

Select the file to write data in data flash

20
T Tera Terrm: Send file
Lookin: | | | Tmp—— @ F @
Mame a Date modified (e
| secp2srtet | 12/10/2023 10:07 AM
| secp236rl.csr 12/10/2023 10:07 AM
| secp256r1.keypair 12/10/2023 10:06 AM
| secpd36rl.privatekey 12/10/2023 10:18 AM
| secpd56rl.publickey 12/10/2023 10:14 AM o,
< >
File name: I secp2bbrl .ot I | | Open I
Files of type: | A7) w Cancel
Help

Figure 128. Store code signing certificate into flash (1/2)

Note: please check the EOL of secp256r1.crt and convert it to LF before saving it into data flash.

T COME - Tera Term VT
File Edit Setup Contrel Window Help

DATA FLASH YWRITE CODE SIGHING CERT

Select the file to write data in data flash
CERTIFICATE

[ICNiCC0a0r ROt Tolfi 188 0o o TELAT . JM_ L QR 000, Aot am et s amyiay
QY ouyyskwdWl JEUMELGAIUECAwLSGEgQ2hpl E1 phmgxFDASBgNUBAcMCBhu I ENo
SBHNaWSoMQuuCgY DUQQKDANSUKMxDDAKBgNUBA=MAAZTUDESMEAGAIUEAwwJ Q2 Fu
CBUcmFuHEgngTJHuZIhucNHQkBFhIJTUEuLnRyYU4ueGuuQHJ1th ¥HMuY29t
- fainiama Do
ROuEgYDUGQIDAtI hyBDaCkgTW1luaDEYMBQCGA1UEBwwNEGB g2 hpl E1 phnggMjEN
As GHiUEGguEUIZDHTESHBHGH1UEGouQZFuaGBUcmFuHSEuHu?DUQﬂDDBhJTHED

LnReYlldga e fic ol TV F Lo 0 T Ty

kByz..H:: LcZFzLimNu bl BEMBMGEygqGS H49FIgEGGGqGS M49AwEHAB] ABMBKBN3 ryCud

fHHHuLnyUHBngTIHDZILJEEHWIDSHHWRQIhHIReEthhlEuTPhHSZUPHﬂpOZEQp
ISR I T e e e =
————END GERTIFICATE

tored data into dataflash correctly.

}lPPess space har to return to MENU

Figure 129. Store code signing certificate into flash (2/2)
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After saving all Cloud credentials, Wi-Fi credentials, user starts the application by choosing option ‘6’ on

Main Menu:

’HECK CREDENTIALS STORED IN DATA FLASH
bled. ot need Claim pri
abled. do need Claim cert
. do zed template
L in de F iz verified an
data flash is pified and
data f i ified and su
ata fFlash is verified and s
I0T thing name ] in data f1 1 iz verified and
MQTT Endpoint ved in data flash iz verified and
Private Ke d in data flash is verified and =
2d in data flash is verified a
ALl ¢ nti in a Flash i erified an
25854 [CLI1 Write certificate.
Alternate Key Provisioning succe
*t? Wi-Fi Init Successful

38ID: TP-Link_2582

:onnecting to TP-Link_2582

Ji-Fi connected to S8ID TP-Link_2582.
Device IP address: 192.168.122.215

Device network mask: 255.255.255.8
Device gateway address: 192 _168.122.247

QIT End point IP address = 3.82.9
48552 [CLI]

48552 [MQTT] [INFO]

48552 [MQIT]1 [INFOQ] Creating a TLS connection to
4 48552 [MQTT]1 [INFOQ] Created new TGP socket.
48963 [MQIT]1 [INFO] Estahlished TCP connection with

6 44897 [MQTT] [INF0] <Metwork connection BxB5878c)> TLS handshake successful.

44897 [MQTT]1 [INFO] {Metwork connection BxB5878c) Connection to
B 44897 [MQTT] [INF0O] Creating an MQTT connection to the broker.
44771 [MQTT]1 [INFO]1 MQIT connection established with the hroker.
HE 44771 [MQTIT] [INFO] Successfully connected to MQIT broker.
i1 44771 [ob1283_threl 12C setup su 5

-amazonaws .com:8883 .
. AMAZONALSE .COM.

-anazonaws .con established.

Figure 130. Application with OTA (1/2)
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While sub/pub message to MQTT (sensor’s data, control LEDs and so forth), application will also check the
event of OTA from Cloud to process with it.

Im
m
Im

26818 [MQIT1 [INFO] Start MQIT Agent Task————-—-—

26818 [MQIT] L[INFO] Creating a TLS connection to .amazonaws .com:8883.
26818 [MQTIT] [INF0O1 Created new TCP socket.
27343 [MQTIT] L[INFO]1 Established TCP connection with _ . LAMAZONAWS .COM .
38758 [MQTT]1 [INFO1 {Network connection Bx85878c)> TLS handshake successful.
38758 [MQIT]1 [INFO1 {Network connection Bx85878c> Connection to .amazonaws .com established.
38758 [MQIT]1 L[INFO]1 Creating am MQTIT connection to the broker.
? 31396 [MQTT] [INFO] MQTT connection estahlished with the broker.
18 31396 [MQTIT1 [INFO] Successfully connected to MQIT broker.
11 31396 [obi283_threl I2C bus 2 setup success

12 31396 [ob1203 _threl
(0B1283 Device open success
13 31396 [OTA Demo Tal [INFO1

31396 [OTA Demo Tal [INFO1 OIA over MQIT demo. Application version 1.2.8
31486 [sensor_threl I2C bus B setup success

31487 [sensor_threl HE3BP1 open sensor instance successful: @
31487 [sensor_threl ICP20108 open sensor instance successful: @

31487 [OTA Demo Tal [INFO1 Received: 8 Queued: B8 Processed: 8 Dropped:
31416 [zmod_thread]l I2ZC bus 1 setup success

31418 [AWS_DA16688B1 [INFO] Start AWS Wi-Fi DA1668@ — MQIT Demo Task

31432 [OTA Agent T1 L[INFO] Current State=[RequestingJdobl. Event=[Start], New state=[RequestingJohbl
31868 [zmod_thread] ZMOD4418 open sensor instance successful: @

32292 [zmod_threadl ZMOD4518 open sensor instance successful: 8@
32293 [zmod_thread] Task zmod441B@ measurement Success:8

32383 [AWS_DA166BB]1 L[INFO] Successfully subscribed teo topic: aws/topic/set_temperature_led_data
32418 [sensor_threl ICM42685 open sensor instance successful: B

33451 [OTA Demo Tal L[INFO] Received: 8 Queued: B8 Processed: @ Dropped: 8
33554 [OTA Agent T1 [INFO] Subscribed to topic S$awss/things/thing/jobs/notify-next.

33555 [OTA Agent T1 [INFO1 Subscribed to MQIT topic: $aws-things/thing/jobs/notify—next
34282 [zmod_threadl ZMOD4418 in stahilization:19668%

34964 [AWS_DA166BB] L[INFO] Successfully subscribed to topic: aws/topic/set_spo2_led_data
35814 [AWS_DA16688] [Send Datal ZMOD4418-1AQ TUOC: ©68.800

35814 [AWS_DA166881 [Send Datal ZMOD4418-1AQ ETOH: B88.0800
35814 [AWS_DA1668@A1 [Send Datal ZMOD4418-1AQ ECO2 : B868.000

35474 [0OTA Demo Tal [INFO1 Received: B Queued: B8 Processed: 8 Dropped: 8
35716 [MQIT]1 [INFO]1 Publishing message to Saus/things/thing/johs/$next/get.

36298 [zmod_thread]l ZMOD4418 in stabilization:196689
8 36399 [MQIT] L[INFO] Ack packet deserialized with result: MQITSuccess.

36399 [MQTIT]1 [INFO] State vecord updated. Mew state=MQITPublishDone.
@ 36423 [OTA Agent T1 [INFO1 Sent PUBLISH packet to broker %aws-/things-thing/jobs-%next- get to broker.

Figure 131. Application with OTA (2/2)

6.5 Updating the Firmware
6.5.1 Creating the updated firmware
6.5.1.1 Changing the firmware version

Change the firmware version to a higher version. (Example: Because the previous version is 1.2.0, so the
new version we can choose 1.2.1)

Repeat the build process, this time with 3 specified for the APP_VERSION_BUILD definition in
aws _dal6600 ck rx65n\e2studio ccrx\src\frtos config\demo config.h.
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I Project Explorer = ‘G § = O | |n demo_configh >
(& Common (s #defme otapalconﬁchDE SIGNING CERTIFICATE "Insert
& Demos #endif
& Middleware ® * Major version of the firmware.
v § > src - #ifndef APP_ VERSION _MAJOR

#define APP_VERSION_MAJOR 1

&k application_code
” #endif

v &k > frtos_config

i) core_http_configh @ * ef Minor version of the firmware.[
ﬁifndef APP_VERSION_MINOCR
#define APP_VERSION_MINOR 2

#endif

Ur core_mqtt_agent_config.h
r| core_mqtt_config.h
tH core_pkes11_config.h
+ brief Build version of the firmware.
= #ifndef APP_VERSION_BUILD
#define APP VERSION BUILD 1

) core_sntp_config.h

th defender_config.h

inj > demo_configh #endif
Uy fleet_provisioning_config.h £
. & Server's root CA certificate.
by FreeRTOSConfigh #define democonfigROOT_CA_PEM t1sSTARFIELD,
i ota_config.h
i rm_littlefs_flash_config.h # * gbrief The length of the queue used to hold commands for
#defi T T
B shadow,configh define MQTT_AGENT_COMMAND_QUEUE_LENGTH (25)
th sigv4_config.h @ * ief Dimensions the buffer used to serialise and deseri
IH user_tcp_hook_config h #define MQTT_AGENT_NETWORK_BUFFER_SIZE ( 5eee )
€ frtos_skeleton #idefine MQTT_COMMAND_CONTEXTS_POOL_SIZE (10)

&% frtos_startup 191

Figure 132. Setting New Version for Firmware
6.5.1.2 Use Renesas Image Generator to Generate the Updated Firmware

Overwrite the file in the Renesas Image Generator folder with the firmware you rebuilt in 6.5.1.1
(aws_da16600_ck_rx65n.mot), and then execute the following command at the command prompt:

$ python image-gen.py -iup aws dal6600 ck rx65n.mot -ip
RX65N DualBank ImageGenerator PRM.csv =-o user 121 -key secp256rl.privatekey -vt
ecdsa -ff RTOS

This command generates a file named user_121.rsu.

6.5.2 Updating the firmware
In AWS, create an OTA update job that will update the firmware.

6.5.2.1 Creating New Job

In the loT Core menu, select Manage > Remote actions > and Jobs, and then click the Create job button.

Manage -
AWS IoT » Manage » Remoteactions » Jobs

v All devices
Things

ans[OJ.mn

Thing groups

of remate ope 3 and rum on ane or Mo

that are frequently s rebooting or installing

Thing types

Fleet metrics & Create job
» Greengrass devices Q, Filter jobs All status values  w» All types v 1 ®
k LPWAN devices

Software packages New Name v Type v Status - Created date
¥ Remote actions
You don't have any jobs in ap-northeast-1
Jlob templates J
Create job

Secure tunnels

¢ Message routing

Figure 133. Create New Job for OTA (1/2)
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6.5.2.2 Creating FreeRTOS OTA Job Update
Select Create FreeRTOS OTA update job and then click Next.

Manage -
AWS loT > Manage > Remate actions ) Jobs > Create job
¥ All devices

Things Create job i
Thing groups Jobs define remote operations to send to and run on devices that are connected to AWS IoT. Create a custom job era
Thing typas FragRTOS over-the-alr (OTA) update job.

Fleet metrics

v

Greengrass devices Jab type
LPWAN devices

v

Create a job w0 send an executable job file Lo ome o mone devides connectad 1o AWS oT

) Create custom job
¥ Remote actions

Jobs

Job vemplates © Create FreeRTOS OTA update job
Send a request to acquire an executable jab file from ane of your 53 butkets W ane or mare devices connedted to AWS |aT.
Secure tunnels

B Message routing \

Retained messages Cancel Mext

¥ Security

Figure 134. Create New Job for OTA (2/2)
6.5.2.3 Entering a Job Name

Enter a job name (example: rx65n_ota_demo_job) and then click Next.

AWS loT > Jobs » Createjob > OTAjob

Step 1 OTA job properties

OTA job properties
Step 2 Job properties

Job name

Step 3 .
rx&5n_ota_demo_job

Enter a unigue name without spaces. Valid characters: a¥,
A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

» Tags - optional

Cancel Next

Figure 135. Enter OTA Job Name
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6.5.2.4 Updating Devices

Click the Devices to update drop-down list and select the device to update.

OTA file configuration

Devices info

This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or
the thing groups that you choose.

Devices to update

EA

Thing group

Things

rx65n_ota_demo_thing

Figure 136. Choose Device to Update

6.5.2.5 Creating New Profile

Click Create new profile.

File info

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors
and that the code hasn't been changed or corrupted since it was signed. You
have three options for code signing.

O Signanew Choose a Use my
file for me. previously custom
signed file. signed file.

Code signing profile

This profile will contain information needed to create a code signing job. The
profile specifies your device's hardware platform, certificate from AWS
Certificate Manager, and the location of your code signing certificate path on
your device.

Existing code signing profile

v Create new profile

Figure 137. Create New Code Signing Profile
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You can skip steps 6.5.2.5 to 6.5.2.9 if you have already created a profile. Click Choose existing code
signing profile and select the profile you created from the drop-down list.

Existing code signing profile

a \

rx65n_gta_demo_profile2 Jdummy
ECDSA

SHAZ256

A Create new profile

rx65n_ota_demo_profile dummy lect an existing file.

SHA256 ECDSA

Figure 138. Choose Existing Code Signing Profile
6.5.2.6 Creating a Profile Naming
Create a profile (1): Profile name and device hardware platform:

o Enter the profile name (example: rx65n_ota_demo_profile)
e Select Windows Simulator as the device hardware platform!

Create a code signing profile X

Profile name

rx65n_ota_demao_profile

Erter 3 unigue name without spaces. Vahd characters: a-z, A-2 0-9, and _ {underscore)

Device hardware platform

Windows Simulator v

Figure 139. Create New Code Signing (1/2)
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6.5.2.7 Creating a Profile: Importing Certificate
Create a profile (2): Import a certificate.

¢ Inthe Code signing certificate area, click Import new code signing certificate.
¢ In Certificate body, select the file secp256r1.crt.
¢ In Certificate private key, select the file secp256r1.privatekey
¢ In Certificate chain, select the file ca.crt.
Note: You have created the above files in 6.4.
e Click Import

Create a code signing profile X

Code signing certificate

AWS Certificate .‘r‘!:_ln._lgl_'r (ACM) handles the |:c|rr.;|'_|_'xi1_:,' af crr_'._lting_ m._'lnm;irl]. or ir.p:r'.i'u] S5L/TLS
certificates. You can wse ACM to create an ACM Certificate or import a third-party certificate that you
uze for signing. You must have a certificate to sign code.

© Import new code signing Select an existing certificate
certificate
Certificates \
Certificate body secpSorl.crt
. 753 bytes
l ] Choose file | @ Uploaded
Certincate private key secp25brl.privatekey
] 232 bytes
| [f] Choose file @ Uploaded

X

Certificate chain - optional ca.crt

X 890 bytes

l [f] Choose file ‘ & Uploaded
\

Import

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.

Cancel Create

Figure 140. Create New Code Signing (2/2)
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6.5.2.8 Creating a Profile: Entering Path

Create a profile (3): Enter the path of the code signing certificate of the device and then click Create.

You can enter any path. (Example: dummy)

Path name of code signing certificate on device

OTA imags sonatyne verification

This is the name and location of the certificate that your FreeRTOS device firmware uses to perfoarm

dummy

\

Cancel

Create

Figure 141. Enter the Path of the Code Signing Certificate of the Device

6.5.2.9 Confirming Profile Name

Confirm that the name of the profile you created earlier is selected in the Existing code signing profile drop-

down list.

File info

Sign and choose your file

Existing code signing profile

t it the Code asn't bes CNamged f STLpTed 5
options for code signir
© Signa new Choose a
file for me. previously
signed file
Code signing profile
This prafile will contain information needed to ¢
specified vour device's hardware platform, certrfcat
and the location of your code si Qring cert ficate path o

Code signing ensures that devices Ly run code published by trusted authors and

Use my
custom
signed file.

rx65n_ota_demo_profile

Create new profile

Figure 142. Choose Existing Code Signing Profile
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6.5.2.10 Updating the Firmware

e Select Upload a new file.
¢ In File to upload, select the file user_121.rsu you created in 6.5.1.2.
e Click Browse S3 and select the S3 bucket you created in 6.3.

o Enter a path name in Path name of file on device (You can enter any path name. Example:

/device/updates).

File

© Upload a new file. Select an existing file.

File to upload

[f] Choose file

& user_121.rsu
749568 bytes

File upload location in S3

This is the location in 53 where your file will be stored.

S3 URL

Q, s3://s3test-rx65nv2 X Browse S3

Create S3 bucket

Format: s3://bucket/prefix/object.

Path name of file on device
This is the name and location where the file will be stored on the FreeRTOS device.

/device/updates

P File type - optional

Figure 143. Choose Firmware to Update
6.5.2.11 Choosing the Role for the Job

In the role drop-down list, select the role you created in 6.3 and then click Next.

1AM role info
Role
Choose 3 1 | g3 1] 1l
BROLIINCES.
ota_role_rx65n L J

\

Cancel Back

Figure 144. Choose Role for Creating Job
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Click Create job.

OTA job configuration .

Job run type

D Your job will complete after deploying to the devices and groups
that you cho hot)

Your job will cor e to deploy to any devices added to the groups

that you chose (continuous)

» Job start rollout configuration - optional

» Job stop configuration - optional

* Job run timeout configuration - optional

Cancel Back Create job

Figure 145. Create Job
6.5.2.12 Waiting until Firmware Reception is Complete
Wait until firmware reception is complete.

When the job starts, the job receives and writes the firmware.

The Received counter is incremented when reception starts.

1914 21340917 [O0TA Demo Tal| [INFO1 Receiwved: 31
4915 2134318

Queued: 31 Processed: 31 Dropped:
[MQTT]1 [INF0]1 Hck packet deserialized with presult: MYIISUCCESS.

' 1431 [TT] [IHF] Sta r-::ortludaer].. Mew state=MQTTPublishDone.

Figure 146. OTA Job is Processed
When the update process is complete, the device resets and the initial menu appears.

[ COMS - Tera Term VT
File Edit Setup Contrel Window Help

1463 747082 [0TA Demo Tal [IMF0O1 Received: 368 Queued: 368 Processed: 184 Dropped: B
1464 747894 [MQTIT]1 L[INF0O]1 Ack packet deserialized with result: MQITSuccess.
4465 747894 [MQTIT]1 [INFO] 2tate record updated. New state=MQITPublizhDone.

466 749217 [0TA Demo Tal [INFO1 Received: 368 Queuwed: 368 Proceszed: 184 Dropped: B
erify install area main [sig—sha256-ecdsal...0K
execute image ..

[Press any key for going to application’s setting area or after 18 second, application will »un auntomatically

Overtime for setting. will run application now

[Running senzor app with MQIT...

Figure 147. Device Reset and Update New Firmware
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6.5.2.13 Confirming that the Firmware Version is a New Version
Example: 1.2.1 (updated at 6.5.1.1)

5 58157 [MQTIT] [INFO] Established TCP connection with - o -amazonaws .com.

6 53434 [MQIT] [INF0O] (Network connection Bx85878c> TLS handshake successful.

7?7 53434 [MQIT] [INFO] {Network connection Bx85878c> Connection to -amazonaws .com established.
8 53434 [MQIT] [INFD] Creating an MQTIT connection to the hroker.

385'35% [MQIT] [INFO] MQTT connection established with the broker.

2 II'IQTT [INPOJ Success!‘ully connected to MQIT broker.
[OTA Demo Tal L[INFO] Start OTA Task

2 L[OTA Demo Tal L[INFO] OTA over MQIT demo., Application version 1.2.1
[OTA Demo Tal L[INFO]l neceiveu- v ueueu. o TFULESSEW. o vropped: @
[obhi203_threl I12C bus 2 setup success

Figure 148. Firmware with New Version is Updated

When OTA updated firmware successfully, status will be “Succeeded” like below:

MQTT test client

Details Job executions Job document Job targets Tags
Device Location Mew

Execution overview

When canceling and deleting execution refresh this page if the summary does not match

Manage

v All devices

Thi
nings Succeeded Failed Canceled Rejected

Thing groups
Thing types -[ 0 0 0
Fleet metrics Queued In progress Removed Timed out
» Greengrass devices O 0 0 0
» LPWAN devices
Software packages New
¥ Remote actions Job executions ('[) Info il
Devices currently processing this job. If this job has a scheduled start time, executions will queued at the start time.
Job templates | Q. Find job executions ‘ All job executions (1) v

& |

Figure 149. Job’s Status in AWS Portal
7. Fleet Provisioning
7.1 Overview Fleet Provisioning
This section describes the steps on using Fleet Provisioning in this application.

Fleet provisioning is a procedure in which provisioning takes place when each IoT device is started for the
first time.

Generally speaking, it can be implemented in either of the following two ways.
1. Provisioning by claim (approach using provisioning claim certificates)
2. Provisioning by trusted user (mobile or web app user, etc.)

In addition, either of the following two procedures can be used to obtain the individual certificates and private
keys used for fleet provisioning.

A) Having the AWS certification authority generate a new individual certificate and private key and send it to
the device (CreateKeysAndCertificate).

B) Generating a key pair on the device internally and sending a certificate signature request (CSR) to AWS
to have them generate only an individual certificate and send it to the device (CreateCertificateFromCsr).

This document describes the implementation of a fleet provisioning that combines 1. And B).
Advantages

e The device’s private key never leaves the device.
e There is no need to establish a connection between the manufacturing plant and AWS IloT.
e There is no need to put in place a structure for issuing individual certificates or registering devices.
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On the other hand, it also has the following disadvantages. It is necessary to be aware of both the
advantages and the disadvantages when using this provisioning method.

Disadvantages

e |tis necessary to take into account the possibility that the provisioning claim certificate could leak to an
unauthorized party.

e |tis necessary to implement functionality on the device to issue a provisioning request and receive a
response.

For detail about Fleet Provisioning, please refer to chapter 3, 4 of the AN: RX Family Provisioning Procedure

for 1oT Devices Rev.1.00 (renesas.com) (Demo application for Cellular + Ethernet).

7.2 Setting up AWS for Fleet Provisioning

It is necessary to configure AWS settings in order to run the fleet provisioning demo.
1. Policy settings

2. Generating a claim certificate and claim key pair

3. Creating a fleet provisioning template

7.2.1 Policy Settings
Follow the steps below to create AWS loT Core policies. The first policy you create will be used when fleet
provisioning is run.

AWS loT x AWS IoT 3 Security > Policies

Monitor AWS loT policies (3) info

Connect

Connect one device
[0 Policy name
» Connect many devices

0O thing policy
e [m] qe_iot_policy
» Device Advisor O feet_policy
MQTT test client

Device Location Mew

Manage
» All devices

» Greengrass devices

B LPWAN devices

Figure 150. Creating an AWS loT Policy (1/2)

In the Policy name field, enter the policy name of your choice.
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AWS 10T » Security » Policies » Create policy

Create policy we.

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties

AWS loT €ore supports named pelicies 5o that many identities can reference the same pelicy document.

Policy name

FolicyName

A palicy rame & an slphanumeric string that can also ceatain period (), comma (), hyphen(-), underscore ), plus sign {+], equal sign [=], and at sign (@) characters, but no spaces.

» Tags- optional

Policy statements Policy examples

Policy document inro Builder

£ WS IaT policy containg ane or mare palicy statements. Exch policy statement containg sctions, resources, and an effect that grants or denies the actions by the resources

Policy document
=T

2 “wersion": “2012-18-17",
3v  “Statement": [

Copy and paste the text of the policy document here.

JSOM  Linel,Column1 @ Ermors:0 /A Wamnings: 0 @

Figure 151 Creating an AWS loT Policy (2/2)

Click the JSON button to display the policy document input field, then copy and paste the policy document
shown in Table 8. Policy into the input field. When copying and pasting the policy document in Table
8. Policy, make the following changes:

- Change “us-east-1” to match the region used.

+ Change <account id> to your own account ID (account ID is the 12-digit number after @ that is displayed
by clicking on the account name in the upper right corner, excluding the hyphen)

Table 8. Policy Document
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "*"

"Effect": "Allow",
"Action": [
"iot:Publish",
"iot:Receive",
"iot:RetainPublish"
] r
"Resource": [
"arn:aws:iot:us-east-1l:<account id>:topic/$aws/certificates/create-from-csr/*",
"arn:aws:iot:us-east-1l:<account id>:*"
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"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": [
"arn:aws:iot:us-east-1l:<account id>:topicfilter/S$Saws/certificates/create-from-csr/*",
"arn:aws:iot:us-east-1l:<account id>:*"

7.2.2 Generating a Claim Certificate and Claim Key Pair
Generate a provisioning claim certificate and provisioning claim key pair for use in fleet provisioning.

Select Security — Certificates and then click Add certificate — Create certificate.

AWS loT x AWSIOT 3 Security > Certificates
Maritor Certificates .

X.509 certificates authenticate device and client connections, Certificates must be registered with AWS loT and activated before a device or client can communicate with AWS loT.

Connect Certificates |  Certificates you've transferred
Connect one device

» Connect many devices

Certificates (35) Actions ¥ Add certificate &

Create certificate

Q, Find certificates |

Test Register certificates
» Device Advisor —
o Certificate ID ¥ | status v | Created
MQTT test client
Device Location New 0 @ Active December 20, 2023, 16:56:19 (UTC+07:00)
(] @ Active December 21, 2023, 15:21:41 (UTY
Manage [m] @ Active December 2 5, 12:05:40 (UTC+07:00)
Al Vi
b Aldeices [m] @ Active December 19, 2023, 11:30:00 (UTC+07:00)
» Gresngrass devices
» LPWAN devices o ‘Active December 25, 2025, 12:00:22 (UTC+07:00)
Software packages New n] @ Active December 26, 2023, 16:05:33 (UTC+07:00)
» Remote actions .
0 @ hctive December 19, 2023, 14:24:44 (UTC+07:00)
» Message routing
Retained messages (] @ Active December 25, 2023, 11:02:58 (UTC+07:00)
> @ Active January 07, 2024, 21:33:23 (UTC+07:00)
[m] @ Active December 13, 2023, 11:07:31 (UTC+07:00)
Polis o @ Active December 22, 2023, 15:19:24 (UTC+07:00)

Figure 152. Create a Certificate
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Create certificate e

Certificates authenticate devices and clients so that they can connect to AWS loT. Your device won't be able to connect to AWS
loT without authentication and an appropriate policy.

Certificate

© Auto-generate new certificate (recommendad) () Create cartificate with certificate signing request

Generate a new certificate, public key, and private key [CSR)

using AWS loT's certificate authority and registers it wit

Upload your cwn certificate signing request {CSR) file to
AWS loT.

create and register a certificate that's based on a private

key you own.

Certificate status

fssign the initial state of the new certificate. The certificate must be active befo?
status later in the certificate’s detail page.

t can be used to connect to AVYS 10T. You can changa its

D Inactive
A device won't be able to connect to AWS using this certificate until it's activated.
D Active

8 device will be able to connect to AWS using this certificate immediately after you create it

Cancel

Figure 153. Creating a Certificate Automatically
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Download the newly created certificate (1) and key pair (2)(3), then click the Continue button.

Download certificates and keys b4

Download certificates and keys

Download and install the cortificrte and key files to your device so that it can connect securely to AWS
IoT. ¥ou can download the certificate now, or later, but the ey files can only be downloaded now.

Device certificate ® B Download
I T ————

Key files
The key files are unique to this certificate and can't be downloaded after you Lazve this page
Deownload them now and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file

M pownload
T S —

Private key file

M pownload
T S —

Root CA certificates

Download the root CA certificate file that comesponds to the type of data endpoint and cipher suite
you're using You can also dewnload the noat Cl certificates Lader.

Amazon trust services endpoint M Download

R5A 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download

ECC 256 bit key: Amazon Root CA S

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These mot CA certificates and others are available from aur
developer guides.

Figure 154. Downloading the Certificate and Key Pair

On the AWS console, select Security — Certificates and select the newly generated certificate ID.
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MWS 10T ¥ Secwrity » Certificates

Connect

Connect one device CEI‘tIﬁCEItES -

¥ Connect many devices

Test Certificates Certificates you've transfarred

b Device Advisor
MQTT test client g =
. Certificates (15)
Device Location New

| Q, Find certificates

X.50% certificates authenticate device and client connections. Certificates must be registered with AWS loT and activ

Manage O Certificate ID

Bk All devicas
b Greengrass devices
B LPWAN devices ()

Software packanes New i

* Remote actions

b Message routing

Certificates

Palews

(]

Certificate authorities

O

Status

(@) Active

Figure 155. Certificate Settings

Click Actions — Activate to activate the certificate. Also click the Attach policies button.

AwS T > Security > Certificates > [
I (..

Details

Certificate ID Status

@ Inactive

Certificate ARN Created

0 2024, 150027 U1C070

Subject Valid

CN=AWS loT Certificate January 08, 2024, 14:58:27 (UTC+07:00)

Issuer Expires

0OU=Amazon Web Services O=Amazon.com Inc. L=Seattle ST=Washington C=US January 01, 2050, 06:59:59 (UTC+07:00)

Policies Things Noncompliance

Policies (0) fo

AWS loT policies allow you to control aceess to the AWS loT Corc data planc eperations.

Name
No policies
You don't have any policies attached to this certificate.

Actions &

Activate

Revdke

Startjtransfer
Attach policy
Attach to things

Downjoad

I Attach policies

Figure 156. Certificate Settings: Attach Policies (1/2)
Clicking the Attach policies button opens the dialog box shown in Figure 157.

Select the policy to be used when fleet provisioning is run, created in 7.2.1, Policy Settings, and then click
the Attach policies button to attach it to the certificate. Example, the name of policy, which is created for Fleet

demo, is “Fleet_policy”.

This completes the settings related to generation of the claim certificate and claim key pair.
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Attach policies to the certificate X
1e1e0cb077c02ae82721de03f51735c¢39a4677f301ee03f67ced
667862fc1c47.

Policies
Choose palicies to attach to this certificate. The certificate can have up to 10 policies attached to it.

Choose AWS loT policy A

Q

eet_policy

Figure 157. Certificate Settings: Attach Policies (2/2)

7.2.3 Creating a Fleet Provisioning Template
Select Connect many devices — Connect many devices, then click the Create provisioning template
button.

AWS loT % AWSIGT > Connect > Conmectmany devices
Moritor ¥ How it works

Connect

Connect ane device

ey | 0000

Bulk registration

BRo

Step 3. Create a provisioning template
i templateis a that describes the resources, policies,

Q) D) Q)
Lo oNle]
D) D )
WD D
QD Q)
Q) D Q)

Step 2. Define device management structure
Connected devices are represented in AWS IoT by thing resources, which help you
orgaize, manage, and maintain your devices. Thing resources, thing groups, thing
le attributes, and billing groups 3lso help you manage your devices
eice is provisioned.

Devices need a urique certificate to connect to AWSTOT= install this
Test certificate during the device's manufacture, when the device is provisona
authenticated user, or by installing a claim certificate that's exchanged for a unicue TR
device certificate the first time the device connects to AWS loT. and can also be create:

and perissions o create for the device when it's provisioned

» Device Advisor Learn more 2

MQIT test client
Learn more (3 Learn more 4

Device Location New

Manage

Connect many devices (1) o

ing tomplate. i e devices.

Activate peactivat pelete Create provisioning template |

‘ <1y e

b All devices

» Greengrass devices

ind provisioning templates
» LPWAN devices Q Find p g template

Figure 158. Creating a Provisioning Template (1/7)

Select Provisioning devices with claim certificates, then click the Next button.

Create provisioning template

ing scenarios to different device manufacturing and installation processes. IF you're not sure which scenario to choose, refer to the gleveloper quida for information.

WS IoT supports three device-p

Provisioning scenario

Chaese the provisioning seenario that its your device manufacturing and installation processes the best. Learn more (3

© Provisioning devices with claim certificates

Choose this optien if your 10T devices are delivered with claim certificates that are shared
se their dlaim certificates to ¢ to AWS IoT for the

e is replaced with 3 unique device certificate after

5o known as fleet g wi

QO Provisioning devices by authorized users

Vour IaT devices den't have unlque certificates when they are installed. Authorized
s use an app to provision the devices before they are co dto
AWS IaT. In this scenario, you provide the Installation app ta configure the dovice during
installation device's Fimmware must support this provisioning process. This & also
known a5 fleat provisioning with usar.

© Provisioning devices with unique certificates (JITP) - recommenided
o3 will be Installed with unique device certificates slready on the device, This
5 just-in-time provisioning {JITP) installers or en

Your loT
scenario

To provision devices with claim certificates Learn more [

B O =

3. Connect devices

1. Configure claim certificates
Configure the claim certificates that you'll install on your 10T devices and configure
the policies attached to those certificates to allow provisioning.

2. Set provisioning actions
Configure how AWS laT should provision your loT device when it uses the claim

When your loT devices use the claim certificate to connect to AWS IoT, the device is
template. During the provisioning

d according to the

certificate to connect to AWS IoT. You describe the AWS loT d
permissions that AWS will create for your device in a provisioning template that
provisions your device when it uses the claim certificate to connect.

process, a unique device certificate is created and installed on your 0T device for all

subsequent connections to AWS IoT.

Figure 159. Creating a Provisioning Template (2/7)
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On the template creation screen, specify the provisioning template status, template name, and provisioning
role. For Provisioning template status select Active and enter the name of the provisioning template. Then
click the Create new role button and enter the role name.

Describe provisioning template i

The details on this page describe the general aspects of the provisioning template that you're creating.

Provisioning template properties info

Provisioning template status
The provisioning template status determines whether the template can be used to provision a new device. Only active templates can
provision devices.
O Inactive

Inactive templates can't provision any devices that are configured to use it. You can create an

inactive template to prevent devices from being provisioned until you're ready.
O Active

An active template can provision the devices that are configured to use it.

Provisioning template nan&

Enter_template_name

The name can have up to 36 characters and must not Lain spaces. Valid characters: A-Z, a-z, 0-9, and _ (underscore) and - (hyphen).

Description - optional

A description of the provisioning template you're creating.

500 character remaining

Provisioning role
The provisioning role uses an 1AM role that authorizes AWS loT to access resources on your behalf

&

Choose an IAM role v I Create new role

Attach managed policy to IAM role

» Tags - optional

Figure 160. Creating a Provisioning Template (3/7)

For Claim certificate policy, select the policy to be used when fleet provisioning is run, created in 7.2.1. For
Claim certificate, select the certificate created in 7.2.3, and click the Next button.
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Claim certificate policy info
The claim certificate requires a policy that authorizes it to connect to AWS loT and perform the actions that provision the device. This policy
doesn't apply to the device certificate that will be provisioned. You'll configure the policies for the provisioned device certificate later.

Claim certificate provisioning policy

e AWS |oT policy that authorizes the claim certificate to connect and provision the loT device. This policy is attached to the claim

you choose in the next section

'Fleet_policy A [_(3_] View [4 ‘ [ Create loT policy é—‘
Q
—{ Fleet_policy W

e T Ty HICA TS 10 provision your device fleet. Using each claim certificate

in a limited nymber of loT devices limits your exposure in case a claim certificate is compromised.

Claim certificates - optional (1/15) infe

Delete ‘ Upload [4 ‘

Deactivate l

X ‘ 1 match 1 &

Certificate ID v | Status v

S © -
\L‘aﬂm—» Next

Figure 161. Creating a Provisioning Template (4/7)

For Pre-provisioning actions, select Don’t use a pre-provisioning action. Also, under Automatic thing
creation, turn on Automatically create a thing resource when provisioning a device, and if necessary,
enter a character string of your choice as the thing name prefix. The thing name registered with AWS will be
generated from this character string and the serial number set by the program. After entering the prefix, click

the Next button.

Note: The demo does not use pre-provisioning actions. Refer to the page linked to below for information on
using pre-provisioning actions:

Provisioning devices that don’t have device certificates using fleet provisioning — AWS loT Core

(amazon.com)
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“Using pre-provisioning hooks with the AWS CLI”

Set provisioning actions e

The provisicning actions describe the actions that take place during the prosisioning process.

Pre-provisioning actions {recommended) o

Bofore 2 mew devioe bs prowizioned, youw cam run a Lambda function 1o verily the devioe should be provisonod. We necommend use this
T kion 10 corvirol 2000is 1o your AWS Jcoount

Pri-providioning sction

c- Ulse 3 pre-provisioning action (recommended)
Porfiorm acbions pricr to providoning the desdce. For example, tochack the devios agairst a kocwn
device database 1o prevent unauthorized dedoes Trom connecting Lo yoLs Jocount.

D Don't use 3 pre-prosssioning action
Mo sctiore wall bee peerfoenned prior (o prosisioning the devioe and the dewico ks ghson acoess bo your
ANWE s

LY
rectmimend Uhat you use & pre-provisioning sction

Wie dpcommend that you use 3 pre-gravisioning action when using a claim
certik

b 1o provigion your devices. This actian perfooms additional walidation of

devices Refare thisy are provisiened inyour AWS acsaunt,

Automatic thing cre

Create a thing resounce bo represe
T poaries Such i (hing groups, Bellie

ion - optional

the dessice in KWS iaT. Your devioes will need thing retources ta ute AWS 1aT devioe maragement
roups, 3rd Dovice Shadows,

D) Awtomatically create a thing resource when provisioning a device

Thing name prefix
The thing name prefin forms the beginning of Wach thing resounoe oreated by this provisioning template

Il Enter thing Ef.*.l'."x rl

The mamne: can't condain speccs Valkd charactors: A-d , 03, and - (e

Additional configurations
Yool Lan Le these cortiguratisns 1o add detail that can help you

ANl manage. and seath pour things.
» Thing type - opticna
B Searchable thing attributes - cotonal

» Thing growps - oooeno

» Billing growp - optional

Device configuration data - optional
You can define device condiguration data that consists of keyvalue pairs that 20 sene 1o the dodios during prov

Wou don't have any desice t-:-nﬁ-;u.ral:n:m attributes fior this template.

Add configuration attribute

Cancel Pravious

Figure 162. Creating a Provisioning Template (5/7)
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For Set device permissions, check the box next to the policy attached to newly created things, which was
created in 5.4.4, then click the Next button.

Set device permissions i

AWS loT policies authorize devices to access AWS loT resources such as other thing resources, MQTT topics, and Device
Shadows.

Policies (1/5) Info | C H Create policy [4

Choose up to 10 policies to attach to this certificate.

‘ Q, Find policies ‘ 1 )
= Policy name v | ARN v
T ]
O | [
O D |
C o
[E]——ck x65n_test e
Cancel e Next |

Figure 163. Creating a Provisioning Template (6/7)

Click the Create template button to complete the process of creating a fleet provisioning template.

Step 3: Set device permissions Edit

Policies

Policy name Policy action Policy effect

ck_rx65n_test [4 iot:Connect Allow
iot:Publish Allow
iot:Subscribe Allow
iot:Receive Allow

No certificate provider exists in this account

Without a certificate provider, AWS loT Core will sign all certificate signing requests (CSRs) using its own CAs in
fleet provisioning. To sign CSRs using a certificate provider, choose self-managed from Certificate signing in the
left navigation.

Cancel Previous Create template

Figure 164. Creating a Provisioning Template (7/7)
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7.3 Setting up the Project

Change the value of ENABLE_FLEET_PROVISIONING_DEMO to 1 in
laws_da16600_ck_rx65n/src/frtos_config/demo_config.h:

inl demo_configh X

> select a provisioning method

Pre-provislioning
leet provisioning

I #define ENABLE_FLEET_PROVISIONING_DEMO (1) |

Figure 165. Enable Fleet Provisioning macro

Build and Debug the project as instruction in Topic: 5.1.3. Import the Project (number 8, 9)

7.4 Running Fleet Provisioning
Note: User can run both Fleet Provisioning + OTA (Section 6) in this application. This section only describes
Fleet Provisioning feature.

1. After loading debugging to board, press any key to configure the application. (in case users have not
config Cloud’s credential for Fleet Provisioning before, or users want to save another value for Cloud’s

credential)

M COMS - Tera Term VT — O X
File Edit Setup Ceontrol Window Help

Press any key for going to application’s setting area or after 18 second, applic
ation will run automatically

Going to setting areatttt

Figure 166. Save credentials for Fleet Provisioning (1/8)
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1 COMS - Tera Term VT - O Pt
File Edit Setup Control Window Help

> Select from the options in the menu below:

=
X
[

Get version

Data flash

Get UUID

Configure Wi-fi

Run Only Sensors fApp

Run Sensor App with MQTT
Help

2
3
4
5.
6.
?
L

Figure 167. Save credentials for Fleet Provisioning (2/8)

2. Press ‘2’ to choose “2. Data flash” -> press ‘I’ to choose “l) Format Flash data” to erase all stored
information in flash (if application was run previously) (optional)

4 COMS - Tera Term VT — O X

File Edit Setup Control Window Help
> Select from the options in the menu helow:

2. DATA FLASH

Info

rite Certificate

Write Private Key

Write MQTT Broker end point

Write 10T Thing name

Write code signing certificate <for O0TA>
Urite template name <{for Fleet)

Write claim cert ID {(for Fleet)

Urite claim private key ID {(for Fleet>
Read Flash

Check credentials stored in flash memory
Format Flash data

Help

> Press space bar to return to MENU
$Format OK ?

g Press space bar to return to MENU

Figure 168. Save credentials for Fleet Provisioning (3/8)

Different from normal provisioning, Fleet Provisioning requires credentials: MQTT broker endpoint, fleet
template name, claim cert ID, claim private key ID.
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3. Get MQTT endpoint and save to flash like topic 5.4.6 and 5.3.1:

DATA FLASH WRITE MQTT END POINT

Select the file to write data in data flash

] 15 £ a5t 1. amazonaws. com

Cancel

Figure 169. Save credentials for Fleet Provisioning (4/8)

4. Next, storing fleet template name that user created at 7.2.3, copy this value, press the option ‘g’ and
click the Edit tab of the Tera Term and “Paste<CR>" and verify and confirm the valid string and press

OK.

ZOMS - Tera Term V

File Edit Setup Control Window Help

B | Tera Term: Clipboard confirmation

Fleet_template] | oK |

Cancel

Figure 170. Save credentials for Fleet Provisioning (5/8)

5. Next, storing fleet claim cert ID, claim private key ID that users created at 0, users downloaded (Figure
154. Downloading the Certificate and Key Pair):
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~

Mame

- certificate. pem.crt +———— Claim cert 1D
L ) privatte. pemn.key +———— Claim private key ID
L iR public. pern ke

Figure 171. Save credentials for Fleet Provisioning (6/8)

From “2. DATA FLASH” menu, press ‘h’ to save Claim cert ID. Then click the File tab of the Tera Term
and Send File option and choose the downloaded Device certificate file “xxxxxcertificate.pem.crt”.

File Edit Setup Control Window Help

IDATA FLASH WRITE CLAIMCERT ID FLEET
%elect the file to uwrite data in data flash

¥ Tera Term: Send file

Look in: fleet_cert v‘ T m

Py

) - certificate. pem.crt

I i3t pem. Key
I ... < ey

< >

Flename: [ - <tficate pem crﬁ‘ | Open |

Files of type: | All(".") ~ Cancel

Help

Figure 172. Save Credentials for Fleet Provisioning (7/8)
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Y COMS - Tera Term VT - O X
File Edit Setup Control Window Help

DATA FLASH WRITE CLAIMCERT ID FLEET

Select the file to write data in data flash
bstored data into dataflaszh correctly.

).Press space bar to return to MENU

Figure 173. Save Credentials for Fleet Provisioning (8/8)

To store the Claim private key ID, press the option ‘i’ and click the File tab of the Tera Term and Send File
option, choose “xxxxxprivate.pem.key”.

6. Store Wi-Fi’s credentials to Flash (refer to topic 5.3.2)
7. Start application with Fleet Provisioning:

Back to the Application Menu and press ‘6’ to run application:

M COMS - Tera Term VT - O X

File Edit Setup Control Window Help

> Select from the options in the menu helow:

Get version
Data flash

Get UUID
Configure Wi-fi

Run_Onlu Sensors_ fAvon
Run Sensor App with MQIT
He lp

Figure 174. Running Application with Fleet (1/8)

Application will check stored data flash. When it has necessary credentials enough, application will start.
Otherwise, the application will send a notice to the user and the user has to save the lacking credentials for
running application.
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¥ COMB - Tera Term VT

File Edit Setup Control Window Help

CHECK CREDENTIALS STORED IN DATA FLASH
d in data flas

flash is

- do not n
Security d in d rified and succe
Pz ord ved in d rified and succe

SID saved in data f1 ed and successful

is abled, I[0T thing name is lable. it will be updated by Fleet

MQIT Endpoint saved in data 1 ied and successful

iz enable. do not need Private Key (2h. 2c sectiond
enahle, do not n (2b, 2c section?

lentials in data flash iz verified and successful

*t? Wi-Fi Init Successful %%

[SSID: TP-Link_2582

onnecting to TP-Link_2582

Ji-Fi connected to SSID TP-Link_2582.

Device IP addr 92.168.250.227
Device network mask: 255.255.255.0
Device gateway address: 192.168.250.8

QIT End point IP address = 54.174.15.244
8 99937 [CLI] STARTING DEMO--————————

[DemoTask] P stablishing HQIT session with claim certificate...
[DemoTask] Using default rootCA cert.
[DemoTask] Create a TCP_connection to .us-east-1.amazonaws.con:BB83.
[DemoTask] Created new ICP socket.
[DemoT [ Established TCP connection with us—east—1.amazonaws.com.
[Demo (Network connection 880144> TLS handshake sueccessful.
L[Demo L (Network connection 888144> Connection to .us-east-1.amazonaws .com established.
[DemoTask] HMQIT connection established with the hroker.
189156 [DemoTask]l [INFO1 HQTT connection successfully established with broker.

189156 [DemoTask]l [INFO] Established connection with claim credentials.
189425 [DemoTask]l [INFO1 SUBSCRIBE topic jawss/certificates/create-from-csrschorrsaccepted to broker.

189943 [DemoTask]l [INFO1 MQTT_PACKET _TYPE_SUBACK.

114989 [DemoTask]l L[INFO1 SUBSCRIBE topic %aws/certificates/create—from—csr/chorsrejected to broker.

Figure 175. Running Application with Fleet (2/8)

If the text string “Demo completed successfully.” Appears at the end of the log, the fleet provisioning
demo completed successfully. Successful completion of the demo means that a new thing has been
registered on AWS loT Core and an individual device certificate assigned to it.

¥ COMS - Tera Term VT
File Edit Setup Control Window Help
7796782 [DemoTask]l L[INFO] Sucessfully established connection with provisioned credentials.

?796866 [DemoTask]l L[INFO]1 (Network connection 800144) TLS close-notify se
??796962 [DemoTask] Closed Socket: Socket Number = 8.

7796970 [DemoTask]l L[INFO] Demo iteration 1 is successful.
7796970 [DemoTask]l L[INFO] Demo completed successfully.
7796970 [DemoTask]l LINFO] Fleet Frovisioning lask Finished

Figure 176. Running Application with Fleet (3/8)

After running the fleet provisioning demo, users can use the individual device certificate and private key
obtained from AWS to run the MQTT with sensors demo:
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I COMS - Tera Term VT
File Edit Setup Control Window Help
20257 [DemoTask] L[INFO] Demo iteration 1 is successful.
20257 [DemoTask] L[INFO] Demo completed successfully.
20257 [DemoTaskl L[INFO1 Fleet Provisioning Task Finished———————
20257 [MQTT1 [INFO1 Start MQTT Agent Task———————
20257 [MQTT] [INFO] Creating a TLS connection to .iot.us—east—-1.amazonaws.con:8883.
20258 [MQTT] Created new TCP socket.
20259 [DemoTask]l [INFO] Deleting Fleet Provisioning Demo task.
24856 [MQIT] [INFO] (Network connection 888c3c) TLS handshake successful.
24856 [MQTT] [INFO] (Network connection 888c3c> Connection to .iot.us-east—1.amazonaws.com established.
24856 [MQTIT] [INFO] Creating an MQTT connection to the hroker.
25894 [MQTT1 L[INFO] HMQTT connection established with the hroker.
25894 [MQTT] [INFO] Successfully connected to MQTIT broker.
25894 [ob1283_threl [2C bus 2 setup success
7 25894 [ob1283_threl
8 25894 [sensor_threl I2C bus B setup success
25905 [sensor_threl HS38B1 open sensor instance successful: B8
25905 [sensor_threl ICP20188 open sensor instance successful: 8
25915 [zmod_threadl I2C bus 1 setup success
25916 [AUS_DA166881 L[INFO1 Start AWS Wi-Fi DA16688 — MQIT Demo Task ———————
26348 [zmod_threadl ZMOD4418 open sensor instance successful: 8
26783 [zmod_thread]l ZMOD4518 open sensor instance successful: 8
26784 [zmod_thread]l Task zmod441@ measurement Success:@
26900 [sensor_threl ICM42685 open sensor instance successful: @
26962 [AYS_DA1668B] LINFO] Successfully subscribed to topic: aws/topic/set_temperature_led_data

28775 [AUS_DA1666B] L[INFO] Successfully subscribed to topic: aws/topic/set_spo2_led_data
28775 [AUS_DA1668B]1 [Send Datal ZMOD4416-1AQ TUOC: BBH.600

Figure 177. Running Application with Fleet (4/8)

Users can check on the thing registered by the fleet provisioning demo from AWS loT console. When
running fleet provisioning successfully, please check the log in Tera Term with line: “Received AWS loT
Thing name: test_fleetFPDemolD_ xxxxxxxxxxx”

9 COMS - Tera Term VT
File Edit Setup Control Window Help
2?7?4248 [DemoTask] [INFO] De-serialized incoming PUBLISH packet: DeserializerResult=HQITSuccess.

7774248 [DemoTask] [INFO] State record updated. New state=MQTTPubAckSend.
2224248 [DemoTask] [INFO] Receiued _accented mecnance fwam Fleet Peanicinning RegistenThing API

7778845 [DemoTask] [INFO] Received AWS IoT Thing nam test_fleetFPDemoID_
7778869 [DemoTask] [INFO] Ris—ioi—Ti s PIash
2779171 [DemoTask]l [INFO1 UNSUBSCRIBE sent topic $aws/provisioning-templates/Fleet_template/provision/chorsaccepted to broker.

Figure 178. Running Application with Fleet (5/8)
Note: Prefix test_fleet is the name which is set by user when creating Fleet template.

Under All devices, select Things. The registered thing is below (it likes thing’s name above):
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.
AWS loT x AWSloT » Manage » Things
Monitor Things (9) info
An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.
Connect ] . . )
Q, Filter things by: name, type, group, billing, or searchable attribute.
Connect one device
» Connect many devices O Name

| test_fleetFPDemd|

Test
» Device Advisor
MQTT test client

Device Location New

Manage

w All devices

Figure 179. Running Application with Fleet (6/8)

By checking the registered things, user can confirm that the individual device certificate generated and
assigned by fleet provisioning has been attached and activated:

test_fleetFPDemol D_ I ..

» Connect many devices

Thing details

Test
» Device Advisor Name Type
MQTT test client test_fleetFPDemol D _ ]
Device Location New ARN Billing group
armawsiotus-east- (EENIY hing /test_fleetFPDemol D [ )
Manage
w All devices

Attributes | Thing groups Device Shadows Activity Packages and versions Jobs Alarms Defend

Thing groups

Thing types
Certificates (1) ife

The device certificates attached to this thing resource.

Fleet metrics

v

Greengrass devices

v

LPWAN devices Q. Find certificates
Software packages New

Remote actions Certificate ID A Status

v

v

Message routing
b3 I — @ Active
Retained messages

Figure 180. Running Application with Fleet (7/8)

This Certificate ID will be shown in Tera Term with line “Received certificate with 1d: XXXXXXXXXXXXXXXXXX".

1 COMS - Tera Term VT
File Edit Setup Contrel Window Help

7745818 [DemoTask] [INFO] De-serialized incoming PUBLISH packet: DeserializerResult=MQTTSuccess.
7745818 [DemoTask] [INFO] State record updated. New state=MQTTPubAckSend.
2745828 [DemoTask] [INFO] Received accepted response from Fleet Provisioning CreateCertificateFromCsyr API.

27750438 [DemoTask] [INFO] Received certificate with Id: h48c36
27750442 [DemoTask] [INFO] Writing certificate into label "Device Cert™.
7758761 [DemoTask]l [INFO1 UNSUBSCRIBE sent topic $aws/certificates/create-from-csr/chor/accepted to broker.

Figure 181. Running Application with Fleet (8/8)
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8. Note and Trouble Shooting

8.1 About Stabilization Time for Sensor

There is stabilization time for each sensor. It cannot read correct values during the time.
The following table gives details of stabilization time for each sensor.

Table 9. Sensor Stabilization Time

Sensor Name When Powered up the First Time After Soft or Hard Reset
ZMOD4410 IAQ Up to 1 min Up to 1 Min

ZMOD4510 OAQ Up to 1.5 hours Up to 1 hours

0B1203 Up to 20 min Up to 20 seconds

(After putting finger on sensor, it may | (After putting finger on sensor, it may
take up to 60 seconds to sense data) | take up to 60 seconds to sense data)

HS3001 Up to 30 seconds Up to 10 seconds
ICP Up to 30 seconds Up to 10 seconds
ICM Up to 30 seconds Up to 10 seconds

8.2 When Build Errors Occur

1. If a ‘No such file or directory’ error occurs, the project path may be too long. When the path is longer
than 256 characters, e* studio outputs errors at build time.
When this error occurs, move the project to a shorter path location (for example, under C:\).

If a ‘Cannot find “PFRAM2’ specified in option “rom”’ error occurs as below:

W Smart Manual g Search

2.

: Linker

:Cannot find " - in tion "rom™

n.abs] Error 1
. Build might be incomplete.

Figure 182. Issue with Option Dual Bank in BSP (1/2)

This issue happens after re-generating the Smart Configuration (file “aws_da16600_ck_rx65n.scfg”) as
shown in Figure 16. Generate Code. Please modify the value of macro
BSP_CFG_CODE_FLASH_BANK_MODE to O (in file src/smc_gen/r config/r bsp config.h)to
run with dual mode of dual-bank function with the code flash memory and re-build again.
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&ij r_bsp_config.h

523 b31:b@ ROM Code - 9000 @0@@h: ROM code protection enabled (ROM cede protection 1).
524 2008 88@1h: ROM code protection enabled (ROM code protection 2).
525 Other than above: ROM code protection disabled.
526 Note: The ROMCODE register should be set in 32-bit units.
527 Default wvalue is @xFFFFFFFF.
528 */
529 #define BSP_CFG_ROMCODE_REG_WALUE (@xFFFFFFFF)
530
531 = /* Select the bank mode of dual-bank function of the code flash memory.
532 @ = Dual mode.
533 1 = Linear mode. (default)
534 NOTE: If the dual bank function has been incorporated in a device, select the bank mode in this macro.
535 Default setting of the bank mode is linear mode.
536 If the dual bank function has not been incorporated in a device, this macro should be 1.
537 =
Bs3s | #define BSP_CFG_CODE_FLASH_BANK_MODE (@) |
539

Figure 183. Issue with Option Dual Bank in BSP (2/2)

8.3 When Run Errors Occur

In case of error, relate towifi init(): “[ERR] In Function: wifi init(), ** Wi-Fi Init

Failure **”, SDK version in DA16600 Pmod is old. It is required to use DA16600 SDK v3.2.7.1 or later
for the application to work correctly. To confirm DA16600 SDK version and update for it if required, see the
guideline in DA16200/DA16600 SDK Update Guide.

If SDK version is suitable, user need to press button S1 to reset the board and run the application again.

8.4 Wi-Fi Access Point

Depending on the configuration of the Wi-Fi router/modem, the application may not work correctly. Please
retry with another access point (for example, by using the hotspot on mobile phone).

8.5 Renesas AWS Dashboard account credits and quarantine

Every kit registered to the dashboard will include a $10 AWS credit. When the credit is exhausted the
account is quarantined. At this time, the user cannot download certificate and go to Dashboard.

RENESAS

dged
B My Devices ﬁﬂ ""N s N 9

Device 1 Status: Quarantined C ~

Account name: L. Download Certificate

{& Manage Instance ©

Email:
‘ ‘ Go To Dashboard >

Figure 184. Account Used Up Trial 10 USD

To avoid the account from being quarantined, set up the following:

1. Users can access their AWS account from the dashboard main page by clicking on Go to AWS
Console.
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RLENESAS

S = ',‘:“ s o

Device 1 Status: Online C <
Account name:

-
uuip: [J Go To AWS Console
]

Figure 185. Accessing AWS Account from the Dashboard
2. Make sure to unblock the pop-ups on the browser to allow the AWS console to open.

« > ¢ = Rz a+« O

RENESAS

renesas.cloud-ra-rx.com/dashboard/devices-list

B My Devices @ ' "‘ 2N
RA > =33
,
Device 1 Status: Online C o
Account name: L Download Certificate
Email:

Figure 186. Pop Ups on the browser

3. After login you are redirected to AWS access portal page. The AWS sub account can be accessed from
the AWSAdministratorAccess link.
[alt#s] | at @ @ United States (M. Virginia) v Cloud
EC2 < )
Compute
Dashboard .
£C2 il view 2 Amazon Elastic Compute
Events
o nstances Cloud (EC2)
:"5‘5”‘“T Create, Mmanage, and monitor Launch a virtual
nstance Types . . server
Launch Tempiaes virtual servers in the cloud. o e oo
Spot Requests Amazon EC2 i;lstance, which is
Savings Plans a virtual server in the cloud.
Reserved Instances Launch instance
Dedicated Hosts
Capacity Reservations
¥ Images
Figure 187. AWS account
4. Payment options can be accessed from the ‘Billing and Cost Management’ section of the console.
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aws Q, Billing | X | B /& @ @ United States (N. Virginia) ¥ CloudKitWorkshopAccess/workshop-access-

e Services

EC2 Servi

Features

E AWS Billing Conductor
Simplifying your billing practice
Dashboard [FOREE alt
Resources N

EC2 Global Vi Documentation

Events Knowledge articles 7 Billing and Cost Management

View and pay bills, analyze and govern your spending, and optimize your costs
Marketplace

Instances
Blog posts

Events CE AWS Wickr
Tutorials Secure communication with end-to-end encryption

Instances
Instance Typd]
Launch Temp

Spot Request _ ktance, which is
Features Show more )
Savings Plan: in the cloud.

Reserved Inst S
Billing groups

Dedicated Ho AWS Billing Conductor feature

2
Capacity Resd ‘Were these results helpful?

Figure 188. Billing and Cost Management

5. Scroll to the ‘Preferences and Settings’ section and click on ‘Payment Preferences’.

® L @ 3 Global v CloudkitWorkshopAccess/workshop-

9 © ©

cart B3 -

¥ Reservations

Bi[ling and Cost Management home i C Provide feedback ) C Need help? Ask Q ‘¢) ( Reset layout )

Overview
) i1 Cost summary info # Cost monitor
Recommendations New
Info
Utilization Report Month-to-date cost Last month's cost for same time period
Coverage Report $22.92 $25,55 Budgets status .
4 10% compared to last month for same period Mar 1-15 @ Setup required
No budget created
IPreferences and Settings I Total forecasted cost for current month Last month's total cost Cost anomalies status
MTD)
$46.14 $49.48 ¢
Payment Preferences —— - Setup required
</ 4 7% compared tolast monti's total costs @ Setup required
Billing Preferences No monitor created

Cost Management Preferences
New
. View bill
Tax Settings few B /4 4

Inunire Canfinnratinn New

Figure 189. Payment Preferences

6. Add payment method.
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B o @ @ Gowv Awsminstratokecss

Billing and Cost x Billing and Cost Management » Payment Preferences
Management
Payment preferences . Contactus B
Home New
Getting Started New Default payment preferences into
Billing and Payments

Bills
& Default payment method does not exist. Add a default payment method and reload. ‘

Payments

Credits

Purchase Orders
Payment methods Payment profiles
Cost Analysis

Cast Explorer New

Cost Explorer Saved Reports Payment methods (0) info | Add payment method J

Cost Anomaly Detection Q Find payment method

Free Tier =

Data Exports New No payment methods.

Cost Organization Add Payment Method
There are no payment methods on file. Add a aymm

Cost Categories

Cost Allocation Tags
Billing Conductor (3
Budgets and Planning
Budgets

Budgets Reports

Pricing Calculator 5

Savings and
Commitments

Cost Optimization Hub New

Figure 190. Add Payment Method

7. Go to ‘AWS Organizations’.

Q| AWS Organizations| Q @ 3 Global ¥ CloudKitWorkshopAccess/workshop-access-
Services Show more

& AWS Organizations

Central governance and management across AWS accounts. hiji=atre

Features
ited access to your

Resources New

Documentation
P] g Resource Access Manager
O~

Knowledge articles X A
Share AWS resources with other accounts or AWS Organizations

Marketplace

Blog posts

Tutorials [I AWS Private Certificate Authority
Getting Start{ Events =4 Managed private certificate authority service

Home

Billing and
Bills Features

Payments

. Delegated administrator for AWS Organizations
Credits

AWS Organizations feature
Ntarrgelst Were these results helpful?

ek and 11N N~ =

Figure 191. AWS Organizations

8. Leave the organization. This allows user accounts to not get affected by the $10 credit limit set by the
organization.
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Global v CloudKitWorkshopAcces:
F

e AWS Organizations > Dashboard ®
AWS Organizations < Dashboard
Dashboard Organization details
Invitations Organization ID

» Policy management Management account email address

Management account ID

Feature set

Your organization has all features enabled. You can apply policies that can configure and limit what the accounts in the organization can
do. Trusted AWS services can access your organization and accounts. The management account can create, manage and pay for the
organization's accounts through consolidated billing.

Leave organization =>K Leave this organization )l

Figure 192. Leaving the organization

9. If the account is missing the prerequisites for leaving the organization, a dialog box appears prompting
for the next steps. Click on ‘sign-in to the account’.

Confirm leaving the organization?

Are you sure you want to leave this organization?

After your AWS account leaves the organization, you are responsible for paying your
own bill. If you later want to join the organization again, you must receive and accept
another invitation to join the organization. Learn more [4

® You can't leave the organization yet

The account is missing one or more of the prerequisites required to operata
as a standalone account. Learn more [

-mnm@r-n-- gJsign-in to the account [Aising the AWS
Organizations console, then select to [zave the organization. You will then

be prompted to enter any missing information.

Figure 193. AWS Sign up process

10. Follow the steps to complete the requirements for sign-up.
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aWs

Sign up for AWS

Secure verification Billing Information

Billing country
g Your billing country determines the payment
® We will not Charge You for b=gE methods available to you to pay for AWS services.

below AWS Free Tier limits. We may

temporarily hold up to $1 USD (or United States v
an equivalent amount in local

currency) as a pending transaction

for 3-5 days to verify your identity. Credit or Debit card number

VISA . Ilél\)g DISCOVER

AWS accepts most major credit and debit cards. To
learn more about payment options, review our FAQ

y Expiration date
= \/ Month v Year v

Figure 194. Prerequisites for leaving the organization

11. When the dialog box stating the sign up process is complete appears, choose ‘Leave organization’.

12. A confirmation dialog box appears. Confirm your choice to remove the account. You are redirected to
the Getting Started page of the AWS Organizations console, where you can view any pending
invitations for your account to join other organizations.

13. Remove the IAM roles that grant access to your account from the organization.

In addition, the dashboard must be updated with the payment preference from the user profile on the
dashboard page.

1.  Go to the user profile as shown in Figure 193.
2. Update the payment preference.
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RENESAS

= 45" = o
B 1y Devces A L, <

Profile Page

First name:

|

Last name:

Payment Preference

@ inorder for you take take complete
you must update the account with y

Selsct whether you added a credit card to your aws account.

Payment Details Updated

Figure 195. Payment Preference Update

Note: Failure to complete either of these steps will result in the account being quarantined. Quarantined
accounts must leave the organization and remove the |AM roles as mentioned in this section to regain
access to the accounts.

8.6 When Unable to Log in to the Dashboard (Grafana account)

If you cannot log in to the Dashboard with the password you changed in step 6 of section 5.2.2, To Get the
Account 10 USD of Trial of AWS, try the following.

e Set“admin” in the Email or username field and set the changed password in the password field.

When changing the password for the initial session, the username is not changed from admin. Therefore,
admin must be entered in the username field. To enable users to log in with your own username and email
address, please change the user information in the Server Admin menu after logging in.

To reset the forgotten password, choose ‘Reset Grafana Password’ from the ‘Manage instance’ dropdown
menu.

LENESAS

B wyoevices PEE“ 'I, |‘ o 9
(L
Device 1 Status: Online ©
I

[ & wmanage Instance v ]
Email:

uuID: ® Stop Instance

C Reboot Instance

& Reset Grafana Password

Figure 196. Grafana Password Reset

8.7 How to Enable/Disable EC2 Instance

AWS trial accounts start billing immediately after device registration. To avoid excessive billing or AWS credit
usage when the device is not in use, manage the EC2 instance from the dashboard main page.
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1. When the device is not in use stop the instance from the ‘Manage Instance’ dropdown menu.

B My Devices Fm‘ ' "‘ R e
RA 1 =33
(2
Device 1 Status: Online C ~
|
Email:
I 3 0
| C RebootInstance

& Reset Grafana Password

Figure 197. Stop EC2 instance

2. The screen prompt indicates the instance is stopping and the dashboard cannot be accessed.

LENESAS
B  MyDevices ﬂ—f-};n‘ "':“ [=5.4 e 9

Device 1 Status: [+ ~

C Refresh Status

Account name: L, Download Certificate

& Manage instance ¥
Email:

| G0 To Dashboars >

Figure 198. EC2 instance status

3. When the device is back in use, restart the EC2 instance.

RENESAS

By pevices Fﬂﬂ? 1> (=33
(o
Device 1 Status: c ~
C Refresh stows |
I
Email
I —  Star nstance
uuID:
I C Reboot Instance

® Reset Grafana Password

Figure 199. Restarting the EC2 Instance State
User can disable the EC2 instance directly on AWS account by following steps:

1. Access AWS account (Refer to Error! Reference source not found.)
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2. From the Services menu, select Compute and then choose EC2.

Q

’| Analytics

if Compute

4 Application Integration

= Blockchain
AWS App Runner

([ Business Applications Build and run production web applications at scale

H| Cloud Financial

Management Batch
Fully managed batch processing at any scale

5 Containers EC2

Virtual Servers in the Cloud
(&) Customer Enablement

= Database EC2 Image Builder

A managed service to automate build, customize and deploy OS images
Developer Tools

End User Computing Elastic Beanstalk
Front-end Web & Mobile funandMarmoe Webdpes
79 Game Development Lambda

Internet of Things Run code without thinking about servers

-

Figure 200. EC2 AWS Service

3. Choose the instance then change the Instance State to Stop state.

” Instances (1/1) info c cannect ||

Instance state & Actions ¥

Stop instance

v | Instance ID Metance type ¥ | Status check Alarm status Pul

g @& @ t2.micro @ 2/2 checks passed  Noalarms + Lamcas e eci

v Instances /

Instances

Instance Types

Launch Templates

Public IPvd ...
Reboot instance

Terminate instance

Figure 201. Disable Instance
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8.8 Grafana dashboard display is different from the one in application note

Depending on the version of the cloud kit being used, you can choose one of the dashboard types: Renesas
CK v1.0 or Renesas CK v2.0. Renesas CK v2.0 is the default, if not choose Renesas CK v2.0.

" B General f Renesas CKv20 + < W B ® Ousismues - & G ws- @
BanelTide

: LENESANS

+

® 3

a @ ©

Indoor si qualit -Etoh (ppm) Ousdaor air quality (Index) 1CP - Pressure fmbar) HS3001 - Huriciy 081203 - spo2

/w m 47.24%
0% !
( 0 e 1-01bar 6

Gyro Deta:Z

Figure 202. Renesas AWS Cloud Dashboard Types
Choose Renesas CK v2.0.

bearch dashboards by name b 4
Q o = = . o
+
Y1 Starred

88

Renesas CK v2.0
® [ General
a @ Recent

Al Model Dashboard
& () ]
0 D¢ I Al

® General

Al Model Dashboard

[ General

Home

[ General

Renesas

[ General

[ caneral

[ General

Figure 203. Choosing Renesas dashboards based on the cloud kit version

8.9 How to check the total amount spent in the AWS account
Access the AWS account from https://cloud-ra-rx.awsapps.com/start#/ using the dashboard credentials.

Go to Account > Bills.

User can choose the “Billing period” to see the amount spent during that period.
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WS HE semvices | QU Seor Alt+S L @ @ Globalw  AWSAdministratorAccess,

@ Resource Groups & Tag Editor

Billing and Cost X 2 Billing and Cost Management > Bills ®
Management ®
Bills i o
Home [ Download zlltLEjLJ_L_M—-H Billing period: February 2023 w Ili
B?l[lti:z a:::imPaymems
- f\WS.?li.l.l .slim‘mary [mrcf . &
omm—
CD": Ewme: - Amazon Web Ss:r‘v:::l:: LL‘;I;“IEJBS;
cost Anomaly betection | Grand total: USD 8.88 |
Free Tier Payable by Account ID: 18 SN
Figure 204. Check the amount spent in AWS Account
8.10 An error occurs when connecting to AWS
The AWS loT information is not set yet or is set incorrectly. Please check and set AWS loT information
again. (5.3.1)
8.11 Command to create the initial firmware fails (OTA)
The cause of this issue is the Python installation folder is not set correctly in the Path variable or the
encryption library is not installed.
Users have to re-install Python. Also, make sure that the Add python.exe to PATH check box is selected
when you perform the step in 6.2.1 and install the encryption library.
8.12 Initial firmware cannot be written/ does not start. (OTA)
Make sure that the jumper on J16 of CK-RX65N board is on pins 1-2 (debug mode) when writing initial
firmware and on pin 2-3 (run mode) when starting the initial firmware.
8.13 Firmware does not start after starting the boot loader (OTA)
Please review the public key setting in the bootloader because it is not correctly set in the boot loader.
8.14 Firmware does not start after an OTA update (OTA)
Users can review the public key setting in the firmware because the public key is not set correctly in the
firmware. If not, please review the device setting in the firmware and the boot loader.
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Website and Support

Visit the following vanity URLs to learn about key elements of the RX family, download components and
related documentation, and get support.

CK-RX65N v2 Kit Information renesas.com/rx/ck-rx65n

RX&RA Cloud Solutions renesas.com/cloudsolutions

RX Cloud solution web renesas.com/rx-cloud

RX Product Information renesas.com/rx

RX Product Support Forum renesas.com/rx/forum

RX Driver Package renesas.com/RDP

Renesas Support renesas.com/support
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Revision History

Description
Rev. Date Page Summary
1.00 Oct.20.23 — Initial release
1.10 Dec.10.23 — Updated e? studio version (2023-10) and FreeRTOS version
(V202210.01)
5-8 Table 5: Updated file structures following LTS#2
26, 27 5.1.4: Updated starting application flow
52, 53 Updated note and trouble shooting in building, running and
using up 10 USD
56, 57 Added note “6.7 How to enable/disable EC2 instance”
1.20 Apr.10.24 — Added OTA feature (section 6), Fleet Provisioning feature
(section 7)
1.21 Jul.21.25 17 Emphashize the word “unchecked” (for “copy projects into
workspace” option) when importing project
42, 51, 63, | Update and fix issues in JSON format
92, 93
29, 81, 82, | Update firmware version description to match source code
88, 90
— Update for Dashboard descriptions
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LS| are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external
reset pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states
of pins in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power

reaches the level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity
of the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in
terms of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic
values, operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a
system-evaluation test for the given product.
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(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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