RE N ESAS Application Note

Renesas RA Family
Quick Start Guide: EK-RA6M3 Modbus TCP

Introduction

This document is a quick start guide for evaluating Modbus communication with the RA microcomputer
evaluation board.

Modbus protocol is a communication protocol developed by Modicon Inc. (Schneider Electric SA.) for
programmable logic controllers (PLCs), and its specifications are open to the public.

For details, refer to the protocol specifications (PI-MBUS-300 Rev.J).

Target Device

EK-RA6M3
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1. Overview

This document is for the Modbus protocol stack that operates on the EK-RA6M3 evaluation board, and
describes the function overview, application programming interface (API), and application samples for
developing and implementing applications using the protocol stack.

This package supports the Ethernet-based Modbus TCP protocol.
This Quick Start Guide provides:

¢ Instructions for running the Quick Start example project.

¢ Instructions for importing, modifying, and building the Quick Start example project using Flexible
Software Package (FSP) and e? studio Integrated Development Environment (IDE).

e Instructions for connecting with a master and operating simple demo.

1.1 Abbreviations/Definitions
Table 1. Abbreviations/Definitions

Index Abbreviations Description
/Definitions
1 IP Internet Protocol
2 TCP Transmission Control Protocol
3 USB Universal Serial Bus
4 PC Personal Computer
5 SW Switch
6 EWARM Embedded Workbench® for ARM
7 LED Light Emitting Diode
8 TCP Transmission Control Protocol
9 Wireshark Free packet capture tool to check packets flowing on LAN

1.2 Reference
Technical information about Modbus is available through Modbus organization site, and information about
EK-RAG6M3 is available through Renesas.

Table 2. Technical Inputs

Index Technical Inputs

r01ds0358ej0120-rabm3.pdf
r01uh0886jj0110-raém3.pdf
REN_r20ut4623ju0100-ek-rabm3-v1-um_MAT_20191008.pdf

r20gs0011eu0103-ek-rabm3-qgsg.pdf

Modicon Modbus Protocol Reference Guide Rev.J
Modbus Application Protocol Specification V1.1b3

AW IN|-

2. Features

Modbus protocol stack for EK-RA6M3 allows for quick and easy development of the Modbus TCP
applications.

Modbus function code supported by the initialization APl is also specified. The following nine function codes
can be implemented in this stack.

e 1(0x01) — Read coils

e 2(0x02) — Read discrete input

e 3(0x03) — Read holding registers
e 4(0x04) — Read input registers

e 5(0x05) — Write single coil

e 6(0x06) — Write single register
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e 15(0x0F) — Write multiple coils
e 16(0x10) — Write multiple registers
e 23(0x17) — Read/Write multiple registers

For more information about Modbus, refer to the following site:
http://www.modbus.org

Note: The version number may differ depending on the update. Refer to the latest manual.

3. Structure of the Sample Application

This sample application consists of three blocks:

e FSP driver including FreeRTOS+TCP.

e Modbus protocol stack sample program using RTOS and TCP/IP stack.
e Application sample program using Modbus protocol stack.

3.1 FSP Drivers

e e2studio/ra
This directory includes the code required for the following Modbus protocol stack:
— BSP (Board support package) for EK-RA6M3
— HAL (Hardware abstraction layer) drivers
— FreeRTOS and FreeRTOS+TCP.

FreeRTOS is an open-source software for real-time operating system (RTOS) for microcontrollers.
Refer to the following link for details.

https://www.freertos.org/index.html

https://aws.amazon.com/freertos/

e e2studio/ra _gen
This directory included the code required for the following Modbus protocol stack:
— HAL (Hardware abstraction layer) drivers

e e2studio/ra cfg
This directory included the code required for the following Modbus protocol stack
These codes setting FreeRTOS configuration and BSP configuration.
— BSP (Board support package) for EK-RA6M3
— FreeRTOS and FreeRTOS+TCP.

3.2 Modbus Protocol Stack

e e2studio/Modbus
— Modbus protocol stack and TCP/IP communication are implemented.
— Codes in this directory will create and delete tasks. User does not need to modify codes.

e e2studio/Modbus_user
— Users can register their own implementations of Modbus function codes into Modbus protocol stack.
— Codes in this directory are examples to initialize Modbus protocol stack and register the user's
implementation of Modbus function codes by Modbus protocol stack APIs.

3.3 ModbusDemoApplication.exe

This executable file is the TCP demo server for TCP/IP communication. It can be used to run the
Modbus protocol stack demonstration.
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4. Operating Environment
The sample program covered in this manual runs in the following environment.

Table 3. Operating Environment

Item Description

Board EK-RA6M3 v1.0

CPU Cortex®-M4

Operating frequency CPU clock (CPUCLK): 120 MHz
Operating voltage 3.3V

Device requirements R7FA6M3AH3CFC

e Flash memory
Capacity: 2 MB

e SDRAM
Capacity: 640 KB

Integrated development environment e? studio 2022-10 or later

MCU software package FSP (Flexible Software Package) v4.4.0, v4.5.0, v4.6.0
Emulator J-LINK OB

Communications protocol Modbus TCP

Master tool ModbusDemoApplication.exe: Modbus evaluation test program

5. Board Setting and Connection

Connect the PC to the EK-RA6M3 board as shown below.
Power is supplied by connecting a USB micro-B cable to the board.
For Modbus TCP communication, use RJ45 connector and connect to PC with LAN cable.

e2Studio + FSP

e? studio

USB micro B cable

Frmit Wt S
¥ furess

A

iy

; § . Modbus Demo
fTetens e e Application

Figure 5. EK-RA6M3 Board Connection Configuration
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6. Execution of Modbus Sample Program

This section describes the instructions for communicating with the Modbus sample application.
Refer to section, 4 Operating Environment and section 5, Board Setting and Connection in advance to
complete tool installation and hardware connection.

1. Import the sample project after the e2 studio is started by selecting File > Import > Existing Projects
into Workspace.
Check the select root directory and select r01an0711xx0100-rabm3-modbus_tcp folder > Finish.

ﬁ Import

Import Projects

Select a directory to search for existing Eclipse projects.

O
u -

(@) Select root directory: .C:’érﬂlan[}?l1xxU‘ID{]'-laE5m3-m0dhu5_ltp v Browse...
() Select archive file: Browse...
Projects:
[+] EK_RABM3_Modbus (C:¥r01an0711x0100-raém3-modbus_tcp¥e2studio) Select All
Deselect All
Refresh

2. Execute the build.
At this time, confirm that there are no build errors.

&) workspace RA - & studio
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
|% || % || ® | |4 Debug v || E1 EK_RAGM3_Modbus.elf v g -
% poject xplorer x [ENNGE
5 EE_EI:AB New »
= B Go Into
B Inclu
& Mod Open in New Window
= Mod Show In Alt+Shift+W >
2ra | [B Copy Ctrl+C
8 ra_gi Paste Ctri+V
Hsre M Delete Delete
& Debi Source 3
E ra_ct Move
k= scnp Rename.. F2
% conf - [y
EK_R
3 Export.
EKR Renesas FSP Export »
R7F
ra_c Build Project Incremental Build of Selected Projects “
RAGI Clean Project
@ Dew - Refresh F5
R20AN0711EJ0101 Rev.1.01 Page 5 of 13
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3. Download the application and run the debugger.
After connecting the board and J-Link OB, start debugging using the following procedure. In Project
Explorer view, right-click the node of project to be debugged and select Debug As > Debug

Configurations.

P Project Explorer x B 9

=

=R startup.c
v 1% EK_RA6M3_Modbus (ine~ - =~ = - '°

# Binaries ——
E Includes Go Into
2 Modbus Open in New Window
£ Modbus_user Show In
£ ra B Copy
2 ra_gen Paste
&5 st K Delete
& Debug Source
& ra_cfg Move
& script Rename...
# configurationxml

) EK_RA6M3 Modbusel = 'MPOrt-

: EK_RA6M3 Modbusel ::p;ls 5P Expon

- R7TFAGM3AH3CFC.pinc

¢ ra_cfg.txt Build Project

- RAGBM3-EK.pincfg Clean Project
@ Developer Assistance Refresh

Close Project

Close Unrelated Project

ialize system using BSP.

%/
!

nit();
) user application. */
Alt+Shift+W >
Ctri+C
Ci+v  f)
Delete o _
5 Infinite Loop. */
F2

exception handler.[]
t_Handler (void)

rror has occurred. The user will need to inw
|_HANDLE_UNRECOVERABLE_ERROR(@);

ck */
8_t g_main_stack[BSP_CFG_STACK_MAIN_BYTES + §
N_SECTION(BSP_SECTION_STACK);

Build Targets »
Index >
Build Configurations > b AY-k-T30- 2 A¥-R-YZ27) | 4 Debug =
Q RunAs > |5 GDB Hardware Debugging]
i+ Debug As 2 [E9 1GDB Simulator Debugging (RH850)
Team > [E] 2Llocal C/C++ Application tra]
Compare With > [E9 3 Renesas GDB Hardware Debugging
Restore from Local History.. 9 4 Renesas Simulator Debugging (RX, RL78)
MISRA-C » Debug Configurations...
@ C/C++ Project Settings Ctrl+Alt+P
4. Program download.
Select Renesas DBG Hardware Debugging > EK_RA6M3_Modbus.elf , then press Debug.
8} Debug Configurations [m] *
Create, and run configurations ﬁ
LRI 8V v Name: | EK_RAG6M3_Modbus.elf
. | _ %# Debugger| ¥ Startup | ] Common| % Source
ch++ Application o Project:
lc] C/C++ Remote Application -
- EASE Script EK_RA6M3_Modbus Browse..
[£] GDB Hardware Debugging C/C++ Application:
[£] GDB OpenOCD Debugging Debug/EK_RAGM3_Modbuself
¥ GDB Simulator Debugging (RH850)
3 Java Applet Variables... Search Project... Browse...
[T Java Application Build {if required) before launching
A Launch Group . ) "
T Remote Java Application Build Configuration: | Use Active
— Loitd Bahugging () Enable auto build () Disable auto build
[ EK_RAG6M3_Modbus.elf (@ Use workspace settings Confiqure Workspace Settings...
[£% Renesas Simulator Debugging
Filter matched 13 of 15 items Revert REn
@ Debug Close
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The following dialog will appear, so switch to the debug screen.

g Confirm Perspective Switch x

e This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for displaying
the debug stack, variables and breakpoints.

Switch to this perspective?

] Remember my decision

T

5. Program start.
Click the Resume button.
When debugging is started, the program is interrupted at main.c;
Click the Resume button again to run the program.

a workspace RA - EK_RASM3_Modbus/ra/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - * studio

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

& |[ % || ™ | |4 Debug ~ || EK_RA6M3_Modbus.elf v m g B Rt o -

el A - - ¥

"=

=1 - |

1€l startup.c &3

~ [E] EK_RABM3_Modbus.elf [Renesas GDB Hardware : {
v B EK_RAG6M3_Modbus.elf [1] [cores: 0] i /* Initialize system using BSP. */
~ o Thread #1 1 (single core) [core: 0] (Susper | SystemInit();
= Reset_Handler() at startup.c:62 Ox413c | | /* Call user application. */
s arm-none-eabi-gdb (7.8.2) main();
Wi Renesas GDB server (Host)
whila (11

7. Modbus Communication Demo with Evaluation Tool

This section uses the evaluation tool (ModbusDemoApplication.exe) to demonstrate the procedure for
checking the demo operation of the sample program.

7.1 IP Address Setting
To run the Modbus sample program, it is necessary to set the IP address of the PC to the same domain
as the evaluation board.
1. Open the network connections list.
Control panel > Network and Sharing Center > Change adapter settings

Double-click (or right-click) on the Local Area Connection, then select Properties.
Select TCP/IPv4 and click the Properties button.

Metwsrking | Shairg
Connact uing
& TeariDAT dntel PO Ethernet ddapher [Gigatsl)

(i)
This cgnnection uses e followang bems:

S Clewt ow Microcsodt Natwod:s -
Dietessmirustic Network: Evhances
oS Packet Scheduer
Fiie aned Prirter Shiaving bor Micnosoft Nstwod

Ly

«i TnCAT Etiesnet Protocol
& |mberroet Protecol Viersaon B [TOPAPVE)
Bl | ribemst Frobocol Verson 4 [TOPAP)

* R R R

Crassicriptaon
Tearurrimon Contiol ProtscelAnteret Prolocol. The defml

wide aea nebwork, peotocel that provides commurication
acioss diverse nberconresched networks
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Set IP-address to 192.168.1.101, and subnet mask to 255.255.255.0.

You can get [P settings assigned sutomatically if your network supports
this capability, Otherwise, you need Lo &k your network sdministrstor
fr the sppropriste TP settings,

Qbtain an 1P sddress sutomatically
@ Uige the Follovang [P address:
IF address:
Sybnest mask:
Defsukt gateway:

Obitain DMS server address aubomaticaty
@ Lt the Following DS server sddresses:
Frefemed DNS server:

flternste DNG server:

[ wabdate settings upon exit

7.2 Setting of Modbus Demo Application

1.  Open ModbusDemoApplication.exe which is included in this example project package.
“Connection” is selected to TCP server and set server IP address (for example, “192.168.1.100”) and
Port No (for example, “502”).
~loix]
File(F)  Help
—Connection e — |
—Serial setting —L0
[coms [ Gails [
ISB-‘Uprs vl Degcrete nput IDD
RTU -
—Slave ID
INONE Parity vl 9655
Il ztop bit vl
—Connection Timeout —————————
Remote Modbus Server |5DDU
Ready
2.

When Connect button is clicked, LED blinking is started with Modbus communication.

R20AN0711EJ0101 Rev.1.01 Page 8 of 13
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3. By using a packet analysis tool like Wireshark, you can check the Modbus communication status as

follows.
mae RNEQemEF & | = Q& F
W [Fmo0bs - <Gk, &mA -+
Mo Time Source SrcPort Destination DstPort Protocol Length  Info -~
22794 2023-05-06 ©7:10:00.680782  192.168.1.120 se2 192.168.1.101 61763 TCP 60 502 + 61763 [ACK] Seq-156597 Ack-185081 Win-1450 |
22795 2023-05-96 ©7:10:00.681269  192.168.1.120 52 192.168.1.101 51763 Modbus/TCP &4 Response: Trans: 13 Unit: 255, Func:  2: Rea
4279 2023-05-96 ©7110:0.693146  192.168.1.101 61763 192.168.1.100 52 Modbus/TCP 68 Query: Trams:  1; Unit: 25, Func: 15: Wit
22797 2023-05-96 ©7:10:00.693661  192.168.1.120 52 192.168.1.101 61763 TCP 69 502 + 61763 [ACK] S8q-156607 Ack-185095 Win-1452 L
22798 2023-05-96 ©7:10:00.694147  192.168.1.120 52 192.168.1.101 51763 Modbus/TCP 66 Response: Trans: 13 Unit: 255, Func: 15: Wit
22799 2023-05-96 €7:10:00.716168  192.168.1.101 61763 192.168.1.100 52 Modbus/TCP 66  Query: Trans:  1; Unit: 255, Func:  2: Rea
22800 2023-05-96 ©7:10:0.716747  192.168.1.120 52 192.168.1.101 61763 TCP 69 502 + 61763 [ACK] 52q-156619 Ack-185187 Win-145@ L
22801 2023-05-96 ©7:10:00.717374  192.168.1.120 52 192.168.1.101 51763 Modbus/TCP &4 Response: Trans: 13 Unit: 255, Func:  2: Rea
22802 2023-05-96 ©7:10:00.728884  192.168.1.101 61763 192.168.1.100 52 Modbus/TCP 68 Query: Trams:  1; Unit: 25, Func: 15: Wit
22803 2023-05-96 ©7:10:00.729420  192.168.1.120 52 192.168.1.101 61763 TCP 69 502 & 61763 [ACK] 58q-156629 Ack-185121 wWin-145@ |
22804 2023-05-96 ©7:10:00.729948  192.168.1.120 52 192.168.1.101 51763 Modbus/TCP 66 Response: Trans: 13 Unit: 255, Func: 15: Wit
22805 2023-05-96 €7:10:00.752414  192.168.1.101 61763 192.168.1.100 52 Modbus/TCP 66  Query: Trans:  1; Unit: 255, Func:  2: Rea
22806 2023-85-06 97:19:0.752851  192.166.1.120 se2 152.1c8.1.101 61763 TCP 60 502 » 61763 [ACK] Seq-156641 Ack-185133 Win-145@ L
22867 2023-85-06 97:19:00.753349  192.166.1.120 se2 152.1c8.1.101 £1763 Modbus /TCP &4 Response: Trans:  1; Unit: 255, Func:  2: Reac
22808 2023-85-06 07:19:00.766203  192.166.1.181 61763 192.168.1.108 52 Modbus/TCP &8 Query: Trans:  1; Unit: 255, Func: 15: Writ
22869 2023-05-06 07:19:00.766554  192.166.1.120 se2 152.1c8.1.101 61763 TCP 60 562 » 61763 [ACK] Seq-156651 Ack-185147 Win-1452 L
22810 2023-85-06 97:19:0.767891  192.166.1.1¢0 se2 152.1c8.1.101 £1763 Modbus /TCP &6 Response: Trans:  1; Unit: 255, Func: 15: Writ
22811 2023-85-06 97:19:00.789892  192.166.1.181 61763 192.168.1.108 52 Modbus/TCP &  Query: Trans:  1; Unit: 255, Func:  2i Reac
22812 2023-85-06 97:19:0.790329  192.166.1.120 se2 152.1c8.1.101 61763 TCP 60 502 » 61763 [ACK] Seq-156663 Ack-185159 Win-1452 L
22813 2023-85-06 97:19:00.796828  192.166.1.120 se2 152.1c8.1.101 £1763 Modbus /TCP &4 Response: Trans:  1; Unit: 255, Func:  2: Rea
L 22812 2023-25-e¢ e7:le:ee.se2ces  152.1c8.1.101 61763 192.168.1.168 52 Modbus/TCP 68 Query: Trams:  1; unit: 255, Func: 15: Writ
< >
Frame 1: 66 bytes on wire (528 Dits), 6 bytes captured (528 bits) @8 11 22 33 44 55 c4 36 B ea 51 49 03 00 45 88 - "30U-6
Ethernet II, Src: Buffalo_ea:51:49 (c4:36:c@:ea:51:49), Dst: CIMSYS, @8 34 66 d9 40 @@ 80 06 Of dl c@ a8 @1 65 c@ a8 -4f-@- -
Internet Protocol Version 4, Src: 192.168.1.191, Dst: 192.168.1.108 9 @l 64 f1 43 @1 f6 75 19 b6 96 8@ @@ 6e 5a 50 18  d-C -u-
Transmission Control Protocol, Src Port: 61763, Dst Port: 52, Seq:|| 2838 9 2c a6 23 8@ @@ oo @0 @e @6 ff 02 @0 00 -, # [
2040 B8 8 -
Modbus/TCP
Hodbus
< >

7.2.1 Specification of Demonstration
By communicating with PC through the Modbus TCP protocol, LED blinking speed is controlled
dynamically. For this control, Read Coil and Write Coil commands are used. Specifically, the following
sequence is executed.
1. PC application checks the states of the switches (S1 and S2), by using Modbus "Read Discrete Input"
function code.
2. According to the states of the switches, the states of the output ports, which are connected to LED are
updated periodically.
Updating span = ( [SW setting value] + 1) x 10 [msec] : when SW value is less than 0x7F
Fixed 10 msec : when SW value is 0x7F or more

* (81 :0x20, S2 : 0x40)
* While pressing Switch S1 or S2, the blinking speed of the LED will change.

Switch S2

Switch $1

R20ANO711EJ0101 Rev.1.01
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8. Appendix

8.1 Appendix A : DHCP Mode

Set DHCP mode using FSP.

1. Open configuration.xml from Modbus project.

& workspace RA - e studio

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

LIS

W | % Debug || EK_RAGM3 Modbuself B & iy

~ &% EK_RAB6M3_Modbus (in e2studio) [Debi
# Binaries
) Includes
&% Modbus
& Modbus_user
@B
&2 ra_gen
2 src
& Debug
& ra_cfg

s scrip
= EK_RABM3_Modbus.elfjlink
EK_RAB6M3_Modbus.elflaunch
© RTFABM3AH3CFCpincfg

= ra_cfg.tat

© RAGM3-EK pincfg

(@ Developer Assistance

2. Click Stacks tab to open the Stacks Configuration window and select the FreeRTOS + TCP in the left
threads window. Open the properties, change Use DHCP to Enable and click Generate Project

Content button.

File Edit Source Refactor

|4 || % || ® | |4 Debug

O Project Explorer 32 | = 2
~ &% EK_RAEM3_Modbus
¥ Binaries
@l Includes
&% Modbus
2 Modbus_user
Bra
&2 ra_gen
&2 src
= Debug
& ra_cfg

© RTFAG6M3AH3CFC.pincfg
= ra_cfg.txt

© RAGM3-EK.pincig

(@) Developer Assistance

Navigate Search Project Renesas Views Run Window Help

% configurationxmi / <

EK_RA&M3_Modbus.elfjlink
EK_RA&M3_Modbus.elflaunch

~ || [ EK_RAGM3_Modbus elf v R vigia .

16+ *{EK_RAEM3_Modbus] FSP Configuration &2

5 N Qv 0

= 0

Stacks Configuration Generate Project Content
¢ | New Thread FreeRTOS+TCP Stacks ¢ | New Stack > = £ ol S M v fey
Threads
u | Remove |- - -
- ¥ FreeRTOS+TCP
~ s HAL/Common
# g_ioport 1/O Port (r_ioport
~ @ Net Thread ()]
¥ FreeRTOS+TCP rs
v Lo = '
e cap % FreeRTOS+TCP Wrapper to r_ether
3 {rm_freertos_plus_tcp)
) 6]
. 4| New Object > ry
1 I
R
5 # g_ether0 Ethemet # FreeRTOS Buffer
(r_ether) Allocation 2
w
Summary BSP Clocks Pins |Interrupts EventNinks Stacks| Components
£ ME B Console I: _% AN-N 739~ 1 23-+-3Z2F) 4 Debug
FreeRTOS+TCP
Settings  Property Value
Receive Block Time 2000
Send Block Time 2000
DNS caching Enable
DNS Request Attempts 5
IP stack task priority configMAX_PRIORITIES-

Stack size in words (not bytes)
Metwork Events call vApplicationlPNetworkEventNook Disable
Max UDP send block time
Use DHCP

configMINIMAL_STACK _BIZE * 10

15000 / ponTI(_K_PERICiD_MS

DHCP Register Hostname Disable
DHCP Uses Unicast
DHCP Send Discover After Auto IP Enable

R20ANO711EJ0101 Rev.1.01
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8.2 Appendix B : User-defined Function

This section describes Modbus function codes. Users can register their own implementation of Modbus
function code with Modbus protocol stack.

8.2.1 Register Callback Function
Define a user-written function. This sample program uses an LED light as example.
Definition file: /Modbus_user/modbus_init.c
e Callback function corresponding to function code1 (Read coil)
— Read from the coil corresponding to the switches.

e Callback function corresponding to function code5 (Write single coil)
— Write to the coil corresponding to the LED.

8.2.2 Register Function Code
Definition file: /Modbus_ user/modbus_func.c
Define the function to be registered in call back function.

8.2.3 User-Defined Functions

User-defined functions are defined in the Modbus user/modbus_user.c

Use the user-defined Read/Write function to process each function.

The corresponding Read/Write function and its table of each address of Coil / Discrete Input /
Holding register / Input register are prepared.

[Read Coils]

address access

0001 LED1, g_coils_area

0002 LED2, g_coils_area

0003 LED3, g_coils_area

0004 g_coils_area

0005 g_coils_area

0006 g_coils_area

0007 g_coils_area

0008 g_coils_area

[Write_Single_Coils]

address access

0001 LED1, g_coils_area

0002 LED2, g_coils_area

0003 LED3, g_coils_area

0004 g_coils_area

0005 g_coils_area

0006 g_coils_area

0007 g_coils_area

0008 g_coils_area
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[Read_Discrete_Inputs]

address access

1001 g_discrete_input_area
1002 g_discrete_input_area
1003 g_discrete_input_area
1004 g_discrete_input_area
1005 g_discrete_input_area
1006 S1,g_discrete_input_area
1007 S1,g_discrete_input_area
1008 g_discrete_input_area
1009 g_discrete_input_area
10010 ILLEGAL DATA ADDRESS
10011 g_discrete_input_area
10012 g_discrete_input_area

[Read_Discrete_Inputs]

address access

3001 g_input_reg_area

3002 g_input_reg_area

3003 g_input_reg_area

3004 ILLEGAL DATA ADDRESS
3005 ILLEGAL DATA ADDRESS
3006 ILLEGAL DATA ADDRESS
3007 ILLEGAL DATA ADDRESS
3008 g_input_reg_area

[READ_HOLDING_REGISTERS]

address access

4001 g_holding_reg_area

4002 g_holding_reg_area

4003 g_holding_reg_area

4004 ILLEGAL DATA ADDRESS
4005 ILLEGAL DATA ADDRESS
4006 ILLEGAL DATA ADDRESS
4007 g_holding_reg_area

[WRITE_SINGLE_REGISTER]

address access

4001 g_holding_reg_area

4002 g_holding_reg_area

4003 g_holding_reg_area

4004 ILLEGAL DATA ADDRESS
4005 ILLEGAL DATA ADDRESS
4006 ILLEGAL DATA ADDRESS
4007 g_holding_reg_area
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.

- Arm® and Cortex® are registered trademarks of Arm Limited (or its subsidiaries) in the EU and/or elsewhere.
All rights reserved.

+ Ethernet is a registered trademark of Fuji Xerox Co., Ltd.

+ Modbus is a registered trademark of Schneider Electric, licensed to the Modbus Organization, Inc.

+ Additionally all product names and service names in this document are a trademark or a registered trademark

which belongs to the respective owners. a trademark or a registered trademark which belongs to the respective
owners.




Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.

© 2023 Renesas Electronics Corporation. All rights reserved.
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